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Abst ract

Descri bes a zero-configuration protocol for dynam cally assigning
I Pv6 nulticast addresses. Applications randomy assign multicast
group IDs froma specified range and prevent collisions by using

Multicast DNS (nDNS) to publish records in a new "eth-addr. arpa"

speci al -use domain. This protocol satisfies all of the criteria
listed in draft-ietf-pi mzeroconf-ntast-addr-all oc-ps.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 April 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. I nt roduction

[1-D.ietf-pi mzeroconf-ntast-addr-alloc-ps] includes a problem
statement and requirenments for a zero-configuration nmethod for

dynani cal |l y assigning nulticast addresses. This docunent describes a
process that fulfills these requirenments by having applications
random y assign I Pv6 nmulticast group IDs froma specified range and
usi ng nDNS [ RFC6762] to prevent collisions.

Not e that DNS-based Service Discovery (DNS-SD) [ RFC6763] uses several
different DNS record types, published using either Unicast or
Multicast DNS, to facilitate service discovery. This document uses a
single DNS record type (PTR), published using Multicast DNS, to
coordinate I Pv6 nulticast address assignnent in a zero-configuration
environment. The DNS records in this protocol may be published

al ongsi de records for other domain name services, such as DNS-SD, or
they may be published alone. nDNS is used in favor of a new protocol
with the expectation that functionality for address assignnent can be
achi eved using existing nDNS i npl enent ati ons.

This protocol is well-suited for networks that rely on I Pv6 multicast
and al ready depl oy nDNS.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Pr ocedur e

When an application is preparing to transnit a nulticast stream it
first generates a randomgroup IDin the range 0x90000000- OX9FFFFFFF
which 1 ANA is REQUESTED to assign fromthe "Dynanic Milticast Goup

I Ds" registry (see Section 4). It conmbines this with the Interface
Identifier (11D of the intended source address for the mnulticast
streamto generate a link-scoped |IPv6 nulticast address [ RFC4489].
The application then calculates the nulticast Ethernet address that
will be used to transmt the data ([ RFC2464], Section 7) and uses
that to construct a string like a reverse-mappi ng domain, using a new
"et h-addr. arpa" speci al -use domai n.

For exanple, given a source address of fe80::al2:34ff:feb6: 7890, the
I Pv6 nulticast address nmay be ff32:00ff:al2: 34ff: feb56: 7890: 9abc: def O,
the group I D 9abc:def0, the multicast Ethernet address

33:33: 9A'BC. DE: FO, and the resulting string is
"0.f.e.d.c.b.a.9.3.3.3.3. eth-addr. ar pa".

The application then uses the nDNS probing al gorithm described in

[ RFC6762], Section 8.1 to continuously query for a PTRrecord with
the same nanme as the generated string. |If the probing algorithm
conpl etes without any conflict, then the application begins
advertising its own unique PTR record using that nane. The PTRDNAME
field consists of a unique application identifier, in the formof a
DNS | abel, followed by the device's host name (for exanple,
"application.exanple.local."). Integrating a unique identifier in
this manner allows for multiple applications to be on the sanme host.
Note that A/ AAAA records may al so be published for this host nane
("example.local."), though this is not a requirenment for this design

Because this protocol is focused specifically on allocating |IPv6
mul ti cast addresses, records MJST be published using the |IPv6
mul ti cast address for nDNS, but MAY al so be published using the |Pv4
mul ti cast address for nDNS

Once the PTR record is advertised, the host may then begin
transmitting nulticast data using the generated address.
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The application shall retain the group ID value and use it the next
time the multicast streamis transmtted. This allows the network to
qui ckly settle on a configuration that will never have anot her
collision as long as the network is unchanged.

If a conflict is detected at any point, then the application stops
transmitting that nmulticast streamand starts the process over using
a different group ID.

The host network stack may optionally nonitor the network for traffic
that uses the sane destination nmulticast Ethernet address, but a
different destination nulticast |Pv6 address. |If this is detected,
then the application responds the same as a collision

While intended primarily for allocating IPv6 nulticast addresses on
the sanme subnet (link-1ocal scope), the sane technique could al so
apply to a larger network as long as nDNS traffic is routed between
subnets (for any scope excludi ng gl obal scope).

2.1. Veto Records

[1-D.ietf-pi mzeroconf-ntast-addr-alloc-ps] describes collisions
occurring in the network infrastructure. Wen an infrastructure
conmponent detects a collision it cannot resolve, it triggers a
conflict with the application by publishing a veto record. A veto
record is a unique PTR record using the string generated for the
address as its nane and the PTRDNAME field set to the string "veto",
formatted as a DNS | abel. The veto record is published w thout

pr obi ng.

Applications respond to the conflict the same as to a collision. The
application retains its new group I D, so the sanme conflict is not
repeated in the future.

3. Evaluation of Solution

[1-D.ietf-pimzeroconf-ntast-addr-alloc-ps] contains a list of
criteria to evaluate potential solutions. The protocol described in
this document satisfies all of the required criteria.

However, because nDNS is designed to be a | ow bandwi dth protocol, it
can take a signficant amount of tinme to detect a record collision
after a network partition is repaired. This is not a concern on

net wor ks where all multicast streams are established before any
likely partition event because all group IDs will have been sel ected
and stored for future use.
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4.

It is a greater concern on networks where nulticast streans may be
established at any time. Deploynents on these networks nmay consi der
engagi ng a detection mechani smand pronpting hosts to send
unsol i cited nDNS response nessages when the partition is repaired.

The protocol described in this docunent al so satisfies the
recomrended criteria, to the extent that a depl oynent supports
publ i shing nDNS- based DNS- SD records across nultiple subnets (see
[ RFC8766]) .

| ANA Consi der ati ons

I ANA should allocate a block of group IDs fromthe "Dynamic Milticast
Goup IDs" registry in the "IPv6 Milticast Address Space Registry"
registry group that was created by

[I-D.ietf-pi mupdt-ipv6-dyn-ntast-addr-grp-id]. The range of this

bl ock shoul d be 0x90000000- OX9FFFFFFF and the description should be
the title of this document.

The speci al -use domai n "et h-addr. arpa” should be registered in the
.arpa registry (https://ww.iana. org/donmai ns/arpa) and the "Special -
Use Dommi n Nanes" registry (https://ww.iana.org/assi gnnents/speci al -
use- dommai n-nanmes). This domai n shoul d not be del egat ed.

1. Domain Name Reservation Considerations
The "eth-addr.arpa.” domain is effectively a reverse-nmappi ng donmain
and so has the sane considerations as the reverse-mappi ng donai ns
listed in [ RFC6761], Section 6.1

Security Considerations

This algorithmonly works in environments where all hosts are
cooperating. Malicious hosts could deny service by repeatedly
triggering address conflicts.
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