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Abst ract
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configuration setup and no centralized services. The protocol runs
anong group participants which need a uni que group address to send
and receive nulticast packets. Tailored for IPv4 and | Pv6 networks,
this design offers a sinple, |ightweight option rather than extending
an exi sting protocol.
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material or to cite themother than as "work in progress."
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Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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1. I nt roduction

The Group Address Allocation Protocol (GAAP) is a decentralized

mul ticast protocol used by participating applications which send and
recei ve packets to/froma multicast group. The protocol is
relatively lightweight, runs with mnimzed nessagi ng and state so
that it can run within a library a nmulticast application compiles
into its executable binary.

GAAP is a possible solution to the issues described in problem
statement draft [I-D.ietf-pi mzeroconf-nctast-addr-alloc-ps].

O her approaches to nulticast group allocation have been proposed in
the past, they include SAP [ RFC2974], SDP [ RFC4566], nDNS [ RFC6762],
MADCAP [ RFC2730], MASC [ RFC2909], and IPv6 All ocation Cuidelines

[ RFC3307]. However, they require global scope adding | atency,
configuration, use of a single subnet, and are not decentralized.

Thi s docunent will describe the protocol operation, protocol nessage
formats, the APl definition, and how nulticast applications use the
API .

2. Definition of Terns

Group Nanme: is an ASCII string used by applications so they can
rendezvous on the sane group address. The application is started
using this group nane paranmeter. Applications can use nultiple
group nanes if they have requirenents to use nultiple group
addr esses.

Group Address: is a non-link-local IPv4 nulticast group address
[ RFC1112] or an IPv6 nulticast group address [ RFC4291].

GAAP Group Address: is an | ANA assigned non-1link-1ocal group address
the GAAP protocol sends nessages to. This address nust not cone
fromthe GAAP nul ticast address bl ock allocated by | ANA. For
I Pv4, the range is TBD1/10. For |IPv6, the range is TBD2/32. See
Section 9 for | ANA considerations.
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Hash Function: is a cryptographic hash function which takes the
group nanme as input and produces a hash value as output. The GAAP
prot ocol uses SHA-256 [ RFC6234].

Acceptabl e Group Hash List: There are 4 hashed val ues regarded as
"acceptable" for a group nane. They are cal cul ated using the
SHA- 256 hash function on 1 of 4 character strings: "<group-name>",
"<group- name>+1", "<group-name>+2", or "<group-name>+3". No GAAP
node should run the hash on any other strings for this group nane.

Hashed Value: is the output of a SHA-256 [ RFC6234] hash function
where the | ow order 32-bits are used to produce a uni que network
| ayer multicast group address. Achieving a unique 32-bits all ows
| ayer-2 switches to not have MAC nulticast address collisions when
mapped fromnultiple network |ayer multicast group addresses.

Col lided Goup Address: a network |layer group address where the | ow
order 32-bits of one group address is the sane as the | ow order
32-bits of another group address. It is desirable that the | ow
order 32-bits of a mapped | Pv6 group address to a MAC group
address not be the same so |ayer-2 switches do not |eak packets to
non-group nenbers. This is also true for | Pv4 group addresses
where the | ow order 23-bits nmust be uni que.

Claim Message: a GAAP protocol nessage that all ocates a uni que group
address and clainms it anong ot her GAAP nodes on the networKk.

3. Overview of Protocol Operation

This section will describe the high-level functionality of the GAAP

protocol. Each application runs the GAAP protocol by using the API

defined in Section 5.

* An application is started with a group nane.

* The group nanme is used to create a random al | ocated group address.

* Atimestanp is taken when the group address is created.

* A O aimnessage, see Section 4, is sent with group nane, group
address, and tinmestanp to deternine if the group address has been

claimed by any ot her GAAP nodes.

* |If no Claimmessage is sent in response, the application can start
usi ng the group address.
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* |f a Claimmessage is returned, a collision has occurred and the
GAAP node nust all ocate another group address and send a Claim
message for the new group address.

* (C aimnessages are sent periodically. They are sent by a single
node using a del ay-tinmer suppression nechanismsinilar to | GW
[ RFC1112]. See Section 6 for details.

* GAAP nodes are not required to cache information fromd aim
nmessages.

* GAAP is designed to be decentralized and statel ess. The nodes
that participate in the GAAP protocol are responsible for
al l ocating and claimng group addresses. No other entities are
needed.

4. GAAP Message For mat

At this time, there is a single nessage called the O aimnessage with
type value 1. Type value of 0 is reserved. The C aimnessage is
sent in a UDP checksummed packet where the source port is ephemeral
and chosen by the sender and the destination port is a well-known
port allocated by I ANA. GAAP can work behind NAT and firewall
devices as long as the GAAP destination port is pernitted through
filters.

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i

| Type=1 | Reserved | Record Count |
R et e s i o e s i i

| OXAAAAAAAA Mar ker |
B i s T T i i o S o T Ji I

| | Pv4 Multicast G oup Address | \
e T T e i S e i i o S e i sl i ST S i S |

I
| Pv6 Ml ticast |
G oup Address |
|

I

I

I

L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| Ti mest anp |
O e i o R i i I R S e o /
| G oup Nane ... |/
s S o S i oL S S SR S S S S S S S S S S S S S i i N
I |/
+-

I T S s e S S i S A S S R SR S

Figure 1: GAAP O ai m Message

Farinacci & MBride Expi res 20 October 2026 [ Page 5]

oa—-o0oo0oo3m



Internet-Draft Goup Address Allocation Protocol (GAAP) April 2026

Packet field descriptions:
Type=1: C ai m Message
Reserved: Set to 0 and ignored on receipt.
Record Count: The nunber of records in this C ai mmessage.

Marker: The fixed bit pattern of OXAAAAAAAA is required to be set
by the sender. The receiver verifies the marker to be
OXAAAAAAAA.  If it is not, the packet is dropped. The Marker
field is used to indicate to a receiver that the packet may be
encrypted. See Section 8 for details on encrypting GAAP
messages.

Record field descriptions:

I Pv4 Multicast Goup Address: a 32-bit nulticast address in
network byte order [RFCL1112]. |If all bits are set to O, there
is no | Pv4 address being allocated and cl ai ned.

IPv6 Multicast Group Address: a 128-bit nulticast address in
network byte order [RFC4291]. |If all bits are set to 0, there
is no | Pv6 address being allocated and cl ai ned.

Address Field Usage: The IPv4 and | Pv6 address fields are fixed
length (4 bytes and 16 bytes) and their positions in the
message are well known. Either or both address fields nmay be
popul ated, consistent with the group address types being

clained. |If only one address type is used, the unused address
field nust be set to O by the sender and ignored by the
receiver. |f both address fields are set to 0, the nessage is

invalid and nust be di scarded.

Timestanp: A 32-bit standard epoch UTC tinestanp in seconds
according to [RFC8536]. The tinmestanp is intended to provide a
relative ordering between conpeting clainms rather than
represent absolute time. Waparound does not materially inpact
correctness as |l ong as conparisons are done appropriately.

Group Nanme: A variable length group name the nulticast
application uses. It is in ASCI|I format [RFC0020]. The string
is termnated with a null character. Since the Goup Nane is
vari abl e | ength, subsequent records may not occur on a |ong- or
short-word boundary. The Group Nane is encoded as a nul
term nated string of variable I ength. The Iength of the Goup
Nane can be determned fromthe overall nessage | ength ninus
the fixed length fields that precede it. Receivers nmust ensure
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that a null terminator is present within the bounds of the
message ot herwi se the nmessage is considered mal formed and
di scarded

5. GAAP API

The GAAP APl has the following APl calls a multicast application wll
use. A multicast application inports the library before using it in
its code logic. This section docunments a python library.

5.1. gaap.init()

gaap.init() is used to initialize the GAAP APl with a application
cal l back function. The callback function is called when a group
address has changed (due to collision) for a group nane the
application all ocat ed.

i mport gaap
status = gaap.init(app_callback_func)
if (status == Fal se):
print("error")
exit(1)
#endi f

def app_cal |l back_func(group_nane, group_address)
print("Goup nane {} changed to group address {}". \
format ((group_nane, group_address))
#enddef

5.2. gaap.allocate()

gaap. al l ocate() is used when the application needs a group address to
send or receive on.

i mport gaap
group_name = "ny-audi o- gr oup"
group_address = gaap. al | ocat e( gr oup_nane)
i f (group_address == None):
print("error")
exit(1)
#endi f

print("Nanme {} allocated address {}".format(group_nane, group_address))
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5.3. gaap.rel ease()

gaap.release() is used when an application is finished using a group
addr ess.

i mport gaap
group_address = gaap. al | ocat e( " nny- audi o- gr oup")
status = gaap. rel ease(group_address)
if (status == Fal se):
print("error")
exit(1)
#endi f
print("Rel eased address {}".fornmat(group_address))
5.4. gaap. cl ose()

gaap. close() is used when an application is finished using the GAAP

pr ot ocol
i mport gaap
#
# Initialize the GAAP APl with no call back function. Return if errored.
#

if (gaap.init() == False):
print("error")

exit(1)
#endi f
#
# Do multicast work by allocating, sending, and receiving group addresses.
#
#

# Application shutting dowm. No |onger need to run GAAP on | ocal node.
gaap. cl ose()

6. Detail Protocol Operation
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6.1. Allocating Goup Addresses

VWhen an application needs a group address it provides the GAAP API
with a group nane, the group nanme is used as input to a SHA-256 hash
function [RFC6234]. Initially, when no group address collision is
detected the group nane is passed as a string to the hash function
and the | oworder 32-bits are used for a group address. The

foll owi ng pseudo-code illustrates the functionality:

hash = sha256(group_nane)

|l ow bits = hash & Oxffffffff

if (v4):
group_addr ess

#endi f

if (v6):
group_address = OxffOe... 0000 | low bits

#endi f

return(group_address)

0xe0000000 | (low bits & Ox007fffff)

When the hash function is used to resolve a collision, the follow ng
pseudo-code will illustrate how 3 nore attenpts are used to find a
uni que group address:

for append in ["+1", "+2", "+3"]:
hash = sha256(group_nanme + append)
group_address = make_group_from hash(hash)
col lision = send_cl ai m( group_addr ess)
if (collision == False): return

#endf or

print("Collision limt reached")

When a group address collision is detected by 2 GAAP nodes, the node
with the earliest timestanp for the group address creation wins the
collision and keeps using the address. The node with a |ater
timestanp has the responsibility to allocate a new group address to
prevent the collision.

6.2. dainng Goup Addresses

When a group address is allocated by a GAAP node it will build and
send a Claimnessage. Included in the O aimnessage is the group
nane, group address, and tinmestanp. |f the group address collides
wi th ot her GAAP nodes al ready using the address, one of the nodes
will send a Caimnessage to notify the colliding node that it needs
to allocate a new group address.
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Col l'i sions can occur two ways, the first is when nultiple group nanes
produce the same hash, the second is when different hashes are
produced but when truncated to fit into a group address format, those
bits are the sane.

A collision is defined to be the same group address allocated to 2
different group nanes. So if a GAAP node is claimng a group address
for its group nane and a Claimis received with the same group name

with the sane group address, it is not a collision. It is sinmply a
peer group participant claimng the group address you both agree to
be usi ng.

Each GAAP node will periodically send O ai mnessages for all group
nanes for the applications running on the node. It will do this in a
multi-record Cl aimnmessage. The periodic O aimnessage i s sent by
setting a rough 1 minute tiner. The tinmer value is set to 1 mnute
plus a jitter value. The jitter value is a random nunber in a 10%
range of 1 minute (60 to 66 seconds). Wen the tinmer expires, a

Clai mnmessage is sent. Receivers of a C ai mnmessage who have their
timer running, reset the tinmer and thereby suppresses sending their
own Claimmessage. This allows only a single GAAP node that is using
the group address to keep claimng the group is still in use.

A new GAAP node nmay conme up after a group address collision has been
resolved. It may send a O ai mnessage for the first group hash from
the Acceptable Group Hash List. Wen this happens previ ous nodes in
the group will trigger sending a Claimfor one of the other addresses
in the Acceptable G oup Hash List. The new GAAP node nust switch
over to using the triggered C ained group address. The new GAAP node
must yield to existing nodes since their tinmestanps for the group
address all ocati on happened earlier than the new node’s C aim

6.3. Partition Repair

There will be network outage situations where all GAAP nodes nay not
receive Claimnmessages. During a partition, duplicate group
addresses may be allocated and used by nodes on each side of the
partition. During this condition, multicast nodes can operate
normal ly and there is no conflict until the partition heals. Wen
the partition heals, duplicate group addresses will be detected and
fixed. The group address with the earliest tinmestanp is used to
determ ne who keeps the collided group address. All others will have
to rehash a new group address and have the applications start using
the new address (meaning senders will source using the new group
address and receivers will |eave the collided group and join the new

group) .
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6.4. Releasing Goup Addresses

VWhen applications are no | onger sending to a group address or not

joined to a group address, they can informthe GAAP APl to rel ease
the group. Wen this happens, the GAAP protocol stops claining the
group address in periodic nessages and will not respond to a Caim

for this address for a different group name. It is inportant for
recei ver applications to | eave the group before rel easing the group
addr ess.

7. Operational Considerations

Thi s section summari zes operational considerations for GAAP
depl oynent .

Group nane selection is application deploynment specific and may be
driven by configuration, applications, or provisioning systens.
Operators should define policies to avoid adm nistrative conflicts.

GAAP i s expected to co-exist with other multicast address all ocation
mechani sms.  Depl oynents shoul d ensure that GAAP operates within
defined address ranges to avoid conflicts with non- GAAP assi ghed
mul ti cast addresses. Operators should al so be aware that, due to
Layer-2 nulticast address nmapping, multiple I Pv4 nulticast addresses,
all ocated by different multicast allocation procedures, nay map to
the sane ethernet multicast MAC address, which may result in hosts
receiving nmulticast traffic for groups to which they did not
explicitly subscribe.

GAAP does not require receivers to be GAAP aware. However, all nodes
al l ocating nulticast addresses for the same application or group name
are expected to use GAAP in order for collision detection to operate
correctly. GAAP allocated groups and non GAAP al |l ocated groups may
co-exist in the sane network when used by different applications or
services. Deploynent within a coordinated adm nistrative domain is
recommended to avoid conflicts between allocation nethods.

GAAP defines a nethod for deriving multicast addresses from group
nanmes and detecting address allocation conflicts. Applications use
the derived nulticast addresses for conmmunication. Applications are
required to keep group nanes unique. The creation, distribution and
di scovery of group nanes are application specific functions and are
out side the scope of this docunent.

I mpl enent ati ons shoul d provi de nechani sns for operators to observe
active clains and to clear or reset state for operational purposes.
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Depl oynments shoul d i nclude protections agai nst spoofed claims using
appropri ate authenticati on nechani sns, though specific methods are
out side the scope of this docunent.

I mpl enentations may linmit the nunber of records per nessage and
shoul d perform basic validation, including detection of duplicate
mul ti cast address cl ains.

VWile strict time synchronization is not required, |oosely
synchroni zed cl ocks are recomrended to ensure consistent tiner
behavi or.

8. Security Considerations

It is strongly suggested that the GAAP protocol run over an encrypted
mul ticast channel. Al GAAP inplenentations should support the sane
encryption nechani sm and use the sane key managenent procedure to
ensure interoperability. This could be difficult in enbedded devices
with different configurations. The nessage Marker is used to
indicate if the packet is sent in plaintext or ciphertext. |If the
Marker is not set to OXAAAAAAAA and the receiver does not have a

shar ed-key configured or has the wong shared-key, the receiver
cannot decrypt the nessage or decrypts the nessage and no OXAAAAAAAA
results. 1In this case the nessage MJST be dropped.

An open-source GAAP inpl ementation exists where ChaCha20 [ RFC7539] is
used to encrypt GAAP messages. The inplenentation s key managenent
procedure is a sinple shared key that is configured with the
appl i cation.

Dynam ¢ rekeyi ng mechani sms are outside the scope of this docunent.
However, GAAP can operate with external key nanagenent systens,

i ncludi ng automated or Dynami c Key Managenent (DKM solutions. In
the absence of such nechani sns, keys nay be provisioned manual ly.

The followi ng attack threats may exist with possible mtigation
t echni ques:

* Even when an encrypted channel is used, a bad actor could be
claimng a group address not derived fromone of the group nane
i nputs used for the Acceptable G oup Hash List (see Definition of
Terms section). Cooperating nodes should ignore such nessages and
not try to send C ai mnessages to correct the bad actor node.

* A bad actor could send an invalid tinmestanp giving it tie-breaking
priority when a group address collision occurs. |f the group
address has been prior clained by another node with a tinestanp
earlier than the invalid tinestanp, cooperating nodes should put
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the bad actor node on a bad-actor list and ignore future nmessages
fromit. |If the group name has not been clainmed yet, the
timestanp will be accepted only if earlier than the current tine
for the receiving node.

* A bad actor could send nessages too often and is not adhering to
the random del ay or periodic tinmer procedures in this docunent.
When this occurs, cooperating nodes should start ignoring nessages
fromthe bad actor node and not reset or cancel tiners, or send
triggered C ai m nessages

9. | ANA Consi derati ons

IANA will create the following registry in a new registry group
called "Group Address All ocation Protocol (GAAP)":

Regi stry Name: G oup Address Allocation Protocol (GAAP)
Regi stration Procedure: |ETF Review

9.1. GAAP UDP Port Numbers

IANA will create one UDP port nunber for the GAAP protocol:

B b ooy oo s s el e s s st
| Service | Port | Transport | Description | Reference |
| Nare | Number | Protocol | | |
. S sty el ooty s e s e el
| gaap | TBD | udp | GAAP | draft-ietf-pimgaap |
| | | | Control | |
| | | | Packets | |
Fo-m e - - I I i I I I R +
Table 1

9.2. GAAP Protocol Milticast Addresses

IANA will create one nulticast address fromthe | Pv4 | nternetwork
Control Block 224.0.1.x and one nulticast address fromthe |Pv6

Vari abl e Scope Milticast Addresses Bl ock FFOX: : TBD for the operation
of the GAAP protocol. The registry description field should indicate
" GAAP" .
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9. 3.

10.

10.

GAAP Mul ticast Group Allocation Ranges

IANA will create two nulticast address ranges for the GAAP protocol
to allocate application-use addresses from For IPv4, a /10 block in
a new registry range is requested. A /10 block represents a |arge
portion of the IPv4 nulticast space and discussi on between | ETF and

I ANA i s needed to determ ne the appropriate block size. This is a
significant allocation that inmpacts the overall |Pv4 nulticast
address space. For IPv6, a /32 block in a newregistry range is

bei ng requested. This allocation should cone fromthe Dynam c

Mul ticast Goup IDs registry defined in

[1-D.ietf-pi mupdt-ipv6-dyn-ntast-addr-grp-id].

Regi stry Name: GAAP | Pv4 All ocati on Range
Regi stration Procedure: |ETF Review

Regi stry Name: GAAP | Pv6 All ocati on Range
Regi stration Procedure: |ETF Review

For 1 Pv6 multicast addresses, the GAAP application allocation range
should be in the new "Dynamc Milticast G oup |IDs" registry requested
by [I-D.ietf-pimupdt-ipv6-dyn-nctast-addr-grp-id]. This new registry
requests the division of the 32-bit group I D range 0xA0000000 t hrough
OXAFFFFFFF. The GAAP al |l ocation range should cone out of this 32-bit
range.
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