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Abst r act

Prot ocol | ndependent Multicast - Sparse Mdde (PIMSM is a widely
depl oyed nulticast protocol. As deploynent for the PIMprotocol is
growi ng day by day, a user expects |ower packet |oss and faster
convergence regardl ess of the cause of the network failure. This
docunent defines an extension to the existing protocol, which

i nmproves the PIMs stability with respect to packet | oss and
convergence tine when the PI M Designated Router (DR) rol e changes.
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This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Mul ticast technology, with PIM SM ([ RFC7761]), is used widely in
Modern services. Sonme events, such as changes in unicast routes, or
a change in the PIMSM DR, nay cause the | oss of mnulticast packets

The PIM DR has two responsibilities in the PIM SM protocol. For any
active sources on a LAN, the PPMDR is responsible for registering
with the Rendezvous Point (RP). Also, the PIMDR is responsible for
tracking local multicast listeners and forwarding data to these
|isteners.
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Figure 1. An exanple of multicast network

The sinple network in Figure 1 presents two routers (A and B)
connected to a shared-nedia LAN segnent. Two different scenarios are
described to illustrate potential issues.

(a) Both routers are on the network, and RouterB is elected as the
DR. If RouterB then fails, nulticast packets are discarded unti
RouterA is elected as DR, and it assumes the multicast flows on the
LAN. As detailed in [RFC/761], a DR s election is triggered after
the current DR s Hello Holdtine expires. The failure detection and
el ection procedures may take several seconds. That is too long for
nmodern nul ticast services

(b) Only RouterAis initially on the network, naking it the DR If
RouterB joins the network with a higher DR Priority. Then it will be
elected as DR RouterA will stop forwarding nmulticast packets, and
the flows will not recover until RouterB assunes them

In either of the situations listed, many multicast packets may be
lost, and the quality of the services noticeably affected. To
increase the stability of the network this docunment introduces the
Desi gnated DR (DR) and Backup Designated Router (BDR) options, and
specifies how the identity of these nodes is explicitly advertised.

1.1. Keywords
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

Modern services: The real tinme nulticast services, such like |PTV,
Net - mreeti ng, etc.
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Backup Designated Router (BDR): Imediately takes over all DR
functions ([ RFC7761]) on an interface once the DR is no |onger
present. A single BDR SHOULD be el ected per interface.

Desi gnated Router Gther (DROher): A router which is neither a DR nor
a BDR.

0x0: 0.0.0.0 if IPv4 addresses are in use or 0:0:0:0:0:0:0:0/128 if
| Pv6 addresses are in use. To sinplify, OxO is used in abbreviation
inthis draft.

Sticky: The DR doesn’t change unnecessarily when routers, even with
hi gher priority, go down or come up.

3. Protocol Specification

The router follows the follow ng procedures, these steps are to be
used when a router starts, or the interface is enabl ed:

(a). When a router first starts or its interface is enabled, it
includes the DR and BDR Address options with the OptionValue set to
Ox0 in its Hello nessages (Section 4). At this point the router
considers itself a DROther, and starts a timer set to
Default _Hell o_Hol dti ne [ RFC7761] .

(b). \When the router receives Hell o nmessages from other routers on
the sanme shared-nedia LAN, the router checks the value of DR/ BDR
address option. If the value is filled with a non-zero | P address,
the router stores the |IP address.

(c). After the tinmer expires, the router first executes the
algorithmdefined in section 3.1. After that, the router acts as one
of the roles in the LANN DR, BDR, or DRO her.

If the router is elected the BDR, it takes on all the functions of a
DR as specified in [RFC7761], but it SHOULD NOT actively forward
multicast flows or send a regi ster message to avoid duplication.

If the DR becomes unreachabl e on the LAN, the BDR MJST take over al
the DR functions, including nmulticast flow forwarding and sendi ng the
Regi ster nessages. Mechanisns outside the scope of this

speci fication, such as [ RFC9186] or BFD Asynchronous node [ RFC5880]
can be used for faster failure detection.
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For exanple, there are three routers: A B, and C. |If all three were
in the LAN, then their DR preference would be A, B, and C, in that
order. Initially, only Cis on the LAN, so Cis DR Later, B joins;
Cis still the DR, and Bis the BDR Later A joins, then A becones

the BDR, and B is sinply DRQ her.
3.1. Election Al gorithm

The DR and BDR el ection refers the DR election algorithmdefined in
section 9.4 in [RFC2328], and updates the election function defined
in section 4.3.2 in [ RFC7761].

* The DR is elected among the DR candidates directly. |If there is
no DR candidates, i.e., all the routers advertise the DR Address
options with zero OptionValue, the elected BDR will be the DR
And then the BDR is elected again fromthe other routers in the
LAN.

* The BDR el ection is not sticky. Whatever there is a router that
adverti se the BDR Address option, the router which has the highest
priority, expect for the elected DR, is elected as the BDR  That
is the BDR may be the router which has the highest priority in the
LAN.

* The advertisenent is through PIM Hell o nessage.

Except for the information recorded in section 4.3.2 in [RFC7761],
the DR/ BDR OptionVal ue fromthe neighbor is also recorded:

* neighbor.dr: The DR Address OptionVal ue that presents in the Hello
message fromthe Pl M nei ghbor

* neighbor.bdr: The BDR Address OptionVal ue that presents in the
Hel | o nessage fromthe PI M nei ghbor

The pseudocode is shown below. A BDR election function is added, and

the DR function is updated. The validnei ghbor function neans that a
valid Hell o message has been received fromthis neighbor.
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BDR(1) {
bdr = NULL
for each neighbor on interface | {
if ( neighbor.bdr !'= NULL ) {
i f (validnei ghbor (neighbor.bdr) == TRUE) {
if bdr == NULL
bdr = nei ghbor. bdr
el se (dr_is_better( neighbor.bdr, bdr, | )
== TRUE ) {
bdr = nei ghbor. bdr
}
}
}

return bdr

}

DR(1) {
dr = NULL
for each neighbor on interface | {
if ( neighbor.dr !'= NULL ) {
i f (validneighbor (neighbor.dr) == TRUE) {
if (dr == NULL)
dr = nei ghbor. dr
el se (dr_is_better( neighbor.dr, dr, I )
== TRUE ) {
dr = nei ghbor. dr
}
}
}

}
if (dr == NULL) {
dr = bdr

}

if (dr == NULL) {
dr = ne

}

return dr

Conpare to the DR el ection function defined in section 4.3.2 in
[ RFC7761] the differences include:
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* The router, that can be elected as DR, has the highest priority
anong the DR candidates. The elected DR may not be the one that
has the highest priority in the LAN

* The router that supports the election algorithmdefined in section
3.1 MJST advertise the DR Address option defined in section 4.1 in
PIM Hell o nessage, and SHOULD advertise the BDR Address option
defined in section 4.2 in PPIMHello message. 1In case a DRis
el ected and no BDR is elected, only the DR Address option is
advertised in the LAN

3.2. Sending Hell o Messages

VWen PIMis enabled on an interface or a router first starts, Hello
messages MUST be sent with the OptionVal ue of the DR Address option
set to 0x0. The BDR Address option SHOULD al so be sent, the

Opti onVal ue MUST be set to 0x0. Then the interface starts a tiner
which value is set to Default_Hello Holdtine. Wen the tiner

expires, the DR and BDR will be elected on the interface according to
the DR el ection algorithm (Section 3.1).

After the election, if there is one existed DRin the LAN, the DR
remai ns unchanged. |If there is no existed DRin the LAN, a newDR is
elected, the routers in the LAN MUST send the Hell o nmessage with the
OptionVal ue of DR Address option set to the elected DR If there are
more than one routers with non-zero DR priority in the LAN, a BDRis
al so elected. Then the routers in the LAN MJUST send the Hello
message with the OptionVal ue of BDR Address option set to the el ected
BDR. Any DROQ her router MJUST NOT use its | P addresses in the DR/ BDR
Addr ess option.
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Figure 2

For exanple, there is a stable LAN that includes RouterA and RouterB.
RouterA is the DR that has the highest priority. RouterCis a
newconer. RouterC sends a Hell o nessage with the OptionVal ue of DR/
BDR Address option set to zero. RouterA and RouterB sends the Hello
message with the DR OptionVal ue set to RouterA, the BDR OptionVal ue
set to RouterB.

In case RouterC has a higher priority than RouterB, RouterC elects
itself as the BDR after it runs the election algorithm then RouterC
sends Hell o nmessages with the DR OptionValue set to the | P address of
current DR (RouterA), and the BDR OptionVal ue set to RouterC.

In case RouterB has a higher priority than RouterC, RouterC finds
that it can not be the BDR after it runs the election algorithm it
sets the status to DR her. Then RouterC sends Hell o nmessages with
the DR OptionValue set to Router A and the BDR OptionVal ue set to
Rout er B.

3.3. Receiving Hell o Messages

When a Hell o nessage is received, the OptionValue of DR/BDR is
checked. If the OptionValue of DRis not zero and it isn't the sane
with local stored values, or the OptionValue of DRis zero but the
advertising router is the stored DR, the interface tiner of election
MAY be set/reset.

Before the election algorithmruns, the validity check MUST be done.
The DR/ BDR OptionValue in the Hell o message MUST match with a known

nei ghbor, otherw se the DR/ BDR OptionVal ue can not beconme the DR/ BDR
candi dat es.

If there is one or nore candidates which are different fromthe
stored DR/ BDR val ue after the validity check, the election MJST be
taken. The new DR/BDR will be elected according to the rules defined
in section 3.1.
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3.4. Wirrking with the DRLB function

A network can use the enhancenent described in this docunent with the
DR Load Bal anci ng (DRLB) nechani sm [ RFC8775]. The DR MUST send the
DRLB-List Hello Option defined in [RFC8775]. |If the DR becones
unreachable, the BDR will take over all the nulticast flows on the
link, which may result in duplicated traffic as it nmay not have been
a Goup DR (GDR). The new DR MJST then foll ow the procedures in

[ RFC8775] .

In case the DR, or the BDR which becomes DR after the DR failure,
doesn’t support the mechani smdefined in [ RFC8775], the DRLB-Li st
Hell o Option can not be advertised, then the DRLB nmechani smtakes no
effection.

4. PIMHello nessage format

Two new PIM Hello Options are defined, which conformto the format
defined in [ RFC7761] .

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Opti onType | Opt i onLengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Opt i onVal ue |
I : I

i i i T i I S i e s o o i i
Figure 3: Hello Option Format

4.1. DR Address Option format

0 1 2 3

01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type = 37 | Length = <Vari abl e> |
B T S i T s i i e e SEI S
| DR Address (Encoded- Uni cast format) |
I S i o T s S S S e s s T

Figure 4: DR Address Option

*  (OptionType : The value is 37.

* OptionLength: 4 bytes if using |IPv4 and 16 bytes if using |Pv6.
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* DR Address: If the IP version of the PIMnessage is |Pv4, the
val ue MJUST be the I Pv4 address of the DR If the I P version of
the PIM nessage is | Pv6, the value MJIST be the |ink-1ocal address
of the DR

BDR Address Option fornmat

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type = 38 | Length = <Vari abl e> |
I i I S i sk i S S SRR SR S
| BDR Address (Encoded-Uni cast format) |
B i s T T i i o S o T Ji I

Figure 5: BDR Address Option

*  (OptionType : The value is 38.
* OptionLength: 4 bytes if using |IPv4 and 16 bytes if using | Pv6.

* BDR Address: If the I P version of the PIMnessage is |Pv4, the
val ue MUST be the I Pv4 address of the BDR If the IP version of
the PI M nmessage is | Pv6, the value MJUST be the |ink-1ocal address
of the BDR

Error handling

The DR and BDR addresses MJST correspond to an address used to send
PIM Hell o nessages by one of the PIM neighbors on the interface. |If
that is not the case then the OptionVal ue of DR/ BDR MJST be ignored
as described in section 3.3.

An option with unexpected val ues MJST be ignored. For exanple, a DR
Address option with an | Pv4 address received while the interface only
supports I Pv6 is ignored.

Backwar ds Conpatibility

Any router using the DR and BDR Address Options MJST set the
correspondi ng OptionValues. |f at |east one router on a LAN doesn’t
send a Hell o nmessage, including the DR Address Option, then the
specification in this document MJST NOT be used. For example, the
routers in a LAN all support the options defined in this docunent,
the DR/'BDR is elected. A new router which doesn't support the
options joins, when the hell o nessage w thout DR Address Option is
received, all the router MJUST switch the el ection function back
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i medi ately. This action results in all routers using the DR

el ection function defined in [RFC7761] or [I-D.ietf-pimbdr]. Both
this draft and the draft [I-D.ietf-pimbdr], introduce a backup DR
The later draft does this w thout introducing new options but does
not consider the sticky behavior. |In case there is router which
doesn’t support the DR/ BDR Address Option defined in this docunent,
the routers SHOULD take the function defined in [I-D.ietf-pimbdr] if
all the routers support it, otherw se the router SHOULD used the
function defined in [ RFC7761].

A router that does not support this specification ignores unknown
options according to section 4.9.2 defined in [RFC7761]. So the new
extension defined in this draft will not influence the stability of
nei ghbors.

6. Security Considerations

[ RFC7761] describes the security concerns related to PIMSM A rogue
router can becone the DR/ BDR by appropriately crafting the Address
options to include a nore desirable I P address or priority. Because
the el ection algorithmmakes the DR rol e be non-preenptive, an
attacker can then take control for long periods of tine. The effect
of these actions can result in nulticast flows not being forwarded
(already considered in [ RFC7761]).

Sone security measures, such as |IP address filtering for the

el ection, may be taken to avoid these situations. For exanple, the
Hel | o nmessage received froman untrusted nei ghbor is ignored by the
el ection process.

7. | ANA Consi derati ons

I ANA is requested to allocate two new code points fromthe "PIMHello
Options" registry.

[ el oo oo s s
| Type | Description | Reference |
[ e e el e s
| 37 | DR Address Option | This Document |
+------ I i I R i I +
| 38 | BDR Address Option | This Docunent

+------ Feom e e e e m - - - I I T +

Table 1
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