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Abst ract

In densely interconnected netwirks, a PIM node nay have many choi ces
as to what upstream nei ghbor to send a JON nessage to, for a given
source and group. This docunment describes a nmechanismfor nultiple
nodes (e.g., leaf nodes in a data center) to pick the sane upstream
node (e.g., spine node) to avoid redundant traffic fl ows.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://fenner.github.io/ pimdeterm nistic-ecnp/draft-ietf-pim
determnistic-ecnp.htm . Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-ietf-pim
determnistic-ecnp/.

Di scussion of this docunent takes place on the Protocols for IP

Mul ticast Working Group mailing list (mailto:pim@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/pim. Subscribe
at https://ww.ietf.org/mailman/listinfol/pini.

Source for this draft and an issue tracker can be found at
https://github. conl fenner/pi mdetermnistic-ecnp.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

mat e

It

is inappropriate to use Internet-Drafts as reference

rial or to cite themother than as "work in progress."”

This Internet-Draft will expire on 7 Novenber 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

In a densely interconnected network, there may be many equal - cost
paths to a given source or RP. RFC7761 is silent on the issue of how
to choose anbng these, just indicating that RPF_interface(S) and

RPF_i nterface(RP) have a single answer. |If different |eaf routers
make di fferent choices, then traffic can fl ow over extra paths.

Thi s document introduces two nechani sns: one for two-tier networks
and one for arbitrary nulti-tier networks, to allow routers to make
the sane deci sion of which neighbor to use in an ECMP scenario. This
el i m nates undesired redundant traffic fl ow

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Hash Al gorithm

In this docunment, the hash algorithmused is Bob Jenkins' one-at-
a-time hash. This is a very high quality, but fast hash function.

W ki pedia (https://en.w ki pedi a. org/wi ki/

Jenki ns_hash_function#one_at _a_tinme) has one description of the
algorithm This hash function is defined on sequences of octets; it
is perforned across all of the addresses given in network byte order

Pseudocode |i ke hash( addressl, address2, address3 ) conceptually

| ays out these addresses adjacent to each other in nenory in network
byte order, and perforns a single hash operation across all 12
octets.

g S S S

| addressl | addr ess? | addr ess3
T T TR ST S e LT S

Simlarly, when there are two | Pv6 addresses and a router ID, we
conceptually lay these out identically, sinply with |arger addresses,
and performthe hash operation across all 36 octets.
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S S

| addressl |
TR S
| addr ess?2 |
I T T T L E r Lk ey g

| router ID |
R e e

When the hash involves a color, that 32-bit value in network byte
order takes the place of the 32-bit router ID

4. Deterministic Selection by Router-1D

We use the [ RFC6395] Hello Option to allow multiple routers to hash a
given (S,G join to the same RPF nei ghbor. The procedure consists of
two phases: first, we conpute hash( S, G routerld ) for each

el i gi bl e RPF nei ghbor, and sel ect the highest hash value anong this
list. |If there are multiple entries with the highest hash value, we
re-hash among this sub-list using hash( S, G local-information ),
and use the highest single resulting hash value. If nultiple hops
still hash to the same value, we sinply take the first one in the
list. This results in no coordination between nodes, since each node
may have a different order for the list.

The local -information is a value local to the router that can be

i nfluenced by the depl oynent to have the sane result between multiple
peers - e.g., it could be an interface nane, and the depl oynent on
multiple routers uses the sane interface to connect to the sane peer
It could also be a |ocally-configured value on each interface, which
results in higher configuration overhead but nore depl oynment
flexibility.
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vi aMul ti pat hRouter!ld( source, group, vias )
best Hash = 0
bestVias = []
for via in vias:
routerld = getRouterld( via)
curHash = hash( source, group, routerld )
i f curHash > best Hash:
bestVia = [ via ]
best Hash = cur Hash
el se if curHash == best Hash:
best Vi a. append( via )
best Hash = 0
if len( bestVia) ==
return best Vi a[ 0]
for via in bestVia:
curHash = hash( source, group, local-information)
i f curHash > best Hash:
bestVia = via

return bestVia

Figure 1: Pseudocode for Determnistic Hashing based on Router ID

/'l pseudocode format TBD
5. Hello Option to Exchange Col or
We describe a Hello Option to exchange "Color", an abstract notion of

groupi ng of nodes. For exanple, in a 3-tier network, the routers in
the middle tier could be colored by the spine to which they connect

inthe top tier. 1In this way, the color value presented to the |eaf
routers by the mddle tier is a proxy for the routers in the top
tier.

This Hello option should only be advertised "downwards" towards the
| ower levels of the tree.

5.1. Color Hello Option Message Format

The PIM Hell o Option used to exchange Col or val ues is shown bel ow.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = TBD | Length = 4 |
T I S i i i i S S S i
| Col or |
i I i i I i i i S e ih it S

Figure 2: Color Hello Option
Type: TBD (see Section 8 and Appendi x A)

Length: In bytes for the value part of the Type/Length/Val ue
encoding. The Color will be 4 bytes |ong.

Col or: The col or val ue being advertised by this router.
6. Deternministic Selection by Color

TBD: |If not all neighbors advertise color, do we pick fromthe subset
that do, or we fall back to Section 4?

We use the above Hello Option to add an initial round of hashing,
falling back to the algorithmin Figure 1 to break ties. Wth this
mechanism the first round is to calculate hash( S, G color ) for
each eligible RPF nei ghbor, and sel ect the highest hash val ue anong
this list. |If there are multiple entries with the highest hash

val ue, we re-hash anong this sub-list with viaMiltipathRouterld
defi ned above.

vi aMul ti pat hCol or ( source, group, vias )
bestHash = 0
bestVias = []
for via in vias:
col or = get Nei ghborCol or( via )
curHash = hash( source, group, color )
i f curHash > best Hash:
bestVia = [ via ]
best Hash = cur Hash
el se if curHash == best Hash:
best Vi a. append( via )
best Hash = 0
if len( bestVia) ==
return best Vi a[ 0]
return viaMul ti pathRouterld( source, group, bestVia)

Fi gure 3: Pseudocode for Determnistic Hashing based on Col or
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/'l pseudocode format TBD

7. Security Considerations
TODO Security
8. | ANA Consi derati ons
IANA is requested to allocate a value fromthe PIMHello Options
registry as shown:
el oo e gl s el s e
| Value | Length | Name | Reference |
[ bl oo oo oo ool el )
| TBD | 4 | Color | This Document |
AR, S SRR AR, S +
Table 1
9. Normative References
[ RFC6395] @ulrajani, S. and S. Venaas, "An Interface lIdentifier (1D)
Hello Option for PIM, RFC 6395, DO 10.17487/ RFC6395,
Oct ober 2011, <https://www.rfc-editor.org/rfc/rfc6395>.
[ RFC7761] Fenner, B., Handley, M, Hol brook, H, Kouvelas, I.,
Parekh, R, Zhang, Z., and L. Zheng, "Protocol I|ndependent
Mul ticast - Sparse Mode (PIMSM: Protocol Specification
(Revised)", STD 83, RFC 7761, DA 10.17487/RFC7761, March
2016, <https://ww.rfc-editor.org/rfc/rfc7761>.
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.
[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.
Appendi x A, Arista Networks Conpatibility
Thi s non-normative appendi x describes the Arista Proprietary Col or
option, for the benefit of conpatibility with the depl oyed base. A
st andar ds-conpl i ant inpl enentati on SHOULD NOT enmit or parse these
options by default, but MAY have a configuration option to emt and
parse these options on a given interface for interoperability.
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A pair of PIMHello options is required for conpatibility with the
depl oyed base of Arista EOS. Both types are allocated fromthe
"Private Use" reserved range. The first option, with type 65001,
only serves to indicate with a "magi c nunber” that the type 65002
option is indeed the Arista Proprietary Color option (as opposed to
sone other Private Use).

These option formats are shown bel ow

0 1 2 3
01234567890123456789012345678901
e S S e S S T T T MU A R S S S S
| Type = 65001 | Length = 4 |
T T S T e o
| 4028514875 |
T T T S S T Kl T eSS

Figure 4. Enable Arista Proprietary Hello options

By including this PIMHello option, with type 65001 and 32-bit val ue
4028514875, you indicate that the rest of the PIMHell o options that
you are including are Arista-proprietary.

0 1 2 3

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type = 65002 | Length = 4 |
el i I e i it T e e e e i i T o S e e S e T R R
| Col or |
R o o e e el i S S S S i S i ol S S e e e s

Figure 5: Arista Proprietary Col or option
The Arista Proprietary Color option is identical to the option
described in figure Figure 2, except for the Type field. It is only
recognized if the Arista Proprietary Hello options are enabl ed by the
opti on above.
A.1. Arista Color Hash Al gorithm

The Arista-conpatible hash algorithmstores the color in little-
endi an byte order when hashi ng.

+----- +----- +----- +----- +----- +----- +----- +----- +----- +----- +----- +-----
| addressl | addr ess? | color(little-endian)
+- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - -
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When all routers in a set of vias are exchanging col or informtion
via the RFC specified COLOR option, they MJST use the standard hash
with the color in network byte order. When at |east one router in a
set of vias is exchanging color information via the Arista
Proprietary Col or option, they MIUST use the Arista-conpatible hash
algorithmto conpare col ors.

Appendi x B. Cisco Systens Conpatibility

Cisco has, independently of this draft, inplenented hashing based on
Router-1D as discussed in Section 4, except for a few differences
listed here.

The hash al gorithmused is the RP hash defined in [ RFC7761] section
4.7.2. Using this hash, the hash value is cal cul ated by doing
hash(router-id, 32, hash(group, 32, source)). In case nultiple
entries hash to the sane value, the re-hash is using the interface ID
announced in the [ RFC6395] Hello Option rather than | ocal

i nformati on.

Hashi ng based on color is not inplemented.
Appendi x C. Sanpl e Hash Val ues

Hashing with Router-ID:

hash( 192.0.0.2, 224.1.1.1, 10.0.0.1 ) = 361722995
hash( 192.0.0.2, 224.1.1.1, 10.0.0.2 ) = 4027394415
hash( 192.0.0.2, 224.1.1.1, 10.0.0.3 ) = 670832976

In this case, the neighbor with Router-ID 10.0.0.2 would be chosen.

Hashing with Col or, Arista-conpatible:

hash( 192.0.0.2, 224.1.1.1, 10 ) = 1271947512
hash( 192.0.0.2, 224.1.1.1, 20 ) = 3140394629
hash( 192.0.0.2, 224.1.1.1, 30 ) = 3675908571

In this case, the neighbor with color 30 woul d be chosen.

Hashing with Col or, RFC- conpati bl e:

hash( 192.0.0.2, 224.1.1.1, 10 ) = 3358313248
hash( 192.0.0.2, 224.1.1.1, 20 ) = 2756903791
hash( 192.0.0.2, 224.1.1.1, 30 ) = 2580115048

In this case, the neighbor with color 10 woul d be chosen.
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Appendi x D. Change history

This section is to be renmoved before publishing as an RFC

D 1.

*

D. 2.

Changes since draft-fenner-pi mdeterm nistic-ecnp-00

Renove the note about conming up with a different termthan Col or,
it feels like Color will suffice

Added nenory | ayout for |1Pv6 address hashing

Added Appendi x B contributed by Stig about Cisco's determnistic
hashi ng

Corrected sanpl e hash values in Appendix C
Changes since draft-fenner-pi mdeterm nistic-ecnp-01

Accepted as PIM W5 work item
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