PCE Wor ki ng Group C. Li, HEd.

I nternet-Draft M Chen
I ntended status: Standards Track Huawei Technol ogi es
Expires: 7 Septenber 2026 W Cheng

Chi na Mbile

R Gandhi, Ed.
Cisco Systens, Inc.
Q Xiong

ZTE Corporation

6 March 2026

Pat h Conput ati on El enent Communi cati on Protocol (PCEP) Extensions for

Associ ated Bidirectional Segment Routing (SR) LSPs
draft-ietf-pce-sr-bidir-path-25

Abst ract

Segment Routing (SR) steers packets through a network using the | Pv6
or MPLS data planes via source routing. Stateful Path Computation
El ement Conmuni cati on Protocol (PCEP) extensions are defined for SR
Traffic Engineering (TE) LSPs.

PCEP supports groupi ng two RSVP-TE signal ed, unidirectional MPLS TE
Label - Swi tched Paths (LSPs) with one in each direction in a network
into an associated bidirectional LSP. This docunent extends PCEP
support to group two unidirectional SR LSPs into an associ ated
bidirectional SR LSP. The nmechani sns defined in this docunent apply
to both stateless and stateful PCEs for PCE-initiated and PCC
initiated LSPs.

Status of This Meno

Li,

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Septenber 2026.
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1.

Li,

Aut hors’ Addresses . . . . . . . . . . . . . . . . ... oo o.o.oar
I nt roduction

Segnent Routing (SR) [ RFC8402] can be used to steer packets through a
net wor k enpl oyi ng source routing. SR can be applied to both MPLS
(SR-MPLS) and | Pv6 (SRv6) data pl anes.

[ RFC5440] describes the Path Conputation El enent (PCE) Conmuni cation
Protocol (PCEP). |[RFC8231] specifies a set of extensions to PCEP to
enabl e stateful control of Traffic Engineering (TE) Label Switched
Pat hs (LSPs) within and across PCEP sessions. As described in

[ RFC4655], a PCE can be either stateful or statel ess. [RFC8664]
specifies extensions to the PCEP for SR networks that allow a
stateful PCE to conpute and initiate SR TE paths, as well as a Path
Conputation Cient (PCC) to request, report, or delegate them

There are features such as directed BFD [ RFC9612] and Perf ormance
Measur ement [ RFC9503] that require the ingress node (PCC) to be aware
of the reverse direction SR path. For such features, the reverse SR
pat hs need to be comunicated to the ingress nodes (PCCs) using PCEP
mechani sns. This all ows both endpoi nt nodes to be aware of the
forward and reverse SR pat hs.

An SR Policy [ RFC9256] contains one or nore Candi date Paths (CPs),

whi ch may be conmputed by a PCE. A Candidate Path of an SR Policy can
contain one or more Segment Lists (SLs). |In PCEP nessages, an SL is
encoded as an Explicit Route Object (ERO as described in Section 4.3
of [RFC8664]. [I-D.ietf-pce-multipath] defines PCEP extensions for
carrying nultiple SLs in the PCEP nessages along with their opposite
direction SLs, as described in Section 7.4 (Opposite Direction
Tunnels) in [I-D.ietf-pce-multipath].

As per [RFC8697], TE LSPs can be associated by adding themto a
conmon associ ati on group by a PCEP peer. [RFC9059] uses the

associ ation group object to group two unidirectional RSVP-TE LSPs
into an associated bidirectional LSP for both stateful and statel ess
PCE. This docunent extends this procedure and all ows grouping two
unidirectional SR LSPs into an associated bidirectional SR LSP for
co-routed [ RFCO059] and non-co-routed paths. This extension also
utilizes the procedure defined in [I-D.ietf-pce-nultipath] to carry
the multiple EROCs and the associated reverse path EROs for an SR LSP
Note that the association group and the procedure introduced in this
docunent are specific to SR-TE and SRv6 Path Setup Types.
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2.

2. 1.

3. 1

Li,

Ter mi nol ogy

The reader is assunmed to be familiar with the term nol ogy defined in
[ RFC8231], [RFC8281], [RFCB697], [RFC8408], [RFCI9059], and
[I-D.ietf-pce-nultipath].

Thi s docunent uses the following terns defined in [ RFC5440]:

Explicit Route Object (ERO, Path Conputation Cient (PCC), Path
Conput ati on El enent (PCE), Path Conputation El ement Commruni cation
Prot ocol (PCEP), PCEP peer, and PCEP speaker.

Thi s docunent extends the following termdefined in [RFC3031]: Label
Switched Path (LSP), while the base PCEP specification [ RFC4655]
originally defined the PCE architecture for MPLS and GWLS net wor ks
with LSPs instantiated using the RSVP-TE signaling protocol. As
specified in the Term nol ogy Section of [RFC9603], the term"LSP"
used in the PCEP specifications would be equivalent to an SRv6 path
(represented as a list of SRv6 segnments) in the context of supporting
SRv6 in PCEP using the SRv6 Path Setup Type.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Overvi ew
Associ ated bidirectional SR LSPs can be created and updated by a
Stateful PCE or by a PCC as described in the sub-sections bel ow for
the case when there are no errors encountered and all operations are
successful .
PCE-Initiated Associ ated Bidirectional SR LSPs

Hi gh-1 evel steps for creating associated bidirectional SR LSPs by a
Stateful PCE are shown in Figures la and 1b.

Step 1 - Stateful PCE Behaviour:
* Stateful PCE creates and updates the SR LSP and the associ at ed
reverse SR LSP ERGCs, for the 'Bidirectional SR LSP Association’

with the association identifier 1 on a PCC via PClnitiate and
PCUpd nmessages, respectively.
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oo - +
| PCE |
+--m - - +
PClnitiate: / \ PClnitiate:
Tunnel 1 (0) / \ Tunnel 2 (0)
LSP1 (F1, R2) / \ LSP2 (F2, R1)
Association ID 1 / \ Association ID 1
(Single LSP) / \ (Single LSP)
Y, Y,
Fom oo + LSP1 Fom oo +
| S f-eeeeeeees > D |
| | <--meeoe-es | |
Fommm - + LSP2 +o--- - +

<no si gnaling>

Legends: F1 and F2 = Forward LSP ERCs, Rl and R2 = Reverse LSP ERGCs
Legends: O PLSP-1D
Legends: S = Source, D = Destination

Figure la: Step 1: PCE-Initiated Associated Bidirectional SR LSP
with Forward Direction LSPs and Reverse Direction ERGCs

Step 2 - PCC Behavi our:
* The PCC, upon receiving the PClnitiate for the SR LSP and the
associ ated reverse SR LSP ERGCs, |ocally assigns a PCEP-specific

Identifier for the LSP (PLSP-1D) [RFC8231] and reports it to the
PCE via a PCRpt nessage

Li, et al. Expi res 7 Septenber 2026 [ Page 5]
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S +
| PCE |
+--m - - +
PCRpt : A A PCRpt :
Tunnel 1 (100) / \ Tunnel 2 (200)
LSP1 (F1, R2==F2) / \ LSP2 (F2, R1==F1)
Association ID 1 / \ Association ID 1
(Single LSP) / \ (Single LSP)
/ \
oo + LSP1 oo +
| S f-eeeeeeees > D |
| | <--meeoe-es | |
Fommm - + LSP2 +o--- - +

<no si gnaling>

Legends: F1 and F2 = Forward LSP ERCs, Rl and R2 = Reverse LSP ERGCs
Legends: 100 and 200 = PLSP-IDs
Legends: S = Source, D = Destination

Figure 1b: Step 2: PCC-Reported Bidirectional SR LSP
with Forward Direction LSPs and Reverse Direction ERGCs

3.2. PCC-lnitiated Associated Bidirectional SR LSPs

H gh-1evel steps for creating associated bidirectional SR LSPs by a
PCC are shown in Figures 2a and 2b

Step 1 - PCC Behavi our:
*  PCC creates and updates an SR LSP for the 'Bidirectional SR LSP
Association’ with the association identifier 2 and reports the

change in the association group of an SR LSP to PCE(s) via a PCRpt
nessage.

Li, et al. Expi res 7 Septenber 2026 [ Page 6]
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ernet-Draft

PCEP for Associ ated Bidirectional

SR LSP

+--- - - +
| PCE |
+--m - - +
Report/ Del egat e: n n Report/ Del egat e
Tunnel 1 (100) / \ Tunnel 2 (200)
LSP1 (F1) / \ LSP2 (F2)
Association ID 2 / \ Association ID 2
/ \
/ \
+o---- + LSP1 oo +
| S f-eeeeeeees > D |
| | <--meeoe-es | |
+-am - - + LSP2 F--m - +
<no si gnaling>
Legends: F1 and F2 = Forward LSP ERGs
Legends: 100 and 200 = PLSP-IDs
Legends: S = Source, D = Destination

Figure 2a: Step 1

Step 2 - Stateful
*  Stateful
ERGCs, for the

PCUpd nessage

et al.

: PCC-Initiated Associ ated Bidirectiona
with Forward Direction LSPs

PCE Behavi our:

Bi directional SR LSP Associ ati on’

Expi res 7 Septenber 2026

March 2026

SR LSP

PCE updates the SR LSP and the associ ated reverse SR LSP
on a PCC via a
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S +
| PCE |
+--m - - +
PCUpd: / \ PCUpd:
Tunnel 1 (100) / \ Tunnel 2 (200)
LSP1 (F1, R2==F2) / \ LSP2 (F2, R1==F1)
Association ID 2 / \ Association ID 2
(Single LSP) / \ (Single LSP)
% %
oo + LSP1 oo +
| S f-eeeeeeees > D |
| | <--meeoe-es | |
Fommm - + LSP2 +o--- - +

<no si gnaling>

Legends: F1 and F2 = Forward LSP ERCs, Rl and R2 = Reverse LSP ERGCs
Legends: 100 and 200 = PLSP-IDs
Legends: S = Source, D = Destination

Figure 2b: Step 2: PCE-Updated Associated Bidirectional SR LSP
with Forward Direction LSPs and Reverse Direction ERGCs

4. PCEP Extensions

Two unidirectional SR LSPs (one in each direction between two nodes
in a network) can be associated together by using the association
group defined in this docunment for the PCEP messages and enpl oyi ng
the procedures defined in [ RFC9059] and [I-D.ietf-pce-nultipath].

4.1. Bidirectional SR LSP Association Goup

For associating two unidirectional SR LSPs, this document defines a
new Associ ation Type called 'Bidirectional SR LSP Association’ for
the Association Group object (C ass-Value 40) as foll ows:

* Association Type (value 8) = Bidirectional SR LSP Associ ati on

The handling of the Association ID, Association Source, optiona
G obal Association Source and optional Extended Association ID in
this association are set as defined in [ RFC8697].

[ RFC8697] specifies the nechanismfor the capability advertisenment of
the Associ ation Types supported by a PCEP speaker by defining an
ASSQC- Type-List TLV (value 35) to be carried within an OPEN object.
The PCEP speaker MUST include the 'Bidirectional SR LSP Associ ation
type in the ASSCC- Type-List TLV and MJUST receive the sane fromthe
PCEP peer before using it in the PCEP nessages.

Li, et al. Expi res 7 Septenber 2026 [ Page 8]
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An SR LSP MUST NOT be part of nore than one 'Bidirectional SR LSP
Associ ation’ on a PCE. A PCE, upon detecting this condition, MJST
NOT send the associated reverse ERCs to the ingress node PCC. This
error condition MJST be | ogged and an al arm MJST be gener at ed.

4.2. Bidirectional LSP Association Goup TLV

A PCEP nessage for an associated bidirectional SR LSP MAY include the
"Bidirectional LSP Association Goup TLV to indicate the co-routed
path using the C flag defined in Section 4.2 of [RFCI059].

As there is no reverse SR LSP instantiated, the Reverse LSP (R flag)
MUST NOT be set for an associated bidirectional SR LSP and MJST be
ignored. This error condition MJST be | ogged and an al arm MJST be
gener at ed.

4.3. PATH ATTRI B Obj ect

When a PCE inforns an ingress node PCC about the associated reverse
SR LSP ERGCs computed for an SR LSP with the 'Bidirectional SR LSP
Association’, it MJST include the ' PATH ATTRIB object with the
Reverse (R flag) set to 1 to indicate that the EROis for the reverse
direction [I-D.ietf-pce-nultipath].

4. 4. MILTI PATH OPPDI R- PATH TLV

The PCE MAY include the * MIULTI PATH OPPDI R- PATH TLV to indicate the
co-routed path properties (in Nand L flags) for the reverse ERO
[I-D.ietf-pce-nmultipath] for an SR LSP.

The PCC MUST detect the mismatch between the co-routed path
properties in the ' MULTI PATH OPPDI R- PATH TLV' for the reverse ERO and
the co-routed path (C) flag in the 'Bidirectional LSP Association
Goup TLV for the (forward) SR LSP and log it as an error condition
and generate an alarm

5. Additional PCEP Consi derations

Addi tional considerations for associating bidirectional SR LSPs are
summari zed in the sub-sections bel ow

Li, et al. Expi res 7 Septenber 2026 [ Page 9]
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PLSP- | D Usage

As per [RFCB8231], an ingress node PCC reports a unique PLSP-ID for
each LSP of an SR Policy. For an associated bidirectional SR LSP
the PCE will maintain two PLSP-I1Ds, one fromthe ingress node PCC and
one fromthe egress node PCC. |n the exanples shown in Figure 1b and
Figure 2a, the ingress node PCC (node S) reports the Tunnel 1, LSP1
to the PCE with PLSP-1D 100 whereas the egress node PCC (node D)
reports the Tunnel 2, LSP2 to the PCE with PLSP-1D 200.

Error Handl i ng

The error handling as described in Section 5.7 of [RFC9059] continues
to apply for the "Bidirectional SR LSP Associ ation’

The PCEP Path Setup Type (PST) for SR LSP uses either value "1
Traffic-engineering path is set up using Segnment Routing" [RFC8664]
or "3: Traffic engineering path is set up using SRv6" [RFC9603]. |If
a PCEP speaker receives a non-SR LSP PST value for the 'Bidirectiona
SR LSP Associ ation’, the PCEP speaker MUST return a PCErr nessage
with Error-Type = 26 (Association Error) and Error-value = "16: Path
Setup Type not supported" [RFC9059].

I mpl ement ati on Status

[Note to the RFC Editor - renmove this section before publication, as
wel |l as renove the reference to [ RFC7942].

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature.

It is up to the individual working groups to use this information as
they see fit".

et al. Expi res 7 Septenber 2026 [ Page 10]
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6.1. Huawei's Conmmercial Delivery
The feature is devel opi ng based on Huawei VRPS.
* Organi zation: Huawei

* I nplenentation: Huawei’'s Commercial Delivery inplenentation based
on VRPS8.

* Description: The inplenentation is under devel opnent.
* Maturity Level: Product

* Contact: tanren@uawei.com

6.2. ZTE's Comercial Delivery
* (Organization: ZTE

* Inplenmentation: ZTE s Conmercial Delivery inplenentation based on
Rosng v8

* Description: The inplenentation is under devel opnent.
* Maturity Level: Product
* Contact: zhan. shuangpi ng@te.comcn

7. Security Considerations

The security considerations described in [RFC5440], [RFC8231],
[ RFC8281], [RFC8408], [RFCO059], and [I-D.ietf-pce-multipath] apply
to the extensions defined in this document as well

A new Associ ation Type for the Association object, 'Bidirectional SR
LSP Association’ is introduced in this docunment. Additional security
considerations related to LSP associ ations due to a malici ous PCEP
speaker are described in [RFC8697] and apply to this Association
Type. Hence, securing the PCEP session using Transport Layer
Security (TLS) [RFC8253], [I-D.ietf-pce-pceps-tlsl3], as per the
recommendati ons and best current practices in [RFC9325] is
RECOMVENDED.

Li, et al. Expi res 7 Septenber 2026 [ Page 11]
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8. Operational Considerations

The manageability requirenments and considerations listed in

[ RFC5440], [RFC8231], [RFC8281], [RFC8697], and
[I-D.ietf-pce-nmultipath] apply to the PCEP protocol extensions
defined in this docunment. In addition, the operational requirenents
and considerations listed in this section apply.

8.1. Control of Function and Policy

The nechani sns defined in this docunent do not inply any new contro
or policy requirenents.

8. 2. I nformati on and Data Mbdel s

[ RFC7420] describes the PCEP M B; there are no new M B (bj ects
defined for LSP associations.

The PCEP YANG nodul e [ RFC9826] defines a data nodel for LSP

associ ati ons. However, it does not include infornmation for

associ ated bidirectional SR LSPs. It can be extended to include data
related to the associ ated bidirectional SR LSPs, such as:

* | ndication of whether the associated bidirectional SR LSPs are
support ed

* Enabl enent and di sabl enent of the bidirectional SR LSP associ ation
* Counters for the successfully associated bidirectional SR LSPs

* Counters for the SR LSPs that failed to forma bidirectiona
associ ation

8.3. Liveness Detection and Monitoring

Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents as they are perforned

i ndependently on both sides of a bidirectional SR LSP, using the
forward and reverse LSP paths of the bidirectional SR LSP. However,
the nmonitoring on both sides of a bidirectional SR LSP needs to be
correlated at the nmanagenent |level to ensure that the bidirectiona
service carried by the bidirectional SR LSP is operational

8.4. Verify Correct Operations

Mechani sns defined in this docunent do not inply any new operation
verification requirenents.

Li, et al. Expi res 7 Septenber 2026 [ Page 12]
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8.5. Requirenents On Gt her Protocols

Mechani sns defined in this docunent do not inply any new requirenments
on ot her protocols.

8.6. Inpact On Network Operations

Associating two SR LSPs to form an associ ated bidirectional SR LSP
requires an operator to ensure that the correct LSP associations are
enpl oyed on both sides of the bidirectional SR LSP. Tools such as
directed BFD [ RFC9612] and Perfornmance Measurenent [ RFC9503] can be
used to verify the correct operation of a bidirectional SR LSP

9. | ANA Consi der ati ons

9.1. Association Type

Thi s docunent defines a new Association Type called 'Bidirectional SR
LSP Association’ for the Association Goup object (C ass-Value 40).
(See https://ww. iana. org/assi gnments/ pcep/ pcep. xht m #associ ati on-
type-field). I1ANA is requested to update the value it has assigned
for this Association Type through the early allocation process in the
" ASSOCI ATI ON Type Field" registry [RFC8697] within the "Path
Conput ati on El enent Protocol (PCEP) Numbers" registry group, making
it permanent:

Type Nane Ref erence

8 Bi di recti onal SR LSP Associ ati on [ Thi s docunent]
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