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Abst ract

The Path Conputation El enent Communi cation Protocol (PCEP) provides
mechani sms for Path Conputation Elements (PCEs) to perform path
computations in response to Path Conputation Cients (PCCs) requests.
Segnent Routing (SR) can be used to steer packets through a network
enpl oyi ng the source routing paradigm SR can be applied to both
MPLS (SR-MPLS) and | Pv6 (SRv6) data planes. Stateful PCEP extensions
for SR allowa PCE to maintain state and to control and initiate SR
Traffic Engineering (TE) LSPs.

PCEP supports grouping of two unidirectional MPLS-TE Label Switched
Pat hs (LSPs), signaled via RSVP-TE, using association. This docunent
defines PCEP extensions for grouping two unidirectional SR LSPs (one
in each direction in the network) into a single associated
bidirectional SR LSP. The mechani snms defined in this docunent are
applicable to both statel ess and stateful PCEs for PCE-initiated and
PCC-initiated LSPs.

Status of This Meno

Li,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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I ntroduction

Segnment Routing (SR) [ RFC8402] can be used to steer packets through a
net wor k enpl oyi ng the source routing paradigm SR can be applied to
both MPLS (SR-MPLS) and | Pv6 (SRv6) data pl anes.

[ RFC5440] describes the Path Conputation Elenent (PCE) Communi cation
Protocol (PCEP). |[RFC8231] specifies a set of extensions to PCEP to
enabl e stateful control of Traffic Engineering (TE) Label Switched
Pat hs (LSPs) within and across PCEP sessions. [RFC8664] specifies
extensions to the PCEP for SR networks that allow a stateful PCE to
compute and initiate SR TE paths, as well as a PCC to request, report
or del egate them

There are sone applications that require bidirectional paths in SR
networ ks, for exanple, such as in nobile backhaul transport networKks.
There are features such as directed BFD [ RFC9612] and Perf or mance
Measur ement [ RFCO503] that require the ingress node (PCC) to be aware
of the reverse direction SR path. For such features, the reverse SR
pat hs need to be comunicated to the ingress nodes (PCCs) using PCEP
mechani snms. This all ows both endpoi nt nodes to be aware of the
forward and reverse SR pat hs.

An SR Policy [ RFC9256] contains one or nore Candi date Paths (CPs),

whi ch may be conmputed by a PCE. A Candidate Path of an SR Policy can
contain one or nore Segnent Lists (SLs). |In PCEP nessages, an SL is
encoded as an Explicit Route Object (ERO as described in Section 4.3
of [RFC8664]. [I-D.ietf-pce-multipath] defines PCEP extensions for
carrying nultiple SLs in the PCEP nessages along with their opposite
direction SLs, as described in Section 7.4 (Opposite Direction
Tunnels) in [I-D.ietf-pce-multipath].

As per [RFC8697], TE LSPs can be associated by adding themto a
common associ ati on group by a PCEP peer. [RFCO9059] uses the

associ ation group object to group two unidirectional RSVP-TE LSPs
into an associated bidirectional LSP. This docunent extends this
procedure and allows to group two unidirectional SR LSPs into an
associ ated bidirectional SR LSP. This extension also utilizes the
procedure defined in [I-D.ietf-pce-nultipath] to carry the nultiple
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EROCs and the associated reverse path ERCs for an SR LSP. Note that
the associ ation group and the procedure introduced in this docunent
are specific to SR TE and SRv6 Path Setup Types.

2. Term nol ogy

The reader is assuned to be familiar with the termninol ogy defined in
[ RFC8231], [RFC8281], [RFCB697], [RFC8408], [RFC9059], and
[I-D.ietf-pce-multipath].

Thi s docunent uses the following terns defined in [ RFC5440]:

Explicit Route Object (ERO, Path Conputation dient (PCC), Path
Conput ati on El enent (PCE), Path Conputation El enment Conmmuni cati on
Prot ocol (PCEP), PCEP Peer, PCEP speaker.

Thi s docunent uses the following termdefined in [ RFC3031]:
Label Switched Path (LSP).

Note that the base PCEP specification [ RFC4655] originally defined
the use of the PCE architecture for MPLS and GVWPLS networks with LSPs
instanti ated using the RSVP-TE signaling protocol. Over tine,

support for additional path setup types, such as SR-TE Path Setup
Type [RFC8664] and SRv6 Path Setup Type [ RFC9603], have been

i ntroduced. As specified in [RFC9603], the term"LSP" used in the
PCEP specifications would be equivalent to an SRv6 path (represented
as a list of SRv6 segnments) in the context of supporting SRv6 in PCEP
usi ng SRv6 Path Setup Type.

2.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

3. Overview

Associ ated bidirectional SR LSPs can be created and updated by a
Stateful PCE or by a PCC as described in the sub-sections bel ow

3. 1. PCE-Initiated Associ ated Bidirectional SR LSPs

Hi gh-1 evel steps for creating associated bidirectional SR LSPs by a
Stateful PCE are shown in Figure 1.
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Step 1 - Stateful PCE Behaviour:

* Stateful PCE creates and updates the SR LSP and t he associ ated
reverse SR LSP ERGCs, for the 'Bidirectional SR LSP Association’ on
a PCC via PClnitiate and PCUpd nessages, respectively.

Step 2 - PCC Behavi our:

* The PCC upon receiving the PClnitiate for the SR LSP and t he
associ ated reverse SR LSP ERGCs, locally assigns a PLSP-1D and
reports it to the PCE via a PCRpt message.
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+--- - - +
| PCE |
+--m - - +
PClnitiate: / \ PClnitiate:
Tunnel 1 (0) / \ Tunnel 2 (0)
LSP1 (F1, R2) / \ LSP2 (F2, R1)
Associ ation #1 / \ Associ ation #1
(Single LSP) / \ (Single LSP)
% %
oo + LSP1 oo +
| S f-eeeeeeees > D |
| | <--meeoe-es | |
Fommm - + LSP2 +o--- - +
<no si gnaling>
Legends: F=Forward LSP ERGCs, R=Reverse LSP ERGCs, (0)=PLSP-1D

Figure la: Step 1:

PCE-Initi ated Associ ated Bidirectional SR LSP

with Forward Direction LSPs and Reverse Direction ERGCs

PCRpt :

Tunnel 1 (100)
LSP1 (F1, R2==F2)
Associ ation #1
(Single LSP)

Legends:

Figure 1b: Step 2:

F=Forward LSP EROs, R=Reverse LSP ERGs,

T +
| PCE |
R S +
N N PCRpt :
/ \ Tunnel 2 (200)
/ \ LSP2 (F2, Rl1==F1)
/ \ Associ ation #1
/ \ (Single LSP)
/ \
----- + LSP1 R
S |------------ > D |
| <o o
————— + LSP2 to----

<no signaling>
(100, 200) =PLSP- | Ds

PCC- Reported Bidirectional SR LSP

with Forward Direction LSPs and Reverse Direction ERGCs

3.2. PCClInitiated Associ ated Bidirectional SR LSPs
Hi gh-1 evel steps for creating associated bidirectional SR LSPs by a
PCC are shown in Figure 2
Step 1 - PCC Behavi our:
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*  PCC creates and updates an SR LSP for the 'Bidirectional SR LSP
Associ ation’ and reports the change in the association group of an
SR LSP to PCE(s) via a PCRpt message.

Step 2 - Stateful PCE Behaviour:

* Stateful PCE updates the SR LSP and the associated reverse SR LSP
ERCs, for the 'Bidirectional SR LSP Association’ on a PCC via a
PCUpd nessage.

Li, et al. Expi res 8 August 2026 [ Page 7]
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+--- - - +
| PCE |
+--m - - +
Report/ Del egat e: n n Report/ Del egat e
Tunnel 1 (100) / \ Tunnel 2 (200)
LSP1 (F1) / \ LSP2 (F2)
Associ ation #2 / \ Associ ation #2
/ \
/ \
+o---- + LSP1 oo +
| S f-eeeeeeees > D |
| | <--meeoe-es | |
Fommm - + LSP2 +o--- - +
<no si gnaling>
Legends: F=Forward LSP ERGs, (100, 200)=PLSP-I Ds

Figure 2a: Step 1:

PCC-Initi ated Associ ated Bidirectiona

SR LSP

with Forward Direction LSPs

. +
| PCE |
Hommm- +
PCUpd: / \ PCUpd:
Tunnel 1 (100) / \ Tunnel 2 (200)
LSP1 (F1, R2==F2) / \ LSP2 (F2, R1==F1)
Associ ati on #2 / \ Associ ati on #2
(Single LSP) / \ (Single LSP)
% %
+o---- + LSP1 +o---- +
| S | > D |
I R R o
e + LSP2 e +
<no signaling>
Legends: F=Forward LSP ERGCs, R=Reverse LSP ERCs, (100, 200)=PLSP-1 Ds

Figure 2b: Step 2: PCE-Updated Associated Bidirectiona

SR LSP

with Forward Direction LSPs and Reverse Direction ERGCs

4. PCEP Extensions

Two uni directiona

SR LSPs (one in each direction between two nodes

in a network) can be associ ated together by using the association
group defined in this docunent for the PCEP nessages and enpl oyi ng

the the procedures defi

Li, et al

ned in [ RFC9059] and [I-D.ietf-pce-nultipath].
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4.1. Bidirectional SR LSP Association Goup

For associating two unidirectional SR LSPs, this document defines a
new Associ ation Type called 'Bidirectional SR LSP Association for
the Associati on Group object (C ass-Value 40) as foll ows:

* Association Type (value 8) = Bidirectional SR LSP Associ ation

The handling of the Association ID, Association Source, optiona
A obal Association Source and optional Extended Association IDin
this association are set as defined in [ RFC8697].

[ RFC8697] specifies the nechanismfor the capability advertisenment of
the Associ ation Types supported by a PCEP speaker by defining an
ASSQC- Type-List TLV (value 35) to be carried within an OPEN object.
The PCEP speaker MUST include the 'Bidirectional SR LSP Associ ation
type in the ASSCC- Type-List TLV and MJUST receive the sane fromthe
PCEP peer before using themin the PCEP nessages.

An SR LSP MUST NOT be part of more than one 'Bidirectional SR LSP
Associ ation” on a PCE. A PCE, upon detecting this condition, MJST
NOT send the associated reverse ERCs to the ingress node PCC. This
error condition MJST be | ogged and an al arm MJST be gener at ed.

4.2. Bidirectional LSP Association Goup TLV

A PCEP nessage for an associated bidirectional SR LSP MAY include the
"Bidirectional LSP Association Goup TLV to indicate the co-routed
path using the C flag defined in Section 4.2 of [RFCI059].

As there is no reverse SR LSP instantiated, the Reverse LSP (R flag)
MJUST NOT be set for an associated bidirectional SR LSP and MJST be
ignored. This error condition MJST be | ogged and generate an al arm

4.3. PATH ATTRI B Obj ect

When a PCE inforns an ingress node PCC about the associated reverse
SR LSP ERGCs computed for an SR LSP with the 'Bidirectional SR LSP
Association’, it MJST include the ' PATH ATTRIB object with R
(reverse) flag set to 1 to indicate that the EROis for the reverse
direction [I-D.ietf-pce-nultipath].

4. 4. MILTI PATH OPPDI R- PATH TLV
The PCE MAY include the ' MULTI PATH OPPDI R- PATH TLV to indicate the

co-routed path properties (in Nand L flags) for the reverse ERO
[I-D.ietf-pce-nmultipath] for an SR LSP
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The PCC MUST detect the mismatch of the co-routed path properties in
the ' MULTI PATH OPPDI R- PATH TLV for the reverse ERO and the co-routed
path (C) flag in the 'Bidirectional LSP Association Goup TLV for
the (forward) SR LSP and | og as an error condition and generate an

al arm

5. Additional PCEP Considerations

Addi tional considerations for associating bidirectional SR LSPs are
sumrari zed in the sub-sections bel ow.

5.1. PLSP-1D Usage

As per [RFC8231], an ingress node PCC reports a unique PLSP-ID for
each LSP of an SR Policy. For an associated bidirectional SR LSP
the PCE will maintain two PLSP-I1Ds, one fromthe ingress node PCC and
one fromthe egress node PCC. |In the exanples shown in Figure 1 and
Figure 2, the ingress node PCC S reports the Tunnel 1, LSP1 to the
PCE with PLSP-1D 100 whereas the egress node PCC D reports the Tunne
2, LSP2 to the PCE with PLSP-1D 200.

5.2. FError Handling

The error handling as described in Section 5.7 of [RFC9059] continues
to apply for the '"Bidirectional SR LSP Association’

The PST for SR LSP uses either value "1: Traffic-engineering path is
set up using Segrment Routing" [RFC8664] or "3: Traffic engineering
path is set up using SRv6" [RFC9603]. |If a PCEP speaker receives a
non- SR LSP PST value for the 'Bidirectional SR LSP Association’, the
PCE speaker MJST return a PCErr nmessage with Error-Type = 26
(Association Error) and Error-value = "16: Path Setup Type not
supported" [ RFCI9059].

6. Inplenentation Status

[Note to the RFC Editor - renove this section before publication, as
well as renmove the reference to [ RFC7942].

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
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6. 1.

6. 2.

Li,

be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplemented protocols nore nmature.

It is up to the individual working groups to use this information as
they see fit".

Huawei ' s Commerci al Delivery

The feature is devel opi ng based on Huawei VRPS.

* Organi zation: Huawei

* I nplenentation: Huawei’'s Commercial Delivery inplenentation based
on VRPS8.

* Description: The inplenentation is under devel opnent.
* Maturity Level: Product

* Contact: tanren@uawei.com

ZTE's Commercial Delivery
* (Organization: ZTE

* Inplenmentation: ZTE s Conmercial Delivery inplenentation based on
Rosng v8.

* Description: The inplenentation is under devel opnent.
* Maturity Level: Product
* Contact: zhan. shuangpi ng@te.comcn
Security Considerations
The security considerations described in [RFC5440], [RFC8231],

[ RFC8281], [RFC8408], [RFCO059], and [I-D.ietf-pce-multipath] apply
to the extensions defined in this docunent as well.
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A new Associ ation Type for the Association object, 'Bidirectional SR
LSP Association’ is introduced in this docunment. Additional security
considerations related to LSP associ ations due to a malici ous PCEP
speaker are described in [RFC8697] and apply to this Association
Type. Hence, securing the PCEP session using Transport Layer
Security (TLS) [ RFC8253] as per the recomendati ons and best current
practices in [ RFC9325].

8. Manageability Considerations
The nanageability requirenents and considerations listed in
[ RFC5440], [ RFC8231], [RFC8281], [RFC8697], and
[I-D.ietf-pce-multipath] apply to the PCEP protocol extensions
defined in this docunent. In addition, the requirenents and
considerations listed in this section apply.

8.1. Control of Function and Policy

The mechani sns defined in this document do not inply any new contro
or policy requirenents.

8.2. Information and Data Mbdel s

[ RFC7420] describes the PCEP M B; there are no new M B (bjects
defined for LSP associ ati ons.

The PCEP YANG nodul e [ RFC9826] defines a data nodel for LSP
associ ations. However, it does not include information for
associ ated bidirectional SR LSPs.

8.3. Liveness Detection and Mnitoring

Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents.

8.4. \Verify Correct Operations

Mechani sns defined in this docunent do not inply any new operation
verification requirements.

8.5. Requirenments On Gther Protocols

Mechani sns defined in this docunent do not inply any new requirenents
on ot her protocols.
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8.6. Inpact On Network Operations

Associating two SR LSPs to form an associ ated bidirectional SR LSP
requires an operator to ensure that the correct LSP associations are
enpl oyed on both sides of the bidirectional SR LSP. New tools such
as directed BFD [ RFC9612] and Performance Measurenent [ RFCO503] can
be used to verify the correct operation of a bidirectional SR LSP.

9. | ANA Consi der ations

9.1. Association Type

Thi s docunent defines a new Association Type, originally described in
[ RFC8697]. IANA is requested to update the value it has assigned
through the early allocation process in the "ASSOCI ATI ON Type Fi el d"
registry [ RFC8697] within the "Path Conputation El enent Protocol
(PCEP) Nunbers" registry group, making it permanent:

Type Narme Ref er ence

8 Bi di rectional SR LSP Associ ation [ Thi s docunent]
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