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Abst ract

Thi s document specifies extensions to the Path Conputation El enent
Conmuni cati on Protocol (PCEP) to enhance support for Segnent Routing
(SR) with a focus on the use of Segnment ldentifiers (SIDs) and SR-
Algorithns in Traffic Engineering (TE). The SR-Algorithm associ ated
with a SID defines the path conputation algorithmused by Interior
Gat eway Protocols (1GPs). This docunent introduces extensions in
three mai n areas.

Mechani sns for inform ng PCEP peers about the SR-Al gorithm associ at ed
with SIDs by encoding this information in Explicit Route Object (ERO
and Record Route Ohbject (RRO subobjects. This docunent updates RFC
8664 and RFC 9603 to all ow such extension.

The docurent specifies SR-Al gorithm constraint, enabling refined path
comput ations that can | everage |1 GP algorithmlogic, including

Fl exi bl e Algorithns, and their associated constraints and
optimzation netrics.

It defines new netric types for the METRI C object required to support
SR- Al gorithm based path computation, but also applicable to Label
Swi tched Paths (LSPs) setup using different Path Setup Types.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

[ RFC5440] describes the Path Conputation El enent Communication

Prot ocol (PCEP) for communication between a Path Conputation dient
(PCC) and a Path Conputation El erent (PCE) or between a pair of PCEs.
[ RFC8664] and [ RFC9603] specify PCEP extensions to support Segnent
Routing (SR) over MPLS and | Pv6 respectively.

Thi s docunent specifies extensions to PCEP to enhance support for SR
Traffic Engineering (TE). Specifically, it focuses on the use of
Segnment ldentifiers (SIDs) and SR-Algorithms. An SR-Algorithm
associated with a SID defines the path conmputation al gorithm used by
Interior Gateway Protocols (IGPs).

The PCEP extensions specified in this docunent:

Signaling SR-Algorithmin ERO and RRO  Mechani sns are introduced for
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PCEP peers to exchange information about the SR-Al gorithm
associated with each SID. This includes extending SR-ERO SR-RRO
and SRv6- ERO, SRv6- RRO subobjects to carry an Algorithmfield.

Thi s docunent updates [ RFC8664] and [ RFC9603] to enabl e such
encodi ng.

SR- Al gorithm Constraint for Path Conputation: Mechanisns are defined
for signaling a specific SR-Algorithmas a constraint to the PCE
for path conputation. This includes a new SR-Al gorithm TLV
carried in the Label Switched Path Attributes (LSPA) Object.

Extensions to METRIC Object: Several new netric types are introduced
for the METRIC Object to support optimzation nmetrics derived from
FADs during Flexible Al gorithm path conmputation, their application
is not restricted to Flexible Algorithns and they may be used with
LSPs setup using different Path Setup Types.
1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
2. Term nol ogy

Thi s docunent uses the following terns defined in [ RFC5440]: ERQ,
LSPA, PCC, PCE, PCEP, PCEP Peer, PCEP speaker, TED.

Thi s docunent uses the following termdefined in [ RFC3031]: LSP.

Thi s docunent uses the followi ng termdefined in [ RFC9479] and
[ RFC9492]: ASLA.

Thi s docunent uses the following terns defined in [ RFC8664]: NAI and
SR- DB.

The following ternmi nol ogies are used in this docunent:
P2MP:  Point-to-Miltipoint
FAD: Flexible AlgorithmDefinition [ RFC9350]

Wnning FAD: The FAD sel ected according to the rul es described in
Section 5.3 of [RFC9350]
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Note that the base PCEP specification [ RFC4655] originally defined
the use of the PCE architecture for MPLS and GWLS networks with LSPs
instanti ated using the RSVP-TE signaling protocol. Over tine,

support for additional path setup types, such as SRv6, has been

i ntroduced [ RFC9603]. The term"LSP" is used extensively in PCEP
specifications and, in the context of this docunent, refers to a
Candi date Path within an SR Policy, which may be an SRv6 path (still
represented using the LSP hject as specified in [ RFC8231]).

The term extension block is used in this docunent to identify the
addi ti onal bytes appended to a PCEP (hject, which may exist depending
on the inclusion of a flag in that object

3. Mot i vati on

Exi sting PCEP specifications |ack the mechanisns to explicitly signal
and negotiate SR-Algorithmcapabilities and constraints. This linits
the ability of PCEs to make infornmed path conputation decisions based
on the specific SR Al gorithns supported and desired within the

networ k. The absence of an explicit SR-Algorithm specification in
PCEP nessages inplied no specific constraint on the SR-Algorithmto
be used for path conmputation, effectively allowi ng the use of SIDs
with any SR-al gorithm

A primary notivation for these extensions is to enable the PCE to

| everage the path conputation |ogic and topol ogi cal information
derived fromlnterior Gateway Protocols (1GPs), including Flexible
Algorithns. Aligning PCE path conputation with these | GP al gorithns
enabl es network operators to obtain paths that are congruent with the
underlying routing behavior, which can result in segnent lists with a
reduced nunber of SIDs. The support for SR-Al gorithmconstraints in
PCE path computation sinplifies the depl oynent and managenent of

Fl exi bl e Algorithmpaths in nulti-domain network scenari os.

The PCE and t he headend router nmay independently conpute SR-TE paths
with different SR-Algorithms. This information needs to be exchanged
bet ween PCEP peers for purposes such as network nonitoring and

troubl eshooting. In scenarios involving multiple (redundant) PCEs,
when a headend receives a path fromthe primary PCE, it needs to be
able to report the conplete path information, including the SR
Algorithm to a backup PCE. This is essential for high availability
(HA) scenarios, ensuring that the backup PCE can correctly verify
Prefix SIDs.

The introduction of an SR-Al gorithm TLV within the LSPA object allows
operators to specify SR-Algorithmconstraints directly, thereby
refining path conputations to neet specific needs, such as | ow

| at ency pat hs.
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4
4

4.

4.

Si dor,

The ability to specify an SR-Algorithmper SIDin ERO and RROis
crucial for multiple reasons, for exanple:

*

1.

1.

SID types without algorithmspecified - Certain SID types, such as
Bi nding SIDs (BSIDs) [ RFC8402], may not have an SR-al gorithm
specified. It may be inaccurate to state that an entire end-to-
end path adheres to a specific algorithmif it includes a BSID
fromanother policy. Note: In SRv6, the BSID can be allocated
froman al go-specific SRv6 Locator which will result in the path
to that BSID headend node follow ng that al go-specific path.
However, the inplicit algorithmof BSID is independent from SR

al gorithmused for the SR Policy associated with that BSID.

Topologies with two Interior Gateway Protocol (I1GP) domains, each
usi ng the sane FAD but with differing al gorithm nunbers.

oj ect Formats

1.

OPEN nj ect

SR PCE Capability Sub-TLV

The SR- PCE- CAPABI LI TY Sub-TLV is defined in Section 4.1.2 of
[ RFC8664] to be included in the PATH SETUP- TYPE- CAPABI LI TY TLW.

Thi s docunent defines the following flag in the SR PCE- CAPABI LI TY
Sub- TLV:

*

1.

2.

SR-Al gorithm Capability (S): If the S-flag is set, a PCEP speaker
i ndi cates support for the Algorithmfield and the Subobject

Ext ensi on Bl ock in the SR ERO subobject described in Section 4.2
and the SR-Algorithm TLV described in Section 4.4 for LSPs setup
using Path Setup Type 1 (Segnent Routing) [RFC8664]. 1t does not
i ndi cate support for these extensions for other Path Setup Types.

SRv6 PCE Capability sub-TLV

The SRv6- PCE- CAPABI LI TY sub-TLV is defined in Section 4.1.1 of
[ RFC9603] to be included in the PATH SETUP- TYPE- CAPABI LI TY TLV.

Thi s docunent defines the following flag in the SRv6- PCE- CAPABI LI TY
sub- TLV:

et al. Expi res 23 January 2026 [ Page 6]
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* SR-Algorithm Capability (S): If the S-flag is set, a PCEP speaker
i ndi cates support for the Algorithmfield in the SRv6- ERO
Subobj ect described in Section 4.3 and the SR-Al gorithm TLV
described in Section 4.4 for LSPs setup using Path Setup Type 3
(SRv6) [RFC9603]. It does not indicate support for these
extensions for other Path Setup Types.

4.2. SR-ERO Subobj ect

Thi s docunent updates the SR-ERO subobject fornat defined in
Section 4.3.1 of [ RFC8664] with a new optional Subobject Extension
Bl ock field. Further, a new"A" flag in Flags field is as shown in
Fi gure 1.

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| L] Type=36 | Length | NT | Fl ags |AlFISICOM
I T S S T w ki
| SI D (optional) |
B i s T T i i o S o T Ji I
/1 NAI (variabl e, optional) /1
I I S T S S i S S it SR R SR
| Subobj ect Extension Bl ock (optional) |
I i I S e S S i

Figure 1: SR-ERO Subobject Format
A new bit in the Flags field:

* Aflag (SR-AlgorithmFlag): If set to 'l by a PCEP speaker, by a
PCEP speaker, the Subobject Extension Block MJST be included in
the SR-ERO subobject as shown in Figure 1 along with the specified
al gorithmand the Il ength of the subobject is extended by 4 octets.
If this flag is set to 0, then either:

- the Subobject Extension Block is not included and processing
described in Section 5.2.1 of [RFC8664] applies, or

- the Subobject Extension Block is included (due to an extension
flag in a future docunent) and the Algorithmfield MJST be
i gnor ed.

Thi s docunent updates the SR-ERO subobject validation defined in

Section 5.2.1 of [RFC8664] by extending existing validation to
include the Algorithmfield and A bit as foll ows.
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On receiving an SR-ERO, a PCC MUST validate that the Length field, S
bit, F bit, Abit, NI field, and Al gorithm are consistent, as
fol | ows.

* | f Subobject Extension Block is included

- |If NI=0, the F bit MJST be 1, the S bit MJST be zero, and the
Length MJUST be 12

- If NT=1, the F bit MJST be zero. |If the Sbit is 1, the Length
MUST be 12; otherw se, the Length MJUST be 16

- |If NT=2, the F bit MJST be zero. |If the Sbit is 1, the Length
MJUST be 24; otherw se, the Length MJST be 28.

- If NT=3, the F bit MJST be zero. |If the Sbit is 1, the Length
MUST be 16; otherwi se, the Length MJST be 20.

- |If NT=4, the F bit MJST be zero. |If the Sbit is 1, the Length
T

MJUST be 40; otherw se, the Length MJST be 44.

- |If NT=5, the F bit MJST be zero. |If the Sbit is 1, the Length
MUST be 24; otherw se, the Length MJST be 28.

- |If NT=6, the F bit MJST be zero. |If the Sbit is 1, the Length

MJUST be 48; otherw se, the Length MJUST be 52

* |f Abit is 0, consistency rules defined in Section 5.2.1 of
[ RFC8664] appli es.

The Subobj ect Extension Block format is described in Figure 2
B i s T T i i o S o T Ji I
| Reserved | Algorithm |
R e s T o T S R El ok i R e e S S e o o s

Fi gure 2: Subobj ect Extension Bl ock Fornat

Reserved (24 bits): This field is reserved for future use and MJST be
set to zero when sending and ignored when receiving.

Algorithm (8 bits): SR-Algorithmvalue fromregistry "I GP Al gorithm
Types" of "Interior Gateway Protocol (1GP) Paraneters" |ANA registry.

Any future extension that uses the Reserved field in the Subobject

Ext ensi on Bl ock MJUST be acconpanied with its own flag (simlar to the
A flag) in the ERO as well as a capability signaling for its usage.

Si dor, et al. Expi res 23 January 2026 [ Page 8]
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SRv6- ERO Subobj ect

Thi s docunent updates the SRv6- ERO subobject format defined in
Section 4.3.1 of [RFC9603] with Algorithmfield carved out of the
Reserved field. Further, a new "A" flag in defined in the existing
Fl ags field as shown in Figure 3.

0 1 2 3
01234567890123456789012345678901
el i I e i it T e e e e i i T o S e e S e T R R
| L] Type=40 | Length | NT | Fl ags | Al V| T| F| S
I S i o T s S S S e s s T
Reserved | Algorithm | Endpoi nt Behavi or |
R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N

|

SRv6 SID (optional) |

(128-bit) |
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-I+
NAI (variabl e, optional) /1

B S S e i S S T A S S S S S S i S S
SID Structure (optional) |

B T S S i A S S i Sty N DR SRS

~

I
+
I
I
I
I
+
/
+
I
+

Fi gure 3: SRv6- ERO Subobj ect Format
A new bit in the Flags field:

A-flag (SR-AlgorithmFlag): If set to'1 by a PCEP speaker, the
Algorithmfield is included in SRv6- ERO subobject as specified in
Figure 3. If this flag is set to O, then the Algorithmfield is
absent and processing described in Section 5.2.1 of [RFC9603]
appl i es.

Reserved (8 bits): Reduced from16 to 8 bits. It MJST be set to zero
whi | e sendi ng and ignored on receipt.

Algorithm (8 bits): SR-Algorithmvalue fromregistry "IGP Al gorithm
Types"” of "Interior Gateway Protocol (1GP) Paraneters” |ANA registry.

SR- Al gorithm TLV

A new TLV for the LSPA hject is introduced to carry the SR Al gorithm
constraint (Section 5.2). This TLV SHOULD only be used when PST
(Path Setup type) = 1 or 3 for SR-MPLS and SRv6, respectively. Only
the first instance of this TLV MJST be processed, subsequent

i nstances MJST be i gnored.

or, et al. Expi res 23 January 2026 [ Page 9]



I nternet-Draft SR- Al gorithmin PCEP July 2025

The format of the SR-Algorithm TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type=66 | Lengt h=4 |
i e e R e s o e kb i Sl S N S T
| Reserved | Fl ags | S| Algorithm |

T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
Figure 4. SR-Algorithm TLV For mat
Type (16 bits): 66.
Length (16 bits): 4.
The 32-bit value is formatted as foll ows.

Reserved (16 bits): MJST be set to zero by the sender and MJUST be
i gnored by the receiver.

Flags (8 bits): This docunent defines the following flag bits. The
other bits MJST be set to zero by the sender and MJST be ignored
by the receiver.

* S (Strict): If set, the path conputation at the PCE MJUST fail
if the specified SR-Algorithmconstraint cannot be satisfied.
If unset, the PCE MUST try to conpute the path with SR
al gorithmconstraint specified. |If the path conmputation using
the specified SR-Al gorithmconstraint fails, the PCE MUST try
to conpute a path that does not satisfy the constraint.

Algorithm (8 bits): SR Algorithmto be used during path computation
(see Section 5.2).

4.5. Extensions to METRI C Obj ect

The METRIC object is defined in Section 7.8 of [RFC5440]. This
docunent specifies new types for the METRI C object to enable the
encodi ng of optim zation netric types derived fromthe FAD during

Fl exi bl e Al gorithm path conputation (see Section 5.2.2). Wile these
new netric types are defined to support this specific use case, their
use is not restricted to Flexible Al gorithm path conputation or to
any specific Path Setup Type.

* T=22: Path Mn Delay netric (Section 4.5.1.1)

*  T=23: P2MP Path M n Delay netric (Section 4.5.1.2)
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*  T=24: Path Bandwi dth Metric (Section 4.5.2.1)

*  T=25: P2MP Path Bandwi dth Metric (Section 4.5.2.2)

* T=128-255: User-defined netric (Section 4.5.3)

The followi ng terninology is used and expanded al ong the way.
* A network comprises of a set of Nlinks {Li, (i=1...N)}.

* A path P of a point-to-point (P2P) LSPis a list of K Ilinks
{Lpi, (i=1...K)}.

* A P2MP tree T conprises a set of M destinations
{Dest_j,(j=1...M}.

4.5.1. Path Mn Delay Metric

[ RFC7471] and [ RFC8570] define "M n/Max Unidirectional Link Del ay
Sub- TLV' to advertise the Iink mninmm and nmaxi mum del ay in
m croseconds in a 24-bit field.

[ RFC5440] defines the METRIC object with a 32-bit metric val ue
encoded in | EEE floating point format (see [|EEE. 754.1985]).

The encoding for the Path Mn Delay metric value is quantified in
units of mcroseconds and encoded in | EEE floating point format.

The conversion from 24-bit integer to 32-bit | EEE floating point
coul d introduce sone | oss of precision.

4.5.1.1. P2P Path Mn Delay Metric

The minimumLink Delay nmetric is defined in [RFC7471] and [ RFC8570]
as "Mn Unidirectional Link Delay". The Path Mn Link Delay netric
represents nmeasured mnimum link delay value over a configurable

i nterval .

The Path M n Delay netric type of the METRIC object in PCEP
represents the sumof the Mn Link Delay netric of all links along a
P2P pat h.

* AMn Link Delay metric of link L is denoted D(L).

* A Path Mn Delay nmetric for the P2P path P = Sum {D(Lpi),
(i=1...K}.
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4.5.1.2. P2MP Path Mn Delay Metric

4.

5.

The P2MP Path M n Delay netric type of the METRIC object in PCEP
encodes the Path Mn Delay netric for the destination that observes
the worst (i.e., highest value) delay netric anong all destinations
of the P2MP tree.

* The P2P Path M n Delay netric of the path to destination Dest_j is
denoted by PVMDM Dest _j).

* The P2MP Path Mn Delay netric for the P2MP tree T =
Maxi mum{ PMDM Dest _j), (j=1...M}.

2. Pat h Bandwi dth Metric

The Section 4 of [I-D.ietf-Isr-flex-algo-bwcon] defines a new netric
type "Bandwi dth Metric", which may be advertised in their link netric
adverti senents.

When perform ng Fl exi ble Al gorithm path conputation as described in
Section 5.2.2, procedures described in sections 4.1 and 5 from
[I-D.ietf-lsr-flex-al go-bwcon] MJST be followed with automatic
netric cal cul ation.

For path computations in contexts other than Flexible Al gorithm
(including Path Setup Types other than 1 or 3 for SR-MPLS and SRv6),
if the Generic Metric sub-TLV with Bandwidth netric type is not
advertised for a link, the PCE i nplenentati on MAY apply a | ocal
policy to derive a netric value (simlar to the procedures in
Sections 4.1.3 and 4.1.4 of [I-D.ietf-Isr-flex-algo-bwcon]) or the
link MAY be treated as if the netric value is unavailable (e.g. by
using a default value). |If the Bandwidth metric value is advertised
for a link, the PCE MIST use the advertised value to conpute the path
metric in accordance with Section 4.5.2.1 and Section 4.5.2. 2.

The Path Bandwi dth netric value is encoded in | EEE floating point
format.

The conversion from 24-bit integer to 32-bit | EEE floating point
could introduce sone | oss of precision.

4.5.2.1. P2P Path Bandwi dth Metric

The Path Bandwi dth netric type of the METRIC object in PCEP
represents the sumof the Bandwi dth Metric of all links along a P2P
path. Note: the link Bandwidth Metric utilized in the formula may be
the original netric advertised on the link, which nay have a val ue

i nversely proportional to the link capacity.
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* A Bandwidth Metric of link L is denoted B(L).

* A Path Bandwi dth nmetric for the P2P path P = Sum {B(Lpi),
(i=1...K}.

4.5.2.2. P2MP Path Bandwi dth Metric

The Bandwi dth netric type of the METRIC object in PCEP encodes the
Pat h Bandwi dth netric for the destination that observes the worst
bandwi dth netric anong all destinations of the P2MP tree.

*  The P2P Bandwi dth netric of the path to destination Dest j is
denoted by BM Dest _j).

*  The P2MP Path Bandwi dth netric for the P2MP tree T =
Maxi mum{BM Dest _j), (j=1...M}.

4.5.3. User Defined Metric

The Section 2 of [I-D.ietf-lsr-flex-algo-bwcon] defined a new nmetric
type range for "User defined netric", which may be advertised in
their link metric advertisenments. These are user defined and can be
assigned by an operator for |ocal use.

User Defined metric values are encoded using the | EEE fl oati ng- poi nt
format.

The conversion from 24-bit integer to 32-bit | EEE floating point
could introduce sone | oss of precision.

The proposed netric type range was chosen to allow mapping wth

val ues assigned in the "I GP Metric-Type Registry". For example, the
User Defined netric type 130 of the METRI C object in PCEP can
represent the sumof the User Defined Metric 130 of all links along a
P2P.

User Defined Metrics are equally applicable to P2P and P2MP pat hs.
5. Operation

The PCEP extensions defined in Section 5.1, Section 5.1.2 and
Section 5.2 of this document MJST NOT be used unl ess both PCEP
speakers have indicated support by setting the S flag in the Path
Setup Type Sub-TLV corresponding to the PST of the LSP. If this
condition is not net, the receiving PCEP speaker MJST respond with a
PCErr nmessage with Error-Type 19 (Invalid Operation) and Error-Val ue
TBD3 (Attenpted use of SR-Algorithmw thout advertised capability).
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The SR-Algorithmused in this docunment refers to a conplete range of
SR- Al gorithm val ues (0-255) if a specific section does not specify
otherwise. Valid SR-Algorithmvalues are defined in the registry

"I GP Algorithm Types" of "Interior Gateway Protocol (IGP) Paraneters"
| ANA registry. Refer to Section 3.1.1 of [RFC8402] and [ RFC9256] for
the definition of SR-Algorithmin Segnent Routing. [RFC8665] and

[ RFC8667] are describing the use of the SRRAlgorithmin IGP. Note
that some RFCs are referring to SRRAlgorithmw th different nanes,
for exanple "Prefix-SID Al gorithni and "SR Al gorithni.

5.1. ERO and RRO Subobj ects

If a PCC receives the Algorithmfield in the ERO subobject within
PClnitiate, PCUpd, or PCRep nessages and the path received fromthose
messages is being included in the ERO of PCRpt message, then the PCC
MUST include the Algorithmfield in the encoded subobjects with the
recei ved SR- Al gorithm val ue.

As per [RFC9603] and [ RFC8664], the format of the SR RRO subobject is
the sane as that of the SR ERO subobject, but w thout the L-Fl ag,

t heref ore SR-RRO subobject may also carry the A flag and Al gorithm
field.

5.1.1. SR-ERO

A PCEP speaker MAY set the A flag and include the Algorithmfield as
part of Subobject Extension Block in an SR-ERO subobject if the S
flag has been advertised in SR-PCE- CAPABI LI TY Sub-TLV by both PCEP
speakers.

If the PCEP peer receives an SR-ERO subobject with the A flag set,
but the S flag was not advertised in SR-PCE- CAPABI LI TY Sub-TLV, then
it MJUST consider the entire ERO as invalid as described in

Section 5.2.1 of [ RFC8664].

The Subobj ect Extension Block field in the SR-ERO subobject MJST be
included after the optional SID, NAI, or SID structure and the I ength
of the SR-ERO subobject MJUST be increased by an additional 4 bytes
for the Reserved and Al gorithmfi el d.

If the length and the A flag are not consistent as specified in
Section 4.2, PCEP peer MJST consider the entire ERO invalid and MJST
send a PCErr nmessage with Error-Type = 10 ("Reception of an invalid
object") and Error-value = 11 ("Ml forned object").

If the SIDvalue is absent (S bit is set to 1), the NAl value is

present (F bit is set to 0) and the Algorithmfield is set (A bit is
set to 1), the PCC is responsible for choosing the SRv6-SID val ue
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based on val ues specified in NAl and Algorithmfields. |If the PCC
cannot find a SID index in the SR-DB, it MJST send a PCErr nessage
with Error-Type = 10 ("Reception of an invalid object") and Error-
value = 14 ("Unknown SID").

5.1.2. SRv6-ERO

A PCEP speaker MAY set the A flag and include the Algorithmfield in
an SRv6- ERO subobject if the S flag has been advertised in SRv6- PCE-
CAPABI LI TY sub-TLV by both PCEP speakers.

If the PCEP peer receives SRv6- ERO subobject with the A flag set or
with the SR-Algorithmincluded, but the S flag was not advertised in
SRv6- PCE- CAPABI LI TY Sub-TLV, then it MJST consider the entire ERO as
invalid as described in Section 5.2.1 of [ RFC8664].

The Algorithmfield in the SRv6- ERO subobj ect MJST be included in the
position specified in Section 4.3, the length of the SRv6- ERO
subobj ect is not inpacted by the inclusion of the Algorithmfield.

If the SRv6-SID value is absent (S bit is set to 1), the NAl value is
present (F bit is set to 0) and the Algorithmfield is set (A bit is
set to 1), the PCC is responsible for choosing the SRv6-SID val ue
based on val ues specified in NAl and Algorithmfields. |If the PCC
cannot find a SIDindex in the SR-DB, it MJST send a PCErr nessage
with Error-Type = 10 ("Reception of an invalid object") and Error-
val ue = 14 ("Unknown SID").

5.2. SR-Algorithm Constraint

To signal a specific SR-Algorithmconstraint to the PCE, the headend
MJUST encode the SR-Al gorithm TLV inside the LSPA object.

If a PCC receives an LSPA object with SR-Algorithm TLV as part of
PClnitiate, PCUpd nessages, then it MJST include LSPA object with SR
Al gorithm TLV in PCRpt nessage as part of intended-attribute-Iist.

If a PCE receives an LSPA object with SR-Algorithm TLV in PCRpt or
PCReq, then it MUST include the LSPA object with SR-Al gorithm TLV in
PCUpd nessage, or PCRep nessage in case of an unsuccessful path
conput ati on based on rul es described in Section 7.11 of [ RFC5440].

A PCEP peer that did not advertise the S flag in the Path Setup Type

Sub- TLV corresponding to the LSP's PST, it MJST ignore the SR
Al gorithm TLV on receipt.
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The PCE MUST NOT use Prefix SIDs associated with an SR-Al gorithm
other than the one specified in the SR-Algorithmconstraint. |If a
protected Adjacency SID is used without an associ ated SR-Al gorithm
there is a risk that the backup path may fail to forward traffic over
parts of the topology that are not included in the specified SR

Al gorithm Consequently, it is NOT RECOMVENDED to use protected

Adj acency SIDs w thout an explicitly specified SR-Algorithm |If an
Adj acency SID has an associated SR-Al gorithm the PCE MJST ensure
that the SR-Al gorithm matches the one specified in the SR Al gorithm
constraint.

O her SID types, such as Binding SIDs, are allowed. Furthernore, the
inclusion of a path Binding SID (BSID) fromanother policy is
permitted only if the path associated with that policy fully
satisfies all the constraints of the current path conputation.

The specified SR-Algorithmconstraint is applied to the end-to-end SR
policy path. Using different SR Al gorithm constraint or using
winning FAD with different optinization netric or constraints for
same SR-Algorithmin each domain or part of the topology in single
path conputation is out of the scope of this docunent.

If the PCE is unable to find a path with the given SR Al gorithm
constraint, it does not support a comnbination of specified
constraints or if the FAD contains constraints, optinization metric
or other attributes, which the PCE does not support or recognize, it
MJST use enpty EROin PClnitiate for LSP instantiation or PCUpd
message if an update is required or NO PATH object in PCRep to
indicate that it was not able to find the valid path.

If the Algorithmfield value is in the range 128-255, the PCE MJST
perform path conputation according to the Flexible Al gorithm
procedures outlined in Section 5.2.2. Oherw se, the PCE MIST adhere
to the path conputation procedures with SIDfiltering defined in
Section 5.2. 1.

If the NO PATH object is included in PCRep, then the PCE MAY i ncl ude
SR-Al gorithm TLV to indicate constraint, which cannot be satisfied as
described in Section 7.5 of [RFC5440].

SR- Al gorithm does not replace the objective Function defined in
[ RFC5541] .
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5.2.1. Path Conputation for SR-Al gorithms 0-127

The SR-Al gorithm constraint acts as a filter, restricting which SIDs
may be used as a result of the path conputation function. Path
conputation is done based on optimzation nmetric type and constraints
specified in the PCEP nessage received fromthe PCC.

The nmechani sm described in this section is applicable only to SR

Al gorithmvalues in the range 0-127. It is not applicable to

Fl exi bl e Al gorithms (range 128-255), which are handl ed as descri bed
in Section 5.2.2. Wthin the 0-127 range, currently defined
algorithms are 0 (Shortest Path First (SPF)) and 1 (Strict SPF) as
introduced in Section 3.1.1 of [RFC8402]. Future algorithnms defined
within this range that do not require explicit PCEP extensions beyond
the SR-Algorithm TLV may al so utilize this SID filtering approach.

If a PCE inplenentation receives a request with an SR-Al gorithmval ue
in the 0-127 range that it does not support for path conputation, it
MJST reject the PCEP nessage and send a PCErr nmessage with Error-Type
19 (Invalid Operation) and Error-Val ue TBD4 (Unsupported SR-

Al gorithn).

5.2.2. Path Conputation for Flexible Algorithns

This section is applicable only to the Flexible Al gorithns range of
SR- Al gorithm val ues. The PCE perforns Flexible Al gorithmpath
comput ati on based on topology information stored in its TED

[ RFC5440]. The TED is expected to be popul ated with necessary

i nformation, including Flexible A gorithm Definitions (FADs), node
participation, and ASLA-specific link attributes, through standard
mechani sms such as Interior Gateway Protocols (1GPs) with Traffic
Engi neering extensi ons or BGP-LS [ RFC9552] .
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The PCE nust follow the |G Flexible Algorithmpath conputation |ogic
as described in [RFC9350]. This includes perform ng the FAD

sel ection as described in Section 5.3 of [RFC9350] and ot her
sections, determ ning the topol ogy associated with specific Flexible
Al gorithm based on the FAD, the node participation Section 11 of

[ RFC9350], using ASLA-specific link attributes Section 12 of

[ RFC9350], and applying other rules for Flexible Algorithmpath

cal culation Section 13 of [RFC9350]. While [RFCO9350] defines the
base procedures for IGP Flexible Al gorithns, these procedures are
further extended by other documents such as
[I-Dietf-lsr-flex-algo-bwcon], a PCE inplenentation my need
support these | GP extensions to allow use of specific constraints in
FAD. [I-D.ietf-Isr-igp-flex-algo-reverse-affinity] introduced | ANA
registry called "I GP Fl ex-Al gorithm Path Conputation Rules Registry"
within the "Interior Gateway Protocol (IGP) Parameters” registry
group with the ordered set of rules that MJST be used to prune links
fromthe topology during the Flex-Al gorithm path conputation

[Note to RFC Editor: The URL of the "I GP Flex-Al gorithm Path
Conput ati on Rules Registry" I ANA registry to be inserted once it wll
get created after approval of
[I-D.ietf-lIsr-igp-flex-algo-reverse-affinity].]

The PCE rmust optinize the conputed path based on the netric type
specified in the FAD. The optimnization netric type included in PCEP
messages fromthe PCC MIST be ignored. The PCE MJST use the nmetric
type fromthe FAD i n nessages sent to the PCC unless that netric type
is not defined in PCEP or not supported by the PCEP peer. It is

all owed to use SID types other than Prefix SID (e.g., Adjacency or
BSI D), but only fromnodes participating in the specified SR

Al gorithm

There are corresponding netric types in PCEP for 1GP and TE netric
fromFAD introduced in [ RFC9350], but there were no correspondi ng
metric types defined for "Mn Unidirectional Link Delay" from

[ RFC9350] and "Bandwi dth Metric", "User Defined Metric" from
[1-D.ietf-1sr-flex-algo-bwcon]. Section 4.5 of this docunent is
introducing them Note that the defined "Path Bandwi dth Metric" is
accunul ative and is different fromthe Bandw dth Object defined in
[ RFC5440] .

The PCE MJUST use the constraints specified in the FAD and al so
constraints (except optimzation netric type) directly included in
PCEP nessages fromthe PCC. The PCE inpl enentati on MAY decide to

i gnore specific constraints received fromthe PCC based on existing
processing rules for PCEP bjects and TLVs, e.g. P flag described in
Section 7.2 of [RFC5440] and processing rules described in [ RFC9753].
If the PCE does not support a specified conbination of constraints,
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it MUST fail path conputation and respond with a PCEP nessage with
PClnitiate or PCUpd nmessage with enpty ERO or PCRep wi th NO PATH
object. PCC MJUST NOT include constraints from FAD i n PCEP nessage
sent to PCE as it can result in undesired behavior in various cases.
PCE SHOULD NOT include constraints from FAD in PCEP nessages sent to
PCC.

The conbi nations of the constraints specified in the FAD and
constraints directly included in PCEP nessages fromthe PCC may
decrease the chance that Flex-algo specific Prefix SIDs represent an
optinmal path while satisfying all specified constraints, as a result
a longer SID list may be required for the conputed path. Adding nore
constraints on top of FAD requires conplex path conputation and may
reduce the benefit of this schene.

5.3. New Metric types
Al'l the rules of processing the METRI C object as explained in
[ RFC5440] and [RFC8233] are applicable to new netric types defined in
this docunent.

6. Manageability Considerations
Al'l manageability requirements and considerations listed in
[ RFC5440], [RFC8231], [RFCB8281], [RFC8664] and [ RFC9603] apply to
PCEP extensions defined in this docunent. |In addition, the
requi renents and considerations listed in this section apply.

6.1. Control of Function and Policy
A PCE or PCC inplementation MAY all ow the capability of supporting
PCEP extensions introduced in this docunent to be enabl ed or disabled
as part of the global configuration

6.2. Information and Data Mdels
An i nmpl enentati on SHOULD al |l ow the operator to view the capability
defined in this docunent. Sections 4.1 and 4.1.1 of
[1-D.ietf-pce-pcep-yang] should be extended to include the
capabilities introduced in Sections 3.1.1 and 3.1.2 for PCEP peer

6.3. Liveness Detection and Monitoring

Thi s docunent does not define any new nechani smthat inpacts the
i veness detection and nonitoring of PCEP.
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6.4. Verify Correct Operations

An i mpl enentati on SHOULD al so all ow the operator to view FADs, which
MAY be used in Flexible Al gorithmpath conputation defined in
Section 5.2.2.

An inplementati on SHOULD al | ow the operator to view nodes
participating in the specified SR-Al gorithm

6.5. Requirements on Gt her Protocols and Functional Conponents

Thi s docunent does not put new requirenents but relies on the
necessary | GP extensions.

6.6. Inpact On Network Operations

Thi s docunent inherits considerations from docunents describing | GP
Fl exi bl e Algorithm- for exanple [ RFC9350] and
[1-D.ietf-1sr-flex-al go-bw con].

7. Operational Considerations

Thi s docunent inherits operational considerations fromdocunents
describing 1GP Flexible Algorithm- for exanple [RFC9350] and
[1-D.ietf-1sr-flex-al go-bw con].

8. Inplenentation Status

[Note to the RFC Editor - renove this section before publication, as
well as remove the reference to RFC 7942.]

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.
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According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmamde the inplenmented protocols nore nature.
It is up to the individual working groups to use this information as
they see fit".
8.1. G sco
* (Organi zation: Cisco Systens
* Inplenmentation: |10S-XR PCC and PCE
* Description: SR-MPLS part with experinental codepoints.
* Maturity Level: Production.
* Coverage: Parti al
* Contact: ssidor@isco.com
8.2. Huawei
* Organi zation: Huawei
* Implenentation: NE Series Routers
* Description: SR Policy with SR Al gorithm
* Maturity Level: Production.
* Coverage: Partial
* Contact: pengshupi ng@uawei.com

9. Security Considerations

The security considerations described in [RFC5440], [RFC8231],
[ RFC8253], [RFC8281], [RFCB664], [RFCI9603] and [ RFC9350] in itself.

Note that this specification introduces the possibility of conputing
pat hs by the PCE based on Flexible Algorithmrel ated topol ogy
attributes and based on the nmetric type and constraints from FAD.
This creates additional vulnerabilities, which are already described
for the path conmputation done by I1GP |ike those described in Security
Consi derations section of [RFC9350], but which are also applicable to
pat h conputati on done by PCE. Hence, securing the PCEP session using
Transport Layer Security (TLS) [RFC8253] is RECOVMENDED
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10. | ANA Consi derations
10.1. SR Capability Flag

I ANA naintains a registry, nanmed "SR Capability Flag Field", within
the "Path Conputation El ement Protocol (PCEP) Nunbers" registry group
to nmanage the Flags field of the SR-PCE-CAPABILITY TLV. [ANA is
requested to confirmthe followi ng early allocation:

[ S ety el
| Bit | Description | Reference |
E bl e fumes oo e e, e e e e o1
| 5 | SRAgorithm Capability | This document |
+----- I T i +

Table 1
10.2. SRv6 PCE Capability Fl ag

I ANA maintains a registry, naned "SRv6 Capability Flag Field", within
the "Path Computation El ement Protocol (PCEP) Nunbers" registry group
to manage the Flags field of SRv6- PCE- CAPABI LI TY sub-TLV. [1ANA is
requested to nmake the follow ng assignnent:

E ool ooy e g
| Bit | Description | Reference |
[ el et sl
| TBDl | SR-Algorithm Capability | This docunent |
+------ I T T I i +

10.3. SR-ERO Fl ag

I ANA maintains a registry, naned "SR-ERO Flag Field", within the

"Pat h Conmputation El ement Protocol (PCEP) Numbers" registry group to
manage the Flags field of the SR-ERO Subobject. |1ANA is requested to
confirmthe following early allocation:

B il ety ey
| Bit | Description | Reference |
[ bl e ool oo
| 7 | SRAgorithmFl ag (A | This docunent |
+----- B i T i +
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10.

10.

10.

4. SRv6-ERO Fl ag

I ANA maintains a registry, named "SRv6-ERO Flag Field', within the
"Pat h Computation El ement Protocol (PCEP) Nunbers" registry group to
manage the Flags field of the SRv6- ERO subobject. [|ANA is requested
to make the follow ng assignment:

[ el e bl oo ]
| Bit | Description | Reference |
[ el ety e el
| TBD2 | SR-AlgorithmFlag (A) | This docunent |
+------ I i I I R I I T +

5. PCEP TLV Types

I ANA mai ntains a registry, named "PCEP TLV Type Indicators”, within
the "Path Conputation El ement Protocol (PCEP) Numbers" registry
group. | ANA is requested to confirmthe early allocation of a new
TLV type for the new LSPA TLV specified in this docunent.

F=——————+t -4 ———————————————+
| Type | Description | Reference |
[ el oo oo s e
| 66 | SR-Algorithm| This docunment |
+------ I i T S I +

Table 5
6. Metric Types

I ANA maintains a registry for "METRIC Object T Field" within the
"Pat h Computation El ement Protocol (PCEP) Nunbers" registry group.
I ANA is requested to confirmthe early allocated codepoints as

fol | ows:
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| Type | Description | Reference |
[ gttty C————————————————————————— Ll —p—p——————r
| 22 | Path Mn Delay Metric | This docunent |
S TRy e S I +
| 23 | P2MP Path M n Delay Metric | This docunent |
T T I IRy +
| 24 | Path Bandwi dth Metric | This document |
S R o e e e e e e e e a oo - T +
| 25 | P2MP Path Bandwi dth Metric | This docunent |
S TRy e S I +
| 128-255 | User Defined Metric | This document |
T L -, I IRy +
Table 6

10.7. PCEP-Error Object

I ANA is requested to allocate new error types and error values within
the "PCEP- ERROR (bj ect Error Types and Val ues" sub-registry of the
PCEP Numbers registry for the follow ng errors.

[ ety et e e et o}
| Error-Type | Meaning | Error-Val ue |
| 19 | I'nvalid | TBD3: Attenmpted use of SR-Algorithm |
| | Operation | wthout advertised capability |

| | | TBD4: Unsupported conbinati on of |
| | | constraints |

Table 7
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