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Abst ract

Thi s docunent augnents a YANG data nodel for the managenent of Path
Conput ati on El enent Communi cati ons Protocol (PCEP) for conmunications
between a Path Conputation Cient (PCC) and a Path Conputation

El ement (PCE), or between two PCEs in support for Segnment Routing in
I Pv6 (SRv6) and SR Policy. The data nodel includes configuration
data and state data (status information and counters for the
collection of statistics).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 Cctober 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

The Path Conputation Elenent (PCE) defined in [ RFC4655] is an entity
that is capable of conputing a network path or route based on a

net wor k graph, and applying conputational constraints. A Path
Conputation Cient (PCC) may meke requests to a PCE for paths to be
comput ed.

PCEP i s the communication protocol between a PCC and PCE and is
defined in [ RFC5440]. PCEP interactions include path conputation
requests and path conputation replies, as well as notifications of
specific states related to the use of a PCE in the context of

Mul tiprotocol Label Switching (MPLS) and Ceneralized MPLS (GVPLS)
Traffic Engineering (TE). |[RFC8231] specifies extensions to PCEP to
enabl e stateful control of MPLS TE LSPs.
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[ RFC9603] extends [ RFC8664] to support SR for |Pv6 data pl ane.
[I-D.ietf-pce-pcep-yang] defines a YANG [ RFC7950] data nodel for the
managenment of PCEP speakers. This docunment contains a specification
of the PCEP-SRv6 YANG nodule, "ietf-pcep-srv6" which provides the
PCEP- SRv6 [ RFC9603] data nodel. This docunent al so contains the PCEP
SR Policy YANG nodule, "ietf-pcep-srpolicy" which provides a
reference to SR Policies [ RFC9256].
The PCEP operational state is included in the sane tree as the PCEP
configuration, consistent with Network Managenent Datastore
Architecture (NVDA) [RFC8342]. The origin of the data is indicated
as per the origin nmetadata annotati on.

Requi renent s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

Term nol ogy and Notation
Thi s docunent al so uses the following terns defined in [ RFC7420]:
* PCEP entity: a |ocal PCEP speaker.
* PCEP peer: a renote PCEP speaker.

* PCEP speaker: where it is not necessary to distinguish between
| ocal and renpte.

Further, this docunent also uses the following terns defined in
[ RFC8231]

* Stateful PCE, Passive Stateful PCE, Active Stateful PCE
* Del egation, Revocation, Redel egation.

* |LSP State Report, Path Conputation Report nessage (PCRpt).
* LSP State Update, Path Conputation Update nessage (PCUpd).
[ RFC8281]

* PCE-initiated LSP, Path Conmputation LSP Initiate Message
(PCnitiate).
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[ RFC8408]
* Path Setup Type (PST).
[ RFC8664]
* Segment Routing (SR).
[ RFC9603]
* Segnent Routing in I Pv6 (SRv6).
[ RFC9256]
* SR Policy.
3.1. Tree Diagrans
A simplified graphical representation of the data nodel is used in
this document. The meaning of the synbols in these diagrans is
defined in [ RFC8340].
3.2. Prefixes in Data Node Nanes
In this docurment, nanmes of data nodes and other data nodel objects
are often used without a prefix, as long as it is clear fromthe
context in which the YANG nodul e each nane is defined. O herw se,

nanes are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e, as shown in Table 1.
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| Prefix | YANG nodul e | Reference |
[ oo ool s s s s s e oo oo sl
| inet | ietf-inet-types | [ RFC6991] |
Fom ek T +
| te-types | ietf-te-types | [ RFC8776] |
T o o m e e e e e e e e e e mee— oo - +
| iana-msd- | iana-msd-types | [RFC9702] |
| types | | |
R o e e e e oo T +
| pcep | ietf-pcep | [1-D.ietf-pce-pcep-yang] |
Fom e e o - o e e oo o e e e e e e e e e e eee— oo n +
| srve-types | ietf-srve-types | [I-D.ietf-spring-srv6-yang] |
Fomm e oo - o e e e e oo - o e e e e e e e e e e e e e m e e o +
| sr-policy- | ietf-sr-policy- | [I-D.ietf-spring-sr-policy-yang] |
| types | types I I
Fom ek o e e e oo o m e e e e e e e e e eee o on +

Tabl e 1: Prefixes and correspondi ng YANG nodul es

Ref erences in the Model

The foll owi ng additional docunments are referenced in the nodel

defined in this docunent -

et al.
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3. 4.

4.
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| Path Computation

| El enent Communi cation
| Protocol (PCEP)

| Extensions for |Pv6

| Segnent Routing

| Carrying Binding |
| Label / Segment |
| Identifier (SID) in |
| PCE-based Networks |

| Segnent Routing | [ RFC9256] |
| Policy Architecture | |

| YANG Data Mdel for |
| Maxi mum Segnent |
| Identifier (SID) |
| Depth Types and MPLS |
| Maxi mum SI D Depth |

| PCEP Extensions for | [I1-D.ietf-pce-multipath] |
| Signaling Miltipath | |
| I'nformation | |
| PCEP extension to |
| support Segnent |
| Routing Policy |
| Candi date Paths |
Tabl e 2: References in the YANG nodul es
Further Di scussion
[I-D.ietf-pce-multipath] defines a mechanismto encode multiple paths
for a single set of objectives and constraints. This is a generic
PCEP nechani sm not specific to any path setup type or datapl ane but
the key usecase is SR
Further discussion is needed on how to nodel it in PCEP YANG

The Desi gn of YANG Data Mbdel
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4.1. The Overview of PCEP SRv6 Data Model

The PCEP- SRv6 YANG nodul e defined in this docunment has all the common
bui I di ng bl ocks for the PCEP-SRv6 extension. The nodel augnents PCEP
capabilities at the Entity and peer level with SRv6 capability in
PCEP, support for NAI, MSD and the SID structure. The nopdel also
extends the LSP in the LSP-DB to naintain SRv6 paths.

modul e: ietf-pcep-srv6

augnment /pcep: pcep/ pcep: entity/ pcep:capabilities:
+--rw srv6 {srve6}?

| +--rw enabl ed? bool ean

| +--rwnai? bool ean

| +--ro srv6-nmsd* [nsd-type]

| +--ro0 nmed-type identityref
| +--ro msd-val ue? uint8
+--rw sid-str {sid-str}?

+--rw | b? uint8
+--rw I n? uint8
+--rw fn? uint8
+--rw an? uint8
augnment /pcep: pcep/ pcep: entity/ pcep: peers/ pcep: peer/ pcep: capabilities:
+--rw srveé {srv6}?

+--rw enabl ed? bool ean
+--rw nai? bool ean
+--ro0 srv6-nmsd* [nmsd-type]
+--ro nmed-type identityref

+--ro nsd-val ue? uint8
augnment /pcep: pcep/ pcep: entity/ pcep:|sp-db/pcep:|sp
+--r0 srve {srv6}?
+--ro0 segnent-1list

+--ro0 segnent* [index]
+--ro index ui nt 32
+--ro0 sid-val ue? srve-types: srv6-sid
+--ro0 sid-str {sid-str}?
| +--ro Ib? uint8
| +--ro In? uint8
| +--ro fn? uint8
| +--ro an? uint8
+--ro0 endpoi nt - behavi or ? i dentityref

4.2. The Overview of PCEP SR Policy Data Mdel
The PCEP- SRPolicy YANG nmodul e defined in this docunment has all the
common buil ding bl ocks for the PCEP-SR Policy extension. The nodel

augnents the LSP in the LSPDB to have infornmation refering to the SR
Policy and the candi date path.
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modul e: ietf-pcep-srpolicy

augnment /pcep: pcep/ pcep: entity/ pcep:|sp-db/pcep:|sp
+--ro0 sr-policy

+--ro0 headend? i net:i p-address-no-zone
+--ro color? sr-policy-types: col or-type
+--ro endpoint? i net:i p-address-no-zone
+--ro name? sr-policy-types: name-type
+--1r0 Cp

+--ro0 protocol -origin? identityref

+--r0 originator? string

+--ro discrimnator? ui nt 32

+--ro0 name? string

The sr-policy container is applicable for both SR-MPLS and SRv6.
The YANG Modul es
i etf-pcep-srv6 nodul e

RFC Ed.: In this section, replace all occurrences of "XXXX wth the
actual RFC nunmber and all occurrences of the revision date below with
the date of RFC publication (and renove this note).

<CODE BEG NS> file "ietf-pcep-srve@025-04-21. yang"
modul e ietf-pcep-srvé {
yang-version 1.1;
nanespace "urn:ietf:parans: xn :ns:yang:ietf-pcep-srvé";
prefix pcep-srvé

import ietf-srv6-types {
prefix srv6-types;
ref erence
"I-D.ietf-spring-srv6-yang: YANG Data Mdel for SRv6
Base and Static";
}
inmport ietf-te-types {
prefix te-types;
ref erence
"RFC 8776: Common YANG Data Types for Traffic Engi neering”;
}
i mport iana-nsd-types {
prefix iana-nsd-types;
ref erence
"RFC 9702: YANG Data Mddel for Maxi num Segrment ldentifier (SID)
Depth Types and MPLS Maxi mum SI D Dept h";

}
import ietf-pcep {
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prefix pcep;

ref erence
"I-D.ietf-pce-pcep-yang: A YANG Data Mddel for Path
Conput ati on El enent Communi cati ons Protocol (PCEP)";

}

organi zati on
"I ETF PCE (Path Conputation El ement) Wdrking G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ pcel/>
WG List: <nmailto:pce@etf.org>
Edi t or: Cheng Li
<mai |l to: c.| @uawei . conp
Shupi ng Peng
<mai | t 0: pengshupi ng@uawei . conm>";
description
"The YANG nodul e augnments the Path Conputation El enent
Conmruni cati ons Protocol (PCEP) YANG operational nodel
with Segnent Routing in I Pv6 (SRv6).

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revision 2025-04-21 {
description
"Initial revision.";
reference
"RFC XXXX: A YANG Data Mddel for Segnent Routing (SR) Policy
and SRv6 support in Path Conputation El enent Comuni cati ons
Pr ot ocol (PCEP)";

}

/* Features */

feature srv6 {
description
"Support Segnment Routing in IPv6 (SRv6) for PCE ";
ref erence
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"RFC 9603: Path Conputation El ement Conmuni cation Protocol
(PCEP) Extensions for |Pv6 Segnent Routing";

}

feature bsid {
description
"Support Binding SID for PCE. ";
ref erence
"RFC 9604: Carrying Binding Label/SID in PCE-Based Networks";

}

feature sid-str {
description
"Support for SID Structure";
ref erence
"RFC 9603: Path Conputation El ement Conmuni cation Protocol
(PCEP) Extensions for |Pv6 Segnent Routing";

}
[* ldentity */

identity path-setup-srvé {
if-feature "srve";
base te-types: pat h-signaling-type;
description
"SRv6 path setup type";

}
/* Groupings */

groupi ng srve6-nsd {
description
"SRv6 MsD';
| eaf nmed-type {
type identityref {
base i ana-nsd-types: nsd- base- srh;
}

description
"SRv6 Maxi mum Segnent Depth (MSD) Type"
ref erence
"RFC 9702: YANG Data Mddel for Maxi mum Segrment |dentifier (SID)
Depth Types and MPLS Maxi mum SI D Dept h";

| eaf med-val ue {
type uint8;
description
"SRv6 MsD val ue for the type";
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reference
"RFC 9603: Path Conputation El ement Conmuni cati on Protoco
(PCEP) Extensions for |Pv6 Segnent Routing”;

groupi ng srvé {
description
"SRv6";
contai ner srvé {
if-feature "srve";
description
"If SRv6 is supported”;
| eaf enabl ed {
type bool ean;
description
"Enabl ed or Disabled; set to true when
Enabl ed";

| eaf nai {
type bool ean;
default "fal se";
description
"True indicates capability to resolve Node or
Adj acency ldentifier (NAI) to SRv6 Segnent
Identifier (SID";
}
list srve-msd {
key "nmsd-type";
config fal se;
description
"list of SRv6é MSD';
uses srv6-nsd;

}
}
}

groupi ng segnent-list {
description
"Segnent |ist grouping”;
contai ner segrment-1list {
description
"Segnents for given segnment list";
list segment ({
key "index";
description
"Configure Segnent/hop at the index";
uses segment - properties;

}

2025
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}
}

groupi ng segnent-properties {
description
"Segnment properties grouping";
| eaf index {
type uint32;
description
" Segnent i ndex";

| eaf sid-value {
type srve6-types: srv6-sid;
description
"SRv6 SID val ue";
}

uses sid-str;
| eaf endpoi nt - behavi or {
type identityref {

}

description

base srv6-types: srv6-endpoi nt-type;

}
[*Query: Add NAI ?*/
}

grouping sid-str {
description
"The default SID Structure";
container sid-str {
if-feature "sid-str";
description
"The default SID Structure";
leaf Ib {
type uint8;
description

"SRv6 SID Locator Block length in bits";

leaf In {
type uint8;
description

"SRv6 SID Locator Node length in bits";

| eaf fn {
type uint8;
description

"SRv6 SID Function length in bits";

"The behavi or associated with the SRv6 SIDs.";

Expi res 23 COctober 2025
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| eaf an {
type uint8;
description
"SRv6 SID Argunents length in bits";
}

}
}

/*
* Augnent nodul es to add SRv6
*/

augnment "/ pcep: pcep/ pcep: entity/ pcep: capabilities" {

description

"Augnenting SRv6 capabilities"”;
uses srveo;
uses sid-str;

}

augnment "/ pcep: pcep/ pcep: entity/ pcep: peers/ pcep: peer"”

+ "/ pcep: capabilities" {
description
"Augnenting SRv6 capabilities for peer";
uses srveo;

}

augnment "/ pcep: pcep/ pcep: entity/ pcep:|sp-db/pcep:lsp” {

description

"Augrmenting SRv6 for LSP';
contai ner srvé {

when "derived-fromor-self

April 2025

(/ pcep: pcep/ pcep: entity/ pcep: | sp-db/pcep:|sp/pcep: pst,

"pat h-setup-srv6e’ )" {
description
"For SRv6 path";

if-feature "srve";
uses segment-list;

description
"SRv6 information";
}

}
}
<CODE ENDS>

Li, et al. Expi res 23 COctober 2025
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5.2. ietf-pcep-srpolicy nodule

RFC Ed.: In this section, replace all occurrences of "XXXX wth the
actual RFC nunmber and all occurrences of the revision date below with
the date of RFC publication (and renpove this note).

<CODE BEG NS> file "ietf-pcep-srpolicy@025-04-21. yang"
modul e ietf-pcep-srpolicy {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-pcep-srpolicy";
prefix pcep-srp;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";
}
inmport ietf-te-types {
prefix te-types;
ref erence
"RFC 8776: Common YANG Data Types for Traffic Engi neering”;

}
import ietf-pcep {
prefix pcep;
reference
"I-D.ietf-pce-pcep-yang: A YANG Data Mddel for Path
Conput ati on El enent Comuni cati ons Protocol (PCEP)";
}

inmport ietf-sr-policy-types {
prefix sr-policy-types;
reference
"I-D.ietf-spring-sr-policy-yang: YANG Data Mdel for
Segment Routing Policy";
}

organi zati on
"I ETF PCE (Path Conputation El ement) Wdrking G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/ pcel>
WG List: <mailto:pce@etf.org>
Edi t or: Cheng Li
<mai |l to:c.| @uawei . conp
Shupi ng Peng
<mai | t 0: pengshupi ng@uawei . con";
description
"The YANG nodul e augnments the Path Conputation El enent
Conmruni cati ons Protocol (PCEP) YANG nodel wth Segnent
Routing (SR) Policy.
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Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revisi on 2025-04-21 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for Segment Routing (SR) Policy
and SRv6 support in Path Conputation El enent Comuni cations
Prot ocol (PCEP)";

}

/* Features */

feature nmultipath {
description
"Support for multipath ERO";
ref erence
"I-D.ietf-pce-nultipath: PCEP Extensions for Signaling
Mul tipath Informtion";

}
/* ldentities */

identity sr-policy {
base te-types: association-type;
description
"SR Pol i cy Association";
ref erence
"I-D.ietf-pce-segnent-routing-policy-cp: PCEP extension to
support Segnent Routing Policy Candi date Paths";

[* Groupings */
grouping sr-policy {

description
"Segnment Routing Policy grouping”;
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| eaf headend {
type inet:ip-address-no-zone;
description
"SR Pol i cy headend";
ref erence
"RFC 9256: Segnent Routing Policy Architecture"

| eaf color {
type sr-policy-types:col or-type;
description
"SR Policy Color";
ref erence
"RFC 9256: Segnent Routing Policy Architecture"

| eaf endpoint {
type inet:ip-address-no-zone;
description
"SR Pol i cy Endpoint";
reference
"RFC 9256: Segnent Routing Policy Architecture";

| eaf nane {
type sr-policy-types: nane-type;
description
"SR Policy name";
ref erence
"RFC 9256: Segnent Routing Policy Architecture”
}

}

grouping sr-policy-cp {
description
"Segnent Routing Policy Candi date Path grouping”;
| eaf protocol-origin {
type identityref {
base sr-policy-types: protocol -origin-type;
}

description
"SR Pol i cy Candi date Path Protocol";
ref erence
"RFC 9256: Segnent Routing Policy Architecture"
}

| eaf originator {
type string;
description
"SR Policy Candidate Path Oiginator”;
ref erence
"RFC 9256: Segnent Routing Policy Architecture"
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| eaf discrimnator {
type uint32 {
range "1..max";
}
description
"SR Policy Candi date Path Discrimnator";
ref erence
"RFC 9256: Segnent Routing Policy Architecture”
}

| eaf nane {
type string;
description
"SR Pol i cy Candi date Path name";
ref erence
"RFC 9256: Segnent Routing Policy Architecture";
}

}

augment "/ pcep: pcep/ pcep: entity/ pcep:|sp-db/pcep:lsp" {
description
"Augnenting SR Policy";
contai ner sr-policy {
when "derived-fromor-self
(/ pcep: pcep/ pcep: entity/ pcep: | sp-db/pcep:|sp/pcep: pst,
" pat h-setup-sr’) or
derived-fromor-self
(/ pcep: pcep/ pcep: entity/ pcep: | sp-db/pcep:|sp/pcep: pst,
"pat h-setup-srv6e’ )" {
description
"Applicable for SR or SRv6";
}

uses sr-policy;
container cp {
uses sr-policy-cp;
description
"SR Policy Candidate Path information";
}

description
"SR Policy information";

}
<CODE ENDS>
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6. Security Considerations

The YANG nodul e defined in this docunment is designed to be accessed
via a network managenent protocol such as NETCONF [ RFC6241] or
RESTCONF [ RFC8040]. The | owest NETCONF | ayer is the secure transport
| ayer and the mandatory-to-inplenment secure transport is SSH

[ RFC6242]. The | owest RESTCONF | ayer is HTTPS, and the mandatory-to-
i npl ement secure transport is TLS [ RFC8446]

The NETCONF access control nodel [RFC8341] provides the neans to
restrict access for particular NETCONF or RESTCONF users to a pre-
configured subset of all avail able NETCONF or RESTCONF protoco
operations and content.

There are a nunber of data nodes defined in the YANG nodul e which are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmay be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., <edit-config>)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/ pcep: pcep/ pcep: entity/ pcep: capabilities/pcep-srv6:srvé -
configure |l ocal SRv6 capability and paraneters

/ pcep: pcep/ pcep: entity/ pcep: peers/ pcep: peer/ pcep: capabilities/
pcep-srv6:srve - configure peer’s SRv6 capability and parameters.

Unaut hori sed access to the above |ist can adversely affect the PCEP
session between the local entity and the peers. This may lead to
inability to conpute new paths, stateful operations on the del egated
as well as PCE-initiated LSPs.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/ pcep: pcep/ pcep: entity/ pcep: | sp-db/pcep:|sp/ pcep-srv6:srve - The
SRv6 SID in the network. Unauthorized access to this could
provide entire path and network usage information.

/ pcep: pcep/ pcep: entity/ pcep:|sp-db/pcep:|sp/pcep-srpolicy:sr-

policy - The reference to SR Policy. Unauthorized access to this
could provide SR Policy usage infornmation
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Thi s docunent registers a URI in the "I ETF XM. Regi stry" [RFC3688].

Following the format in RFC 3688, the follow ng registration has
made.

URI: wurn:ietf:params:xm:ns:yang:ietf-pcep-srvé
Regi strant Contact: The PCE WG of the |ETF.

XM.: N A; the requested URI is an XM. nanmespace.
URI: wurn:ietf:params:xm:ns:yang:ietf-pcep-srpolicy
Regi strant Contact: The PCE WG of the |ETF.

XM.: N A; the requested URI is an XM. nanmespace.

Thi s docunment registers a YANG nodul e in the "YANG Mdul e Nanes"
registry [ RFC6020] .

Nane: i etf-pcep-srvé

Nanespace: urn:ietf:paranms: xm:ns:yang:ietf-pcep-srvé
Prefix: pcep-srv6

Ref er ence: This |I-D

Nane: i etf-pcep-srpolicy

Nanmespace: urn:ietf:parans: xm :ns:yang:ietf-pcep-srpolicy
Prefix: pcep-srp

Ref er ence: This |I-D
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