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Abst ract

The Path Conputation El ement (PCE) provides path conputation
functions in support of traffic engineering in Miltiprotocol Label
Switching (MPLS) and Generalized MPLS (GWLS) networks.

The Source Packet Routing in Networking (SPRING architecture

descri bes how Segnent Routing (SR) can be used to steer packets
through an I Pv6 or MPLS network using the source routing paradigm A
Segment Routed Path can be derived froma variety of mechani sms,
including an I GP Shortest Path Tree (SPT), explicit configuration, or
a Pat h Conputation El enent (PCE).

Since the SR does not require signaling, the path nmaxi num

transm ssion unit (MrU) information for the SR path is unavail abl e at
the headend. This document specifies the extension to PCE

Conmuni cati on Protocol (PCEP) to carry path MU as a new netric type
in the PCEP nessages for SR, but not limted to it.

Thi s docunent al so updates RFC 5440 to allow netric bounds to be
m ni mum as needed in the case of path MruU.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

[ RFC5440] describes the Path Conputation El enent (PCE) Conmuni cation
Prot ocol (PCEP). PCEP enabl es comuni cation between a Path
Conputation Cient (PCC) and a PCE, or between PCE and PCE, for the
pur pose of computation of Multiprotocol Label Switching (MPLS) as
wel | as Ceneralized MPLS (GWLS) Traffic Engineering Label Switched
Path (TE LSP) characteristics.

[ RFC8231] specifies a set of extensions to PCEP to enable statefu
control of TE LSPs within and across PCEP sessions in conpliance with
[ RFC4657]. It includes nechanisns to effect LSP State
Synchroni zati on between PCCs and PCEs, delegation of control over
LSPs to PCEs, and PCE control of timng and sequence of path

comput ations within and across PCEP sessions. The nodel of operation
where LSPs are initiated fromthe PCE is described in [ RFC8281].

As per [RFC8402], with Segment Routing (SR), a node steers a packet
through an ordered list of instructions, called segnments. A segnent
can represent any instruction, topol ogical or service-based. A
segnment can have a semantic local to an SR node or global within an
SR domain. SR enables the enforcenent of a flow through a specific
pat h and service chain while ensuring that the per-flow state is

mai ntai ned only at the ingress node of the SR domain. Segnents can
be derived fromdifferent conponents: |GP, BGP, Services, Contexts,
Locators, etc. The SR architecture can be applied to the MPLS
forwardi ng pl ane wi thout any change, in which case an SR path
corresponds to an MPLS Label Switching Path (LSP). The SR is applied
to the I Pv6 forwarding plane using SRH.  An SR path can be derived
froman I GP Shortest Path Tree (SPT), but SR TE paths may not foll ow
| GP SPT. Such paths may be chosen by a suitable network planning
tool or a PCE and provisioned on the ingress node.

As per [RFC8664], it is possible to use a stateful PCE for conputing
one or nore SR-TE paths taking into account various constraints and
obj ective functions. Once a path is chosen, the stateful PCE can
initiate an SR-TE path on a PCC usi ng PCEP extensions specified in

[ RFC8281] using the SR specific PCEP extensions specified in

[ RFC8664]. [RFCB664] specifies PCEP extensions for supporting an SR-
TE LSP for MPLS data plane. [RFC9603] extend PCEP to support SR for
| Pv6 data pl ane.

[1-D.ietf-spring-pntu-sr-policy] specifies the |link maxi num

transm ssion unit (MIU) and SR Path MIU (SR-PMIU) in the context of
SR paths and policies. It also states the notivation, |ink MU

col l ection, SR-PMIU Conputation, SR-PMIU Enforcenent, and handling
behavi ors on the headend.
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3.

4.

4.

1.

Since the SR does not require signaling, the path MU infornmation for
SR path is not available. This docunent specifies the extension to
PCEP to carry path MIU in the PCEP nessages. It is assunmed that the
PCE is aware of the link MIU as part of the Traffic Engineering

Dat abase (TED) population. This could be done via | GP, BGP-LS
[I-Dietf-idr-bgp-Is-link-ntu] or sone other nmeans. Thus, the PCE
can find the path MIU at the tinme of path conmputation and incl ude
this information as part of the PCEP nessages.

Though the key use case for path MU is SR, the PCEP extension (as

specified in this docunent) creates a new netric type for path MU

making this a generic extension that can be used for any path setup
type (PST) (see Section 4.4).

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Ter mi nol ogy

Li nk MIU. As per [RFC4821], the Maxi num Transmission Unit, i.e.,
maxi mum | P packet size in bytes, that can be conveyed in one piece
over a link. This includes the |IP header but excludes the Iink

| ayer headers and other framing that is not part of IP or the IP
payload. 1In the case of MPLS, it also includes the |abel stack,
and in case of IPv6, it includes |Pv6 extension headers (including
SRH) .

Path MIU, or PMIU: The m nimum|link MU of all the links in a path
bet ween a source node and a destination node. |In the scope of SR
this is also called SR-PMIU for the SR paths and policies. Note
that the Iink MIU takes the SR overhead (|l abel stack or SRH) into
consi derati on.

PCEP Extention

Ext ensi ons to METRI C Obj ect
The METRIC object is defined in Section 7.8 of [RFC5440], conprising
metric-value and netric-type (T field), and a flags field, conprising
a nunber of bit flags (B "Bound" bit and C "Conputed Metric" bit).
Thi s docunent defines a new type for the METRIC object for Path MU

* T = TBD: Path MrU
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* A network conprises of a set of NIlinks {Li, (i=1...N}.

* A path Pof an LSP is a list of Klinks {Lpi,(i=1...K)}.

* A Link MU of Iink L is denoted ML).

* A Path MU nmetric for the path P = Mn {MLpi), (i=1l...K)}.

The Path MIU netric type of the METRI C object in PCEP represents the
m ni mum of the Link MIU of all |inks along the path.

When PCE conputes the path, it can also find the Path MU (based on
the above criteria) and include this information in the METRI C obj ect
with the above nmetric type in the PCEP nessage when replying to the
PCC. In a Path Conputation Reply (PCRep) nessage, the PCE MAY insert
the METRIC object with an Explicit Route (hject (ERO so as to
provide the METRIC (path MIU) for the conmputed path. The PCE MAY

al so insert the METRIC object with a NO PATH object to indicate that
the metric constraint could not be satisfied.

Further, a PCC MAY use the Path MIU netric in a Path Conputation
Request (PCReq) nessage to request a path neeting the MIU requirenent
of the path. In this case, the B bit MJST be set to suggest a bound
(a maximum) for the Path MIU netric that MJUST NOT be exceeded for the
PCC to consider the conputed path as acceptable. The Path MIU netric
must be |l ess than or equal to the value specified in the nmetric-val ue
field.

A PCC can also use this netric to request that the PCE optinize the
path MU during path conputation. |In this case, the B bit MJST be
cl ear ed.

Note that [ RFC5440] allow two netric object instances for
optimzation (B flag cleared) and thus the Path MIU netric object
m ght be used al ongside other netric types as well.

The error handling and processing of the METRIC object is as
specified in [ RFC5440] .

4.1.1. Update to RFC 5440

For the handling of B bit in METRIC Object, [RFC5440] states: "When
set in a PCReq nmessage, the metric-value indicates a bound (a

maxi mum) for the path nmetric that must not be exceeded for the PCC to
consi der the computed path as acceptable. The path metric nust be

| ess than or equal to the value specified in the nmetric-value field."
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The new netric type path MIU defined in this docunent is different.
The bound for the path MIU indicates a mini num val ue instead of

maxi mum  That is when the nmetric type is set to TBD for path MU,
the nmetric-value indicates a bound (a m ninumpath MIU) for the path
metric that must not be subceeded for the PCC to consider the

comput ed path as acceptable. The path netric for path MU nust be
greater than or equal to the value specified in the nmetric-val ue
field.

Further, a PCC MAY request that PCE optim zes an individual path
conputation request to nmaxim ze the path MU of the conputed path by
clearing the B bit in the METRIC object with metric-type=TBD for path
MTU.

4.2. Stateful PCE and PCE Initiated LSPs

[ RFC8231] specifies a set of extensions to PCEP to enable statefu
control of MPLS-TE LSPs via PCEP and the maintaining of these LSPs at
the stateful PCE. 1t further distinguishes between an active and a
passive stateful PCE. A passive stateful PCE uses LSP state
information | earned fromPCCs to optim ze path conputations but does
not actively update the LSP state. 1In contrast, an active statefu
PCE utilizes the LSP del egati on mechanismto update LSP paraneters in
those PCCs that delegated control over their LSPs to the PCE

[ RFC8281] describes the setup, maintenance, and teardown of PCE-
initiated LSPs under the stateful PCE nodel. The docunent defines
the PClnitiate nmessage that is used by a PCE to request a PCC to set
up a new LSP.

The new netric type defined in this docunent can al so be used with
the stateful PCE extensions. The format of PCEP nessages descri bed
in [ RFC8231] and [ RFC8281] uses <intended-attribute-list> and
<attribute-list> respectively, (where the <intended-attribute-Ilist>
is the attribute-list defined in Section 6.5 of [RFC5440]).

A PCE MAY include the path MU netric in PCinitiate or PCUpd nessage
to informthe PCC of the path MIU cal cul ated for the path or as a
bound constraint. A PCC MAY include the path MIU netric as a bound
constraint or to indicate optinmization criteria (simlar to PCReq).

4.3. Segnent Routing

A Segrment Routed path (SR path) can be derived froman | GP Shortest
Path Tree (SPT). Segnent Routed Traffic Engineering paths (SR TE
pat hs) may not follow I GP SPT. Such paths may be chosen by a

sui tabl e network planning tool and provisioned on the source node of
the SR-TE pat h.
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It is possible to use a PCE for conputing one or nore SR TE paths
taking into account various constraints and objective functions.

Once a path is chosen, the PCE can informan SR-TE path on a PCC
usi ng PCEP extensions specified in [RFC8664]. Further, [RFC9603]
adds the support for |Pv6 data plane in SR

Refer [I-D.ietf-spring-pntu-sr-policy] for SR-PMIU consi derations.
4.3.1. Milti-Path Handling

[1-D.ietf-spring-pntu-sr-policy] specify the handling of SR PMIU at

the SR Policy, Candidate paths, and at each segnent list level. In

PCEP, support for nultiple segment list is added in
[I-D.ietf-pce-multipath]. The METRIC object is currently encoded at

the candi date path level. A future update of the docunent could
i nvestigate and i nclude nechani sns to support SR-PMIU at each segnent
list level.

4.3.2. Path MIU Adj ust nent

As per [I-D.ietf-spring-pnmu-sr-policy], it is possible for the
headend i npl enentation to take an FRR overhead into consideration
when determining if fragnentati on woul d be needed for the SR Path
with TI-LFA enabl ed where the overhead is allowed to be configured by
an oper at or.

4.3.3. MsD

In SR, the term Maxi mum SI D Depth (MSD) [RFC8491] refers to the
maxi mum nunber of SIDs that an ingress is capable of inposing on a
packet. In contrast, the PMIU deternines whether |P fragnmentation
can be avoided, making it an unrelated factor.

4.4. O her Path Setup Types

Wiile SRis the prinmary use case for the extension defined in this
docunent, the extension in itself is not limted to use within SR

The PMIU netric type can be used for any path setup type. An

i npl ement ati on MAY choose not to support the use of this metric type
for a particular PST as a local policy, in which case it MJST respond
to its peer with a PCErr nessage with the Error-Type = 5 ("Policy
Violation") and Error-value = TBD2 ("Metric Type not supported with
this PST").
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5

6

6

6

1.

2

Security Considerations

Thi s docunent defines a new METRIC type that does not add any new
security concerns beyond those discussed in [RFC5440] in itself.
Sone depl oynents may find the path MIU i nfornation to be extra
sensitive and could be used to influence path conputation and setup
with adverse effects. Additionally, snooping of PCEP nessages with
such data or using PCEP nmessages for network reconnai ssance may give
an attacker sensitive information about the operations of the
network. Thus, such depl oyment shoul d enpl oy suitable PCEP security
mechani sns |i ke TCP Aut hentication Option (TCP-AO [ RFC5925] or
Transport Layer Security (TLS) [RFC8253]. The procedure is based on
TLS is considered a security enhancenment and thus is nuch better
suited for sensitive information

I ANA Consi derati ons
Thi s docunent nakes the followi ng requests to | ANA for action.
METRI C Type
| ANA mai ntains the "Path Conputation El enent Protocol (PCEP) Nunbers"
registry group. Wthin this registry group, | ANA naintains a

registry for "METRIC Ohject T Field". 1ANA is requested to make the
foll owi ng all ocati on:

Val ue Descri ption Ref er ence
TBD1 Path MIuU Thi s docunent
PCEP Error Type and Val ue

I ANA mai ntains the "Path Conputation El ement Protocol (PCEP) Nunbers”
registry group. Wthin this registry group, IANA naintains a
registry for "PCEP-ERROR Object Error Types and Values". [|ANA is
requested to make the follow ng allocation:

Error-Type Meani ng Error-Val ue Ref erence

5 Policy violation [ RFC5440]
TBD2: Metric This document
Type not
support ed
with this
PST

6.3. Security Considerations
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