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Abstract

The PCE is a core conponent of Software-Defined Networking (SDN)
syst ens.

The PCE has been identified as an appropriate technology for the
determ nati on of the paths of point-to-multipoint (P2MP) TE Label
Swi t ched Paths (LSPs).

A PCE- based Central Controller (PCECC) can sinplify the processing of
a distributed control plane by blending it with elenments of SDN and
wi t hout necessarily conpletely replacing it. Thus, the P2MP LSP can
be cal cul ated/set up/initiated, and the |abel-forwarding entries can
al so be downl oaded through a centralized PCE server to each network
device along the P2MP path while | everaging the existing PCE

technol ogi es as nmuch as possi bl e.

Thi s docunment specifies the procedures and PCE Communi cati on Protocol
(PCEP) extensions for using the PCE as the central controller for
provi sioning | abels along the path of the static P2MP LSP.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The PCE [ RFC4655] was devel oped to offload the path conputation
function fromrouters in an MPLS traffic-engineered (TE) network. It
can conpute optimal paths for traffic across a network and can al so
update the paths to reflect changes in the network or traffic
demands. Since then, the role and function of the PCE have grown to
cover a number of other uses (such as GWLS [RFC7025]) and to all ow
del egated control [RFC8231] and PCE-initiated use of network

resour ces [ RFC38281].

According to [ RFC7399], Software-Defined Networking (SDN) refers to a
separati on between the control elenments and the forwardi ng conponents
so that software running in a centralized system called a
controller, can act to programthe devices in the network to behave
in specific ways. A required elenent in an SDN architecture is a
conmponent that plans how the network resources will be used and how
the devices will be programmed. It is possible to viewthis
component as perform ng specific conputations to place traffic flows
within the network given know edge of the availability of the network
resour ces, how other forwarding devices are programed, and the way
that other flows are routed. This is the function and purpose of a
PCE, and the way that a PCE integrates into a wi der network contro
system (including an SDN systen) is presented in [RFC7491].

In early PCE inpl enentations, where the PCE was used to derive paths
for MPLS Label Switched Paths (LSPs), paths were requested by the
network el ements (known as Path Conputation Clients (PCCs)), and the
results of the path conputations were supplied to network el enents
usi ng the PCE Communi cation Protocol (PCEP) [RFC5440]. This protoco
was | ater extended to allow a PCE to send unsolicited requests to the
network for LSP establishnent [ RFC8281].
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[ RFC8283] introduces the architecture for PCE as a central controller
as an extension of the architecture described in [ RFC4655] and
assunes the continued use of PCEP as the protocol used between PCE
and PCC. [RFC8283] further exami nes the notivations and
applicability for PCEP as a Sout hbound Interface (SBl), and

i ntroduces the inplications for the protocol

A PCECC can sinmplify the processing of a distributed control plane by
blending it with el enents of SDN and w thout necessarily conpletely
replacing it. Thus, the LSP can be cal cul ated/set up/initiated, and
the | abel -forwarding entries can al so be downl oaded through a
centralized PCE server to each network device along the path while

| everagi ng the existing PCE technol ogi es as nmuch as possi bl e.

[ RFC9050] specify the procedures and PCEP extensions for using the
PCE as the central controller for static P2P LSPs, where LSPs can be
provi sioned as explicit label instructions at each hop on the end-to-
end path. Each router along the path nmust be told what I abel-
forwardi ng instructions to program and what resources to reserve.

The PCE-based controller keeps a view of the network and determ nes
the paths of the end-to-end LSPs, and the controller uses PCEP to
communi cate with each router along the path of the end-to-end LSP

[ RFC4857] describes how to set up point-to-multipoint (P2MP) Traffic
Engi neering Label Switched Paths (TE LSPs) for use in Miltiprotoco
Label Switching (MPLS) and Generalized MPLS (GWLS) networks. The
PCE has been identified as a suitable application for the conputation
of paths for P2MP TE LSPs ([ RFC5671]). The extensions of PCEP to
request path conputation for P2MP TE LSPs are described in [ RFC8306].
Further [RFC8623] specify the extensions that are necessary in order
for the deploynment of stateful PCEs to support P2MP TE LSPs as wel |
as the setup, nmaintenance and teardown of PCE-initiated P2MP LSPs
under the stateful PCE nodel

Thi s docunent extends [ RFC9050] to specify the procedures and PCEP
extensions for using the PCE as the central controller for static
P2MP LSPs, where LSPs can be provisioned as explicit |abe
instructions at each hop on the end-to-end path with the added
functionality of a P2MP branch node. As per [RFC4875], a branch node
is an LSR that replicates the inconmng data on to one or nore
outgoing interfaces. [I|-D.ietf-teas-pcecc-use-cases] describes the
use cases for P2MP in PCECC architecture.

Ter m nol ogy

Term nol ogi es used in this docunent are the sane as described in the
draft [ RFC8283].
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2. 1.

4.

4. 1.

4. 2.
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Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Basi ¢ PCECC Mbde
Section 3 of [RFC9050] describe the PCECC nodel of operation.

Thi s docunent extends the functionality to include support for
central control instruction for replication at the branch nodes for
the P2MP LSP.

The rest of the processing at the root node is simlar to the
exi sting stateful PCE nechanismfor P2MP [ RFC8623].

Procedures for Using the PCE as a Central Controller (PCECC) for
P2MP

St at ef ul PCE Model

Active stateful PCE is described in [ RFC8231] and extended for P2MP

[ RFC8623]. A PCE as a Central Controller (PCECC) reuses the existing
active stateful PCE mechani smas much as possible to control the
LSPs.

[ RFC9050] extends PCEP nessages - PClnitiate, PCRpt, and PCUpd
message for the Central Controller’s Instructions (CCl) (I|abel-
forwarding instructions in the context of this document). This
docunent specifies the procedure for additional instruction for the
branch node needed for P2MP.

PCECC Capability Advertisenent

As per Section 5.4 of [RFC9050], during the PCEP initialization
phase, PCEP Speakers (PCE or PCC) advertise their support of and
willingness to use PCEP extension for the PCECC using a new Path
Setup Type (PST) in PATH SETUP- TYPE- CAPABI LI TY TLV and a new PCECC-
CAPABI LI TY sub- TLV.

A new Mbit is added in the PCECC- CAPABI LI TY sub-TLV to indicate
support for PCECC- P2MP. A PCC MJST set the Mbit in the PCECC
CAPABI LI TY sub-TLV and i ncl ude STATEFUL- PCE- CAPABI LI TY TLV with the
P2MP bits set (as per [RFC8623]) in the OPEN object to support the
PCECC P2MP extensions defined in this docunent.
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4. 3.

4. 3.

Li,

If the Mbit is set in PCECC CAPABI LITY sub-TLV and t he STATEFUL- PCE-
CAPABI LITY TLV is not advertised or is advertised without the N bit
set, in the OPEN object, the receiver MJST:

* send a PCErr nessage with Error-Type=19 (lnvalid Operation) and
Error-val ue=TBD2 (P2MP capability was not advertised) and

* termnate the session.
The rest of the processing is as per [RFC9050].
LSP Operations

The PCEP nessages pertaining to a PCECC i ncl ude the PATH SETUP- TYPE
TLV [ RFC8408] in the SRP object [RFC3231] with the PST set to '2" to
clearly identify the PCECC LSP is intended as per [ RFC9050].

1. PCE-Initiated PCECC LSP

The LSP instantiation operation is the same as defined in [ RFC3281]
and [ RFC8623].

In order to set up a PCE-Initiated P2MP LSP based on the PCECC
mechani sm a PCE sends a PClnitiate nessage with the PST set to '2
for the PCECC ([ RFC9050]) to the ingress PCC (root node).

As described in [ RFC9050], the |abel-forwarding instructions from
PCECC are sent after the initial PClnitiate and PCRpt exchange. This
is done so that the PCEP-specific identifier for the LSP (PLSP-ID)
and other LSP identifiers can be obtained fromthe ingress and can be
included in the | abel-forwarding instruction in the next set of
PClnitiate messages al ong the path.

An P2MP- LSP- | DENTI FI ER TLV [ RFC8623] MUST be included for the PCECC
P2MP LSPs, it uniquely identifies the P2MP LSP in the network. As
per [ RFC9050], the LSP object is included in the central controller’s
instructions (label download) to identify the PCECC P2MP LSP for this
instruction. The handling of PLSP-ID is as per [RFCO050].

The ingress PCC (root) also sets the D (Del egate) flag (see

[ RFC8231]) and C (Create) flag (see [ RFC8281]) in the LSP object of
the PCRpt nessage. As per [RFC9050], when the PCE receives this
PCRpt message with the PLSP-ID, it assigns |abels along the path and
sets up the path by sending a PCInitiate message to each node al ong
the path of the P2MP Tree as per the PCECC technique. The CCID
uniquely identifies the central controller instruction within a PCEP
session. Each node along the path (PCC) responds with the PCRpt
messages to acknow edge the CCl with the PCRpt nessages, including
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the CCl and the LSP objects. The only new extension required is the
instructions on the branch nodes for replications to nore than one
outgoing interface with the respective |label. The rest of the
operations remai ns the same as [ RFC9050] and [ RFC8623].

4.3.2. PCCInitiated PCECC LSP

In order to set up a P2MP LSP based on the PCECC nechani sm where the
LSP is configured at the PCC, a PCC MJST del egate the P2MP LSP by
sendi ng a PCRpt nessage with the PST set for the PCECC and D

(Del egate) flag (see [RFC8623]) set in the LSP object.

When a PCE receives the initial PCRpt nmessage with the D flags and
PST Type set to '2', it SHOULD cal cul ate the P2MP tree and assign

| abel s al ong the P2MP tree in addition to setting up the P2MP LSP by
sending a PClnitiate nessage to each node along the path of the P2MP
LSP as per [RFC9050]. The only new extension required is the
instructions on the branch nodes for replications to nore than one
outgoing interface with the respective label. The rest of the
operations remains the sanme as [ RFCO050] and [ RFC8623].

4.3.3. Central Control Instructions

The CCl for the |abel operations in PCEP is done via the PClnitiate
message as described in [RFCO050], by defining a PCEP Objects for CC
operations. The local |abel range of each PCC is assumed to be known
by both the PCC and the PCE

4.3.3.1. Label Downl oad CCi

Li,

In order to set up an LSP based on the PCECC, the PCE sends a
PClnitiate message to each node al ong the path to downl oad the | abe
instructions, as described in Section 4.3.1 and Section 4. 3. 2.

The CCI object MJST be included, along with the LSP object in the
PClnitiate message. As per [RFCI9050], there are 2 instances of CC
object in the PClnitiate nessage in a transit node for the P2P LSP
For PCECC- P2MP operations, multiple instances of CCl objects for out-
| abel s are allowed at the branch node. Simlarly, to acknow edge the
central controller instructions, the PCRpt nessage allows nmultiple

i nstances of CCl object for PCECC P2MP operations.

The P2MP- LSP-1DENTI FI ERS TLV MJST be included in the LSP object for

t he PCECC- based P2MP LSP. The SPEAKER-ENTI TY-1D TLV SHOULD be
included in LSP object.
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As described in [ RFC9050], if
message that includes

out of the range set aside for the PCE

a | abel

August 2025

a node (PCC) receives a PCnitiate
to downl oad (as part of CCl) that is

it sends a PCErr nessage with

Error-type=3 (PCECC failure) and Error-val ue=1l (Label out of range)

([ RFC9050] ) .

downl oad the | abel ent

If a PCC receives a PClnitiate nessage but fails to

ry, it sends a PCErr message with Error-type=3
(PCECC failure) and Error-value=2 (Instruction failed) ([RFC9050]).

Consi der the exanmple in the Section 3.6.1 of
[I-D.ietf-teas-pcecc-use-cases] -

S +
| R1
Fomm e e e oo +
| 9000 (LO)
N +
Transit Node | R2 |
branch AR +
* | * *
9001* | * *9002
L1 * | * *L2
S + | * S
R4 | | * | R5
. + | * .
* | * * +
9003* | * * +9004
L3 = | * * +L4
M R TS,
I R3 | R6
S S R S
9005| L5
o m e e e - +
| R8 | Leaf Node
M +

Transit Nodes

Leaf Node

PCECC woul d provi sion each node al ong the path and assign i ncom ng
and outgoing labels fromRl to {R6, R8} with the path as

"R1-LO- R2-L2- R5- L4- R6"

*

R1:

d 8 8 8

et al.

Qut goi ng | abe
I ncom ng | abel
Qut goi ng | abe
Qut goi ng | abe

I ncom ng | abel

and "R1-LO-R2-L1-R4-L3-R3-L5-R8":

9000 on
9000 on
9001 on
9002 on

9002 on

Expi res

link LO
link LO

link L1 (*)
link L2 (*)

link L2

8 February 2026
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* R5: Qutgoing |abel 9004 on link L4
* R6: Incomng |abel 9004 on link L4
* R4: Incomng |label 9001 on link L1
* R4: Qutgoing |abel 9003 on link L3
* R3: Incomng |abel 9003 on link L3
* R3: Qutgoing label 9005 on link L5
* R8: Inconing | abel 9005 on link L5

This can al so be represented as : {Rl, 6000}, {6000, R2,

{9001, 9002}}, {9001, R4, 9003}, {9002, R5, 9004} {9003, R3, 9005},
{9004, R6}, {9005, R8}. The nmain difference (*) is in the branch node
instruction at R2 where two copi es of packet are sent towards R4 and
R5 with 9001 and 9002 | abel s respectively.

The operations on all nodes except R2 are same as [ RFC9050]. The
branch node (R2) needs to be instructed to replicate two copi es of
the incom ng packet, and send it towards R4 and R5 with 9001 and 9002
| abel s respectively). This is done via including 3 instances of CC
objects in the PCEP nessages, one for each label in the exanple, 9000
for incom ng and 9001/ 9002 for outgoing (along with renpte nexthop).
The nessage and procedure remain exactly as [RFCO050] with only the
distinction that nore than one outgoing CCl MAY be present for the
P2MP LSP.

4.3.3.2. Label deanup CC
In order to delete a P2MP LSP based on the PCECC, the PCE sends a
Central Controller Instructions via a PClnitiate nessage to each node
along the path of the P2MP tree to clean up the | abel -forwarding
instruction as per [RFCO050]. 1In the case of branch nodes, al
i nstances of CCls needs to be present in the PCEP nmessage.

4.3.4. PCECC LSP Update

In case of a nodification of PCECC P2MP LSP with a new path, the
procedure, and instructions as described in [RFCO050] apply.

4.3.5. Re-delegation and C eanup

In case of a re-delegation and cl ean up of PCECC P2MP LSP, the
procedure, and instructions as described in [ RFC9050] apply.
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4. 3.

4. 3.

6. Synchroni zation of Central Controllers Instructions

The procedure and instructions are as per [RFCI050].

7. PCECC LSP State Report

An ingress PCC MAY choose to apply any Operations, Adninistration,
and Mai ntenance (OAM nechanismto check the status of the LSP in the

data plane and MAY further send its status in the PCRpt nessage (as
per [ RFC8623]) to the PCE.

4,.3.8. PCC-Based All ocations

6. 1.

6. 1.

Li,

The PCE can request the PCC to allocate the |abel using the
PClnitiate message. The procedure and instructions are as per
Section 5.5.8 of [ RFC9050].

PCEP Messages

[ RFC9050] specify the extension to PClnitiate and PCRpt message for
PCECC. For P2P LSP, only two instances of CCl objects can be
included. 1In the case of the P2MP LSP, multiple CCl objects are
all oned. The nessage format and ot her procedures continue to apply.

PCEP bj ects
OPEN nj ect
1. PCECC Capability sub-TLV

The PCECC- CAPABI LI TY sub-TLV is an optional TLV for use in the OPEN
hj ect for PCECC capability advertisement in PATH SETUP- TYPE-
CAPABI LI TY TLV as specified in [ RFCI050].

Thi s docunent adds a new flag (MBit) in the PCECC- CAPABI LI TY sub-TLV
to indicate the support for P2MP in PCECC.

M (PCECC- P2MP- CAPABI LI TY - 1 bit - TBD1): If set to 1 by a PCEP
speaker, it indicates that the PCEP speaker is capabl e of PCECC P2MP
capability.

A PCC MJUST set the MBit in the PCECC- CAPABI LI TY sub-TLV and set the
N (P2MP- CAPABI LI TY), the M (P2MP- LSP- UPDATE- CAPABI LI TY), and the P

( P2MP- LSP- | NSTANTI ATI ON- CAPABI LI TY) bits (as per [RFC8623]) in the
STATEFUL- PCE- CAPABI LI TY TLV [ RFC8231] to support the PCECC- P2MP
extensions defined in this docunent. |If the MBit is set in the
PCECC- CAPABI LI TY sub-TLV, and the P2MP bits (in the STATEFUL- PCE-
CAPABI LI TY TLV) are not set in the OPEN bject, a PCEP speaker SHOULD

et al. Expires 8 February 2026 [ Page 10]
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send a PCErr nmessage with Error-Type=19 (Invalid Operation) and
Error-val ue=TBD2 (P2MP capability was not advertised) and termi nate
t he sessi on.

6.2. PATH SETUP- TYPE TLV

The PATH SETUP-TYPE TLV is defined in [ RFC8408]; [RFCI9050] defines a
PST value for PCECC as '2', which is applicable for P2MP LSP as wel | .

6.3. CCl hject

The CCI object [RFCO050] is used by the PCE to specify the forwarding
instructions (label information in the context of this docunent) to
the PCC, and optionally carried within PClnitiate or PCRpt nmessage
for | abel downl oad/report. The CClI Cbject Type 1 for MPLS Label is
defined in [ RFC9050], which is used for the P2MP LSPs as well. The
address TLVs are defined in [RFCO050], they associate the next-hop
informati on in case of an outgoing | abel

If a node (PCC) receives a PClnitiate message with nore than one CCl
with Obit set for the outgoing | abel and the node does not support
the P2MP branch/replication capability, it MJST respond with PCErr
nmessage with Error-Type=2 (Capability not supported) (defined in

[ RFC5440] ) .

The rest of the processing is sane as [ RFC9050].
7. Security Considerations

As per [RFC8283], the security considerations for a PCE-based
controller are alittle different fromthose for any other PCE
system That is, the operation relies heavily on the use and
security of PCEP, so consideration should be given to the security
features discussed in [ RFC5440] and the additional nechani sns
described in [RFC8253]. It further lists the vulnerability of a
central controller architecture, such as a central point of failure,
deni al of service, and a focus for interception and nodification of
messages sent to individual Network El enents (NEs).

The security considerations described in [RFC8231], [RFC8281],

[ RFC8623], and [ RFC9050] apply to the extensions described in this
docunent .
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As per [RFC8231], it is RECOMVENDED t hat these PCEP extensions only
be activated on authenticated and encrypted sessions across PCEs and
PCCs bel onging to the same adnministrative authority, using Transport
Layer Security (TLS) [RFC8253] as per the recomendati ons and best
current practices in [RFC9325] (unless explicitly set aside in
[ RFC8253] ).

8. Manageability Considerations

8.1. Control of Function and Policy

A PCE or PCC inplementation SHOULD allow to configure to enabl e/
di sabl e PCECC- P2MP capability as a gl obal configuration

8. 2. I nformati on and Data Model s

[ RFC7420] describes the PCEP M B, this MB can be extended to get the
PCECC capability status.

The PCEP YANG nodule [I-D.ietf-pce-pcep-yang] could be extended to
enabl e/ di sabl e PCECC- P2MP capability.

8.3. Liveness Detection and Monitoring
Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440].

8.4. \Verify Correct Qperations
Mechani sns defined in this docunent do not inply any new operation
verification requirenments in addition to those already listed in
[ RFC5440] and [ RFCB8231].

8.5. Requirenments On Gt her Protocols

PCEP extensions defined in this docunent do not put new requirenments
on ot her protocols.

8.6. Inpact On Network Operations

PCEP extensions defined in this docunent do not put new requirenments
on network operations.

9. | ANA Consi der ations
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9.1. PCECC- CAPABI LI TY sub-TLV

[ RFC9050] defines the PCECC- CAPABI LI TY sub-TLV and requests that | ANA
create a registry to manage the val ue of the PCECC- CAPABI LI TY sub-
TLV's Flag field. IANAis requested to allocate a new bit in the
PCECC- CAPABI LI TY sub-TLV Flag Field registry, as foll ows:

B ool oo sl el
| Bit | Description | Reference |
+o——o-o4 o4 - ——————=—=—+4
| TBDL | P2MP | This docunent |
+------ I I I T +

Tabl e 1: PCECC- CAPABI LI TY sub-
TLV's Flag field

9.2. PCEP-Error Object
I ANA is requested to allocate a new error value within the "PCEP-

ERROR hj ect Error Types and Val ues" sub-registry of the PCEP Numbers
registry for the followi ng errors:

[§ ey oo ool s
| Error-Type | Meaning | Reference |
| 19 | I'nvalid operation | |
R o e e e e e e e e e e aa o - R +
| | Error-value = TBD2: P2MP | This |
| | capability was not advertised | docunment |
Fom e e o - o m e e e e e e aaao o Fom e oo +

Tabl e 2: PCEP- ERROR Obj ect Error Types and Val ues
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