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Abst r act

Color is a 32-bit nunerical (unsigned integer) attribute used to
associate a Traffic Engineering (TE) tunnel or policy with an intent
or objective. For exanple, a TE Tunnel constructed to deliver |ow

| at ency services and whose path is optimzed for delay can be tagged
with a color that represents "low |atency." This docunent specifies
extensions to the Path Conputation El ement Protocol (PCEP) to carry
the color attribute.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 30 August 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

A Traffic Engineering (TE) tunnel ([RFC3209]) or Segnent Routing (SR)
policy ([RFC9256]) can be associated with an intent or objective
(e.g., lowlatency) by tagging it with a color. This color attribute
is used as a guiding criterion for mapping services onto the TE
tunnel ([ RFC9012]) or SR policy ([RFC9256]). The termcolor used in
this docunment nust not be interpreted as the 'thread color’ specified
in [RFC3063] or the 'resource color’ (also referred to as 'link
color’) specified in [RFC3630], [RFC5329], [RFC5305] and [ RFC7308].
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[ RFC8231] specifies extensions to the Path Computation El enment
Protocol (PCEP) that enable the deploynment of a stateful Path
Conput ati on El enent (PCE) nodel. These extensions allow a Path
Conputation Cient (PCC) to delegate control of the Label Switched
Pat hs (LSPs) associated with its TE Tunnels to a stateful PCE

[ RFC8281] specifies extensions that allow a PCE to instantiate and
manage PCE-initiated LSPs on a PCC under the stateful PCE nodel

[ RFC8664] specifies extensions that enable stateful control of SR
pat hs vi a PCEP.

Thi s docunent introduces extensions to PCEP to allow a color tag to
be assigned to any TE path operated under a stateful PCE nodel
(including those set up using RSVP-TE [ RFC8408] or Segnent Routing

[ RFC8664]). The only exception where the extensions defined in this
docunent MUST NOT be used to carry the color attribute is for SR
pat hs established using the extensions defined in
[1-D.ietf-pce-segnment-routing-policy-cp]. For these SR paths, the
associated color is already included as part of the SR policy
identifier encoding.

The nmechani sm enpl oyed by the PCC for mapping services onto a TE path
associated with a color attribute is outside the scope of this
docunent, as is any other use of the color tag.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

2. Protocol Operation

When the PCEP session is created, a PCEP (PCE PCC) speaker sends an
Open nessage with an OPEN object that contains the STATEFUL- PCE-
CAPABI LI TY TLV, as defined in [RFC8231]. A STATEFUL- PCE- CAPABI LI TY
TLV Flag (See Section 3.1) is introduced in this docunent to enable
the PCEP speaker to advertise color capability.

In PCRpt, PCUpd, and PCinitiate nessages, the LSP object ([RFC8231],
[ RFC8281]) is a mandatory inclusion and is used to carry information
specific to the target LSP. A TLV called the Color TLV (see

Section 3.2), which MAY be carried in the LSP object, is introduced
in this docunent to carry the color attribute associated with the
LSP. Only one COLOR TLV SHOULD be included in the LSP object. |If
the COLOR TLV appears in the LSP object nore than once, only the
first occurrence is processed, and any others MJST be ignored.
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3.

3.

3.

A PCEP speaker that has advertised color capability MJST NOT send

Col or TLV encoded in the LSP object to a PCEP Peer that has not
advertised color capability. A PCEP speaker that advertises both
color capability and SR Policy Association capability
([1-D.ietf-pce-segnment-routing-policy-cp]) MJIST NOT send Col or TLV
encoded in the LSP object for SR Paths. The Color TLV is ignored if
it shows up in the LSP object of a nessage which carries an
ASSQCI ATI ON obj ect of type SR Policy Association
([1-D.ietf-pce-segnment-routing-policy-cp]). The color encoded in the
SR Policy Association takes precedence in such a scenari o.

If a PCCis unable to honor a col or value passed in a PCUpd or a
PClnitiate message, the PCC MUST reject the nessage and send a PCErr
message with Error-type=19 (lnvalid Operation) and error-val ue=TBD1
(I'nvalid color). This is expected behavior in scenarios where a PCC
i mpl ement ati on does not support a color value of zero for specific
path setup types, and it receives that value in the COLOR TLV of a
PCUpd or a PClnitiate nessage.

When LSPs that belong to the same TE tunnel are within the sane Path
Protecti on Association G oup [RFC8745], they are all expected to have
the sanme color attached to them |If a PCEP speaker determ nes

i nconsistency in the color associated with the LSPs bel onging to the
same Path Protection Association Goup, it MJST reject the nessage
carrying the inconsistent color and send a PCErr nessage with Error-
type=19 (lnvalid Operation) and error-val ue=TBD2 (I nconsi stent

col or).

Pr ot ocol Extensions
1. Color Capability

Section 7.1.1 of [RFC8231] defines STATEFUL- PCE- CAPABILITY TLV fl ags.
The following flag is used to indicate if the speaker supports col or
capability:

Cbit (Bit 20): A PCE/PCC indicates that it supports the color
capability defined in this docunment by setting this bit.

2. Color TLV

01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type | Lengt h=4 |
B i s T T i i o S o T Ji I
| Col or |
i I i S e S it SN DU DU SRS
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Figure 1: Color TLV

Type has the value 67. Length carries a value of 4. The ’'color’
field is 4-bytes long, and carries the actual color value (specified
as an unsigned integer). A color value of zero is allowed.

4. Security Considerations

Thi s docunent defines a TLV for color and a flag for color capability
negoti ati on, which do not add any security concerns beyond those
di scussed in [ RFC5440], [RFC8231] and [ RFC8281].

An unaut hori zed PCE may nualiciously associate the LSP with an
incorrect color. The procedures described in [ RFC8253] and [ RFC9325]
can be used to protect against this attack.

5. Manageability Considerations
This section follows the advice and gui dance of [RFC6123].
5.1. Control of Function through Configuration and Policy

An i npl enentation supporting this docunent SHOULD al | ow t he operat or
to turn on and off the PCEP col or capability advertisenment

(Section 3.1). An inplenmentation supporting this docunent SHOULD
all ow the configuration of color assignment to a TE Tunnel or an SR
Policy. A PCC MAY have a local policy configuration that specifies
how the color tag is used. This policy configuration is outside the
scope of this docunent.

5.2. Information and Data Mbdel s

An i nmpl enentati on supporting this document SHOULD al |l ow the incl usion
of color in the data nodel used to retrieve the operational state of
a TE tunnel or an SR policy. The YANG nodel in
[I-D.ietf-teas-yang-te] could be used to retrieve the operationa
state of a TE tunnel, and the YANG nodel in
[I-D.ietf-spring-sr-policy-yang] could be used to retrieve the
operational state of an SR policy.

5.3. Liveness Detection and Monitoring
The extensions defined in this docunent do not require any additiona

i veness detection and nonitoring support. See [RFC5440] and
[ RFC5886] for more information
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5.4. Verifying Correct Operation

The operator MAY retrieve the operational state of TE Paths to verify
if they are tagged with the correct intended col or.

5.5. Requirenents on Qher Protocols
Thi s docunent places no explicit requirenents on other protocols.
5.6. Inpact on Network Qperation

The inpact on network operations depends on how the color tag is used
in the deploynment. This is outside the scope of this document.

6. | ANA Consi derations
6.1. PCEP TLV Type I ndicator

Thi s docunent introduces a value in the "PCEP TLV Type |ndi cators"
registry of the "Path Conputation El ement Protocol (PCEP) Nunbers"
registry group as follows:

Val ue Description Ref erence

67 Col or Thi s docunent

Not e: The code point specified for the TLV Type Indicator is an early
al | ocation by | ANA

6.2. STATEFUL- PCE- CAPABI LITY TLV Flag Field

Thi s docunent introduces a bit value in the "STATEFUL- PCE- CAPABI LI TY
TLV Flag Field" registry of the "Path Conputation El enent Protocol
(PCEP) Nunbers" registry group as follows:

Val ue Descri ption Ref er ence

20 COLOR- CAPABI LI TY Thi s docunent

Not e: The code point specified for the STATEFUL- PCE- CAPABI LI TY TLV
Flag is an early allocation by | ANA

6.3. PCEP-Error Object
Thi s docunent introduces two Error-values for Error-Type=19 (Invalid
Qperation) within the "PCEP- ERROR Ohject Error Types and Val ues"

registry of the "Path Conputation El enent Protocol (PCEP) Nunbers"
registry group as follows:
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Error- Meaning Error-val ue Ref er ence
Type
19 Invalid Operation TBD1: Invalid Color Thi s docunent

TBD2: |nconsistent Color This docunent
LSP- ERROR- CODE TLV Error Code Field

An earlier version of this docunent added an error code in the "LSP-
ERROR- CODE TLV Error Code Field" registry of the "Path Conputation

El ement Protocol (PCEP) Nunbers" registry group, which was also early
al | ocated by the | ANA

I ANA is requested to cancel the early allocation made which is not
needed anynore. As per the instructions fromthe chairs, please mark
it as deprecated.

Val ue Meani ng Ref er ence

9 Deprecat ed (Unsupported Color) This docunent
I mpl enent ati on Status

[Note to the RFC Editor - renove this section before publication, as
well as remove the reference to RFC 7942.]

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the I ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".
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At the time of publication of this version, there are no known
i mpl ement ations. Juni per Networks has plans to inplenment the
ext ensions defined in this docunent.
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