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Abst r act

Thi s docunent proposes extension to PCEP to configure LSP paraneters.
Sone of LSP parameters are needed to configure S-BFD for candi date
pat hs. Each candidate path is identified in PCEP by its uniquely
assigned PLSP-I1D. The mechani sm proposed in this document is
applicable to to all path setup types. The need for these
definitions first appeared for Segment Routing path setup type, both
MPLS and | Pv6 data pl anes of SR

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 13 August 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Pat h Conmputation El ement (PCE) Comuni cation Protocol (PCEP)

[ RFC5440] enabl es the communi cati on between a Path Conputation Cient
(PCC) and a Path Computation Element (PCE), or between two PCEs based
on the PCE architecture [ RFC4655].
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PCEP Extensions for the Stateful PCE Model [RFC8231] describes a set
of extensions to PCEP to enable active control of Miltiprotocol Labe
Switching Traffic Engi neering (MPLS-TE) and Generalized MPLS (GWLS)
tunnels. [RFC8281] describes the setup and teardown of PCE-initiated
LSPs under the active stateful PCE nodel, w thout the need for |oca
configuration on the PCC, thus allowi ng for dynam c centralized
control of a network.

PCEP Ext ensions for Segnent Routing [ RFC8664] specifies extensions to
the Path Conputation El enent Protocol (PCEP) that allow a stateful
PCE to conpute and initiate Traffic Engineering (TE) paths, as well
as a PCC to request a path subject to certain constraint(s) and
optimization criteria in SR networks.

PCEP Extensions for Establishing Relationships Between Sets of LSPs

[ RFC8697] introduces a generic nechanismto create a groupi ng of LSPs
whi ch can then be used to define associations between a set of LSPs
and a set of attributes (such as configuration paraneters or

behavi ors) and is equally applicable to stateful PCE (active and
passi ve nmodes) and statel ess PCE

Thi s docunent specifies PCEP extensions to signal additiona
information to configure LSP attributes. This is acconplished via
the use of the existing LSPA object, by defining a new capability and
new TLVs.

2. Term nol ogy
The following terninologies are used in this docunent:

* PCC. Path Conputation Cient. Any client application requesting a
path conputation to be performed by a Path Conputation El enment.

* PCE: Path Conputation Elenment. An entity (conponent, application,
or network node) that is capable of computing a network path or
route based on a network graph and appl yi ng conputati ona
constraints.

* PCEP: Path Conputation El ement Protocol. PCEP Tunnel: The entity
identified by the PLSP-1D, as per [I|-D. kol dychev-pce-operational].

Bachar & Fi zgeer Expi res 13 August 2025 [ Page 3]



I nternet-Draft support BFD paraneters February 2025

4.

4.

4.

Mot i vati on

S-BFD [ RFC7880] protocol is used for detecting failures in different
tunnel s path setup types. There are several protocol paraneters that
need to be configured and exchanged between PCEP speakers. As the
paraneters are associated to LSPs or tunnels, they are exchanged via
PCEP. The LSPS-BFD- Capability TLV, the LSP-SBFD TLV and its sub-
TLVs, defined in this docunment, allow PCEP speakers to exchange

addi tional information about S-BFD.

Overvi ew of Protocol Extensions
1. Overview
A new option to define S-BFD parameters is defined in this docunent.

A PCEP speaker indicates its ability to support S-BFD paraneters
during the PCEP initialization phase, as follows. Wen the PCEP
session is created, it sends an Open nessage with an OPEN object that
contains the LSP-SBFD- Capability TLV (see Section 4.3.1).

If a PCEP speaker receives the PCEP LSP-SBFD-Capability TLV with B
flag =1 in the Open object, then it neans its peer is capable to
receive and to send S-BFD TLVs towards that peer.

If a PCEP speaker has not received this TLV in the Open object, or if
it receives it with Bflag set to 0, then it MJST NOT send any S-BFD
TLVs in LSPA object towards that peer.

Defining S-BFD paraneters via PCEP MAY be al so used together with a
PCE as a Central Controller (PCECC) architecture and procedures
[ RFC9050] .

2. Processing

If a PCEP speaker is capable of S BFD and its peer is capable of
S-BFD, then the PCEP speaker MAY send LSP-SBFD TLV towards that peer,
to report the S-BFD state (Enabl ed/Disabled) for the configured LSP.
The LSP-SBFD TLV shall be sent as an optional TLV in the LSPA object.
A PCC shall send it in the PCRpt nessage.

A PCE shall send it in the PCinit or in the PCUpd message. |If the
LSP-SBFD TLV is received froma PCEP peer with the B flag set to 1,
then S-BFD shall be applied for specified LSP. |If PCC received this
TLV via PCUpd with B=0 and there is no S-BFD applied for the LSP,
then the PCC shall | GNORE the TLV.
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If PCE received this TLV with B=0 and there is no S BFD applied for
the LSP (editing a PCC-initiated LSP) then it may IGNORE it. |If B=0
and LSP-BFD- Paraneters sub-TLV is received, then the PCEP speaker
shal | | GNORE the sub-TLV. |Ignoring or saving the S-BFD configuration
is inplenmentation decision.

In some inmplementations there is linmtation that LSPs in the sane
associ ation group nust have sane S-BFD paraneter val ues.

Editor note: Alternatively, it can be defined inplicitly as foll ows:
If the LSP-SBFD TLV is not received from PCEP peer but there is S BFD
for that LSP then S-BFD shall be renoved for specified LSP.

4.3. Objects and TLVs
4.3.1. LSP S-BFD Capability

The LSP-SBFD Capability TLV is an optional TLV. It MAY be carried
wi thin an OPEN object sent by PCEP speaker in an Open nessage to a
PCEP peer to indicate it supports SBFD capability.

A | egacy PCEP speaker (that does not recognize the
LSP- SBFD- Capabi l ity TLV) MJST ignore the TLV in accordance with
[ RFC5440] .

The LSP- SBFD- Capability TLV has the followi ng format:

0 1 2 3

01234567890123456789012345678901
R T R TE
| Type | Length |
R
| Reser ved | Bl
T S S T Tk i ST SR A S S S i w i S S S S g S

Type: TBD1
Length: 4
B flag: A PCEP speaker sets this bit to 1 to indicate that it is
capable of S-BFD, and it supports configuring the S-BFD via PCEP
4.3.2. S-BFD paraneters
4.3.2.1. LSP S-BFD TLV

The PCEP LSP-SBFD TLV is an optional TLV. It MAY be carried within
the LSPA object.

The PCEP LSP-SBFD TLV has the foll owing format:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h |
i i i T i I S i e s o o i i
| Reserved | B|
R et e s i o e s i i
}/ Optional sub-TLVs /}
I I

e o T i e e m T T e e A e e o h
Type: TBD2

Length: The total length in bytes of the remai nder of the TLV, that
is, excluding the Type and Length fields.

B flag: Enable/Disable S-BFD for this LSP. |If B=1 then S-BFD will be
enabled. |If B=0 then S-BFD will be disabled for that LSP. [If the
PCEP speaker received LSP-SBFD TLV from PCEP peer with B flag is set
to 0, then S-BFD shall be renoved (in case of PCE update) or shall
not be applied (in case of PCE initiated nessage) for specified LSP

4,.3.2.2. LSP-SBFD Paraneters sub-TLV

The PCEP LSP- SBFD- Par aneters sub-TLV is optional. It MAY be carried
within the LSP-SBFD TLV. The PCEP LSP- SBFD- Paraneters sub-TLV has
the follow ng format:

0 1 2 3

01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Type | Length |
B T S i T s i i e e SEI S
| Mn Tx Interval |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Reserved | Mul tiplier |
i T s i o S i i S R I S I S S S M

Type: TBD3

Length: 8

Mn Tx Interval: 32 bits - Specify the Mninmal Transnit Interval
(m croseconds).

Miul tiplier: 1000..255000

Pr ocedur e
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If B=0 and LSP-SBFD- Paraneters sub-TLV is received, then the PCEP
speaker shall | GNORE the sub-TLV.

4.3.2.3. LSP-SBFD-Di scri m nator sub-TLV

The PCEP LSP- SBFD-Di scri nmi nator sub-TLV and is optional TLV. It MNAY
be carried within the LSP-SBFD TLV. The PCEP LSP- SBFD-Di scri m nat or
sub-TLV has the follow ng format:

0 1 2 3

01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Type | Lengt h |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Renot e Di scri ni nat or |
el i I e i it T e e e e i i T o S e e S e T R R

Type: TBD4
Length: 4
Renpte Discrimnator: 32 bits

Pr ocedur e

If B=0 and LSP-SBFD-Di scri m nator sub-TLV is received, then the PCEP
speaker shall | GNORE the LSP-SBFD-Di scrim nator sub-TLV.

5. FError Handling

I f a PCEP speaker has not received S-BFD Capability TLV from a peer
in the Open object, and it received an LSP S-BFD TLV (see

Section 4.3.2.1) fromthat peer, then it MJST ignore the content of
the LSP S-BFD TLV, and it MJUST return a PCErr nmessage with Error-
Type=19 "Invalid Operation" with Error-value = TBD5 "SBFD capability
is not negotiated".

If Multiplier value in the LSP-SBFD Paraneters sub-TLV is not in the
| egal range (1..255), then the PCEP Speaker MJST return a PCErr
message with Error-Type=23 "Bad paraneter value" and Error-value =
TBD6 "Multiplier is out of range".

If Remote Discrimnator value in the PCEP LSP-SBFD- Di scrim nator sub-
TLV is not in the legal range (i.e., it is zero), then the PCEP

Speaker MJST return a PCErr nessage with Error-Type=23 "Bad paraneter
val ue" and Error-value = TBD8 "Renote Discrimnator is out of range".
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6. Inplenentation Note

In sone inplenentations there is limtation that LSPs in the sane
associ ation group nust have sane S-BFD paraneter values. |[|f either
the Mn Tx Interval, the Miultiplier or the Renpte Discrim nator

val ues received in the LSP-BFD Paraneters sub-TLVs for LSPs that are
menbers in the sane Association Group are not identical, then the
PCEP Speaker SHOULD return a PCErr nmessage with Error-Type=26
"Association Error” with Error-value TBD7 "Invalid S-BFD paraneter
val ue"

7. 1 ANA Consi derations
7.1. PCEP TLV Type Indicators

Thi s docunent defines new TLVs and sub-TLVs for carrying additional

informati on about S-BFD. |ANA is requested to nmake the assignnent of
new val ues for the existing "PCEP TLV Type Indicators" registry as
fol | ows:

[S e fumnl e s s s e s oo s ooy s pe

| Value | Description | Reference |

[§ e oo e e e e e, e

| TBDL | LSP-SBFD Capability TLV | This document |

S o m e e e e e e e e e e aa oo oo +

| TBD2 | LSP-SBFD TLV | This document |

R, o e e e e e e e e e e e o m o T +

| TBD3 | LSP-BFD- Paraneters sub-TLV | This docunent |

Fomm o - o m e e e e e e e e eea oo oo +

| TBD4 | LSP-SBFD- DI SCRIM NATOR sub-TLV | This docunent |

S o m e e e e e e e e e e aa oo oo +

Figure 1
7.2. PCEP Errors

Thi s docunment defines new Error-Values within the different Error-
Types. |1ANA is requested to allocate new types:
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[ oo s sy s e e ety e oo o}
| Error Type | Error Value | Meaning | Reference

[§ oo oo el e s sy oo oo sty oo ey o}
| 19 | TBD5 | SBFD capability is | This |
| | | not negoti at ed | docunent

S Iy T - T IR +
| 23 | TBD6 | Multiplier is out of | This |
| | | range | document |
R S T R +
| 26 | TBD7 | I'nvalid S-BFD | This |
| | | parameter val ue | document |
S Iy T - - IR +
| 23 | TBDS8 | Renote Discrimnator | This |
| | | is out of range | documnent
R S T R +

8. Security Considerations

Thi s docunent defines one new type for association, which does not
add any new security concerns beyond those di scussed in [ RFC5440],
[ RFC8231], [RFC8664], [RFC5880] and [ RFC8697] in itself.

9. Inplenentation Status [Note to the RFC Editor - renobve this section
before publication, as well as renove the reference to RFC 7942.]

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinentation
and feedback that have nmade the inplenented protocols nore nmature

It is up to the individual working groups to use this information as
they see fit".
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9.1. Ribbon Inplenentation

10.

11.

11.

t he

Organi zation: Ri bbon Conmuni cati ons

I mpl enent ati on: Head-end (PCC) and controller (PCE).

Description: Al features supported with limtation that LSPs in
same associ ation group nust have sane S-BFD paraneter val ues
Maturity Level: Production.

Coverage: Full.

Contact: marina.fizgeer @bbn. com

Acknowl edgenent

Wuld Iike to thank Avanti ka Sushil, Al exander Ferdman, Itay Katz,
Galina Mntz and Boris Khasanov for revi ew and suggesti ons.

Ref er ences

1.

Nor mat i ve Ref erences

[ RFC7880] Pignataro, C., "Key words for use in RFCs to Indicate

Requi rement Level s", RFC 7880, DO DA 10.17487/ RFC7880,
July 2016, <http://www. rfc-editor.org/info/rfc7880>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi rement Levels", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>.

[ RFC5440] Vasseur, JP., Ed. and JL. Le Roux, Ed., "Path Computation

El ement (PCE) Communi cation Protocol (PCEP)", RFC 5440,
DA 10. 17487/ RFC5440, March 2009,
<https://ww.rfc-editor.org/info/rfc5440>.

[ RFC8231] Crabbe, E., Mnei, |., Medved, J., and R Varga, "Path

Conput ati on El enent Communi cati on Protocol (PCEP)
Extensions for Stateful PCE', RFC 8231,

DA 10.17487/ RFC8231, Septenber 2017,
<https://ww. rfc-editor.org/info/rfc8231>.

[ RFC8281] Crabbe, E., Mnei, |., Sivabalan, S., and R Varga, "Path

Conput ati on El enent Communi cati on Protocol (PCEP)
Extensions for PCE-lInitiated LSP Setup in a Stateful PCE
Model ", RFC 8281, DO 10.17487/ RFC8281, Decenber 2017,
<https://www.rfc-editor.org/info/rfc8281>.

Bachar & Fi zgeer Expi res 13 August 2025 [ Page 10]



I nternet-Draft support BFD paraneters

February 2025

[ RFC8697] Mnei, |., Crabbe, E., Sivabalan, S., Ananthakrishnan, H ,
Dhody, D., and Y. Tanaka, "Path Conputation El enent

Conmuni cati on Protocol (PCEP) Extensions for

Est abl i shi ng

Rel ati onshi ps between Sets of Label Sw tched Paths
(LSPs)", RFC 8697, DO 10.17487/RFC8697, January 2020,

<https://www. rfc-editor.org/info/rfc8697>.

[ RFC5880] Katz, D. and D. Ward, "Bidirectional Forwarding Detection
(BFD)", RFC 5880, DO 10.17487/RFC5880, June 2010,

<https://ww.rfc-editor.org/info/rfc5880>.

[ RFC8664] Sivabalan, S., Filsfils, C, Tantsura, J.,

Henderi ckx, W,

and J. Hardwi ck, "Path Conputation El enent Communi cation
Prot ocol (PCEP) Extensions for Segnent Routing", RFC 8664,

DO 10. 17487/ RFC8664, Decenber 2019,
<https://www. rfc-editor.org/info/rfc8664>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

11.2. Informmtive References

[ RFC4655] Farrel, A, Vasseur, J.-P., and J. Ash, "A Path
Conput ati on El enent (PCE)-Based Architecture", RFC 4655,

DO 10. 17487/ RFC4655, August 2006,
<https://www.rfc-editor.org/info/rfc4655>.

Appendi x A.  Contributors

Dhruv Dhody

Huawei Technol ogi es Di vyashree Techno Park, Whitefield Bangal ore,

Kar nat aka 560066 | ndi a
Emai | : dhruv.ietf@mail.com
Aut hors’ Addr esses

O'ly Bachar

Ri bbon Conmmuni cati ons

Hasi vi m 30,

Pet ah- Ti kva

| srael

Emai | : orly. bachar @ bbn. com

Bachar & Fi zgeer Expi res 13 August 2025

[ Page 11]



I nternet-Draft support BFD paraneters February 2025

Mari na Fi zgeer

Ri bbon Commruni cati ons

Hasi vi m 30,

Pet ah- Ti kva

| srael

Emai | : marina.fizgeer @bbn. com

Bachar & Fi zgeer Expi res 13 August 2025 [ Page 12]



