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Abst ract

Thi s docunent clarifies certain operational behavior aspects of the
PCEP protocol. The content of this document has been conpil ed based
on several interop exercises.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussi on of this docunent takes place on the Path Conputation
El ement nailing list (pce@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/pce/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-pce/draft-ietf-pce-operational

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Kol dychev, et al. Expires 1 January 2026 [ Page 1]



Internet-Draft PCEP- OPERATI ONAL June 2025

This Internet-Draft will expire on 1 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . 2
2. Requirements Language . 3
3. Termnology . . . 3
4. PCEP LSP Database . 4
4.1. Structure . . 4
4.2. Synchronization . . 5
4.3. Make before Break (NBB) 6
4.3.1. Successful MB 6
4,.3.2. Aborted MBB . . . . 7

5. PCEP Associ ati on Dat abase . 8
5.1. LSPs in same Associ ation .. 8
5.2. Switch Association during MBB . . . . . . . . . . . . . . 9
6. Computation Constraints . . . . e A
7. Overloaded PCE . . . e
8. Security Cbn3|derat|ons e 24
9. Managability Considerations . . . . . . . . . . . . . . . .. 12
10. I ANA Considerations . . . . . . . . . . . . . . . . . . . .. 12
11. Nornmtive References . . . . . . . . . . . . . . . . . . .. 12
Acknowl edgnments . . . . . . . . L . L L L L L L L0012
Contributors . . R 24
Aut hor s’ Addresses R

1. Introduction

Due to different interpretations of PCEP standards, it was found that
i npl ementations often had to adjust their behavior in order to
interoperate. The current docunent serves to clarify certain aspects
of PCEP to nake it easier to produce interoperable inplenentations of
PCEP.
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Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy
The followi ng terninologies are used in this docunent:

PCC. Path Conputation Client. Any client application requesting a
path conputation to be performed by a Path Conputation El enment.

PCE: Path Computation Elenment. An entity (conponent, application, or
network node) that is capable of conmputing a network path or route
based on a network graph and applying conputational constraints.

PCEP: Pat h Conputati on El enent Protocol.

VMBB: Make- Before-Break. A procedure during which the head-end of a
traffic-engineered path wishes to nove traffic to a new path w t hout
losing any traffic, by first "nmaking" a new path and then "breaking"
the ol d path.

Associ ation paraneters: As described in [RFC8697], the conbination of
the mandatory fields Association type, Association |ID and Associ ation
Source in the ASSOCI ATI ON object uniquely identify the association
group. |If the optional TLVs - d obal Association Source or Extended
Association I D are included, then they are included in conbination
with mandatory fields to uniquely identify the association group.

Associ ation information: As described in [RFC8697], the ASSCCI ATI ON
obj ect could also include other optional TLVs based on the
association types, that provides 'information’ related to the
associ ati on type.

ERO. Explicit Route Cbject is the path of the LSP encoded into a PCEP
object. In this docunment, an enpty ERO object, i.e., wthout any
subobj ects, is represented with notation "ERO={}". An ERO obj ect
contai ning a given sequence of subobjects is represented as
"ERO={ A} ".
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PCRPT- LSP- DB: PCEP Reported Label Switched Path Database. A |ogica
datastore that captures the reported state information of Labe
Switched Paths (LSPs) within a PCEP speaker. This termis not
defined in the PCE architecture; however, it is used in this docunent
to describe how a PCEP speaker internally nmaintains LSP-rel ated state
informati on reported via PCRpt nmessages.

EXTENDED- LSP- DB: Ext ended Label Switched Path Dat abase. An

i mpl ement ati on-specific |ogical datastore used to capture information
related to a Label Switched Path. It may be keyed using the sane
identifiers as the PCRPT-LSP-DB. This termis not defined in the PCE
architecture; however is used in this docunent to refer to a
conceptual datastore that can include additional attributes—such as
desired state, telenetry data, and other information not defined

wi thin | ETF PCE worki ng group docunents.

PLSP-ID (Path LSP Identifier): Introduced in [RFC8231]. A unique
identifier used in PCEP to distinguish a specific LSP between a PCC
and a PCE which is constant for the lifetime of a PCEP session

4, PCEP LSP Dat abase

Thi s docunent uses the concept of the PCRPT-LSP-DB, a database of
actual LSP state in the network, to illustrate the internal state of
PCEP speakers in response to PcRpt nessages.

Note that the term"LSP", which stands for "Label Sw tched Path", if
taken too literally, would restrict the discussion to the MPLS
dataplane only. In this docunent, the term"LSP" is applied to non-
MPLS paths as well, to avoid renaming the term Alternatively, the
term"LSP" could be replaced with "Instance"

4. 1. Structure

The distinction between Tunnels and LSPs in the PCRPT-LSP-DB is
essential for accurately nodeling state information in PCEP

i ncludi ng procedures such as meke-before-break, and for maintaining
consi stent state management across PCEP speakers.

The PCRPT-LSP-DB contains two types of information: LSPs and Tunnel s.
An LSP is identified by the LSP-1DENTIFIERS TLV, while a Tunnel is
identified by the PLSP-I1D in the LSP object and/or the SYMBOLI C- NAME
(see [ RFC8231]).

A Tunnel may or may not correspond to an actual tunnel on the router
For exanple, working and protect paths can be inplenented as a single
tunnel interface, but in PCEP, these are represented as two different
Tunnels with different PLSP-1Ds.
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An LSP can be viewed as an instance of a Tunnel. |In steady state, a

Tunnel typically has a single LSP;, however, during make-before-break

procedures (see [RFC3209]), nultiple LSPs may exi st sinultaneously to
represent both the new and old instances during the transition

4.2. Synchronization

Si nce the PCRPT-LSP-DB contai ns PCEP-specific information such as
PLSP-1Ds, which remain constant for the duration of a PCEP session,
both the PCE and PCC mamintain their own |ocal copies of the PCRPT-
LSP-DB. The PCE PCRPT-LSP-DB is only nodi fied by PCRpt nessages, no
ot her PCEP nessage may nodi fy the PCE PCRPT-LSP-DB. The PCC PCRPT-
LSP-DB is built fromactual forwarding state that PCC has install ed.
PCC uses PCRpt nessages to synchronize its |ocal PCRPT-LSP-DB to the
PCE.

The PCE is intended to act based on the nost recent state avail able
in the PCRPT-LSP-DB, which represents the actual state of Labe
Switched Paths (LSPs) in the network. This does not preclude the PCE
fromleveragi ng i nformati on obtai ned outside the PCRPT-LSP-DB. For
exanpl e, inplenentation-specific nechani sns may be used to coll ect
traffic statistics that can be considered during path conputation
Such information is not part of the PCRPT-LSP-DB itself, but may
reference it. Additional data such as desired state, telenetry, or
operator-intended configurati ons—may be maintained in a separate,

i mpl ement ati on-specific |logical datastore referred to as the
EXTENDED- LSP- DB

Both the PCE and PCC maintain a PCRPT-LSP-DB that reflects the
reported (actual) state of LSPs. |Inplenmentations nmay choose to store
desired state information or other attributes in the EXTENDED- LSP- DB
It is inportant to note that the PCRPT-LSP-DB reflects only the live
vi ew of the network and does not inply alignment with the desired
state.

For exanple, in the case of a PCE-initiated LSP, a change in the LSP
configuration nade by an operator represents a nodification to the
desired state. However, the actual state does not change until the
PCE sends a PClnit or PCUpd nessage to the PCC. Upon receipt of such
a nmessage, the PCC may act on the request, update its |ocal PCRPT-
LSP-DB, and generate a PCRpt nessage to informthe PCE of the change.
The PCE then updates its own PCRPT-LSP-DB accordingly. Once this
exchange is conplete, the PCRPT-LSP-DBs on both the PCC and the PCE
are synchroni zed.
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4.3. Make before Break (MBB)

Due to variations in how different inplementations interpret or
handl e MBB procedures—sonetines resulting in incorrect nessage
processing or msinterpretation—the follow ng section provides
illustrative exanples to clarify expected MBB behavi or.

4.3.1. Successful MBB
Bel ow i s an exanple of performng MBB to switch a Tunnel from one
path to another. The path encoded into the ERO object is represented
as ERO={ A} and ERO={B}.

PCC has an existing LSP in UP state, with LSP-1D=2. PCC sends
PCRpt ( R- FLAG=0, PLSP-1D=100, LSP-I1D=2, ERO={A}, OPER-FLAG=UP).

o e o e o e o e e e e e e e oo +
| TUNNEL | LSP |
o e oo o +
| PLSP-1D=100 | LSP-1D=2, ERO={A}, OPER=UP |
g +

Figure 1. Content of LSP DB

PCC initiates the MBB procedure by creating a new LSP with LSP-1D=3.
It does not matter what triggered the creation of the new LSP, it
coul d have been due to a new path received via PCUpd (if the given
Tunnel is delegated), or it could have been | ocal conputation on the
PCC (if the Tunnel is locally conmputed on the PCC), or it could have
been a change in configuration on the PCC (if the Tunnel’s path is
explicitly configured on the PCC). It is inmportant to enphasize that
the procedure for updating the PCRPT-LSP-DB i s comon, regardl ess of
the trigger that caused the change.

PCC sends PCRpt (R-FLAG=0, PLSP-1D=100, LSP-1D=3, ERO={B}, OPER-
FLAG=UP) .

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| TUNNEL | LSP |
oo e o oo e e e e e meee oo +
| PLSP-1D=100 | LSP-1D=2, ERO={A}, OPER=UP |
| | LSP-1D=3, ERO={B}, OPER=UP |
g +

Figure 2: Content of LSP DB
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After traffic has successfully switched to the new LSP, the PCC
cleans up the old LSP. PCC sends PCRpt (R-FLAG=1, PLSP-I1D=100, LSP-

| D=2) .

o e o e o e o e e e e e e e oo +
| TUNNEL | LSP |
o e oo o +
| PLSP-1D=100 | LSP-1D=3, ERO={B}, OPER=UP |
g +

Figure 3: Content of LSP DB
4.3.2. Aborted MBB
The MBB process can abort when the newy created LSP is destroyed
before it is installed as traffic carrying. This scenariois
descri bed bel ow

PCC has an existing LSP in UP state, with LSP-1D=2. PCC sends
PCRpt ( R- FLAG=0, OPER- FLAG=UP, PLSP-1D=100, LSP-ID=2).

o o o e e o o e e e e e e e e mmeee—eeao o +
| TUNNEL | LSP |
oo e e oo o +
| PLSP-1D=100 | LSP-1D=2, OPER=UP |
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

Figure 4: Content of LSP DB

MBB procedure is initiated, a new LSP is created with LSP-1D=3. LSP
is currently being established, so its oper state is DOMWN. PCC sends
PCRpt ( R- FLAG=0, OPER- FLAG=DOWN, PLSP-|D=100, LSP-1D=3).

o o o e e o o e e e e e e e e mmeee—eeao o +
| TUNNEL | LSP |
oo e e oo o +
| PLSP-1D=100 | LSP-1D=2, OPER=UP |
| | LSP-1D=3, OPER=DOMN |
g +

Figure 5: Content of LSP DB

MBB procedure is aborted. PCC sends PCRpt(R-FLAG=1, PLSP-ID=100,
LSP-1D=3).
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5.

5.

g +
| TUNNEL | LSP |
i g +
| PLSP-1D=100 | LSP-1D=2, OPER=UP |
o n o e o e e e e e e e e ee oo +

Figure 6: Content of LSP DB
PCEP Associ ati on Dat abase

PCEP Association is the instantiate of a group containing at |east
one LSP.

The PCE ASSO DB is popul ated by PCRpt nessages and/or via
configuration on the PCE itself. An Association is identified by the
Associ ation Paraneters. As the Association Paraneters contain nmany
fields, all fields are grouped into a single value for convenience.
The notati on ASSO PARAM-A and ASSO PARAM=B is used to refer to

di fferent PCEP Associations: A and B, respectively.

1. LSPs in same Association
The following exanple illustrates how LSPs join the same Associ ation.

PCC creates the first LSP. PCC sends PCRpt(R-FLAG=0, PLSP-I|D=100,
LSP-1 D=1, ASSO PARAMEA, ASSO R FLAG=0).

o o e e e e e e e e e e e e e - +
| ASSO | LSP |
o e e e oo o +
| ASSO _PARAMEA | PLSP-1D=100, LSP-1D=1 |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e m - +

Figure 7: Content of PCE ASSO DB

PCC creates the second LSP. PCC sends PCRpt (R FLAG=0, PLSP-I|D=200,
LSP-1 D=1, ASSO PARAMEA, ASSO R FLAG=0).

g +
| ASSO | LSP |
o e o e o e e e e e mee e +
| ASSO PARAMEA | PLSP-1D=100, LSP-ID=1 |
| | PLSP-1D=200, LSP-ID=1 |
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

Figure 8: Content of PCE ASSO DB
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PCC updates the first LSP. As [RFC8697] indicates, subsequent PcRpt
shoul d i nclude only the associations that are being nodified or
renoved. Therefore it is optional as to send the ASSCCI ATI ON obj ect
in this PCRpt, since the LSP is already in the Association. PCC
sends PCRpt (R- FLAG=0, PLSP-1D=100, LSP-1D=1). The content of the PCE
ASSO DB is unchanged. Note that the PCC sends the ASSCCI ATI ON OBJECT
inthe first PCRpt during SYNC state, even if it has already issued a
PCRpt with the association object sonetime in the past with this PCE.
The synchroni zation steps outlined in [RFC8697] are to be foll owed.

o e o e o e o e e e e e e e oo +
| ASSO | LSP |
o e oo o +
| ASSO PARAMEA | PLSP-1D=100, LSP-ID=1 |
| | PLSP-1D=200, LSP-1D=1 |
o o o e e e o e o e e e e e e e meeeeeao - +

Fi gure 9: Content of PCE ASSO DB

PCC decides to delete the second LSP. PCC sends PCRpt (R- FLAG=1,
PLSP- | D=200, LSP-1D=1).

o o m e o e e e e e eeao oo +
| ASSO | LSP |
o e eeoooo- o o m e o e e e eeemeeaoo--- +
| ASSO _PARAMEA | PLSP-1D=100, LSP-1D=1 |
o o e e e e e e e e e e e e e e e e e e e e e e - +

Figure 10: Content of PCE ASSO DB

PCC decides to renmove the first LSP fromthe Association, but not
delete the LSP itself. PCC sends PCRpt(R-FLAG=0, PLSP-1D=100, LSP-
| D=1, ASSO PARAMEA, ASSO R FLAG=1). The PCE ASSO DB is now enpty.

o o m e o e e e e e eeao oo +
| ASSO | LSP |
o e eeoooo- o o m e o e e e eeemeeaoo--- +
| - I I
o m e e e e e e e e e e e e e e e e e e e e e e e - +

Figure 11: Content of PCE ASSO DB
5.2. Switch Association during MBB

The foll owing exanple illustrates how a Tunnel goes through MBB and
switches from Associ ation A to Association B.
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Each new LSP (identified by the LSP-1D) does not inherit the

Associ ati on menbership of any previous LSPs within the same Tunnel .
This is so that a Tunnel can have two LSPs that are in different
Associ ations, this nay be done when switching fromone Association to
anot her.

PCC creates the first LSP. PCC sends PCRpt(R-FLAG=0, PLSP-I|D=100,
LSP-1 D=1, ASSO PARAMEA, ASSO R FLAG=0).

o o e e e e e e e e e e e e e - +
| ASSO | LSP |
o e e e oo o +
| ASSO_PARAMEA | PLSP-1D=100, LSP-1D=1 |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e m - +

Figure 12: Content of PCE ASSO DB

PCC creates the MBB LSP in a different Association. PCC sends
PCRpt (R- FLAG=0, PLSP-1D=100, LSP-1D=2, ASSO PARAMFEB, ASSO R FLAG=0).

g +
| ASSO | LSP |
o e o e o e e e e e mee e +
| ASSO PARAMEA | PLSP-1D=100, LSP-ID=1 |
g +
| ASSO PARAMEB | PLSP-1D=100, LSP-ID=2 |
g +

Figure 13: Content of PCE ASSO DB

PCC del etes the old LSP. PCC sends PCRpt (R FLAG=1, PLSP-1D=100, LSP-

| D=1).

o o o e e o o e e e e e e e e mmeee—eeao o +
| ASSO | LSP |
oo e e oo o +
| ASSO PARAM=B | PLSP-1D=100, LSP-1D=2 |
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - +

Figure 14: Content of PCE ASSO DB
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6. Conputation Constraints

As well as reporting any state change in the network on a PCRpt
message, a PCC nay al so change the paranmeters of a del egated LSP

For exanple, it may renove or nodify the conputation constraints that
it wishes the PCE to apply as it conputes any updated paths in the
future. For any PCEP object that specifies a path conmputation
constraint and that does not have a defined explicit renoval fl ag,
the absence of that entire object on a repeat or foll ow up PcRpt
message i ndi cates renoval of the constraint previously specified by
that object. For exanple, suppose the first PcRpt contains an LSPA
object with sone affinity constraints. Then if a subsequent PcRpt
does not contain an LSPA object, then this means that the previously
specified affinity constraints do not apply anynore. Sane applies to
all PCEP objects, |like METRIC, BANDWDTH, etc., which do not have an
explicit flag for renmoval. This sinply ensures that it is possible
to renove a constraint without using an explicit renoval flag.

7. Overl oaded PCE

[ RFC5440] defines the concept of an Overl oaded PCE and expl ai ns how a
PCE may signal to a PCCthat it is congested, instructing that "no
requests should be sent to that PCE until the overload state is
cleared."

In the case of an overl oaded PCE, a PCC inplementation could choose
to wait for the PCE to no | onger be overloaded or instead send a
PcReq to a backup, non-overl oaded PCE i nstead.

[ RFC8231] builds upon [ RFC5440] by introducing the concept of a
Stateful PCE, which allows delegation of LSP control to a single PCE
However, it does not address the case of an overl oaded PCE

According to [ RFC8231], a PCE mmintains delegation until it is
revoked by the PCC or returned back to PCC by the PCE. The PCC nmay
revoke del egation and re-assign it to another PCE

As a result, a PCE in an overload state still retains LSP del egation
For PCC-initiated LSPs, the PCC may revoke del egation fromthe

overl oaded PCE and maintain delegation for itself or delegate it to
another PCE. For PCE-initiated LSPs, since the PCC cannot revoke
del egati on as per [RFC8281], the overloaded PCE nay return the

del egation to the PCC

The PCE will continue to send PcRpt messages to PCE even though it

may indicate it is overloaded, otherw se the the PCRPT-LSP-DB on PCE
may go out of sync.
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Security Considerations

None at this tine.

Managabi | ity Consi derations

None at this tine.

| ANA Consi der ations

None at this tine.
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