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1. Introduction

Segment Routing Policy for Traffic Engineering [ RFC9256] details the
concepts of SR Policy and approaches to steering traffic into an SR
Policy. |In particular, it describes the SR candi date-path as a
collection of one or nore Segnent-Lists. The current PCEP standards
only allow for signaling of one Segment-List per Candidate-Path.

PCEP extension to support Segnent Routing Policy Candi date Paths
[1-D.ietf-pce-segnment-routing-policy-cp] specifically avoids defining
how to signal multiple Segnent-Lists.

Thi s docunent defines the required extensions that allow the
signaling of multipath information via PCEP. Although these
extensions are nmotivated by the SR Policy use case, they are al so
applicable to other data plane types.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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2.1. Terns and Abbreviations
The following terns are used in this docunent:
ECWP

Equal Cost Multi Path, equally distributing traffic anmong nmultiple
pat hs/1inks, where each path/link gets the same share of traffic
as ot hers.

W ECMVP

Wei ghted ECWMP, un-equally distributing traffic anmong nultiple
pat hs/links, where some paths/links get nore traffic than others.

3. Mdtivation
This extension is notivated by the use-cases described bel ow.
3.1. Signaling Multiple Segment-Lists of an SR Candi dat e- Pat h

The Candi date-Path of an SR Policy is the unit of signaling in PCEP
see [I-D.ietf-pce-segnent-routing-policy-cp]. Each Candi date-Path
can contain nultiple Segnent-Lists and each Segment-List is encoded
by one ERO. However, each PCEP LSP can contain only a single ERO
whi ch prevents us fromencoding nultiple Segnment-Lists within the
same SR Candi dat e- Pat h.

3.2. Splitting of Requested Bandw dth

A PCC may request a path with 80 Gops of bandwi dth, but all links in
the network have only 60 Gops capacity. The PCE can return two

pat hs, that can together carry 80 Gops. The PCC can then equally or
unequal |y split the incomng 80 Gops of traffic anong the two paths.
Section 4.3 introduces a new TLV that carries the path wei ght that
facilitates control of |oad-balancing of traffic anong the multiple
pat hs.

3. 3. Reverse Path Infornation

Pat h Conputation El ement Conmuni cation Protocol (PCEP) Extensions for
Associ ated Bi directional Label Switched Paths (LSPs) [ RFC9059]
defines a mechanismin PCEP to associate two opposite direction SR
Pol i cy Candi date Paths. However, within each Candi date Path there
can be multiple Segnent-Lists, and [ RFC9059] does not define a
mechani smto specify Segnent-List to Segnment-List nmapping between the
forward and reverse Candidate Paths. Certain applications such as
Circuit Style SR Policy [I-D.ietf-spring-cs-sr-policy], require the
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4.

4.

know edge of reverse path(s) per Segnent-List, not just per Candidate
pat h. For exanple, when the headend knows the reverse Segment-Li st
for each forward Segnent-List, then PM BFD can run a separate session
on every Segnent-List, by inposing a double stack (forward stack

foll owed by reverse stack) onto the packet. |If the reverse Segnent-
List is co-routed with the forward Segnent-List, then the PM BFD
session woul d traverse the same links in the forward and reverse
directions, thus allowing to detect |ink/node failures in both
directions.

Pr ot ocol Extensions
1. Path Attributes Object

We define the PATH ATTRIB object that is used to carry per-path
information and to act as a separator between several ERO RRO objects
i n the <intended- pat h>/<actual -pat h> RBNF el emrent. The PATH ATTRI B
obj ect always precedes the EROORRO that it applies to. |If multiple
ERO' RRO obj ects are present, then each ERO RRO object MIST be
preceded by an PATH ATTRI B object that describes it.

The PATH ATTRIB Obj ect-Cl ass value is (45).
The PATH ATTRI B Ohj ect-Type value is 1.
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Fl ags |R O |
I S i o T s S S S e s s T
| Path I D |

B T I e R i i i T S S e e I e ik oI I S S e S S
~ Optional TLVs ~
el i I e i it T e e e e i i T o S e e S e T R R

Fi gure 1: PATH ATTRI B obj ect format
Flags (32 bits):

* O (Operational - 3 bits): operational state of the path, sane
values as the identically naned field in the LSP object [RFC8231].

* R (Reverse - 1 bit): Indicates this path is reverse, i.e., it
originates on the LSP destination and term nates on the LSP source
(usually the PCC headend itself). Paths with this flag set serve
only informational purpose to the PCC
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* Unassigned bits MIST be set to '0' on transmi ssion and MJST be
i gnored on receipt.

Path ID (32 bits): 4-octet identifier that identifies a path (encoded
in the EROORRO wthin the set of nultiple paths under the PCEP LSP
See Section 5.2 for details.

4. 2. Metric

The PCEP METRI C obj ect can continue to be used at the LSP | evel. The
metric val ue encoded into the LSP | evel METRI C object SHOULD be the
maxi mum val ue of all the per PATH nmetrics. Per-path netrics are

out side the scope of this docunent and would require further

ext ensi ons.

4.3. Miltipath Weight TLV
New MULTI PATH WEI GHT TLV is optional in the PATH ATTRI B obj ect.
0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Vi ght |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Fi gure 2: MILTI PATH WEI GHT TLV f or mat
Type: (61) for "MILTI PATH WEI GHT" TLV.
Lengt h: 4.
Weight (32 bits): weight of this path within the multipath, if WECW
is desired. The fraction of flows a specific EROORRO carries is
derived fromthe ratio of its weight to the sumof all other path
wei ght s.
VWhen t he MULTI PATH VEI GHT TLV i s absent fromthe PATH ATTRI B obj ect,
or the PATH ATTRI B object is absent fromthe <intended-path>/<actual -
pat h>, then the Wight of the corresponding path is taken to be "1".
4.4. Miltipath Backup TLV

New MULTI PATH- BACKUP TLV is optional in the PATH ATTRI B obj ect.
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This TLV is used to specify protecting standby path(s), for each ECWP
path within a PCEP LSP. This is simlar to path protection, but
works at the ECVMP path level instead of at the PCEP LSP | evel

This functionality is not part of the SR Policy Architecture

[ RFC9256], but is sonmething optional that MAY be inplenmented for
certain specialized use cases. One such use case is the P2MP SR
Policy [I-D.draft-ietf-pce-sr-p2nmp-policy].

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Lengt h |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Backup Path Count | Fl ags | B

I i S T i i S e e S i e o
| Backup Path ID 1 |
O e i o R i i I R S e o
| Backup Path ID 2 |
T i i I T T o s S O o o il S S S
L- i i i S I I S T s s S S S S S S S S i i +-L
| Backup Path ID n |
O e i o R i i I R S e o

Fi gure 3: MULTI PATH BACKUP TLV f or mat

Type: (62) for "MILTI PATH BACKUP" TLV

Length: 4 + (N * 4) (where Nis the Backup Path Count)

Backup Path Count (16 bits): Nunber of backup path(s).

Flags (16 bits):

* B If set, indicates a pure backup path. This is a path that only
carries rerouted traffic after the protected path fails. If this
flag is not set, or if the MILTI PATH BACKUP TLV i s absent, then

the path is assuned to be primary that carries normal traffic.

* Unassigned bits MJIST be set to "0 on transm ssion and MJST be
i gnored on receipt.

Backup Path ID(s): a series of 4-octet identifier(s) that identify
the backup path(s) in the set that protect this primary path.
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4.5. Miltipath Opposite Direction Path TLV

New MULTI PATH OPPDI R- PATH TLV is optional in the PATH ATTRI B obj ect.
Multiple instances of the TLV are allowed in the sane PATH ATTRI B
object. This TLV encodes a nmany-to-nmany nmappi ng between forward and
reverse paths.

Many-t o- many nmappi hg neans that a single forward path MAY map to
multiple reverse paths and conversely that a single reverse path MAY
map to nultiple forward paths. Many-to-nmany nmappi ng can happen for
an SR Policy, when a Segnent-List contains Node Segnent(s) which
traverse parallel links at the mdpoint. The reverse of this
Segnent - Li st may not be able to be expressed as a single Reverse
Segnent - Li st, but need to return nultiple Reverse Segnment-Lists to
cover all the parallel links at the m dpoint.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Lengt h |
B i s T T i i o S o T Ji I
| Reserved | FI ags | L] N|

T S S T i o S S e i e S I S i S
| Opposite Direction Path ID |
i s i T S e S T T il o S R S S S

Fi gure 4: MJLTI PATH OPPDI R- PATH TLV f or mat
Type: (63) for "MILTI PATH OPPDI R- PATH' TLV
Lengt h: 16.

Reserved: This field MJUST be set to zero on transm ssion and MJST be
i gnored on receipt.

Flags (16 bits):

* N (Node co-routed): If set, indicates this path is node co-routed
with its opposite direction path, specified in this TLV. Two
opposite direction paths are node co-routed if they traverse the
sane nodes, but MAY traverse different |inks.

* L (Link co-routed): If set, indicates this path is Iink co-routed
with its opposite directions path, specified in this TLV. Two
opposite direction paths are link co-routed if they traverse the
sanme links (but in opposite directions).
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* Unassigned bits MIST be set to '0' on transmi ssion and MJST be
i gnored on receipt.

Qpposite Direction Path ID (32 bits): Identifies a path that goes in
the opposite direction to this path. |f no such path exists, then
this field MUST be set to 0x0, which is reserved to indicate the
absence of a Path ID.

Multiple instances of this TLV present in the same PATH ATTRI B obj ect
indicate that there are nultiple opposite-direction paths
corresponding to the given path. This allows for nmany-to-nany

rel ati onshi p anong the paths of two opposite direction LSPs.

Whenever path A references another path B as being the opposite-
direction path, then path B MIST al so reference path A as its own
opposite-direction path. Furthernore, their values of the Rflag
(Reverse) in the PATH ATTRI B obj ect MJUST have opposite val ues.

See Section 7.4 for an exanpl e of usage
4.6. Conposite Candi date Path

SR Policy Architecture [ RFC9256] defines the concept of a Conposite
Candi date Path. A regular SR Policy Candidate Path outputs traffic
to a set of Segnment-Lists, while an SR Policy Conposite Candi date
Path outputs traffic recursively to a set of SR Policies on the same
headend. In PCEP, the Conposite Candidate Path still consists of
PATH ATTRI B obj ects, but ERO is replaced by Color of the recursively
used SR Policy.

To signal the Conposite Candi date Path, we nake use of the COLOR TLV,
defined in [I-D.draft-ietf-pce-pcep-color]. For a Conposite

Candi date Path, the COLOR TLV is included in the PATH ATTRI B Obj ect,
thus allowi ng each Conposite Candidate Path to do ECVMP/ WECMP anong
SR Policies identified by its constituent Colors. Only one COLOR TLV
SHOULD be included into the PATH-ATTRIB object. If multiple COOR
TLVs are contained in the PATH ATTRI B object, only the first one MJST
be processed and the others MJST be ignored.

An ERO obj ect MJST be included as per the existing RBNF, this ERO
SHOULD contain no sub-objects. |f the head-end receives a non-enpty
ERO, the contents SHOULD be ignored.

See Section 7.3 for an example of the encoding.
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4.6.1. Per-Flow Candi date Path

5.

5.

5.

Per - Fl ow Candi date Path builds on top of the concept of the Conposite
Candi date Path. Each Path in a Per-Flow Candidate Path is assigned a
3-bit forward class value, which allows QS classified traffic to be
st eered depending on the forward cl ass.

New MULTI PATH FORWARD- CLASS TLV is optional in the PATH ATTRI B
obj ect .

0 1 2 3

01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Reser ved | FC |
i T i S e S it N U DU SRS

Fi gure 5: MILTI PATH FORWARD- CLASS TLV f or mat
Type: (TBD1) for "MJLTI PATH FORWARD- CLASS" TLV.
Lengt h: 4.

Reserved: This field MJST be set to zero on transm ssion and MJST be
i gnored on receipt.

FC (3 bits): Forward class value that is given by the QS classifier
to traffic entering the given Candidate Path. Different classes of
traffic that enter the given Candidate Path can be differentially
steered into different Colors.

Operation
1. Capability Negotiation
1.1. Miltipath Capability TLV

New MULTI PATH- CAP TLV is defined. This TLV MAY be present in the
OPEN obj ect during PCEP session establishnent.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length |
B T S i T s i i e e SEI S
| Nunber of Multipaths | FI ags | Fl OBl W

T T S S e S g S S S e A
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Fi gure 6: MJLTI PATH CAP TLV f or nat
Type: (60) for "MILTI PATH CAP" TLV.
Lengt h: 4.

Nunber of Miltipaths (16 bits): From PCC, it tells how many

mul ti paths the PCC can install in forwarding. FromPCE, it tells how
many mnul ti paths the PCE can conpute. The val ue 255 indicates
unlimted nunber. The value 0 is reserved.

Flags (16 bits):
* Wflag: whether MILTI PATH WEI GHT TLV is support ed.
* B-flag: whether MJULTI PATH- BACKUP TLV i s support ed.

* Oflag: whether MULTI PATH OPPDI R- PATH TLV i s supported and
requested. If this flag is set, the PCE SHOULD tell the PCC the
reverse path information, if it is able to.

* F-flag: whether MULTI PATH FORWARD- CLASS TLV is support ed.

* C-flag: whether Conposite Candidate Path (Section 4.6) is
support ed.

* Unassigned bits MIST be set to "0 on transm ssion and MJST be
i gnored on receipt.

Note that F-flag and C-flag can be set independently, i.e., F-flag
can be set, but Cflag not set, etc.

VWhen PCE conputes the LSP path, it MJST NOT return nore forward

mul ti paths than the correspondi ng val ue of "Nunber of Miltipaths”
fromthe MITI PATH CAP TLV. If this TLV is absent (from both OPEN
and LSP objects), then the "Nunber of Miltipaths" is assuned to be 1.

Fromthe PCC, the MILTI PATH CAP TLV MAY al so be present in the LSP
obj ect for each individual LSP, to specify per-LSP values. The PCC
MUST NOT include this TLV in the LSP object if the TLV was not
present in the OPEN objects of both PCEP peers. TLV values in the
LSP obj ect override the session default values in the OPEN object.
Furt hernmore, the PATH ATTRI B object and its associated TLVs MJST NOT
be included in PCEP nessages if the MILTI PATH CAP TLV was not present
in the OPEN objects exchanged by both PCEP peers during session
establ i shnment .
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For exanple, the PCC includes this TLV in the OPEN object at session
establi shnent, setting "Nunber of Miultipaths” to 4 and "Oflag" to O.
The PCC al so includes this TLV in the LSP object for a particul ar
LSP, setting "Nunber of Multipaths" to 16 and "O-flag" to 1. This

i ndicates that the PCC only wants to receive the reverse path
information for that particular LSP and that this LSP can have up to
16 mul tipaths, while other LSPs can only have up to 4 nulti paths.

5.2. Path ID

The Path ID uniquely identifies a Path within the context of an LSP.
Note that when the LSP is an SR Policy Candi date Path, the Paths
within that LSP are the Segnent-Lists.

Val ue 0x0 indicates unallocated Path ID. The value of 0x0O MAY be
used when this Path is not being referenced and the allocation of a
Path ID is not necessary.

Path IDs are allocated by the PCEP peer that owns the LSP. If the
LSP is delegated to the PCE, then the PCE allocates the Path | Ds and
sends themin the PCReply/PCUpd/ PClnit nmessages. |If the LSP is

|l ocally conputed on the PCC, then the PCC allocates the Path I Ds and
sends themin the PCReq/ PCRpt nessages.

If a PCEP speaker detects that there are two Paths with the same Path
I D, then the PCEP speaker SHOULD send PCError message with Error-Type
= 1 ("Reception of an invalid object") and Error-Value = 38
("Conflicting Path ID").

5.3. Signaling Miltiple Paths for Loadbal anci ng

The PATH ATTRI B obj ect can be used to signal multiple path(s) and
i ndi cate (un)equal | oadbal anci ng amongst the set of multipaths. In
this case, the PATH-ATTRIB is popul ated for each ERO as foll ows:

1. The PCE MAY assign a unique Path ID to each ERO path and popul ate
it inside the PATH ATTRI B object. The Path IDis unique within
the context of a PLSP (when non-zero).

2.  The MULTI PATH WEI GHT TLV MAY be carried inside the PATH ATTRI B
object. A weight is populated to reflect the relative | oadshare
that is to be carried by the path. [|f the MILTI PATH VEI GHT is
not carried inside a PATH ATTRI B obj ect, the default weight 1
MJUST be assumed when conputing the | oadshare.

3. The fraction of flows carried by a specific prinmary path is

derived fromthe ratio of its weight to the sumof all other
mul ti path wei ghts.
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5.4. Signaling Miultiple Paths for Protection

The PATH ATTRI B obj ect can be used to describe a set of backup
pat h(s) protecting a primary path within a PCEP LSP. 1In this case,
the PATH ATTRIB is popul ated for each ERO as foll ows:

1. The PCE assigns a unique Path ID to each ERO path and popul at es
it inside the PATH-ATTRIB object. The Path IDis unique within
the context of a PLSP

2.  The MULTI PATH BACKUP TLV MAY be added inside the PATH ATTRI B
object for each EROthat is protected. The backup path ID(s) are
popul ated in the MJLTI PATH BACKUP TLV to reflect the set of
backup path(s) protecting the primary path. The Length field and
Backup Path Number in the MILTI PATH BACKUP are updated accordi ng
to the nunber of backup path ID(s) included.

3. The MULTI PATH BACKUP TLV MAY be added inside the PATH ATTRI B
object for each ERO that is unprotected. In this case,
MULTI PATH BACKUP does not carry any backup path IDs in the TLW.

If the path acts as a pure backup i.e. the path only carries
rerouted traffic after the protected path(s) fail then the B flag
MUST be set.

Note that primary paths which do not include the MJULTI PATH BACKUP TLV
are assunmed to be protected by all the backup paths. 1l.e., onmtting
the TLV is equivalent to including the TLV with all the backup path
IDs filled in.

Note that a given PCC may not support certain backup conbinations,
such as a backup path that is itself protected by another backup
path, etc. If a PCCis not able to inplenent a requested backup
scenario, the PCC SHOULD send a PCError nessage with Error-Type = 19
("I'nvalid Operation") and Error-Value = 20 ("Not supported path
backup") .

6. PCEP Message Extensions
The RBNF of PCReq, PCRep, PCRpt, PCUpd and PCInit nessages currently
use a conbi nation of <intended-path> and/or <actual -path>  As
specified in Section 6.1 of [RFC8231], <intended-path> is represented
by the ERO object and <actual -path> is represented by the RRO object:
<i nt ended- pat h> :: = <ERC>

<actual -path> ::= <RRO>
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Thi s docunent updates [ RFC8231] to allow nmultiple ERQ RRO objects to
be present in the <intended-path>/<actual - pat h>:

<i ntended- pat h> :: = (<ERC|
( <PATH ATTRI B><EROC>)
[ <i nt ended- pat h>])

<actual -path> :: = (<RRO|
( <PATH- ATTRI B><RRC>)
[ <act ual - pat h>])

7. Exanpl es
7.1. SR Policy Candidate-Path with Multiple Segnent-Lists

Consi der the follow ng sanple SR Policy, taken from
[ RFC9256] .

SR policy POL1 <headend, col or, endpoint>
Candi dat e-path CP1 <protocol-origin = 20, originator
100:1.1.1.1, discrimnator = 1>
Preference 200
Weight W, SIDListl <SID11... SID1i>
Wi ght W2, SID List2 <SID21... Sl D2j>
Candi dat e-path CP2 <protocol -origin = 20, originator
100:2.2.2.2, discrimnator = 2>
Preference 100
Wi ght W8, SID List3 <SID31...SlID3i>
Vi ght W4, SID-List4 <SID41...SID4j>

As specified in [I-D.ietf-pce-segment-routing-policy-cp], CP1 and CP2
are signal ed as separate state-report elenments and each has a uni que
PLSP-1 D, assigned by the PCC. Let us assign PLSP-1D 100 to CP1 and
PLSP-1D 200 to CP2.

The state-report for CP1 can be encoded as:

<state-report> =
<LSP PLSP_I D=100>
<ASSOCI ATI QN>
<END- PO NT>
<PATH ATTRI B Pat h_I D=1 <WEI GHT- TLV Wi ght =\W.>>
<ERO SI D-Li st 1>
<PATH ATTRI B Pat h_| D=2 <WEIl GHT- TLV Wi ght =\\2>>
<ERO SI D- Li st 2>

The state-report for CP2 can be encoded as:
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<state-report> =
<LSP PLSP_I| D=200>
<ASSQOCI ATl ON\>
<END- PO NT>
<PATH ATTRI B Pat h_I D=1 <WEI GHT- TLV Wi ght =\\8>>
<ERO SI D-Li st 3>
<PATH ATTRI B Pat h_I D=2 <WEI GHT- TLV Wi ght =W>>
<ERO SI D-Li st 4>

The above sanple state-report elenments only specify the m ni num
mandat ory obj ects, of course other objects |like SRP, LSPA NMETRIC,
etc., are allowed to be inserted.

Note that the syntax

<PATH- ATTRI B Pat h_| D=1 <WEIl GHT- TLV Wi ght =\W1>>

, sinply means that this is PATH - ATTRIB object with Path ID field set
to "1" and with a MJLTI PATH WEI GHT TLV carryi ng wei ght of "W".

7.2. Two Primary Paths Protected by One Backup Path

Suppose there are 3 paths: A B, C \Were A Bare prinary and Cis

to be used only when A or B fail. Suppose the Path IDs for A B, C
are respectively 1, 2, 3. This would be encoded in a state-report
as:

<state-report> =
<LSP>
<ASSQOCI ATI ON>
<END- PO NT>
<PATH ATTRI B Pat h_I D=1 <BACKUP- TLV B=0, Backup_Pat hs=[ 3] >>
<ERO A>
<PATH ATTRI B Pat h_| D=2 <BACKUP- TLV B=0, Backup_Pat hs=[ 3] >>
<ERO B>
<PATH ATTRI B Pat h_| D=3 <BACKUP-TLV B=1, Backup_Pat hs=[]>>
<ERO C

Note that the syntax
<PATH- ATTRI B Pat h_| D=1 <BACKUP- TLV B=0, Backup_Pat hs=[ 3] >>
, sinply means that this is PATH- ATTRI B object with Path ID field set

to "1" and with a MJLTI PATH BACKUP TLV that has B-flag cl eared and
contains a single backup path with Backup Path ID of 3.
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7.3. Conmposite Candidate Path

Consi der the foll ow ng Conposite Candidate Path, taken from
[ RFC9256] .

SR policy POL100 <headend = H1l, color = 100, endpoint = E1>
Candi dat e-path CP1 <protocol-origin = 20, originator =
100:1.1.1.1, discrimnator = 1>
Pref erence 200
Wei ght WL, SR policy <color
Wei ght W2, SR policy <color

1>
2>

This is signaled in PCEP as:

<LSP PLSP_| D=100>

<ASSQOCI ATI QN>

<END- PO NT>

<PATH ATTRI B Pat h_| D=1
<WE| GHT- TLV Wi ght =wW.>
<COLOR- TLV Col or =1>>

<ERO (enpty) >

<PATH ATTRI B Pat h_| D=2
<VEl GHT- TLV Wi ght =\2>
<COLOR- TLV Col or =2>>

<ERO (enpty) >

7.4. (Opposite Direction Tunnels

Consi der the two opposite-direction SR Policies between end-points Hl

and E1l.
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SR policy POL1 <headend = Hl, color, endpoint = E1>
Candi dat e- path CP1
Pr ef erence 200
Bi di recti onal Association = Al
SID-List = <H1, ML, M2, E1>
SID-Li st = <H1, M3, M4, E1>
Candi dat e- pat h CP2
Pref erence 100
Bi di rectional Association
SI D-Li st = <H1, Mb, MG, E1>
SID-List = <H1, M7, MB, E1>

g

SR policy POL2 <headend = E1, col or, endpoint
Candi dat e- path CP1
Pr ef erence 200
Bi di recti onal Association = Al
SI D- Li st <E1, v, ML, H1>
SI D-Li st <E1l, M4, MB, H1>
Candi dat e- pat h CP2
Pr ef erence 100
Bi di rectional Association
SI D-Li st = <E1, Mg, Mp, H1>

H1>

A2

The state-report for POL1, CPl can be encoded as:

<state-report> =
<LSP PLSP_I D=100>
<BI DI RECTI ONAL ASSCCI ATI ON = Al1>
<PATH ATTRI B Pat hl D=1 R-fl ag=0
<OPPDI R- PATH TLV Opposi t ePat hl D=3>>
<ERO <H1, ML, M2, E1>>
<PATH ATTRI B Pat hl D=2 R-fl ag=0
<OPPDI R- PATH- TLV QOpposi t ePat hl D=4>>
<ERO <H1, M3, M4, E1>>
<PATH ATTRI B Pat hl D=3 R-fl ag=1
<OPPDI R- PATH TLV Opposi t ePat hl D=1>>
<ERO <E1, M, ML, H1>>
<PATH ATTRI B Pat hl D=4 R-fl ag=1
<OPPDI R- PATH- TLV Opposi t ePat hl D=2>>
<ERO <E1, M4, M3, H1>>

The state-report for POL1, CP2 can be encoded as:
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<state-report> =
<LSP PLSP_I D=200>
<Bl DI RECTI ONAL ASSOCI ATI ON = A2>
<PATH ATTRI B Pat hl D=1 R-fl ag=0
<OPPDI R- PATH- TLV Opposi t ePat hl D=3>>
<ERO <H1, Mp, N6, E1>>
<PATH ATTRI B Pat hl D=2 R-fl ag=0
<OPPDI R- PATH- TLV Opposi t ePat hl D=0>>
<ERO <H1, M7, MB, E1>>
<PATH ATTRI B Pat hl D=3 R-fl ag=1
<OPPDI R- PATH- TLV Opposi t ePat hl D=1>>
<ERO <E1, M5, Mp, H1>>

The state-report for POL2, CPl1 can be encoded as:

<state-report> =
<LSP PLSP_I D=100>
<BI DI RECTI ONAL ASSOCI ATI ON = Al>
<PATH ATTRI B Pat hl D=1 R-fl ag=0
<OPPDI R- PATH- TLV Opposi t ePat hl D=3>>
<ERO <E1, M2, ML, H1>>
<PATH ATTRI B Pat hl D=2 R-fl ag=0
<OPPDI R- PATH- TLV Opposi t ePat hl D=4>>
<ERO <E1, M4, M3, H1>>
<PATH ATTRI B Pat hl D=3 R-fl ag=1
<OPPDI R- PATH- TLV Opposi t ePat hl D=1>>
<ERO <H1, ML, M2, E1>>
<PATH ATTRI B Pat hl D=4 R-fl ag=1
<OPPDI R- PATH- TLV Opposi t ePat hl D=2>>
<ERO <H1, M3, M4, E1>>

The state-report for POL2, CP2 can be encoded as:

<state-report> =
<LSP PLSP_I D=200>
<BI DI RECTI ONAL ASSOCI ATI ON = A2>
<PATH ATTRI B Pat hl D=1 R-fl ag=0
<OPPDI R- PATH- TLV Opposi t ePat hl D=3>>
<ERO <E1, M5, Mp, H1>>
<PATH ATTRI B Pat hl D=2 R-fl ag=1
<OPPDI R- PATH- TLV Opposi t ePat hl D=0>>
<ERO <H1, M7, MB, E1>>
<PATH ATTRI B Pat hl D=3 R-fl ag=1
<OPPDI R- PATH- TLV Opposi t ePat hl D=1>>
<ERO <H1, Mb, N6, E1>>

Kol dychev, et al. Expires 9 March 2026 [ Page 18]



I nternet-Draft PCEP Extensions for Miltipath Sept enber 2025

8.

8.

8.

8.

I mpl ement ati on Status

Note to the RFC Editor - renmpve this section before publication, as
wel | as renove the reference to [ RFC7942].

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenment by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experimentation
and feedback that have nmamde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

1. dCisco Systens

Organi zation: Cisco Systens

I mpl enent ati on: |1 0OS-XR PCC and PCE

Description: Circuit-Style SR Policies

Maturity Level: Supported feature

Coverage: Multiple Segnment-Lists and reverse paths in SR Policy
Cont act: nkol dych@i sco. com

2. Ciena Corp

Organi zation: Ciena Corp

I mpl enent ati on: Head-end and controller
Maturity Level: Proof of concept
Coverage: Full

Cont act: byadav@i ena. com

3.  Huawei Technol ogi es
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Organi zati on: Huawei Technol ogi es Co., Ltd.

| mpl enent ati on: Huawei’s Router and Controller
Maturity Level: Proof of concept

Coverage: Parti al

Contact: tanren@uawei .com

9. | ANA Consi derations
9.1. PCEP nject
I ANA is requested to confirmthe followi ng allocation in the "PCEP

oj ects" within the "Path Conputation El enent Protocol (PCEP)
Nunbers" regi stry group:

o e e - S o e e e o o e e e oo +
| oject-Class | Nane | Onject-Type | Reference |
| Val ue | | Val ue | |
oo s S o e e oo s o e e oo +
| 45 | PATHATTRIB | 1 | This docunent |
S o m e e e oo - o e e e e oo oo o e e e e oo - +

9.2. PCEP TLV

I ANA is requested to confirmthe following allocations within the
"PCEP TLV Type Indicators" within the "Path Conputation El enent
Prot ocol (PCEP) Nunbers" registry group:

R o e e e e e e e e e e e e oo oo o e e e e oo +
| TLV Type | TLV Nane | Reference |
| Val ue | | |
T o m m e e e e e e e e e e e eo oo s o +
| 60 | MULTI PATH CAP | This docunent |
R o e e e e e e e e e e e e e o m o o e e e oo +
| 61 | MULTI PATH WEI GHT | This docunent |
Fom ek o m e e e e e e e e mee oo s o e e e oo +
| 62 | MULTI PATH BACKUP | This docunent |
T o m m e e e e e e e e e e e eo oo s o +
| 63 | MULTI PATH OPPDI R- PATH | This docunent |
R o e e e e e e e e e e e e e o m o o e e e oo +

I ANA is requested to nake new all ocations within the "PCEP TLV Type
I ndicators" within the "Path Conputation El enent Protocol (PCEP)
Nunbers" regi stry group:
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T o m m e e e e e e e e e e e eo oo s o +
| TLV Type | TLV Nane | Reference |
| Val ue | | |
R o e e e e e e e e e e e e oo oo o e e e e oo +
| TBD1 | MUILTI PATH FORWARD- CLASS | This docunent |
Fom e e o - S o e e oo +

9.3. PCEP-Error Object

I ANA is requested to confirmthe follow ng allocations within the

" PCEP- ERROR Obj ect Error Types and Val ues" within the "Path

Conput ati on El enent Protocol (PCEP) Nunbers" registry group:
Fomm e oo - o e e e e e e e e e e mmmemao - o e e e e oo - +
| Error-Type | Error-Val ue | Reference |
R o e e e e e e e e e e e e oo oo o e e e e oo +
| 10 | 38 - Conflicting Path ID | This docunent |
Fom e e o - S o e e oo +
| 19 | 20 - Not supported path backup | This docunent |
Fomm e oo - o e e e e e e e e e e mmmemao - o e e e e oo - +
| 19 | 21 - Non-enpty path | This docunent |
R o e e e e e e e e e e e e oo oo o e e e e oo +

9.4. Flags in the Miltipath Capability TLV

I ANA is requested to create a new sub-registry to manage the Fl ag

field of the MITI PATH CAP TLV, called "Flags in MJLTI PATH CAP TLV"

within the "Path Conputation El enent Protocol (PCEP) Nunbers"

registry group. New values are to be assigned by "I ETF revi ew'

[ RFC8126]
Fomm e oo - o e e e e e e e e e e mmmemao - o e e e e oo - +
| Bit | Description | Reference |
R o e e e e e e e e e e e e oo oo o e e e e oo +
| 0-12 | Unassi gned | This docunent |
Fom e e o - S o e e oo +
| 13 | O-flag: support for processing | This docunent |
| | MULTI PATH OPPDI R- PATH TLV | |
R o e e e e e e e e e e e e e o m o o e e e oo +
| 14 | B-flag: support for processing | This docunent |
| | MUILTI PATH BACKUP TLV | |
Fom e e o - S o e e oo +
| 15 | Wflag: support for processing | This docunent |
| | MULTI PATH WEI GHT TLV | |
R o e e e e e e e e e e e e e o m o o e e e oo +
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9.5. Flags in the Path Attribute Cbject

I ANA is requested to create a new sub-registry to manage the Fl ag
field of the PATH ATTRI BUTE obj ect, called "Flags in PATH ATTRI BUTE
oject” within the "Path Conputation El ement Protocol (PCEP) Nunbers"
registry group. New values are to be assigned by "I ETF review'

[ RFC8126]

R o e e e e e e e e e e e e e o m o o e e e oo +
| Bit | Description | Reference |
S TR O +
| 0-12 | Unassi gned | This docunent |
S ISRy T T T r ey oo mmeeemeeaaaas +
| 13-15 | Oflag: Operational state | This docunent |
R o e e e e e e e e e e e e e o m o o e e e oo +

9.6. Flags in the Miultipath Backup TLV

I ANA is requested to create a new sub-registry to manage the Fl ag
field of the MIUTI PATH BACKUP TLV, called "Flags in MJLTI PATH BACKUP
TLV' within the "Path Conputation El ement Protocol (PCEP) Nunbers”
registry group. New values are to be assigned by "I ETF revi ew'

[ RFC8126]

S T T dememmememeeaaaas +
Bit Descri ption Ref erence
p
R o e e e e e e e e e e e e e o m o o e e e oo +
| 0-14 | Unassi gned | This docunent |
S TR O +
| 15 | B-flag: Pure backup | This docunent |
S ISRy T T T oo mmeeemeeaaaas +

9.7. Flags in the Miultipath Qpposite Direction Path TLV

I ANA is requested to create a new sub-registry to manage the fl ag
fields of the MULTI PATH OPPDI R- PATH TLV, called "Flags in the
MULTI PATH OPPDI R- PATH TLV" within the "Path Computation El ement
Prot ocol (PCEP) Nunbers" registry group. New values are to be
assigned by "I ETF review' [RFC3126]

Kol dychev, et al. Expires 9 March 2026 [ Page 22]



I nternet-Draft PCEP Extensions for Miltipath Sept enber 2025

S T T dememmememeeaaaas +
| Bit | Description | Reference |
R o e e e e e e e e e e e e e o m o o e e e oo +
| 0-12 | Unassi gned | This docunent |
S TR O +
| 14 | L-flag: Link co-routed | This docunent |
S ISRy T T T ey oo mmeeemeeaaaas +
| 15 | N-flag: Node co-routed | This docunent |
R o e e e e e e e e e e e e e o m o o e e e oo +

10. Security Considerations

The security considerations described in [ RFC5440], [RFC8231],

[ RFC8281], [RFC8664], [RFC9256],
[1-D.ietf-pce-segnment-routing-policy-cp] and
[I-D.draft-ietf-pce-pcep-color] are applicable to this specification.

As per [RFC8231], it is RECOMVENDED that these PCEP extensions can
only be activated on authenticated and encrypted sessions across PCEs
and PCCs bel onging to the same adm nistrative authority, using
Transport Layer Security (TLS) [RFC8253] as per the reconmendati ons
and best current practices in [ RFC9325].

11. Acknow edgenent

Thanks to Dhruv Dhody for ideas and di scussion. Thanks to Yuan
Yapi ng for review coments.

12. Contributors

Zafar Ali
Ci sco Systens
Email : zali @i sco.com

Andr ew St one

Noki a

Emmi | : andr ew. st one@oki a. com
Chen Ran

ZTE

Emai |l : chen.ran@te.comcn

13. References

13. 1. Nor mat i ve Ref erences

Kol dychev, et al. Expires 9 March 2026 [ Page 23]



I nternet-Draft PCEP Extensions for Miltipath Sept enber 2025

[I-D.draft-ietf-pce-pcep-col or]
Raj agopal an, B., Beeram V. P., Peng, S., Koldychev, M,
and G S. Mshra, "Path Conputation El ement Protocol
(PCEP) Extension for Color", Wrk in Progress, |nternet-
Draft, draft-ietf-pce-pcep-color-12, 26 February 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-pce-
pcep-col or-12>.

[1-D.ietf-pce-segnment-routing-policy-cp]
Kol dychev, M, Sivabalan, S., Sidor, S., Barth, C., Peng,
S., and H Bidgoli, "Path Conputation El enent
Conmruni cati on Protocol (PCEP) Extensions for Segnent
Routing (SR) Policy Candi date Paths", W rk in Progress,
Internet-Draft, draft-ietf-pce-segnent-routing-policy-cp-
27, 4 April 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-pce-segnent-routing-policy-cp-27>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC5440] Vasseur, JP., Ed. and JL. Le Roux, Ed., "Path Computation
El ement (PCE) Communi cation Protocol (PCEP)", RFC 5440,
DO 10.17487/ RFC5440, March 2009,
<https://www. rfc-editor.org/rfc/rfc5440>.

[ RFC7942] Sheffer, Y. and A Farrel, "Inproving Awareness of Running
Code: The I npl enentation Status Section", BCP 205,
RFC 7942, DO 10.17487/ RFC7942, July 2016,
<https://www. rfc-editor.org/rfc/rfc7942>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

[ RFC8231] Crabbe, E., Mnei, |., Medved, J., and R Varga, "Path
Conput ati on El enent Comuni cati on Protocol (PCEP)
Extensions for Stateful PCE', RFC 8231,
DA 10.17487/ RFC8231, Septenber 2017,
<https://www. rfc-editor.org/rfc/rfc8231>.

[ RFC8253] Lopez, D., CGonzalez de Dios, O, Wi, Q, and D. Dhody,
"PCEPS: Usage of TLS to Provide a Secure Transport for the
Pat h Conput ati on El ement Communi cati on Protocol (PCEP)",
RFC 8253, DA 10. 17487/ RFC8253, Cctober 2017,
<https://www. rfc-editor.org/rfc/rfc8253>.

Kol dychev, et al. Expires 9 March 2026 [ Page 24]



I nternet-Draft PCEP Extensions for Miltipath Sept enber 2025

[ RFC8281] Crabbe, E., Mnei, |., Sivabalan, S., and R Varga, "Path
Conput ati on El enent Comuni cati on Protocol (PCEP)
Extensions for PCE-lInitiated LSP Setup in a Stateful PCE
Mbdel ", RFC 8281, DA 10.17487/ RFC8281, Decenber 2017,
<https://www. rfc-editor.org/rfc/rfc8281>.

[ RFC8664] Sivabalan, S., Filsfils, C, Tantsura, J., Henderickx, W,
and J. Hardwi ck, "Path Conputation El enent Conmmuni cation
Prot ocol (PCEP) Extensions for Segnent Routing", RFC 8664,
DO 10. 17487/ RFC8664, Decenber 2019,
<https://www. rfc-editor.org/rfc/rfc8664>.

[ RFC9256] Filsfils, C, Talaulikar, K, Ed., Voyer, D., Bogdanov,
A., and P. Mattes, "Segment Routing Policy Architecture",
RFC 9256, DA 10. 17487/ RFC9256, July 2022,
<https://www. rfc-editor.org/rfc/rfc9256>.

[ RFC9325] Sheffer, Y., Saint-Andre, P., and T. Fossati,
"Recommendati ons for Secure Use of Transport Layer
Security (TLS) and Datagram Transport Layer Security
(DTLS)", BCP 195, RFC 9325, DO 10. 17487/ RFC9325, Novenber
2022, <https://ww.rfc-editor.org/rfc/rfc9325>.

13.2. Infornmtive References

[I-D.draft-ietf-pce-sr-p2nmp-policy]
Bidgoli, H., Voyer, D., Budhiraja, A, Parekh, R, and S
Si vabal an, "PCEP extensions for P2MP SR Policy", Wrk in
Progress, Internet-Draft, draft-ietf-pce-sr-p2nmp-policy-
11, 19 February 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-pce-sr-
p2np- policy-11>.

[1-D.ietf-spring-cs-sr-policy]
Schnut zer, C., Ali, Z., Mheshwari, P., Rokui, R, and A
Stone, "Circuit Style Segnent Routing Policy", Wrk in
Progress, Internet-Draft, draft-ietf-spring-cs-sr-policy-
10, 24 June 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-spring-cs-sr-policy-10>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "QGuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/rfc/rfc8126>.

Kol dychev, et al. Expires 9 March 2026 [ Page 25]



I nternet-Draft PCEP Extensions for Miltipath

Sept enber 2025

[ RFC9059] Gandhi, R, Ed., Barth, C., and B. \Wn, "Path Conputation
El ement Conmuni cati on Protocol (PCEP) Extensions for
Associ ated Bidirectional Label Sw tched Paths (LSPs)",

RFC 9059, DA 10. 17487/ RFC9059, June 2021,

<https://www. rfc-editor.org/rfc/rfc9059>.
Aut hors’ Addresses
M ke Kol dychev

Ci ena Corporation
Enmai | : nkol dych@i ena. com

Si va Sivabal an
Ci ena Corporation

Emai | ;. ssivabal @i ena. com
Tar ek Saad

Ci sco Systens

Emai |l ;. tsaad@i sco. com

Vi shnu Pavan Beeram
Juni per Networks, Inc.
Emai | : vbeeram@ uni per. net

Hooman Bi dgol i
Noki a
Emeai | : hoonan. bi dgol i @oki a. com

Bhupendra Yadav
G ena
Emai | : byadav@i ena. com

Shupi ng Peng
Huawei Technol ogi es

Enmai | : pengshupi ng@uawei . com
Gyan M shra

Verizon Inc.

Enmai | : gyan.s. m shra@eri zon.com

Kol dychev, et al. Expires 9 March 2026

[ Page 26]



I nternet-Draft PCEP Extensions for Miltipath Sept enber 2025

Samuel Si dor
Ci sco Systens.
Emai |l : ssidor @i sco. com

Kol dychev, et al. Expires 9 March 2026 [ Page 27]



