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Abstract

Entropy | abel (EL) can be used in the SR-MPLS data plane to inprove
| oad- bal ancing and multiple Entropy Label I|ndicator (ELI)/EL pairs
may be inserted in the SR-MPLS | abel stack as per RFC8662.

Thi s docunent proposes a set of extensions for Path Conmputation
El ement Communi cation Protocol (PCEP) to configure the Entropy Label
Positions (ELP) for SR-MPLS networks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 8 Novenber 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ RFC5440] describes the Path Conputation El enent Conputation Protoco
(PCEP) which is used between a Path Conputation Elenent (PCE) and a
Pat h Conputation Cient (PCC) (or other PCE) to enable conputation of
Mul ti-protocol Label Switching (MPLS) for Traffic Engi neering Labe
Switched Path (TE LSP). PCEP Extensions for the Stateful PCE Mdel

[ RFC8231] describes a set of extensions to PCEP to enable active
control of MPLS-TE and Generalized MPLS (GWLS) tunnels. [RFC3281]
describes the setup and teardown of PCE-initiated LSPs under the
active stateful PCE nodel, without the need for local configuration
on the PCC, thus allowi ng for dynamc centralized control of a

net wor k.

Segment Routing (SR) | everages the source routing paradigm Segnent
Routing can be instantiated on MPLS data plane which is referred to
as SR-MPLS [ RFC8660]. SR-MPLS | everages the MPLS | abel stack to
construct the SR path. PCEP Extensions for Segment Routing [ RFC8664]
specifies extensions to the PCEP that allow a stateful PCE to conpute
and initiate TE paths, as well as a PCC to request a path subject to
certain constraint(s) and optim zation criteria in SR networKks.

Entropy | abel (EL) [RFC6790] is a technique used in the MPLS data

pl ane to inprove | oad-bal ancing. Entropy Label Indicator (ELI) can
be imedi ately preceding an EL in the MPLS | abel stack. The idea
behind the EL is that the ingress router conmputes a hash based on
several fields froma given packet and places the result in an
additional |abel, named "entropy | abel". Then, this entropy | abel
can be used as part of the hash keys used by an Label Switch Router
(LSR). Using the entropy |abel as part of the hash keys reduces the
need for deep packet inspection in the LSR while keeping a good |eve
of entropy in the |oad-bal ancing. Wen the entropy |abel is used,
the keys used in the hashing functions are still a |oca
configuration matter and an LSR may use solely the entropy | abel or a
conbi nation of multiple fields fromthe inconi ng packet.

[ RFC8662] proposes to use entropy |abels for SR-MPLS networks and
multiple <ELI, EL> pairs SHOULD be inserted in the SR MPLS | abel
stack. The ingress node may deci de the nunber and place of the ELI/
ELs which need to be inserted into the | abel stack. The Entropy
Label Position (ELP) is used to indicate the positions of the ELI/ELs
which need to be inserted into the | abel stack as per
[1-D.ietf-idr-bgp-srnpls-elp].

In sone cases, the controller(e.g. PCE) could be used to performthe
TE path conputation as well as ELP information which is useful for

i nter-domai n scenarios. This docunent proposes a set of extensions
for PCEP to configure the ELP information for SR-MPLS networks.
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Conventions used in this docunent
.1.  Term nol ogy

The term nol ogy is defined as [ RFC5440], [RFC6790], [RFC8664] and
[ RFC8662] .

.2. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Entropy Labels in SR-MPLS Scenario with PCE

[ RFC8662] proposes to use entropy |abels for SR-MPLS networks. The
Entropy Readabl e Label Depth (ERLD) is defined as the number of

| abel s which means that the router will perform]l oad-bal anci ng using
the ELI/EL in [ RFC8662] section 4.

As described in [ RFC8662] section 7.2.1, the ELRD value is an

i nportant consideration when inserting ELI/EL and the m ni mum ELRD
nmust be evaluated for each node along a conputed path. This
necessary step adds additional conplexity in the ELI/EL insertion
process and it may not be feasible for an ingress router to conpute
the appropriate ERLD for each node in the path, since a SR-MPLS path
may contain segnents the ingress router can resolve such as inter-
domai n scenarios. As the Figure 1 shown, in SR MPLS inter-donain
scenario, the ingress node of the first domain could not get the ERLD
i nformati on of other nodes of other domains.

Homm - + Homm - + Homm - +
| PCE- 1] | PCE- 2] | PCE- 3]
AR AR AR
| | |
......... o e e
S S S S S oot
| AL-meee | B |------ | C------ | X |-meee IRAEEEREE | Z |
SN—— SN—— SN—— SN—— SN—— R
SR-AS 1 SR-AS 2 SR-AS 3
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Figure 1: Entropy Labels in SR-MPLS Inter-Domain Scenario

The PCEs can conpute the ELP information including the nunber and the
pl aces of the ELI/ELs. Then the ingress nodes MAY be required to
support the capabilities of inserting nultiple ELI/ELs and need to
advertise the capabilities to the PCEs.

Thi s docunent proposes the extensions for PCE to performthe
conputation of the end-to-end path as well as the positions of
entropy labels in SR-MPLS networks. The ingress nodes can directly
insert the ELI/ELs based on the positions.

4. PCEP Extensions
4.1. The OPEN nj ect

As defined in [ RFC8664], PCEP speakers use SR PCE Capability sub-TLV
to exchange informati on about their SR capability when PST=1 in the
PST List of the PATH SETUP- TYPE- CAPABI LI TY TLV carried in Open
object. This docunment defines a new flag (E-flag) for SR PCE

Capabi lity sub-TLV.

E (ELP Configuration is supported) : A PCE sets this flag bit to 1
carried in Open nessage to indicate that it supports the conmputation
of SR path with ELP information. A PCC sets this flag to 1 to
indicate that it supports the capability of inserting nultiple ELI/EL
pairs and and supports the results of SR path with ELP from PCE

4.2. The LSP- EXTENDED- FLAG TLV

The LSP bject is defined in Section 7.3 of [RFC8231]. This docunent
defines a new flag (E-flag) for the LSP-EXTENDED- FLAG TLV carried in
LSP bj ect as defined in [ RFC9357].

E (Request for ELP Configuration) : If the bit is set to 1, it

i ndi cates that the PCC requests PCE to conpute the SR path with ELP
informati on. The PCE SHOULD set this bit to 1 to indicate that the
ELP information is included by PCE and encoded in the Path
Conput ati on Reply (PCRep) nessage as per [RFC5440]. And in a
stateful PCE nodel, it also can be carried in Path Conputati on Update
Request (PCUpd) nessage as per [RFC8231] or LSP Initiate Request
(PClnitiate) message as per [ RFC8281].
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4.3. The SR-ERO bj ect

SR- ERO subobj ect is used for SR-TE path which consists of one or nore
SIDs as defined in [RFC8664]. This docunment defined a new fl ag
(E-flag) for the SR ERO subobject.

E (ELP Configuration) : If this flag is set, the PCC SHOULD i nsert
<ELI, EL> into the position after this SR-ERO subobject, otherwi se it
SHOULD not insert <ELI, EL> after this segment.

5. Operation

A PCC can request the conputation of SR path and a PCE may respond
with PCRep nessage. And the SR path can also be initiated by PCE
with PClnitiate or PCUpd nmessage in stateful PCE node. Wen the E
bit in LSP object is set to 1 within the nessage, it indicates to
request the ELP configuration with the SR path. The SR path being
recei ved by PCC encoded in SR-ERO, for exanple, <S1, S2, S3, $4, S5,
S6>, especially S3 and S6 with E-flag set. It indicates that two
<ELI, EL> pairs SHOULD be inserted into the | abel stack of the SR
forwarding entry, respectively after the label for S3 and | abel for
S6. Wth EL information, the |abel stack for SR-MPLS woul d be

<l abel 1, |abel 2, |abel3, ELI, EL, |abel4, |abel5, |abel6, ELI, EL>.

6. Inplenentation Status

[ NOTE TO RFC EDI TOR : This whol e section and the reference to RFC
7942 is to be renoved before publication as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenment by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmmde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".
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At the tine of posting this version of this docunent, there are no
known inpl enmentations of this mechanism It is believed that sone
vendor are considering prototype inplementations, but these plans are
too vague to nmake any further assertions.

7. Security Considerations
Thi s docunent defines a new E bit for entropy |abel, which do not
i ntroduce any new security considerations beyond those already listed
in [ RFCO357], [RFC8662] and [ RFCB664] .

8. | ANA Consi derati ons

8.1. New SR PCE Capability Flag Registry
SR PCE Capability TLV is defined in [ RFC8664], and the registry to
manage the Flag field of the SR PCE Capability TLV is requested in

[ RFC8664]. | ANA is requested to make allocations fromthe registry,
as foll ows:

[ ool oo e s s oo s oo e s e s
| Val ue | Nare | Ref er ence |
[ s oo s e
| TBD1 | ELP Configuration is supported (E) | [this docunent] |
S o m m e e e e e e e e ee oo o +

Table 1
8.2. New LSP- EXTENDED- FLAG Fl ag Regi stry

[ RFCO9357] defines the LSP-EXTENDED FLAG TLV. |1ANA is requested to
make allocations fromthe Flag field registry, as follows:

[§ pleesfesbumemsfumspuml e e e s s s s sy e s o}
| Value | Nane | Ref erence |
| TBD2 | Request for ELP Configuration (E) | [this document] |
N o e e e e e e e e e e mmmemao - o e e e e oo - +

Table 2
8.3. New SR-ERO Fl ag Registry
SR- ERO subobj ect is defined in [ RFC8664], and the registry to manage

the Flag field of SRREROis requested in [RFC8664]. IANAis
requested to make allocations fromthe registry, as follows:
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[ ool s oo o fs e s
| Value | Name | Ref erence |
B e el s ey el
| TBD3 | ELP Configuration (E) | [this docunent]

+------- I I I I I ] I +

Tabl e 3
9. Manageability Considerations

Al'l manageability requirenments and considerations listed in

[ RFC5440], [RFC8231], and [ RFC8664] apply to PCEP protocol extensions
defined in this docunment. In addition, requirenments and
considerations listed in this section also should be applied.

9.1. Control of Function and Policy

A PCEP inplenmentation supporting this docunent SHOULD al | ow
configuration of the capability to support the entropy |abel position
in the stateful PCEP message exchange.

A PCC i npl enentati on SHOULD al | ow the operator to configure the
policy the PCC needs to apply when configuring the entropy | abe
posi tion.

9. 2. I nformati on and Data Mbdel s

A PCEP inplenentation supporting this docunent SHOULD al | ow t he
operator to view the entropy |abel position capability defined in
this docunent.

The PCEP YANG nodule is defined in [I-D.ietf-pce-pcep-yang]. In
future, this YANG nodul e shoul d be extended or augnented to provide
the following additional information relating to entropy | abe

posi tion.

9.3. Liveness Detection and Monitoring
Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440].

9.4. Verify Correct Operations
Mechani sns defined in this docunent do not inply any new operation

verification requirenents in addition to those already listed in
[ RFC5440], [RFC8231], and [ RFC8664]
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9.5. Requirenents On O her Protocols

Mechani sns defined in this docunent do not inply any new requirenments
on ot her protocols.

9.6. Inpact On Network Operations

Mechani sns defined in this docunent do not have any inpact on network
operations in addition to those already listed in [ RFC5440],
[ RFC8231], and [ RFC8664].

10. Operational Considerations

When conputing the ELI/EL positions, the PCE MIST take into

consi derati on Maxi mum SID Depth (MSD) inposition. The PCEs SHOULD
get the information of all nodes such as MSD (e.g. Base MPLS

I nposition MSD (BM-MSD) or ERLD- MSD) through Interior Gateway
Protocol (I1GP) and conpute the m ni mum ERLD al ong the end-to-end path
based on these topol ogy information.

The PCEP extensions defined in this docunent do not inpose any new
requirenents on other protocols but rely on the MSD infornmation
advertised fromI|S-1S [ RFC8491] and OSPF [ RFC8476] and the ERLD val ue
collected via I S-1S [RFC9088], and OSPF [ RFC9089].
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