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Abst ract

The Path Conputation El ement Communication Protocol (PCEP) provides a
mechani sm for the Path Conputation Elenents (PCEs) to perform path
computations in response to Path Conputation Cients (PCCs) requests.
The Stateful PCE extensions allow stateful control of Miltiprotocol
Label Switching (MPLS) Traffic Engineering (TE) Label Switched Paths
(LSPs) using PCEP. Furthernore, PCE can be used for conputing paths
in the SR networks.

Stateful PCE provides active control of MPLS-TE LSPs via PCEP, for a
nmodel where the PCC del egates control over one or nore locally
configured LSPs to the PCE. Further, stateful PCE could also create
and renove PCE-initiated LSPs by itself. A PCE-based Central
Controller (PCECC) sinplify the processing of a distributed control
pl ane by integrating with el ements of Software-Defined Networking

(SDN) .

In sone use cases, such as PCECC provisioning or Binding Segnent
Identifier (SID) for Segnent Routing (SR) allocation, there are
requirenents for a stateful PCE to nake allocation of |abels, SIDs,
etc. These use cases require PCE to be aware of various identifier
spaces from where to nmake all ocations on behalf of a PCC. This
docunent defines a generic nechani smby which a PCC can informthe
PCE of the identifier space set aside for the PCE control via PCEP.
The identifier could be an MPLS |label, a SID, or any other identifier
that can be allocated and managed by the PCE

Status of This Meno
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I ntroduction

[ RFC5440] defines the statel ess Path Conputation El enent

Conmruni cati on Protocol (PCEP) for the Path Conputation El ements
(PCEs) to performpath conputation in response to Path Conputation
Clients (PCCs) requests. For supporting stateful operations,

[ RFC8231] specifies a set of extensions to PCEP that enable the
stateful control of LSPs within and across PCEP sessions, in
accordance with [ RFC4657]. Furthernore, [RFC8281] defines the setup,
mai nt enance, and teardown of PCE-initiated LSPs under the stateful
PCE nodel, w thout the need for |ocal configuration on the PCC
enabling a dynamcally controlled network that is centrally
control |l ed and depl oyed.

[ RFC8283] introduces the architecture for PCE as a centra

controller, it examnes the nmotivations and applicability for PCEP as
a control protocol in this environment, and introduces the
inplications for the protocol. Also, [RFC9050] specifies the
procedures and PCEP extensions for using the PCE as a Centra
Control l er (PCECC), where LSPs are cal cul ated/set up/initiated and

| abel forwarding entries are downl oaded t hrough extendi ng PCEP
However, the docunment assunes that |abel range to be used by a PCE is
known and set on both PCEP peers. This docunent adds the capability
to advertise the | abel range via a PCEP extension. It does so in a
generic fashion to allow various other |ID space apart fromthe MPLS

| abel can al so be adverti sed.

Simlarly, [RFCO050] specifies the procedures and PCEP extensions
when a PCE-based controller is also responsible for configuring the
forwarding actions on the routers (SR SID distribution in this case),
in addition to conputing the paths for packet flows in a segnent
routing network and telling the edge routers what instructions to
attach to packets as they enter the network. However, the docunent
assunes that |abel range to be used by a PCE is known and set on both
PCEP peers. This docunment adds the capability to advertise the range
from Segnent Routing dobal Block (SRG) or Segenent Routing Loca

Bl ock (SRLB) of the node via a PCEP extension

et al. Expires 29 May 2026 [ Page 3]
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2. 1.

3.

3. 1.
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In addition, [I-D.ietf-pce-pcep-extension-pce-controller-srv6]
specifies the procedures and PCEP extensions of PCECC for SRv6. An
SRv6 SID is represented as LOC: FUNCT: ARG ([ RFC8986]) where LOC is the
L nost significant bits and FUNCT is the 128-L |east significant

bits. The FUNCT part of the SID is an opaque identification of a

| ocal function bound to the SID. This docunent adds the capability
to advertise the range of Function ID (FUNCT part) via a PCEP

ext ensi on.

Once the PCC/ node has given control over an ID space (for exanple

| abel s), the PCC/ node MUST NOT allocate the ID fromthis |ID space.
For exanple, a PCC/ node MJUST NOT use these |labels fromthe PCE-
controll ed | abel space to nake allocation for VPN Prefix distributed
via BGP or |abels used for LDP/RSVP-TE signaling. This is done to
make sure that the PCE control over |ID space does not conflict with
the existing node allocation.

The use cases are described in Section 3. The |ID space range

i nformati on can be advertised via the TLVs in the Open nessage. The
detail ed procedures are described in Section 4, and the TLV format is
specified in Section 5.

Ter mi nol ogy

This meno makes use of the terns defined in [ RFC5440], [RFC8231],
[ RFC8283] and [ RFC8402].

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Use cases
PCE- based Central Contr ol

A PCE-based Central Controller (PCECC) can sinplify the processing of
a distributed control plane by integrating with el enents of SDN.
Thus, the LSP/ SR path can be cal cul ated/set up/initiated and the

| abel / SID forwardi ng entries can al so be downl oaded t hrough a
centralized PCE server to each network devices along the path while

| everagi ng the existing PCE technol ogi es as nmuch as possi bl e.

et al. Expires 29 May 2026 [ Page 4]
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3. 1

3. 1.

3. 2.
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1. PCECC for MPLS/ SR-MPLS

[ RFC9050] describes a node where LSPs are provisioned as explicit

| abel instructions at each hop on the end-to-end path. Each router

al ong the path nmust be told what | abel forwarding instructions to
program and what resources to reserve. The controller uses PCEP to
communi cate with each router along the path of the end-to-end LSP

For this to work, the PCE-based controller will take responsibility
for managi ng sonme part of the MPLS | abel space for each router that

it controls as described in section 3.1.2. of [RFC8283]. A nmechanism
for a PCCto informthe PCE of such a | abel space to control is
needed within PCEP.

[ RFC8664] specifies extensions to PCEP that allow a stateful PCE to
compute, update or initiate SR-TE paths. [RFCO050] describes the
mechani sm for PCECC to allocate and distribute the node/ prefix/

adj acency |l abel (SID) via PCEP. To namke such allocation, PCE needs
to be aware of the | abel space from SRGB or SRLB [ RFC8402] of the
node that it can control. A nmechanismfor a PCC to informthe PCE of
such | abel space to control is needed within PCEP. The full SRGB/
SRLB of a node could be |learned via existing | GP or BGP-LS nechani sm

2. PCECC for SRv6

[1-D.ietf-pce-pcep-extension-pce-controller-srv6] describes the
mechani sm for PCECC to all ocate and provision the SRv6 SID via PCEP
An SRv6 SID is represented as LOC. FUNCT: ARG ([ RFC8986]) where LOC is
the L nost significant bits, followed by F bits of function (FUNCT)
and A bits of argunments (ARG . The FUNCT part of the SIDis an
opaque identification of a local function bound to the SID. To nake
such al l ocation, PCE needs to be aware of the Function ID space
(FUNCT part) of the node that it controls. A nechanismfor a PCC to
informthe PCE of such a Function ID space to control is needed

wi t hi n PCEP.

Bi nding SID All ocation

The headend of an SR Policy binds a Binding SID (BSID) [RFC9604] to
its policy [RFC9256]. The instantiation of which may involve a |ist
of SIDs. The Binding SID can be allocated by the node as descri bed
in [ RFCO604], but there is an inherent advantage in the Binding SID
to be allocated by a PCE to allow SR policies to be dynamically
created, updated according to the network status and operati ons.

This is described in [RFC9050]. Therefore, a PCE needs to obtain the
authority and control to allocate Binding SID actively fromthe PCC s
| abel space as described in the above use case.

et al. Expires 29 May 2026 [ Page 5]
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This is applicable for all binding segnent irrespective of the path
setup type (PST).

Overvi ew

During PCEP Initialization Phase [ RFC5440], Open nessages are
exchanged between the PCCs and the PCEs. The OPEN object may al so
contain a set of TLVs used to convey the capabilities in the Open
message. The term’ID in this docunent, could be a MPLS | abel, SRv6
Function I D or any other future ID space for PCE to control and

all ocate from A PCC MAY include a correspondi ng | D- CONTROL- SPACE
TLVs in the OPEN Object to informthe corresponding | D space
information that it wants the PCE to control. This TLV MJUST NOT be

i ncluded by the PCE and MJST be ignored on receipt by a PCC. This is
an optional TLV, the PCE MAY al so be aware of the ID space via some
ot her neans outsi de of PCEP.

For delegating nultiple types of ID space, multiple TLVs
corresponding to each ID type MIUST be included in an Open nessage.
The 1D type can be MPLS | abel or other type of ID. The following ID
CONTROL- SPACE TLV is defined in this docunent -

*  LABEL- CONTROL- SPACE TLV - for MPLS Labels (including for SR-MPLS)
*  FUNCTI ON- | D- CONTROL- SPACE TLV - for SRv6 SID Function ID

The procedure of 1D space control to PCE is shown bel ow

et al. Expires 29 May 2026 [ Page 6]
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Figure 1: I D space control to PCE

If the ID space control procedure is successful, the PCE will return
a KeepAlive nessage to the PCC. If there is an error in processing
the corresponding TLV, an Error (PCErr) nessage will be sent to the
PCC with Error-Type=1 (PCEP session establishnment failure) and Error-
val ue=TBD3 (I D space control failure).

After this process, a stateful PCE can learn the PCE-controlled ID
spaces of a node (PCC) under its control. A PCE can then allocate
IDs within the controlled-1D space. For exanple, a PCE can actively
al | ocate | abels and downl oad forwardi ng instructions for the PCECC
LSP as described in [RFC9050]. A PCE can also allocate |abels from
the PCE-controlled portion of the SRGB/SRLB for PCECC- SR [ RFCO050] .
The full SRGB/ SRLB of a node could be |earned via the existing | GP or
BGP- LS nechani sm

The procedure for handling the FUNCTI ON- | D- CONTROL- SPACE TLV is the
sane as above.

Note that this information is advertised at the session

initialization phase and thus if there is a change in |ID space, the
session needs to be restarted.

et al. Expires 29 May 2026 [ Page 7]
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5. bjects

5.1. Open hject

For advertising the PCE-controlled ID space to a PCE, this docunent
defines several TLVs within the OPEN object.

5.1.1. LABEL- CONTRCL- SPACE TLV

For a PCC to informthe | abel space under the PCE control, this
docunent defines a new LABEL- CONTROL- SPACE TLV.

The LABEL- CONTROL- SPACE TLV is an optional TLV in the OPEN object,
and its format is shown in the follow ng figure:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type=TBD1 | Lengt h |
B i s T T i i o S o T Ji I
|  Num of Bl ock | FI ags |
e L o i e e S h th o i R S
Start_1 | Reserved |
B s e S o i T S S et o ok i NI S
Range_1 | Reserved |
B S S e i S S T A S S S S S S i S S

B S i i T S i ik i H
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
Start_n | Reserved |
B S S e i S S T A S S S S S S i S S
Range_n | Reserved |
B S i i L T i i it

+—+— +— +— +— +—

Fi gure 2: LABEL- CONTROL- SPACE TLV

The type (16 bits) of the TLV is TBD1. The length field (16 bits)
has a vari abl e val ue.

Num of Bl ock (8 bits): the number of 1D blocks. The range of a bl ock
is described by a start field and a range field.

Flags (24 bits): No flag is currently defined. The unassigned bits

of the Flags field MJUST be set to 0 on transm ssion and MJST be
i gnored on receipt.

Li, et al. Expires 29 May 2026 [ Page 8]
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5.1.

Li,

Start _i (24 bits): indicates the beginning of the |abel block i.
Range_i (24 bits): indicates the range of the |abel block i.

Reserved: MJUST be set to 0 on transmi ssion and MJST be ignored on
reception.

LABEL- CONTROL- SPACE TLV SHOULD be included only once in an Open
Message. On receipt, only the first instance is processed and ot hers
MUST be i gnor ed.

A stateful PCE can actively allocate | abels and downl oad forwarding
instructions for the PCECC LSP as described in [RFCO050]. A PCE can
al so allocate | abels from SRGB/ SRLB for PCECC SR
[1-D.ietf-pce-pcep-extension-pce-controller-sr]. The Binding
Segnents can al so be selected for the PCE-control |l ed space [ RFC9050].

2.  FUNCT- | D- CONTROL- SPACE TLV

For a PCC to informthe SRv6 SID Function |ID space under the PCE
control, this docunent defines a new FUNCT-| D- CONTROL- SPACE TLV.

The FUNCT-1 D- CONTROL- SPACE TLV is an optional TLV for use in the OPEN
object, and its format is shown in the follow ng figure:

et al. Expires 29 May 2026 [ Page 9]
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=TBD2 | Lengt h |
R e s T o T S R El ok i R e e S S e o o s
| Bl ock | Fl ags | L]
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| SI D |
| Structure |
B T S i T s i i e e SEI S
| Start_1 (vari abl e) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Range_1 (vari abl e) |
i T s i o S i i S R I S I S S S M
L- B e T T R T i i S i S S i S S +-L
| Start_n (vari abl e) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Range_n (vari abl e) |
i T s i o S i i S R I S I S S S M
| Loc Size | Locator_1 (variable)... |
B T S i T s i i e e SEI S
| Locator_n (variable)... |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Fi gure 3: FUNCT-| D- CONTROL- SPACE TLV

The type (16 bits) of the TLV is TBD2. The length field (16 bits)
has a vari abl e val ue.

Bl ock(8 bits): the nunmber of 1D blocks. The range of a block is
described by a start field and a range field.

Flags (24 bits): Following flags are currently defined

* L-flag: Locator flag, set when the locator information is included
inthis TLV. |If L-flag is unset, Loc Size and variable Locator
field MUST NOT be included in this TLV, and the Function |ID spaces
apply to all Locators.

The unassigned bits of Flags field MUST be set to 0 on transm ssion
and MJST be ignored on receipt.

SID Structure: 64-bit field formatted as per "SID Structure" in
[ RFC9603] .

et al. Expires 29 May 2026 [ Page 10]
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Start i (variable Iength): indicates the beginning of the Function ID
block i. The length is specified in the Fun. Length field of SID
Structure (SRv6 SID Function length in bits).

Range i (variable length): indicates the range of the Function ID
block i. The length is specified in the Fun. Length field of SID
Structure.

Loc size (8 bits): indicates the nunber of Locator. Appears only
when the L-flag is set.

Locator (variable length): the value of a Locator. The Function ID
spaces specified in this TLV are associated with this locator. The
Il ength equals to LB length + LN length in the SID Structure where LB
Length is the SRv6 SID Locator Block Iength in bits and LN Length is
the SRv6 SID Locator Node length in bits. Note that there nmay exists
mul tiple locator sharing the same FUNC I D space.

As per [RFC5440], the value portion of the PCEP TLV needs to be
4-bytes aligned, so a FUNCT-1D- CONTROL- SPACE TLV i s padded with
trailing zeros to a 4-byte boundary.

Mul ti pl e FUNCT- | D- CONTROL- SPACE TLVs MAY be included in an OPEN
obj ect to specify Function ID space specific to each | ocator.

A stateful PCE can actively allocate SRv6 SID and downl oad SIDs for
the PCECC- SRv6 as described in
[1-D.ietf-pce-pcep-extension-pce-controller-srve].

Note that SRv6 SID all ocation involves LOC. FUNCT: ARG the LOCis
assuned to be known at PCE and FUNCT is allocated fromthe PCE-
controlled Function |ID bl ock.

O her Consi derations

In case of multiple PCEs, a PCC MAY decide to give control over
different | D space to each instance of the PCE. In case a PCC

i ncludes the sane ID space to nultiple PCEs, the PCE MIST use
synchroni zati on mechani sm between PCEs to avoid issues described in
[1-D.ietf-pce-state-sync].

The PCE would allocate ID fromthe PCE controlled ID space. The PCC
woul d not allocate ID by itself fromthis space as long as it has an
active PCEP session to a PCE to which it has given control over the

| D space.

et al. Expires 29 May 2026 [ Page 11]
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7.1.

7.2.
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Note that if there is any change in the I D space, the PCC needs to
bring the session down and re-establish the session with new TLVs. A
future specification could specify a nechanismto update this

i nformati on wi thout bringing down the session. During state
synchroni zati on the PCE woul d need to consider the new I D space into
consi deration and needs to re-establish the LSP/SR-paths if needed.

The PCC can regain control of the ID space by closing the PCEP
session and require new session without ID space TLVs specified in
t hi s docunent.

I ANA Consi der ati ons
| ANA mai ntains the "Path Computation El ement Protocol (PCEP) Nunbers"

registry group. This document requests | ANA actions to allocate code
points for the protocol elenents defined in this docunent.

PCEP TLV Type | ndicators
I ANA naintains a registry called "PCEP TLV Type Indicators". I1ANAis
requested to make an assignment fromthis registry as foll ows:
Val ue | Meaning | Reference
________ e
TBD1 | LABEL- CONTROL- SPACE TLV | [This.I-D
TBD2 | FUNCT- 1D CONTROL- SPACE TLV | [This.I-D

LABEL- CONTROL- SPACE TLV's Flag field

Thi s docunent defines the LABEL- CONTROL- SPACE TLV and requests that
IANA to create a new registry to manage the val ue of the LABEL-
CONTROL- SPACE TLV's 24-bits Flag field. New values are to be
assigned by I ETF Review [ RFC8126]. Each bit should be tracked with
the following qualities:

* Bit nunber (counting frombit O as the mpbst significant bit)

* Capability description

* Defining RFC

Currently, there is no allocation in this registry.

Bi t | Narme | Reference

0-23 | Unassi gned | [This.I-D

et al. Expires 29 May 2026 [ Page 12]
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FUNCT- | D- CONTROL- SPACE TLV's Flag field

Thi s docunent defines the FUNCT-ID CONTROL- SPACE TLV and requests
that IANA to create a new registry to manage the val ue of the FUNCT-
| D- CONTROL- SPACE TLV's 24-bits Flag field. New values are to be
assigned by I ETF Review [ RFC8126]. Each bit should be tracked with
the follow ng qualities:

* Bit nunber (counting frombit O as the nost significant bit)

* Capability description

* Defining RFC

Currently, there is no allocation in this registry.

Bit | Nare | Reference
________ e
23 | L-Bit | [This.I-D]
0-22 | Unassigned | [This.I-DO

PCEP- Er r or

I ANA is requested to allocate a error values within the "PCEP- ERROR
oj ect Error Types and Val ues" registry:

Error-Type | Meani ng | Error-val ue | Reference
------------ e T T T iy
1 | PCEP session | TBD3: ID | [This.I-Dj

| establishment | space control|

| failure | failure |

Security Considerations

The security considerations described in [ RFCI050],
[1-D.ietf-pce-pcep-extension-pce-controller-sr], and
[1-D.ietf-pce-pcep-extension-pce-controller-srv6e] and apply to the
ext ensi ons described in this docunent.

As per [RFC8231], it is RECOMVENDED that these PCEP extensions only
be activated on authenticated and encrypted sessions across PCEs and
PCCs bel onging to the same adninistrative authority, using Transport
Layer Security (TLS) [RFC8253] as per the recomendati ons and best
current practices in [RFC9325] (unless explicitly set aside in

[ RFC8253]).
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Appendi x A.  Discussion and Resol ution on Encodi ng PCE Controlled I D

Space in Open Message

During the WG adopti on process, concerns were rai sed about using the
Open nmessage to convey the PCE-controlled | D Space fromthe PCC to
the PCE. These concerns were di scussed during the | ETF 120 neeti ng,
and it was concluded that the Open nessage woul d continue to be used
to encode the PCE-controlled ID space. It was al so suggested that a
generic notification mechani smcould be devel oped to update

par anet ers exchanged during the Open nmessage, which woul d fal

outside the scope of this docunent. One such proposal is outlined in
[1-D. stone-pce-updat e-open].

Appendi x B. Open Di scussion

* Should there be separate TLV for SRGB and SRLB? - No, the SRGB and
SRLB configurations of the node is done independently, it is
advertised i ndependently via | GP/BGP-LS. The | abel range that is
set aside is orthogonal to it.
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