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Abst ract

Segnment Routing (SR) enables a node to steer packet flows along a
specified path without the need for intermedi ate per-path states, due
to the utilization of source routing. An SR Policy conprises a
sequence of segnments, which are essentially instructions that define
a source-routed policy

Thi s docunent specifies a set of extensions to the Path Conputation
El ement Conmuni cation Protocol (PCEP) for Segment Routing Policies
that are designed to satisfy requirements for connection-oriented
transport services (Circuit-Style SR policies). They include the
ability to control path reconputation and the option to request path
with strict hops only and are al so applicable for generic SR policy
use cases where controlling path reconputation or determnistic and
persi stent path requirenents are applicable.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . .. 16
1. I nt roduction

Segnent Routing (SR) | everages the source routing paradi gm where the
sender of a packet defines the path that the packet takes through the
network. This is achieved by encoding the path information as a
sequence of segments within the packet header. SR can be applied to
both MPLS and | Pv6 data planes, providing a flexible and scal abl e

met hod for traffic engineering.

The Path Conputation Elenent (PCE) is a network conponent,
application, or node that is capable of conmputing a network path or
route based on a network graph and appl yi ng conputationa
constraints. The PCE Conmuni cation Protocol (PCEP) enables

conmuni cati on between a PCE and Path Conputation Cients (PCCs),
facilitating the conputation of optimal paths for traffic flows.

[ RFC9256] introduces the concept of Segnent Routing Policy (SR
Policy), which is a set of candidate paths that can be used to steer
traffic through a network. Each candidate path is represented by a
list of segnents, and the path can be dynanmically adjusted based on
network conditions and requirenents.

In connection-oriented transport services, such as those defined in
[I-D.ietf-spring-cs-sr-policy], there is a need for path persistency
and per-hop behavior for PCE-computed paths. This ensures that the
pat hs remmi n stable and predictable, which is crucial for services
that require high reliability and perfornmance guarantees.

To support the requirenents of connection-oriented transport
services, this docunent specifies extensions to PCEP to enable the
use of Circuit Style Policies. These extensions allow for the
request of strict paths fromthe PCE, the encoding of information to
di sabl e path reconputation for specific paths, and the clarification
of the usage of existing flags wthin PCEP nessages.

The PCEP extensions described in this document are designed to be
compatible with any Path Setup Type and are not limted to Circuit
Style SR policies, ensuring broad applicability across different
network environnents and use cases.
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1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Term nol ogy
Thi s docunent uses the following termdefined in [ RFC3031]:
* Label Switched Path (LSP)

Thi

s docunent uses the following terns defined in [ RFC5440]:
* Explicit Route hject (ERO
* LSP Attributes (LSPA)
* Path Computation Cient (PCC
* Path Conputation El enent (PCE)
* Path Computation El ement Protocol (PCEP)
*  PCEP Peer
* PCEP speaker
Thi s docunent uses the following terns defined in [ RFC8402]:
* Segnent Routing (SR
*  Segnent ldentifier (SID)
Thi s docunent uses the following terns defined in [ RFC9256]:
* SR Policy
3. Overview of Extensions to PCEP
This section specifies the PCEP extensions that enable a PCC and PCE
to support Circuit-Style (CS) SR policies. These extensions build on
the base PCEP [ RFC5440], the Stateful PCE extensions [ RFC8231], and

the Segnent Routing (SR) Policy extensions [RFC9256]. The nechani sns
defined here allow a PCC or PCE to:
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3.

3.

3.

* Indicate the requirement for strict paths,

* Signal path persistency by disabling reconputation for specific
pat hs,

* |dentify and control behavior specific to GCrcuit-Style SR
polici es.

Unl ess explicitly stated, the procedures of existing PCEP nmessages
and obj ects remai n unchanged. The foll ow ng subsections describe the
specific object formats, TLVs, and flag definitions introduced to
realize this functionality.

1. New Flags in STATEFUL- PCE- CAPABI LI TY TLV

The STATEFUL- PCE- CAPABI LITY TLV is an optional TLV introduced in

[ RFC8231] in the OPEN object for stateful PCEP peer capability
advertisement. This docunent defines the follow ng new flags in that
TLV:

*  STRI CT- PATH- CAPABILITY - 1 bit (Bit Position 18) - If set to 1, it
i ndi cates support for the Strict-Path flag i n LSP- EXTENDED- FLAG
TLV. See Section 4.1 for details.

*  PATH RECOVPUTATI ON- CAPABI LI TY - 1 bit (Bit Position 19) - If set
to 1, it indicates support for PATH RECOVPUTATI ON TLV. See
Section 4.2 for details.

2. New Flag in the LSP-EXTENDED- FLAG TLV

The LSP- EXTENDED- FLAG TLV was introduced in Section 3.1 of [RFC9357].
Thi s docunent specifies new Strict-Path flag in the LSP-EXTENDED- FLAG
TLV.

O(Strict-Path) - 1 bit (Bit Position 4): If set to 1, this indicates
to the PCE that a path exclusively nmade of strict hops is required.
The strict hop definition is described in Section 4.1

3. PATH RECOVPUTATI ON TLV

Thi s docunent defines new TLV for the LSPA Object for encoding

i nformati on whet her path reconputation is allowed for del egated LSP
The TLV is optional. |If the TLV is included in LSPA object, the PCE
MUST NOT reconpute the path in cases specified by flags in the TLV.
Only the first instance of this TLV MJST be processed, subsequent

i nstances MJST be i gnored.
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0 1 2 3
01234567890123456789012345678901
T S o T o i S e S T i S e
| Type = 72 | Length = 4 |
e S S T S T i S S SR SUp A S S S A
| Reserved | Fl ags | Pl F|
i S T T I S T i S S e e s A SIS DU AU S g

Fi gure 1: PATH RECOVPUTATI ON TLV For mat
Type (16 bits): 72.
Length (16 bits): 4.

Reserved (16 bits): This field MIST be set to zero on transm ssion
and MUST be ignored on receipt.

Flags (16 bits): This docunent defines the following flag bits. The
other bits MJST be set to zero by the sender and MJST be ignored
by the receiver.

* P (Pernmanent): If set to 1, the PCE MUST NOT reconpute path
even if the current path does not satisfy path conputation
constraints. If this flag is cleared, then the PCE MAY
reconpute the path according to local policy if the origina
path is invalidated.

* F (Force): If set to 1, the PCE MUST NOT update the path
(exceptions description in Section 4.2). |If the flag is
cleared, the PCE MAY update the path based on an explicit
request fromthe operator

4. (Qperation
4.1. Strict Path Enforcenent

PCC MAY set the O flag in LSP-EXTENDED- FLAG TLV in a PCRpt nessage
sent to the PCE to indicate that a path exclusively made of strict
hops is required. It MJST NOT be set to 1 if one or both PCEP
speakers have not set the STRICT- PATH CAPABILITY flag to 1 in the
STATEFUL- PCE- CAPABI LI TY TLV. If the PCEP peer received LSP-EXTENDED
FLAG TLV with O flag set, but it does not support that flag, it MJST
send PCErr with Error-Type = 2 (Capability not supported).

O flag cl eared or LSP-EXTENDED- FLAG TLV not included indicates that a
| oose path is acceptabl e.
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In PCUpd or PClnitiate nessages, PCE MAY set Obit if the strict path
i s provided.

The flag is applicable only for stateful nessages. Existing O flag
in Request Paraneters (RP) object may be used to indicate simlar
behavi or in PCReq and PCRep nessages as described in Section 7.4.1 of
[ RFC5440] .

If the Oflag is set to 1 (either in the LSP-EXTENDED- FLAG TLV for
stateful nessages or in the RP object for statel ess nessages) for SR
pat hs introduced in [ RFC8664], the PCE MJST use only Segnent
Identifiers (SIDs) that explicitly specify adjacencies for packet
forwardi ng. For exanple, Adjacency SIDs MAY be used, but Prefix SIDs
MUST NOT be used (even if there is only one adjacency).

4.2. Path Reconputation

PCC MAY set flags in PATH RECOMPUTATI ON TLV to control path
comput ati on behavior on the PCE side. |If TLV is not included, then
the PCE MAY use local policy to trigger path conputation or LSP path
updat e.

I f a PCEP speaker does not recognize the PATH RECOVPUTATI ON TLV, it
MUST ignore the TLV based on Section 7.1 of [RFC5440]. |If a PCEP
speaker recogni zes the TLV but does not support the TLV, it MJST send
PCErr with Error-Type = 2 (Capability not supported). The LSP path
MAY be nodified if forwarded packets will still use the same path.

If the sane path can be encoded using Adjacency, Binding, Prefix, or
other SIDs, then PCE MAY swi tch between various representations of

t he same path.

The PATH RECOVPUTATI ON TLV defines the reconputation behavior for an
LSP based on a default rule that can be further restricted by the P
and F flags, as follows:

Def aul t Behavior (TLV present, no flags set):
The PCE MUST NOT reconpute the path in response to various
triggers if the current path remains valid and neets al
constraints (E.g. topology updates, periodic reoptimzation
timers, or changes in the state of other LSPs). However, the PCE
MAY reconpute the path if:

* The current path is invalidated (e.g., due to a topol ogy change
that makes it non-conpliant with LSP constraints).

* An operator explicitly triggers a reconputation via an

i mpl ement ati on-specific nmechanism(e.g., a CLI or northbound
Application Programming Interface (APlI) on the PCE)
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Per manent Flag (P=1):
The PCE MUST NOT reconpute the path even if it becones
invalidated. An operator-triggered reconputation is stil
permtted unless restricted by the F flag.

Force Flag (F=1):
The PCE MUST NOT update the path even if an operator explicitly
triggers it. Wen this flag is set, the only path updates a PCE
can initiate are to tear down the LSP (e.g., by sending a PCUpd
message with an enpty ERO or to bring it up again with the sane
path it had before being torn down.

TLV MAY be included in PClnitiate and PCUpd nessages to indicate,
which triggers will be disabled on the PCE. PCC MIST reflect flag
val ues in PCRpt nessages to forward the requirenment to other PCEs in
t he network

A PCC that receives a PCUpd nessage with a nodified path for an LSP
where such an update is bl ocked by flags in the PATH RECOVPUTATI ON
TLV (e.g., the F flag is set), it MIST reject the update and nai ntain
the existing path for the LSP. The PCC MJST al so send a PCErr
message to the PCE with Error-Type=19 ("Invalid Operation") and
Error-Val ue=TBD1 ("Path update is bl ocked by reconputation
constraint").

5. Manageability Considerations

Al'l manageability requirenents and considerations listed in

[ RFC5440], [RFC8231] and [ RFC8281] apply to PCEP protocol extensions
defined in this docunent. In addition, the requirenents and
considerations listed in this section apply.

5.1. Control of Function and Policy
A PCE or PCC inplenentation MAY allow the capability of supporting
PCEP extensions introduced in this docunent to be enabl ed/ di sabl ed as
part of the gl obal configuration.

5.2. Information and Data Mbdel s
An i npl enentati on SHOULD al |l ow an operator to view the PCEP peer
capability defined in this docunent. Section 4.1 and 4.1.1 of

[ RFC9826] shoul d be extended to include that capability for PCEP
peer .
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Section 4.2 of [RFC9826] nodul e shoul d be extended to add
notification for blocked recomputation that satisfies specified
constraints if reconputation is blocked using the PATH RECOVPUTATI ON
TLV.

5.3. Liveness Detection and Mnitoring

Crcuit-Style Policy draft [I-D.ietf-spring-cs-sr-policy] is already
descri bing connectivity verification and path validity considerations
for Circuit Style Policies.

5.4. Verify Correct Operations

A PCE i npl enentati on SHOULD notify the operator in case of bl ocked
reconputation for an LSP that no | onger satisfies specified
constraints. It SHOULD also allow the operator to view LSPs on the
PCE that does not satisfy specified constraints.

5.5. Requirenents On O her Protocols

The PCEP extensions defined in this docunent do not inply any new
requirenents on other protocols. The overall concept of Circuit
Style policies requires interaction with other protocols, but those
requirenents are already described in [I-D.ietf-spring-cs-sr-policy].

5.6. Inpact On Network Operations

The nechani sns defined in [ RFC5440], [RFC8231], and [ RFC8281] al so
apply to the PCEP extensions defined in this docunent.

6. Inplenentation Status

[Note to the RFC Editor - renmove this section before publication, as
wel |l as renpve the reference to RFC 7942. ]

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.
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According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmamde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

6.1. disco
* (Organi zation: Cisco Systens
* Inplenmentation: |10S-XR PCC and PCE.

* Description: PCEP extensions supported using VENDOR- | NFORVATI ON
oj ect.

* Maturity Level: Production.

* Coverage: Partial.

* Contact: ssidor@isco.com
7. Security Considerations

The security considerations described in [RFC5440], [RFC8231],
[ RFC8253], [ RFC8281] and [ RFC8664] are applicable to this docunent.

Note that this specification introduces the possibility to block path
reconputation after various topology events. This creates an
additional vulnerability if the security mechani snms of [RFC5440],

[ RFC8231], and [RFC8281] are not used. |If there is no integrity
protection on the session, then an attacker could bl ock path updates
fromPCE potentially resulting in a traffic drop.

As per [RFC8231], it is RECOMVENDED that these PCEP extensions can
only be activated on authenticated and encrypted sessions across PCEs
and PCCs bel onging to the sanme administrative authority, using
Transport Layer Security (TLS) [RFC8253][1-D.ietf-pce-pceps-tlsl3] as
per the recomrendati ons and best current practices in [ RFC9325].

8. | ANA Consi derati ons

| ANA nai ntains the "Path Conputation El ement Protocol (PCEP) Nunbers"
registry at <https://ww.iana. org/assi gnments/ pcep>.
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8.1. STATEFUL- PCE- CAPABI LI TY

[ RFC8231] defines the STATEFUL- PCE- CAPABILITY. 1ANA is requested to
confirmthe following allocations within the "STATEFUL- PCE- CAPABI LI TY
TLV Flag Field" registry of the "Path Conputation El enent Protocol
(PCEP) Numbers" registry group:

| Bit | Description | Reference |
R ettt e el
| 18 | STRICT- PATH CAPABI LI TY | This document |
S R e . +
| 19 | PATH RECOVPUTATI ON- CAPABI LI TY | This document |
+----- o mm e e e e e e e e e e e memmao-- Fom e e e oo - +

Table 1
8. 2. LSP- EXTENDED- FLAG TLV

[ RFC9357] defines the LSP-EXTENDED- FLAG TLV. [ ANA is requested to
confirmthe following allocation within the "LSP-EXTENDED FLAG TLV
Flag Field" registry of the "Path Conputation El enent Protocol (PCEP)
Nunbers" regi stry group:

[ ool oo oo oo el e o1
| Bit | Description | Reference |
B il el s ey
| 4 | Strict-Path Flag (O | This docunent |
+----- I I I I I i +

8.3. PATH RECOMPUTATI ON TLV

I ANA is requested to confirmthe followi ng allocation within the
"PCEP TLV Type Indicators" registry of the "Path Conputation El enent
Prot ocol (PCEP) Nunbers" registry group:

B e sty oot
| TLV Type | TLV Nane | Reference |
[ ety el Sl o
| 72 | PATH RECOMPUTATI ON TLV | Thi s docunent |
R B I I I A R I I T +

Table 3
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8.4. PATH RECOVPUTATION TLV Flag Field
| ANA has created a new registry nanmed " PATH RECOVPUTATI ON TLV Fl ag
Field" within the "Path Conputation El enent Protocol (PCEP) Nunbers”
registry group. New values are to be assigned by "I ETF Revi ew
[ RFC8126]. Each bit should be tracked with the follow ng qualities:
* Bit number (count fromO as the nmost significant bit)
* Description

* Reference

The registry contains the follow ng codepoints, with initial values,
to be assigned by ANA with the reference set to this docunent:

R ettty Sty Ly ——————
| Bit | Description | Reference |
[ ool oo ey e
| 0-13 | Unassigned | |
+------ F-- - - - - - S I +
| 14 | Pernmanent | This docunent |
+------ L i I i +
| 15 | Force | This docunent |
+------ I i I I T +
Tabl e 4

8.5. PCEP-Error Ohject

I ANA is requested to allocate new error types and error values within
the "PCEP- ERROR (bj ect Error Types and Val ues" sub-registry of the
PCEP Numbers registry for the follow ng errors.

[ ety el e sl Ll o
| Error-Type | Meaning | Error-Val ue | Reference |
| 19 | I'nvalid | TBDl: Path update is blocked | This |
| | Operation | by reconputation constraint | Document |
R S oo e e e e e e e e oo - - S +

9. Ref er ences
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