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Abst r act

Thi s docunent defines a nmechani sm based on CBOR Obj ect Signing and
Encryption (COSE) signatures to provide and verify the provenance of
YANG data, so it is possible to verify the origin and integrity of a
dat aset, even when those data are going to be processed and/or
applied in workfl ows where a crypto-enabled data transport directly
fromthe original data source is not available. As the application
of evi dence-based OAM aut omati on and the use of tools such as Al/M
grow, provenance validation becones nore relevant in all scenarios,
in support of the assuring the origin and integrity of data. The use
of conpact signatures facilitates the inclusion of provenance strings
in any YANG schena requiring them

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://dr2l opez. github.io/yang-provenance/draft-ietf-opsawg-yang-
provenance. htm . Status information for this document nmay be found
at https://datatracker.ietf.org/doc/draft-ietf-opsawg-yang-
provenance/ .

Di scussi on of this docunent takes place on the Operations and
Managenent Area Working Goup Working Group mailing |ist

(mai |l to: opsawg@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/opsawg/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/opsawy/.

Source for this draft and an issue tracker can be found at
https://github. com dr 2l opez/ yang- pr ovenance.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Novenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

OAM aut omati on, generally based on closed-1oop principles, requires
at least two datasets to be used. Using the comon ternms in Contro
Theory, we need those fromthe plant (the network device or segnent
under control) and those to be used as reference (the desired val ues
of the relevant data). The usual autonation behavi or conpares these
val ues and takes a deci sion, by whatever the nethod (al gorithmc,

rul e-based, an Al nodel tuned by M....) to decide on a control action
according to this comparison. Assurance of the origin and integrity
of these datasets, what we refer in this docunent as "provenance",
becones essential to guarantee a proper behavior of closed-|oop

aut omat i on.

When datasets are made avail able as an online data flow, provenance
can be assessed by properties of the data transport protocol, as |ong
as sone kind of cryptographic protocol is used for source

aut hentication, with TLS, SSH and | Psec as the nmi n exanples. But
when these datasets are stored, go through sone pre-processing or
aggregation stages, or even cryptographic data transport is not
avai | abl e, provenance nust be assessed by ot her neans.

The original use case for this provenance nmechani smis associ ated
with [ YANGrani fest], in order to provide a proof of the origin and
integrity of the provided nmetadata, and therefore the exanples in
thi s docunent use the nmodul es described there, but it soon becane
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clear that it could be extended to any YANG dat anodel to support
provenance evi dence. An analysis of other potential use cases
suggested the interest of defining an independent, generally
appl i cabl e nmechani sm

Provenance verification by signatures incorporated in YANG data can
be applied to any data processing pipeline, whether they rely on an
online flow or use some kind of data store, such as data | akes or

ti me-series databases. The application of recorded data for M
training or validation constitute the nost rel evant exanples of these
scenari os.

Thi s docunent provides a nechani smfor including digital signatures
within YANG data. It applies COSE [ RFC9052] to make the signature
compact and reduce the resources required for calculating it. This
mechani smis applicable to any serialization of the YANG data
supporting a clear nethod for canonicalization, but this docunent
consi ders three base ones: CBOR JSON and XM..

1.1. Target Depl oyment Scenari os

The provenance mechani sns described in this docunent are designed to
be flexible and applicable in nmultiple depl oynent contexts within
operational and managenent practices. The follow ng non-exhaustive
list provides exanples of intended depl oynent scenari os:

* Device Configuration Integrity: Digital signatures may be applied
to device configuration elenments to ensure that specific
configuration fragnents originate froman authorized source (e.g.,
controll er, automation systen) and have not been altered in
transit. This is useful for zero-touch provisioning and secure
configuration distribution in programrabl e networks.

* Telemetry and Mnitoring Data: Wen applied to operational state
or telemetry data (e.g., YANG Push updates or Subscription
Notifications), provenance signatures can help verify the
integrity and authenticity of data collected from network
el ements, especially when the data nmay traverse untrusted
col l ecti on pipelines.

*  Network-Wde Service Ochestration: In nulti-vendor or nulti-
domai n environnents, provenance can be used to track and validate
contributions fromdifferent orchestrators or domain controllers
in conposite service nmodels. This enables trustable service
chaining and auditability.
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2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The term "data provenance" refers to information describing the
origin of a piece of data and, when avail able, the history of
transformations or transfers it has undergone.

The signature nechani sns defined in this docunent provide integrity
protection and origin authentication for YANG data at the time of
signing. Wen applied iteratively by different entities along a data
pat h, these signatures can contribute to building a provenance trail.

However, such a trail is only as conplete as the set of signatures
present and its continuity is not guaranteed by these nechani sns
al one.

3. Defining Provenance El enents

The provenance for a given YANG el enent MJST be convened by a | eaf
el ement, containing the COSE signature bitstring built according to
the procedure defined belowin this section. The provenance | eaf
MJUST be of type provenance-signature, defined as foll ows:

typedef provenance-signature {

type binary;

description

"The provenance-sighature type represents a digital signature
corresponding to the associ ated YANG el enent. The signhature is based
on COSE and generated using a canonicalized version of the
associ ated el enent.";

reference

"RFC 9052: CBOR (bj ect Signing and Encryption (COSE): Structures and Process
draft-ietf-opsawg-yang- provenance";

The use of this type is the proper nethod for identifying signature

| eaves, and therefore whenever this type is used for a |l eaf elenent,
it MJST be considered a provenance signhature el enment, to be generated
or verified according to the procedures described in this section
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3.

3.

1.

2

Provenance Signature Strings

Provenance signature strings are COSE single signature nessages with
[nil] payload, according to COSE conventions and registries, and with
the following structure (as defined by [ RFC9052], Section 4.2):

COSE_Signl = |

protected /algorithmidentifier, kid, serialization-method/

unprotected /al gorithm paraneters/

signature /using as external data the content of the YANG
(nmeta-)data without the signature |eaf/

]

The COSE_Si gnl procedure yields a bitstring when building the
signature and expects a bitstring for checking it, hence the proposed
type for provenance signature | eaves. The structure of the

COSE_Si gnl consi sts of:

* The algorithmidentifier, which MJST foll ow COSE conventi ons and
registries.

* The kid (Key ID), to be locally agreed, used and interpreted by
the signer and the signature validator. URlIs [RFC3986] and
RFC822-styl e [ RFC5322] identifiers are typical values to be used
as kid.

* The serialization-nmethod, a string identifying the YANG
serialization in use. It MJST be one of the three possible val ues
"xm " (for XM. serialization [RFC7950]), "json" (for JSON
serialization [ RFC7951]) or "cbor" (for CBOR serialization
[ RFC9254]).

* The val ue al gorithmparaneters, which MJST foll ow the COSE
conventions for providing relevant paraneters to the signing
al gorithm

* The signature for the YANG el enment provenance is being established
for, to be produced and verified according to the procedure
descri bed bel ow for each one of the enclosing nethods for the
provenance string described bel ow.

Signature and Verification Procedures

To keep a conci se signature and avoid the need for w apping YANG
constructs in COSE envel opes, the whol e signature MJUST be built and
verified by neans of externally supplied data, as defined in

[ RFC9052], Section 4.3, with a [nil] payl oad.
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The byte strings to be used as input to the signature and
verification procedures MJST be built by:

* Selecting the exact YANG content to be used, according to the
correspondi ng encl osi ng et hods.

*  Appl yi ng the corresponding canoni cal i zati on nethod as described in
the follow ng section.

In order to guarantee proper verification, the signature procedure
MUST be the last action to be taken before the YANG construct being
signed is nade avail abl e, whatever the neans (sent as a reply to a
poll or a notification, witten to a file or record, etc.), and
verification SHOULD take place in advance of any processing by the
consum ng application. The actions to be taken if the verification
fails are specific to the consuming application, but it is
RECOMVENDED to at | east issue an error warning.

*Note:* In deploynments where YANG data are transported through
message broker systens, verification can be applied after nmessage
deserialization and before instance data processing, consistently
with the placenment described in [ YANGrsgbroker]. In such
scenarios, additional schena validation steps (e.g., YANG schema
validation perfornmed at the broker |evel) nmay conpl enent the
provenance mechani sm further strengthening data integrity before
application-level processing. The deploynent architecture is out
of scope for this docunent, as the provenance nechani sns defi ned
here are intentionally designed for general -purpose applicability
across any YANG data processing system

Canoni cal i zati on

Signature generation and verification require a canonicalization

met hod to be applied, that depends on the serialization used.
According to the three types of serialization defined, the follow ng
canoni cal i zati on nethods MJST be appli ed:

* For CBOR, length-first core determnistic encoding, as defined by
[ RFC8949] .

* For JSON, JSON Canonicalization Schenme (JCS), as defined by
[ RFC8785] .

* For XM., Exclusive XM Canonicalization 1.0, as defined by
[ XM_Si g] .
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3.4. Provenance- Si gnature YANG Mdul e

Thi s nodul e defi nes a provenance-signature type to be used in other
YANG nodul es.

<CODE BEG NS> file "ietf-yang-provenance@025-05-09. yang"
nmodul e i et f-yang-provenance {
yang-version 1.1;
namespace
"urn:ietf:parans: xn:ns:yang:ietf-yang-provenance";
prefix iyangprov;

organi zation "I ETF OPSAWG ( Operati ons and Managenent Area Wrking G oup)";
cont act

"WG Web: <https://datatracker.ietf.org/wy/ opsang/ >

WG List: <nailto: opsawg@etf.org>

Aut hors: Al ex Huang Feng
<mai | t o: al ex. huang-f eng@ nsa-1yon. fr>
D ego Lopez
<mai | to: di ego.r. | opez@el ef oni ca. conr
Ant oni o Past or
<mai | t 0: ant oni 0. past or peral es@ el ef oni ca. conp
Henk Birkhol z
<mai | t o: henk. bi rkhol z@i t. fraunhof er. de>";

description
"Defines a binary provenance-signhature type to be used in other YANG
nmodul es.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
nodi fication, is permtted pursuant to, and subject to the |icense
terns contained in, the Revised BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revi si on 2025-05-09 {
description
"First revision";
ref erence
"RFC XXXX: Applying COSE Signatures for YANG Data Provenance";
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typedef provenance-signature {
type binary;
description
"The provenance-signhature type represents a digital signature
corresponding to the associ ated YANG el enent. The signhature is based
on COSE and generated using a canonicalized version of the
associ ated el enent.";
ref erence
"RFC XXXX: Applying COSE Signatures for YANG Data Provenance";
}

}
<CODE ENDS>
4. Encl osi ng Met hods

Once defined the procedures for generating and verifying the
provenance signature string, let’'s consider how these signatures can
be integrated with the associ ated YANG data by encl osing the
signature in the data structure. This document considers four

di fferent enclosing nmethods, suitable for different stages of the
YANG schema and usage patterns of the YANG data. The encl osing

met hod defines not only how the provenance signature string is

conbi ned with the signed YANG data but al so the specific procedure
for selecting the specific YANG content to be processed when signing
and veri fying.

Appendi x A includes a set of exanples of the different enclosing
met hods, applied to the same YANG fragnent, to illustrate their use.

4.1. Including a Provenance Leaf in a YANG El enment

Thi s encl osing method requires a specific elenent in the YANG schema
defining the elenment to be signed (the enclosing elenment), and thus
i nplies considering provenance signatures when defining a YANG
nmodul e, or the use of augnentation to include the provenance
signature elenment in a existing YANG nodul e.

When defining a provenance signature |eaf elenent to appear in a YANG
schema by means of this encl osing nmethod, the provenance-signature

| eaf MAY be defined to be at any position in the enclosing el enent,
but only one such | eaf MJUST be defined for this enclosing el enent.

If the encl osing el enent contains other non-Ileaf elenents, they MAY
define their own provenance-signature |eaf, according to the sane
rule. In this case, the provenance-signature |eaves in the children
el ements are applicable to the specific child el ement where they are
encl osed, while the provenance-signature |eaf enclosed in the top-
nost el enent is applicable to the whole el enent contents, including
the children provenance-signature |eaf thenselves. This allows for
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recursive provenance validation, data aggregation, and the
application of provenance verification of relevant children el ements
at different stages of any data processing pipeline.

The specific YANG content to be processed SHALL be generated by
taki ng the whol e enclosing elenment and elimniating the |eaf
contai ni ng the provenance signature string.

As exanple, let us consider the two nodul es proposed in

[ YANGrani fest]. For the platform nanifest nodule, the provenance for
a platformwoul d be provided by augnenting the current schena with
the optional platformprovenance | eaf shown bel ow

modul e: ietf-platformmanifest
+--ro platforns
+--ro platfornt [id]

+-roid string
+--ro0 name? string
+--ro vendor? string
+--ro vendor-pen? ui nt 32
+--ro software-version? string
+--ro software-flavor? string
+--ro0 0S-version? string
+--ro0 0s-type? string
+--ro pl atform provenance? provenance- si ghat ure

+--r0 yang- push-streans
| +--ro streant [nane]

| +--ro name

| +--ro description?
+--ro0 yang-library

+ .

For data collections, the provenance of each one woul d be provided by
augnmenting the schema with an optional collector-provenance |eaf, as
shown bel ow
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nmodul e: ietf-data-collection-manifest
+--ro data-collections
+--ro data-collection* [platformid]
+--ro platformid
| -> [p-nf:platforms/platformid
+--ro0 coll ector-provenance? provenance- si ghat ure
+--ro0 yang- push-subscri ptions
+--ro0 subscription* [id]
+--ro id
| sn: subscription-id
+

Note how, in the two exanples, the el ement bearing the provenance
signature appears at different positions in the enclosing el enent.
And note that, for processing the elenent for signature generation
and verification, the signature el enent MJST be elinm nated fromthe
encl osi ng el emrent before applying the correspondi ng canoni calization
met hod.

Note that, in application of the recursion nechani smdescribed above,
a provenance el enment could be included at the top of any of the

col l ections, supporting the verification of the provenance of the
collection itself (as provided by a specific collector), wthout
interfering with the verification of the provenance of each of the
collection elenents. As an exanple, in the case of the platform
mani fests it would ook |ike:

modul e: ietf-platformmanifest
+--ro platforns
+--ro platformcoll ection-provenance? provenance-si gnature
+--ro platformt [id]

+--ro platform provenance? provenance- si gnat ure
+-roid string

+--ro0 name? string

+--ro vendor? string

+

Lopez, et al. Expi res 30 Novenber 2026 [ Page 11]



I nternet-Draft yang- dat a- pr ovenance May 2026

Note here that, to generate the YANG content to be processed in the
case of the collection the provenance |eafs of the indivual elenents
SHALL NOT be elimnated, as it SHALL be the case when generating the
YANG content to be processed for each individual elenment in the

col I ection.

4.2. Including a Provenance Signature in YANG Push Notifications

The signature nechani sm proposed in this document MAY be used with
YANG- Push [ RFC8641] to sign notifications generated directly by
publ i sher nodes. The signature is carried inside the notification
envel ope header defined in [I-D.ietf-netconf-notif-envel ope] as a new
ext ensi on.

The YANG content to be processed MJST consist of the content defined
by the "contents” elenment in [I-D.ietf-netconf-notif-envel ope].

The foll owi ng sections define the YANG nodul e that augnents the
"ietf-yp-notification" nmodule. |t extends the notification envel ope
header with a new | eaf for the provenance signature and an
augnentation to the "ietf-notification-capabilities"” to enable
clients discover the support of the provenance signature.

4.2.1. YANG Tree D agram

The following is the YANG tree di agram [ RFC8340] for the "ietf-yp-
provenance" nodul e.

nmodul e: i etf-yp-provenance
augment /sysc:system capabilities/notc:subscription-capabilities
/inotenv:notification-netadatalinotenv: netadat a:

+--ro notification-provenance? bool ean

augnent -structure /inotenv: envel ope:
+-- provenance? iyangprov:provenance-si gnature

And the following is the full YANG tree diagramfor the notification
structure.

modul e: ietf-notification

structure envel ope:

+-- event-tine yang: dat e-and-ti ne

+-- host nane? i net: host

+- - sequence- nunber ? yang: count er 32

+-- provenance? i yangpr ov: provenance- si gnat ur e
+-- contents? <anydat a>
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Unlike the first enclosing nethod, in this second encl osi ng nethod
the provenance |l eaf is added by augnmenting a structure
(/inotenv:envel ope). The provenance leaf is inserted before the
contents leaf. This ordering is inportant because the provenance
signature MJST cover the content of the notification but MJST NOT
include itself in the signature conputation. This ensures the
signature remains valid and verifiable. YANG augnmented structures
typically respect the convention that the anydata node, when present,
shoul d appear as the last elenent in the structure. Therefore, any
new y augnented el enents are autonmatically placed before it.

4.2.2. YANG Mdul e

The "ietf-yp-provenance" nodul e augnents "ietf-yp-notification"
modul e [1-D.ietf-netconf-notif-envel ope] addi ng the provenance | eaf
to the notification envelope structure. It also adds the
notification-provenance capability to allow clients to discover if
provenance signatures are supported.

<CODE BEG NS> file "ietf-yp-provenance@025-05-09. yang"
modul e i etf-yp-provenance {
yang-version 1.1;
namespace
"urn:ietf:parans: xm:ns:yang:ietf-yp-provenance";
prefix inotifprov;

inmport ietf-systemcapabilities {
prefix sysc;
ref erence
"RFC 9196: YANG Mbdul es Describing Capabilities for
Systens and Datastore Update Notifications";
}
inmport ietf-notification-capabilities {
prefi x notc;
ref erence
"RFC 9196: YANG Mbdul es Describing Capabilities for
Systens and Datastore Update Notifications";
}
i mport ietf-yang-provenance {
prefix iyangprov;
ref erence
"RFC XXXX: Applying COSE Signatures for YANG Data Provenance";

}
i mport ietf-yang-structure-ext {
prefix sx;
ref erence
"RFC 8791: YANG Data Structure Extensions";
}
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inmport ietf-yp-notification {
prefix inotenv;
ref erence
"RFC YYYY: Extensible YANG Mbdel for YANG Push Notifications";
}

organi zation "I ETF OPSAWG ( Operati ons and Managenent Area Wrking G oup)";
cont act

"WG Web: <https://datatracker.ietf.org/wy/ opsang/ >

WG List: <nailto: opsawg@etf.org>

Aut hors: Al ex Huang Feng
<mai | t o: al ex. huang-f eng@ nsa-1yon. fr>
D ego Lopez
<mai | to: di ego.r.| opez@ el ef oni ca. conr
Ant oni o Past or
<mai | t 0: ant oni 0. past or peral es@ el ef oni ca. conp";

description
"Defines a bynary provenance-signhature type to be used in other YANG
nodul es.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stri bution and use in source and binary forns, with or without
nmodi fication, is permtted pursuant to, and subject to the |icense
terms contained in, the Revised BSD License set forth in Section
4.c of the IETF Trust’'s Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices."”;

revisi on 2025-05-09 {
description
"First revision";
ref erence
"RFC XXXX: Applying COSE Signatures for YANG Data Provenance";
}

sx: augnent -structure "/inotenv:envel ope" {
| eaf provenance {
type iyangprov: provenance- si gnat ur e;
description
"COSE signature of the content of the Notification for
provenance verification.";
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}

augnment "/sysc:system capabilities”
+ "/ notc:subscription-capabilities"
+ "/inotenv:notification-netadata/inotenv:netadata” {
description
"Extensions to Notification Capabilities enabling clients to
know whet her the provenance signature is supported.”;
| eaf notification-provenance {
type bool ean;
default "false";
description
"Support of the provenance signature on YANG Push
Notifications.";

}
}
}
<CODE ENDS>
4.3. Including Provenance as Metadata in YANG | nstance Data

Provenance signature strings can be included as part of the netadata
in YANG i nstance data files, as defined in [ RFC9195] for data at
rest. The augnmented YANG tree diagramincluding the provenance
signature is as foll ows:

modul e: ietf-yang-instance-data-provenance
augnent -structure /id:instance-data-set:
+-- provenance? iyangprov:provenance-si ghature
*Note:* As in the second enclosing nmethod, since this is a data
structure, the provenance |eaf appears before the content-data
el ement .
The resulting YANG tree structure is:

structure instance-data-set:

+ ...

+-- tinmestanmp? yang: dat e-and-ti ne

+-- provenance? i yangpr ov: provenance- si gnat ur e
+-- content-data? <anydat a>

The provenance signature defined in this enclosing nethod applies to
the whol e content of the instance-data-set structure. This is

i ndependent of any other provenance signature strings that mght be
present within the content-data itself through other enclosing

met hods.
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The specific YANG content to be processed SHALL be generated by
taking the contents of instance-data-set structure, excluding the
provenance signature elenment itself and applying the correspondi ng
canoni cal i zati on net hod.

4.3.1. YANG Mdul e

Thi s nodul e defines the provenance signature el enent to be included
as metadata of a YANG data instance.

<CODE BEG NS>
file "ietf-yang-instance-data-provenance@025-07-07. yang"
nmodul e i etf-yang-instance-dat a- provenance {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-yang-instance-data-provenance";
prefix "yidprov";
import ietf-yang-instance-data {
prefix "id";
reference
“RFC 9195 A File Format for YANG I nstance Data”
}

i mport ietf-yang-provenance {
prefix iyangprov;
ref erence
"RFC XXXX: Applying COSE Signatures for YANG Data Provenance";

}
import ietf-yang-structure-ext ({

prefix sx;

ref erence

"RFC 8791: YANG Data Structure Extensions";

}
organi zation "I ETF OPSAWG ( Operati ons and Managenent Area Wrking G oup)"”;
cont act

"WG Web: <https://datatracker.ietf.org/wy/ opsawg/ >
WG List: <mailto:opsawg@etf.org>

Aut hors: Ana Mendez
<mai | t 0: ana. nendezper z@ el ef oni ca. conp
D ego Lopez
<mai | to: di ego.r.| opez@el ef oni ca. comp";
description
"Defines a binary provenance-sighature type to be used as netadata
in a YANG data instance.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
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nmodi fication, is permtted pursuant to, and subject to the license
terms contained in, the Revised BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revisi on 2025-07-07 {
description "First revision.";
reference "RFC XXXX: Appl yi ng COSE Si gnatures for YANG Data Provenance";
}
sx: augnent-structure "/id:instance-data-set" {
| eaf provenance {
type iyangprov: provenance- si gnat ure;
description
"Provenance signature that applies to the full content-data block of an instan
ce dataset.This signhature can be used to verify the integrity and authenticity of the ins
tance data.";

}
}
}
<CODE ENDS>
4.4. Including Provenance in YANG Annot ations

The use of annotations as defined in [ RFC7952] seens a natura

encl osi ng net hod, dealing with the provenance signature string as
nmet adat a extension and not requiring nodification of existing YANG
schenas. The provenance-string annotation is defined as foll ows:

md: annot ati on provenance {
type provenance-signature;
description
"This annotation contains a digital signature corresponding
to the YANG elenent in which it appears.”;

}

The specific YANG content to be processed SHALL be generated by
elimnating the provenance annotation (encoded according to what is
described in Section 5 of [RFC7952]) fromthe elenment it applies to,
bef ore invoking the correspondi ng canoni calization nethod. In
application of the general recursion principle for provenance
signature strings, any other provenance strings within the elenment to
whi ch the provenance-string applies SHALL be left as they appear,

what ever the encl osi ng nmethod used for them
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4.4.1. YANG Mbddul e

Thi s nodul e defines a netadata annotation to include a provenance
signature for a YANG el enent.

<CODE BEG NS> file "ietf-yang-provenance-annotati on@024-06-30. yang"
nmodul e i et f-yang-provenance-annotation {
yang-version 1.1;

namespace
"urn:ietf:parans: xn:ns:yang:ietf-yang-annotation”;

prefix "ypmd";

i mport ietf-yang-netadata {
prefix "md";

}

organi zation "I ETF OPSAWG ( Operati ons and Managenent Area Wrking G oup)"”;

cont act

"WG Web: <https://datatracker.ietf.org/wy/ opsawg/ >
WG List: <nmilto: opsawg@etf.org>

Aut hors: Diego Lopez
<mai | to: di ego.r.| opez@el ef oni ca. conr
Al ex Huang Feng
<mai | t 0: al ex. huang-feng@ nsa-1yon.fr>
Ant oni o Past or
<mai | t 0: ant oni 0. past or peral es@ el ef oni ca. conr
Henk Birkhol z
<mui | t o: henk. bi rkhol z@i t. f raunhof er. de>";
description
"Defines a binary provenance-sighature type to be used in YANG
met adat a annot ati ons

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
nmodi fication, is permtted pursuant to, and subject to the |icense
ternms contained in, the Revised BSD License set forth in Section
4.c of the IETF Trust’s Legal Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revi si on 2024-06- 30 {
description
"First revision";
reference
"RFC XXXX: Applying COSE Signatures for YANG Data Provenance";
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}

md: annot ati on provenance {
type iyangprov: provenance- si gnat ure;
description
"This annotation contains the provenance signature for
the YANG el ement associated with it";

}
}
<CODE ENDS>

5. Security Considerations

The provenance assessnent nechani sm described in this docunent relies
on COSE [ RFC9052] and the deterministic encoding or canonicalization
procedures described by [ RFC8949], [RFC38785] and [ XMLSig]. The
security considerations made in these references are fully applicable
here.

The considered threat nodel assunes an attacker with the ability to
i ntercept, observe, copy, replay, or nodify YANG data in transit or
at rest.

The nechani sns defined here protect against data tanpering: any

nmodi fication of signed YANG data will result in signature
verification failure, providing integrity protection fromthe point
of signing onward. Additionally, the signature binds the data to the
entity holding the corresponding private key, providing origin

aut hentication for the signed data.

The following threats are explicitly outside the scope of this
mechani sm

* |f the signing entity’s private key is conprom sed, an attacker
can produce valid signatures; protection against key conprom se
must be addressed by the key managenent infrastructure (e.g., PKI
certificate revocation).

* These mechani sms do not guarantee that all intermediate steps in a
data path provides a signature: a provenance trail is only as
conplete as the set of signatures that are present, and gaps in
signing by internediate entities are not detectable by these
mechani snms al one.

* Alegitimate entity with access to a valid private key nmay sign
incorrect or malicious data; these mechani sns provide no
protection against a signing entity that intentionally or
uni ntentionally produces erroneous data.
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6

6

* Finally, these mechanisns do not inherently guarantee the
freshness of signed data; replay of previously signed valid data
is not prevented unl ess additional nechanisns, such as tinestanps
or nonces bound to the signature context, are enpl oyed.

The verification step depends on the association of the kid (Key ID)
with the proper public key. This is a local matter for the verifier
and its specification is out of the scope of this docunent.
Simlarly, key association with reliable data sources is a depl oynent
deci sion, though a coupl e of deploynent patterns can be considered,
dependi ng on the application scenario under consideration. On the
one hand, identities nmay be associated to controller entities (a
domai n controller, a person in charge of operational aspects, an
organi zational unit managi ng an admini strative domain, ec.) owning
the private keys to be use in generating the provenance signatures
for YANG data such as configurations or telenetry. Alternatively,

i ndi vi dual devices may hold the identities and corresponding private
keys to generate provenance signatures for locally originated data
(e.g., telenetry updates). The use of certificates, PKI mechanisns,
or any ot her secure out-of-band distribution of id-public key

mappi ngs i s RECOMVENDED.

| ANA Consi der ati ons
1. |1ETF XM. Registry

Thi s docunent registers the following URIs in the "I ETF XM. Regi stry"
[ RFC3688] :

URI: urn:ietf:parans:xm:ns:yang:ietf-yang-provenance
Regi strant Contact: The | ESG
XM.: NA; the requested URI is an XML nanespace

URI: urn:ietf:parans: xnl:ns:yang:ietf-yp-provenance
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XM. nanmespace

URI: urn:ietf:parans: xm:ns:yang:ietf-yang-instance-data-provenance
Regi strant Contact: The |ESG
XM.: NA; the requested URI is an XM. nanespace

URI: urn:ietf:parans: xn:ns:yang:ietf-yang-annotation-pnd
Regi strant Contact: The | ESG
XM.: NA; the requested URI is an XML nanespace
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6.2. YANG Mbdul e Nane

Thi s docunent registers the follow ng YANG nodul es in the "YANG
Modul e Nanes" registry [ RFC6020]:

name: ietf-yang-provenance

nanespace: urn:ietf:paranms:xm :ns:yang:ietf-yang-provenance
prefix: iyangprov

ref erence: RFC XXXX

nane: ietf-yp-provenance

nanespace: urn:ietf:parans: xm :ns:yang:ietf-yp-provenance
prefix: inotifprov

ref erence: RFC XXXX

nane: ietf-yang-instance-data-provenance

nanespace: urn:ietf:parans:xm :ns:yang:ietf-yang-instance-data-provenance
prefix: yidprov

ref erence: RFC XXXX

nane: ietf-yang-provenance-annotation

nanespace: urn:ietf:parans: xm :ns:yang:ietf-yang-annotation-pnd
prefix: ypnd

reference: RFC XXXX

6.3. YANG SID-file

IANA is requested to register a new ".sid" file in the "I ETF YANG SI D
Ranges" [ RFC9595]:

SID range entry point: TBD

SI D range size: 20

YANG nodul e nane: ietf-yang-provenance
reference: RFC-to-be

A ".sid" file is proposed in Appendix B
7. Implenentation Status

An open-source reference inplenmentation, witten in Java, is
avai l abl e at https://github.conitefiros/cose-provenance
(https://github.conmtefiros/cose-provenance). This inplenmentation
has been used to generate the exanples in the appendix of this
docunent, and was first denonstrated at the | ETF 122 Hackat hon. Work
is ongoing to explore its integration with other open-source YANG
nmodul es. A Kaf ka nmessage broker integration was presented at the

| ETF 123 Hackat hon aining at convergence with current efforts on YANG
Push. The inplenentation is available at https://github.comtefiros/
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kaf ka- provenance (https://github.conm tefiros/kafka-provenance).
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Appendi x A. Exanples of Application of the Different Enclosing Methods
In the exanples that follow, the signature strings have been w apped
and, in some cases, indented to inprove readability. |f these
exampl es are used for any kind of validation, all intermediate
carriage returns and whitespace should be deleted to build the actual
signature string to be considered.

XML

Let us consider the followi ng YANG i nstance, corresponding to a
monitoring interface statement, as defined in [ RFC7223]:
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<?xm version="1. 0" encodi ng="UTF-8"?>
<interfaces xm ns="urn:ietf:paranms: xn :ns:yang:ietf-interfaces">
<interface>
<nane>G gabi t Et her net 1</ nane>
<type xmns:ianaift="urn:ietf:parans:xm:ns:yang:iana-if-type">
i anai ft: ethernet Csmacd</type>
<admi n- st at us>up</ adm n- st at us>
<oper - st at us>up</ oper - st at us>
<l ast - change>2024- 02-03T11: 22: 41. 081+00: 00</ | ast - change>
<if-index>1</if-index>
<phys-addr ess>0c: 00: 00: 37: d6: 00</ phys- addr ess>
<speed>1000000000</ speed>
<statistics>
<di scontinuity-tinme>2024-02-03T11: 20: 38+00: 00</ di sconti nuity-ti me>
<i n-oct et s>8157</i n-oct et s>
<i n-uni cast - pkt s>94</i n- uni cast - pkt s>
<i n- br oadcast - pkt s>0</i n- br oadcast - pkt s>
<in-nul ti cast-pkts>0</in-nulticast-pkts>
<i n-di scards>0</i n-di scar ds>
<in-errors>0</in-errors>
<i n- unknown- pr ot 0s>0</i n- unknown- pr ot 0s>
<out - oct et s>89363</ out - oct et s>
<out - uni cast - pkt s>209</ out - uni cast - pkt s>
<out - br oadcast - pkt s>0</ out - br oadcast - pkt s>
<out - nul ti cast - pkt s>0</ out - nul ti cast - pkt s>
<out - di scar ds>0</ out - di scar ds>
<out -errors>0</out-errors>
</statistics>
</interface>
</interfaces>

Using the first enclosing nethod, we will denonstrate how to augnent
the previous ietf-interfaces YANG nodul e by defining it in the new
exanpl e nodul e bel ow.
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nmodul e i nterfaces-provenance-augnent ed {
yang-version 1.1;
nanespace "urn: exanpl e:interfaces-provenance-augnent ed”;
prefix ifprov;

inport ietf-interfaces {
prefix if;

} _

i mport ietf-yang-provenance {
prefix iyangprov;

}

description
"Augnents ietf-interfaces with provenance informtion";

revision "2025-10-08" {
description
"Initial revision of the augnment nodul e addi ng provenance information to ietf-inter
faces.";

}

augnent "/if:interfaces" {
| eaf interfaces-provenance {
t ype iyangprov: provenance-si gnat ure;
description
"Si gnature proving provenance of the interface configuration”;

The following tree diagramillustrates the augmentation of the ietf-
interfaces nodule with a provenance-signature at the root container:

nmodul e: ietf-interfaces
+--rwinterfaces
+--rw interface* [nane]
| +--rw nane string
| +--rwtype i dentityref
| .

+--rw ifprov:interfaces-provenance? iyangprov:provenance-signhature

The foll owing exanple illustrates how a provenance signature can be
attached to the root interfaces container to protect the entire set
of interface configuration and operational data. This augnentation
adds a provenance-signature | eaf at the root interfaces container
(naned "interfaces-provenance" in this case) and produces the
fol | owi ng out put:
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<?xm version="1. 0" encodi ng="UTF-8"?>
<interfaces xm ns="urn:ietf:paranms: xn :ns:yang:ietf-interfaces">
<i nterfaces-provenance xm ns="urn: exanpl e:i nt erfaces-provenance- augnent ed" >
0OoRRowN eGLlsBG&dI YzI ua2V5ASag9l hAvzy FPSHPONONaqTRxKnSger r DS6C
QXISK+5Ndpr zQZLf 0QsHt Ai 2pxzbuDJDy9kZoy1JTvNaJmvk GTLdnmdkt ug==
</interfaces-provenance>
<interface>
<nanme>G gabi t Et her net 1</ name>
<type xmns:ianaift="urn:ietf:params:xm :ns:yang:iana-if-type">
i anai ft: et hernet Csmacd</type>
<adni n- st at us>up</ adm n- st at us>
<oper - st at us>up</ oper - st at us>
<l ast - change>2024- 02- 03T11: 22: 41. 081+00: 00</ | ast - change>
<if-index>1</if-index>
<phys-addr ess>0c: 00: 00: 37: d6: 00</ phys- addr ess>
<speed>1000000000</ speed>
<statistics>
<di scontinuity-ti me>2024-02-03T11: 20: 38+00: 00</ di sconti nui ty-ti ne>
<i n-oct et s>8157</i n-oct et s>
<i n-uni cast - pkt s>94</ i n- uni cast - pkt s>
<i n- br oadcast - pkt s>0</i n- br oadcast - pkt s>
<in-nmul ticast-pkts>0</in-nulticast-pkts>
<i n-di scards>0</i n-di scar ds>
<in-errors>0</in-errors>
<i n- unknown- pr ot 0s>0</i n- unknown- pr ot 0s>
<out - oct et s>89363</ out - oct et s>
<out - uni cast - pkt s>209</ out - uni cast - pkt s>
<out - br oadcast - pkt s>0</ out - br oadcast - pkt s>
<out - mul ti cast - pkt s>0</ out - mul ti cast - pkt s>
<out - di scar ds>0</ out - di scar ds>
<out - errors>0</out-errors>
</statistics>
</interface>
</interfaces>

The second encl osing met hod shows a notification with the provenance
signature included inside the notification envel ope. The provenance
element is placed i medi ately before the contents el enent:
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<?xm version="1. 0" encodi ng="UTF-8"?>
<envel ope xm ns="urn:ietf:paranms: xm : ns:yang:ietf-yp-notification">
<event -ti me>2024- 02- 03T11: 37: 25. 94Z</ event - ti me>
<provenance xm ns="urn:ietf:parans: xnl :ns:yang:ietf-yp-provenance">
OoRRowNj eGlsB&dI YzI ua2V5ASag9l hAzyJBpvnpzl / Ti rrj ckAA29q6QnT
u56L8ZhUXXhuOKFcKh1qSRFx2wGR/ y+xgKi gVHYi cC7f p/ 0Al HSXW KB2sg==
</ pr ovenance>
<cont ent s>
<push-updat e xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push">
<i d>1011</i d>
<dat ast or e- cont ent s>
<interfaces-state xm ns="urn:ietf:parans: xm :ns:yang:ietf-interfaces">
<interface>
<nanme>G gabi t Et her net 1</ name>
<type xmns:ianaift="urn:ietf:params:xm :ns:yang:iana-if-type">
i anai ft: ethernet Csmacd</type>
<adni n- st at us>up</ adm n- st at us>
<oper - st at us>up</ oper - st at us>
<l ast - change>2024- 02- 03T11: 22: 41. 081+00: 00</ | ast - change>
<if-index>1</if-index>
<phys-addr ess>0c: 00: 00: 37: d6: 00</ phys- addr ess>
<speed>1000000000</ speed>
<statistics>
<di sconti nuity-time>2024-02-03T11: 20: 38+00: 00</ di sconti nui ty-
time>

<i n-octets>8157</i n-oct et s>
<i n-uni cast - pkt s>94</ i n- uni cast - pkt s>
<i n- br oadcast - pkt s>0</i n- br oadcast - pkt s>
<in-nmul ticast-pkts>0</in-nulticast-pkts>
<i n-di scards>0</i n-di scar ds>
<in-errors>0</in-errors>
<i n- unknown- pr ot 0s>0</ i n- unknown- pr ot os>
<out - oct et s>89363</ out - oct et s>
<out - uni cast - pkt s>209</ out - uni cast - pkt s>
<out - br oadcast - pkt s>0</ out - br oadcast - pkt s>
<out - nul ti cast - pkt s>0</ out - nul ti cast - pkt s>
<out - di scar ds>0</ out - di scar ds>
<out - errors>0</out-errors>
</statistics>
</interface>
</interfaces-state>
</ dat ast or e- cont ent s>
</ push- updat e>
</ cont ent s>
</ envel ope>

The third encl osing nmethod, applicable if the instance is to be
stored as YANG i nstance data at rest, by adding the corresponding
met adata, woul d produce a results as shown bel ow
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<?xm version="1. 0" encodi ng="UTF-8"?>
<i nstance-dat a-set xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-instance-data">
<name>at Rest YANG</ nane>
<cont ent - schema></ cont ent - schenma>
<revi si on>
<dat e>2024- 11- 03</ dat e>
<descri pti on>For denos</description>
</ revi sion>
<description>Sanpl e for denonstrating provenance signatures</description>
<cont act >di ego. r. | opez@ el ef oni ca. conx/ cont act >
<provenance xm ns="urn:ietf:paranms: xn :ns:yang:ietf-yang-instance-data-provenance">
OoRRowN eGLsBCGdI Yzl ua2V5ASag9l hAW f +f Mof NChKUYZ52UTOBmAl YPFe4
vl ZOLyZeWDCU7/ 2Qut DeMC&8+n8Br nb8j qLj KbcueKLFq8gFJb4nvPY+Q==
</ pr ovenance>
<cont ent - dat a>
<interfaces-state xm ns="urn:ietf:parans:xnm :ns:yang:ietf-interfaces">
<interface>
<nane>G gabi t Et her net 1</ name>
<type xm ns:ianaift="urn:ietf:parans: xn :ns:yang:iana-if-type">
i anai ft: et hernet Csmacd</type>
<admi n- st at us>up</ adm n- st at us>
<oper - st at us>up</ oper - st at us>
<l ast - change>2024- 02- 03T11: 22: 41. 081+00: 00</ | ast - change>
<if-index>1</if-index>
<phys-addr ess>0c: 00: 00: 37: d6: 00</ phys- addr ess>
<speed>1000000000</ speed>
<statistics>
<di scontinuity-tinme>2024-02-03T11: 20: 38+00: 00</ di sconti nuity-ti me>
<i n-octets>8157</i n-oct et s>
<i n-uni cast - pkt s>94</i n- uni cast - pkt s>
<i n- br oadcast - pkt s>0</i n- br oadcast - pkt s>
<in-mul ticast-pkts>0</in-nulticast-pkts>
<i n-di scards>0</i n-di scar ds>
<in-errors>0</in-errors>
<i n- unknown- pr ot 0s>0</i n- unknown- pr ot 0s>
<out - oct et s>89363</ out - oct et s>
<out - uni cast - pkt s>209</ out - uni cast - pkt s>
<out - br oadcast - pkt s>0</ out - br oadcast - pkt s>
<out - mul ti cast - pkt s>0</ out - mul ti cast - pkt s>
<out - di scar ds>0</ out - di scar ds>
<out - errors>0</out-errors>
</statistics>
</interface>
</interfaces-state>
</ cont ent - dat a>
</instance- dat a- set >

Lopez, et al. Expi res 30 Novenber 2026 [ Page 29]



I nternet-Draft yang- dat a- pr ovenance May 2026

Finally, using the fourth enclosing nethod, the YANG instance would
i ncorporate the correspondi ng provenance netadata as an annotation,
usi ng the nanespace prefix specified in the ietf-yang-provenance-
annot ation nodul e, as introduced in Section 4.4:

<?xm version="1.0" encodi ng="UTF-8"?>

<interfaces-state xmns="urn:ietf:parans: xm :ns:yang:ietf-interfaces"
xm ns: ypnd="urn:ietf:params: xm :ns:yang:ietf-yang-annotation-pnd
ypmd: provenance=
"0oRRowN eGlsBGdI Yzl ua2V5ASag9l hAzen3BnBAZoy Xuet poTB70SzZgKVxeu
OMD99s m+-NXSqCf ngBKf XeugDNEKUEr +EOXi As0986f b AHQCHbAJMOhw==">

<interface>
<nane>G gabi t Et her net 1</ name>
<type xmns:ianaift="urn:ietf:params:xm :ns:yang:iana-if-type">
i anai ft: et hernet Csmacd</type>
<admi n- st at us>up</ adm n- st at us>
<oper - st at us>up</ oper - st at us>
<l ast - change>2024- 02- 03T11: 22: 41. 081+00: 00</ | ast - change>
<if-index>1</if-index>
<phys- addr ess>0c: 00: 00: 37: d6: 00</ phys- addr ess>
<speed>1000000000</ speed>
<statistics>
<di scontinuity-tine>2024-02-03T11: 20: 38+00: 00</ di sconti nuity-ti me>
<i n-oct et s>8157</i n-oct et s>
<i n-uni cast - pkt s>94</i n- uni cast - pkt s>
<i n- br oadcast - pkt s>0</i n- br oadcast - pkt s>
<in-nul ticast-pkts>0</in-nulticast-pkts>
<i n-di scards>0</in-di scards>
<in-errors>0</in-errors>
<i n- unknown- pr ot 0s>0</i n- unknown- pr ot os>
<out - oct et s>89363</ out - oct et s>
<out - uni cast - pkt s>209</ out - uni cast - pkt s>
<out - br oadcast - pkt s>0</ out - br oadcast - pkt s>
<out - mul ti cast - pkt s>0</ out - nul ti cast - pkt s>
<out - di scar ds>0</ out - di scar ds>
<out - errors>0</out-errors>
</statistics>
</interface>
</interfaces>

JSON

Let us consider the followi ng YANG i nstance, corresponding to the
same nonitoring interface statenment, with JSON serialization:
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{

yang- dat a- pr ovenance

"ietf-interfaces:interfaces": {
"interface": [

{

"nanme": "G gabitEthernetl",
"type": "ianaift:ethernetCsnacd",
"adm n-status": "up",
"oper-status": "up",

"| ast - change":
"if-

i ndex": 1,

"phys-address": "0c:00:00: 37: d6: 00",
"speed": 1000000000,
"statistics": {

"discontinuity-tinme": "2024-02-03T11: 20: 38+00

"out-octets": 89363;

n-octets": 8157,
n-uni cast - pkts": 94,
n- br oadcast - pkts": 0,
n-nul ticast-pkts": O,
n-di scards": O,
n-errors": O,

n- unknown- prot os": O,

"out - uni cast - pkts": 209,
"out - broadcast - pkts": 0,
"out-nmul ticast-pkts": O,
"out-discards": 0,
"out-errors": O

"2024-02-03T11: 22: 41. 081+00: 00",

May 2026

100",

Applying the first enclosing nethod, a provenance-signature |eaf at
the top el enent (naned "interfaces-provenance" in this case") would
be included foll owi ng the augnmentation nodul e previously defined for

the XML exanpl e.

Lopez, et al.
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{

"ietf-interfaces:interfaces": {
"interface": [
{

"nanme": "G gabitEthernetl",

"type": "ianaift:ethernetCsnacd",

"adm n-status": "up",

"oper-status": "up",

"l ast-change": "2024-02-03T11:22:41. 081+00: 00",

"if-index": 1,

"phys-address": "0c:00:00: 37: d6: 00",

"speed": 1000000000,

"statistics": {

"discontinuity-tinme": "2024-02-03T11: 20: 38+00: 00",
"in-octets": 8157,

i n-uni cast - pkts": 94,
i n-broadcast - pkts": 0,
in-multicast-pkts": 0,
i n-di scards": 0O,
in-errors": O,
i n- unknown- pr ot 0s":
"out-octets": 89363,
"out - uni cast - pkts": 209,
"out - broadcast - pkts": 0,
"out-nmul ticast-pkts": O,
"out-discards": O,
"out-errors": O

}

01

}
1,
"interfaces-provenance-augnent ed: i nt erfaces-provenance"
" 0oRRowN eGlsBGdI Yzl ua2V5ASag9l hAvzy FP5HPOnONagTRxKnSger r DS6C
QXISK+5Ndpr zQZLf 0 Ht Al 2pxzbuDJDy9kZoy1JTvNaJ mvk GTLdndkt ug=="

}
}

The second encl osi ng method woul d translate into a notification
i ncludi ng the "provenance" el enent as foll ows:
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{
"ietf-yp-notification:envel ope" : {
"event-time" : "2013-12-21T00: 01l: 00Z",
"contents": {
"i etf-yang-push: push-update": {
"id": 1011,
"dat astore-contents": {
"ietf-interfaces:interfaces-state": {
"interface": [ {
"nanme": "G gabitEthernetl",
"type": "ianaift:ethernetCsnacd",
"adm n-status": "up",
"oper-status": "up",
"l ast-change": "2024-02-03T11:22:41. 081+00: 00",
"if-index": 1,
"phys-address": "0c:00:00: 37: d6: 00",
"speed": 1000000000,
"statistics": {
"discontinuity-time": "2024-02-03T11: 20: 38+00: 00",
"in-octets": 8157,
i n-uni cast-pkts": 94,
i n-broadcast-pkts": 0
in-multicast-pkts": 0,
i n-di scards": 0O,
in-errors": O,
i n-unknown- protos": 0,
"out-octets": 89363,
"out - uni cast - pkts": 209,
"out - broadcast - pkts": 0,
"out-nmul ticast-pkts": O,
"out-discards": O,
"out-errors”": O

}

Zetf—yp—provenance:provenancé'
"0oRRowNj eGLsBGdI Yzl ua2V5ASag9l hAi KEKLQKIT12LsNgxt 8W | El 651 y
E/ mL2dr Cf | +wh7T61c TYhFGdEe X8 A5SFOvMUMROZebq/ VWFewlUZe VY&ZBOQ=="
}
}

The third encl osing nmethod, applicable if the instance is to be
stored as YANG i nstance data at rest, by adding the corresponding
met adata, woul d produce a results as shown bel ow

Lopez, et al. Expi res 30 Novenber 2026 [ Page 33]



I nternet-Draft yang- dat a- pr ovenance May 2026

{
"ietf-yang-instance-data:instance-data-set" : {
"name" : "interfaces-|abTlD status"”,
"contact" : "sofia.garciarincon.practicas@ el efoni ca. cont',
"timestamp” : "Thu Jul 18 11:42:06 CEST 2024",
"content-data" : {
"ietf-interfaces:interfaces": {
"interface": |
{
"nanme": "G gabitEthernetl",
"iana-if-type:type": "ianaift:ethernetCsnacd",
"adm n-status": "up",
"oper-status": "up",
"l ast-change": "2024-02-03T11:22:41. 081+00: 00",
"if-index": 1,
"phys-address": "0c:00:00: 37:d6: 00",
"speed": 1000000000,
"statistics": {
"discontinuity-time": "2024-02-03T11: 20: 38+00: 00",
"in-octets": 8157,
"in-unicast-pkts": 94,
"in-broadcast-pkts": O,
"in-multicast-pkts": O,
"in-discards": 0,
"in-errors": O,
"in-unknown-protos": O,
"out-octets": 89363,
"out - uni cast - pkts": 209,
"out - broadcast - pkts": 0,
"out-nmul ticast-pkts": O,
"out-discards": O,
"out-errors”": O
}
}
]
}
}
"i etf-yang-instance-dat a- provenance: provenance"
"0oRRowlN eGlsBGdI Yzl ua2V5ASag9l hAmop/ c7wivtj Rm SPVy65F/ N6Q21dsG
kj GQ | DRi zhu3Wwi 9Je+VUf 5sqwl hSwQCdv5u7nmRXa6Pd9dhCwdxd =="
}
}

Finally, using the fourth enclosing nethod, the YANG i nstance woul d
i ncorporate the correspondi ng provenance netadata as an annotation,
usi ng the nanespace prefix specified in the yang-provenance-netadata
nmodul e, as introduced in Section 4.4, and the recomendations in
section 5.2.3 of [RFC7952]:
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{

ietf-interfaces:interfaces" : {

"interface" : [
{
"nanme" : "G gabitEthernetl",
"iana-if-type:type" : "ianaift:ethernetCsnmacd",
"adm n-status" : "up",
"oper-status" : "up",
"l ast-change" : "2024-02-03T11:22:41. 081+00: 00",
"if-index" : 1,
"phys-address” : "Oc: 00:00: 37: d6: 00",
"speed" : 1000000000,
"statistics" : {
"discontinuity-time" : "2024-02-03T11: 20: 38+00: 00",
"in-octets" : 8157,
i n-uni cast - pkts" : 94,
i n-broadcast - pkts" : O,
in-mul ticast-pkts" : 0,
i n-di scards" : O,
in-errors" : O,
i n-unknown- pr ot os"
"out-octets" : 89363,
"out - uni cast - pkts" : 209,
"out - broadcast - pkts" : 0,

"out-multicast-pkts" : O,
"out -di scards" : O,
"out-errors" : O
}
}
1,
@ {

"ypmd: provenance”": "0oRRowN eGlsBGdl Yzl ua2V5ASag9l hAM Dx3HVc4AE.91j nuUsnWjcnOPPVpA

RLIkWO5wWwwQYv GFIpKMXTK]j At Ar Pp8v6S| 1ZD1gH nKMhAoHLMHVXBL r c A=="

}

}

}

CBOR

According to [ RFC9254], provenance infornati on MAY be represented in

CBOR usi ng either YANG nanes (CBOR diagnostic notation) or YANG Sl Ds

as map keys. The CBOR di aghostic notation when using nane keys woul d
be essentially simlar to the JSON encodi ng presented in the previous
section. Both representations are included in the exanples below to

provide a full reference

NOTE TO THE RFC EDI TOR The SID val ues shown below are illustrative
and nust be repl aced by | ANA-assi gned val ues before publication
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The first enclosing method will produce the follow ng output, in CBOR
di agnostic notation:

"ietf-interfaces:interfaces": {
"interface": |
{
"name": "G gabitEthernet1”,
"type": "ianaift:ethernetCsmacd",
"adm n-status": "up",
"oper-status": "up",
"l ast - change": "2024-02-03T11:22:41.081+00: 00",
"if-index": 1,
"phys-address": "0c:00:00: 37:d6: 00",
"speed": 1000000000,
"statistics": {
"discontinuity-tine": "2024-02-03T11: 20: 38+00: 00",
"in-octets": 8157,
i n-uni cast - pkts": 94,
i n- broadcast - pkts": 0,
in-multicast-pkts": O,
i n-di scards": 0O,
in-errors": O,
"in-unknown-protos": O,
"out-octets": 89363,
"out - uni cast - pkts": 209,
"out - br oadcast - pkts": 0,
"out-nmul ticast-pkts": 0,
"out-discards": O,
"out-errors": O
}
| }
"interfaces-provenance-augnent ed: i nterfaces-provenance": h’'d28451a30363786d6c04676563
322e6b65790126a0f 6584033f Of 1dc755ce062f dd639ae5399d681c98e3cf 5690112¢9916a39¢30418bc6149a
4a3174e48c0b40acf a7cbf a4a5d590f 5a878a628c840a072cc1d5¢c41b6b70

}
}

Note that the provenance leaf in JSON would be represented i n BASE64
val ue and in CBOR diagnostic is a byte string represented with an
hexadeci mal val ue.

And the correspondi ng representation of the first enclosing nethod
using YANG SIDs wi Il be:
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1500: { [/ ietf-interfaces:interfaces /
1501: [ [ interface list /
{
1502: "G gabit Et hernet1", /[ nane /
1503: 1800, / type identityref /
1504: 1, / admi n-status: up /
1505: 1, | oper-status: up /
1506: "2024-02-03T11:22:41.081+00: 00", / |ast-change /
1507: 1, [ if-index /
1508: "O0Oc: 00: 00: 37: d6: 00", / phys-address /
1509: 1000000000, | speed /
1510: { / statistics /
1511: "2024-02-03T11: 20: 38+00: 00",
1512: 8157,
1513: 94,
1514: O,
1515: 0,
1516: O,
1517: 0,
1518: 0,
1519: 89363,
1520: 209,
1521: O
1522: 0,
1523: 0
1524: 0

}
}

] i)

3162: h’ d28451a30363786d6c04676563322e60b65790126a0f 6584033f Of 1dc755ce062f dd639ae5399d
681c98e3cf 5690112¢9916a39c30418bc6149a4a3174e48c0b40acf a7cbhf a4a5d590f 5a878a628c840a072ccl
d5¢c41b6b70’ [ provenance-si gnature | eaf /

}
}

The followi ng exanple illustrates the notification-based encl osing
met hod (second nethod), represented in CBOR di agnostic notation.
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"ietf-yp-notification:envel ope": {
"event-time": "2013-12-21T00: 01: 00Z",
"contents": {
"i etf-yang-push: push-update": {
"id": 1011,
"dat astore-contents": {
"ietf-interfaces:interfaces-state": {
"interface": [

{

"nanme": "G gabitEthernetl",

"type": "iana-if-type:ethernetCsnmacd",

"adm n-status": "up",

"oper-status": "up",

"l ast-change": "2024-02-03T11:22:41. 081+00: 00",

"if-index": 1,

"phys-address": "0c:00:00: 37: d6: 00",

"speed": 1000000000,

"statistics": {
"discontinuity-tinme": "2024-02-03T11: 20: 38+00: 00",
"in-octets": 8157,
"in-uni cast-pkts": 94,
"in-broadcast-pkts": O,
"in-multicast-pkts": O,
"in-discards": O,
"in-errors": O,
"in-unknown-protos": O,
"out-octets": 89363,
"out - uni cast - pkts": 209,
"out - broadcast - pkts": 0,
"out-nmul ticast-pkts": O,
"out-discards": O,
"out-errors": O

}

}

}
} i)
"i etf-yp-provenance: provenance": h’' d28451a30363786d6c04676563322e6b65790126a0f 658

4033f 0f 1dc755ce062f dd639ae5399d681¢c98e3cf 5690112¢9916a39¢c30418bc6149a4a3174e48c0b40acfa7c
bf a4a5d590f 5a878a628c840a072cc1d5¢c41b6b70

}
}

And thhis would be the second encl osing nethod exanple in YANG SI D
not ati on:
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2957: { [/ ietf-yp-notification:envel ope /
2959: "2024-10-10T08: 00: 11. 227", / event-tine /
2958: { / contents /
4000: { / push-update /
4001: 1011, [ id/
4002: { /| datastore-contents /
1500: { [/ ietf-interfaces:interfaces /
1501: [ [ interface list /
{
1502: "G gabit Et hernet1", /[ nane /
1503: 1800, / type identityref /
1504: 1, / admi n-status: up /
1505: 1, | oper-status: up /
1506: "2024-02-03T11:22:41.081+00: 00", / |ast-change /
1507: 1, [ if-index /
1508: "O0Oc: 00: 00: 37: d6: 00", / phys-address /
1509: 1000000000, | speed /
1510: { / statistics /
1511: "2024-02-03T11: 20: 38+00: 00", / discontinuity-time /
1512: 8157,
1513: 94,
1514: O,
1515: 0,
1516: O,
1517: 0,
1518: 0,
1519: 89363,
1520: 209,
1521: O,
1522: 0,
1523: 0,
1524: 0
}
}
]
}
}
}

} i)

3162: h' d28451a30363786d6c04676563322e6b65790126a0f 6584033f Of 1dc755ce062f dd639ae5399d
681c98e3cf 5690112c9916a39c30418bc6149a4a3174e48c0b40acf a7cbf a4a5d590f 5a878a628c840a072ccl
d5c41b6b70’ / provenance-si gnature/

}
}

The followi ng exanple illustrates the third encl osing nethod,
represented in CBOR di agnostic notation.
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{
"ietf-yang-instance-data:instance-data-set": {
"name": "interfaces-|abTlI D status”,
"contact": "sofia.garciarincon.practicas@ el ef oni ca. cont,

"timestanmp": "Thu Jul 18 11:42:06 CEST 2024",
"content-data": {
"ietf-interfaces:interfaces": {
"interface": |
{
"nanme": "G gabitEthernetl",
"iana-if-type:type": "ianaift:ethernetCsnacd",
"adm n-status": "up",
"oper-status": "up",
"l ast-change": "2024-02-03T11:22:41. 081+00: 00",
"if-index": 1,
"phys-address": "0c:00:00: 37:d6: 00",
"speed": 1000000000,
"statistics": {
"discontinuity-time": "2024-02-03T11: 20: 38+00: 00",
"in-octets": 8157,
i n-uni cast-pkts": 94,
i n-broadcast - pkts": 0,
in-multicast-pkts": 0,
i n-di scards": 0O,
in-errors": O,
i n-unknown- protos": 0,
"out-octets": 89363,
"out - uni cast - pkts": 209,
"out - broadcast - pkts": 0,
"out-nmul ticast-pkts": O,
"out-discards": O,
"out-errors”": O
}
}
]
}
}
"i etf-yang-instance-dat a- provenance: provenance":
h' d28451a30363786d6c04676563322e6b65790126a0f 6584033f Of 1dc755ce062f dd639ae5399d681c
98e3cf 5690112¢9916a39¢30418bc6149a4a3174e48c0b40acf a7cbf a4a5d590f 5a878a628c840a072ccld5c4
1b6b70’

}
}

And this would be the third encl osing method using YANG SID not ati on:
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3170: { / ietf-yang-instance-data:instance-data-set /
3171: "interfaces-labTI D status”, / nanme /
3172: "sofia.garciarincon.practicas@el efonica.cont, / contact /
3173: "Thu Jul 18 11:42:06 CEST 2024", / tinestanp /

3174: { / content-data /
1500: { / ietf-interfaces:interfaces /
1501: [ /[ interface list /
{
1502: "G gabit Ethernet1",
1503: 1800,
1504: 1,
1505: 1,
1506: "2024-02-03T11: 22:41.081+00: 00",
1507: 1

1508: "Oc: 00: 00: 37: d6: 00",
1509: 1000000000,
1510: {
1511: "2024-02-03T11: 20: 38+00: 00",
1512: 8157,
1513: 94,
1514: 0,
1515: 0,
1516: O,
1517: 0,
1518: 0,
1519: 89363,
1520: 209,
1521: 0
1522: 0,
1523: 0
1524: 0
}
}
]
} }
3162: h’' d28451a30363786d6c04676563322e6b65790126a0f 6584033f Of 1dc755ce062f dd639ae5399d
681c98e3cf 5690112¢9916a39¢30418bc6149a4a3174e48c0b40acf a7cbf a4a5d590f 5a878a628c840a072ccl
d5c41b6b70’ / provenance-si gnature /
}
}

Note that there is no I ANA registered SID for ietf-yang-instance-
dat a: i nst ance-dat a-set, so a provisional one is used to conplete the
exanpl e.

Finaly, the following exanple illustrates the fourth and | ast
encl osi ng met hod usi ng CBOR di agonstic notati on:
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{

"ietf-interfaces:interfaces": {

"interface": |
{

"name": "G gabitEthernetl",

"iana-if-type:type": "ianaift:ethernetCsnacd",

"adm n-status": "up",

"oper-status": "up",

"l ast-change": "2024-02-03T11:22: 41. 081+00: 00",

"if-index": 1,

"phys-address”: "Oc:00:00: 37: d6: 00",

"speed": 1000000000,

"statistics": {

"discontinuity-time": "2024-02-03T11: 20: 38+00: 00",
"in-octets": 8157,

i n-uni cast - pkts": 94,
i n-broadcast - pkts": 0,
in-multicast-pkts": 0,
i n-di scards": O,
in-errors": O,
i n-unknown- pr ot os":
"out-octets": 89363,
"out - uni cast - pkts": 209,
"out - br oadcast - pkts": 0,
"out-mul ticast-pkts": O,
"out-discards": O,
"out-errors”: O

}

01

}
1.

@ {
"ypnd: provenance":
h' d28451a30363786d6c04676563322e6b65790126a0f 6584033f 0f 1dc755ce062f dd639ae5399d68

1c98e3cf 5690112c9916a39¢30418bc6149a4a3174e48c0b40acf a7cbf a4a5d590f 5a878a628c840a072cc1d5
c41b6b70’

}
}
}

Wiile this last exanple uses YANG SID notation for the fourth
encl osi ng net hod:
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1500: { [/ ietf-interfaces:interfaces /
1501: [ [ interface list /
{

1502: "G gabit Et hernet1",

1503: 1800,

1504: 1,

1505: 1,

1506: "2024-02-03T11: 22:41.081+00: 00",

1507: 1,

1508: "O0Oc: 00: 00: 37: d6: 00",

1509: 1000000000,

1510: {
1511: "2024-02-03T11: 20: 38+00: 00",
1512: 8157,
1513: 94,
1514: O,
1515: 0,
1516: O,
1517: O,
1518: O,
1519: 89363,
1520: 209,
1521: O
1522: 0,
1523: 0
1524: 0

}
}

] i)

3162: h’ d28451a30363786d6c04676563322e60b65790126a0f 6584033f Of 1dc755ce062f dd639ae5399d
681c98e3cf 5690112¢9916a39c30418bc6149a4a3174e48c0b40acf a7cbhf a4a5d590f 5a878a628c840a072ccl
d5c41b6b70° / provenance-si gnature/

}
}

In the exanpl e above, the provenance-signature |eaf is represented
usi ng the proposed assigned SID (3162). The representation of this
leaf is the same whether it is added via the first enclosing nethod
(as a direct augnentation of the interfaces container) or via the
fourth encl osing nmethod (as an annotati on using the yp-provenance-
met adata nodul e). The only difference between these two nethods is
the semantic context and location of the Ieaf within the YANG data:
inthe first method it is part of the root container structure, while
in the fourth nethod it is included as netadata in the @annotation
object. Fromthe perspective of CBOR representation, SIDs are
identical in both nethods.

NOTE TO THE RFC EDI TOR Repl ace the illustrative SID values with the
final values allocated by | ANA according to [ RFC9595].
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Appendi x B. Provisional YANG SID File (.sid) for ietf-yang-provenance

The following .sid file is provided as a provisional exanple for
inplementers. 1t maps schema nodes defined in the ietf-yang-
provenance nodule to nuneric SIDs for use in CBOR conpact encodi ng.
These SIDs are provisional and will be replaced by | ANA-assi gnhed
val ues upon publication of the RFC

<CODE BEG NS> file "ietf-yang-provenance@025-05-09. yang"

{
"ietf-sid-file:sid-file": {
"nmodul e- nanme": "ietf-yang-provenance",
"modul e-revision": "2025-05-09",
"sid-file-status": "unpublished",
"description": "Provisional SIDs for ietf-yang-provenance nodul e",
"reference": "RFC-to-be: Applying COSE Signatures for YANG Data Provenance",
"dependency-revision": [],
"assi gnhment -range": [
{
"entry-point": "3161",
"size": "20"
}
1,
“item': |
{
"status": "unstable",
"namespace": "nodul e",
"identifier": "ietf-yang-provenance",
"sid": "3161"
H
{
"status": "unstable",
"namespace”: "data",
"identifier": "/ietf-yang-provenance: provenance-si gnature",
"sid": "3162"
}
]
}
}
<CODE ENDS>
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