OPSAVG Q M, Ed.

I nternet-Draft Q Wi
I ntended status: Standards Track Huawei
Expires: 20 June 2026 M Boucadair, Ed.
Orange

D. King

Lancaster University
17 Decenber 2025

A YANG Dat a Model and RADI US Extension for Policy-based Network Access
Contr ol
draft-ietf-opsawg-ucl-acl-10

Abstract

Thi s docunent defines a YANG data nodel for policy-based network
access control, which provides enforcenent of network access contro
policies based on group identity.

Specifically in scenarios where network access is triggered by user
aut henti cation, this docunent defines a nmechanismto ease the

mai nt enance of the mappi ng between a user group identifier and a set
of | P/ MAC addresses to enforce policy-based network access control.
Mor eover, the docunent defines a Renpte Authentication Dial-in User
Service (RADIUS) attribute that is used to comunicate the user group
identifier as part of identification and authorization information.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Operations and
Managenent Area Working G oup Working Group mailing |ist
(opsawg@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/opsawy/ .

Source for this draft and an issue tracker can be found at
https://github. com boucadai r/ pol i cy- based- net wor k- acl .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Ma, et al. Expi res 20 June 2026 [ Page 1]



I nternet-Draft A Policy-based Network Access Control Decenber 2025

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 20 June 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Wth the increased adoption of renote access technologies (e.qg.,
Virtual Private Networks (VPNs)) and Bring Your Owm Device (BYOD)
policies, enterprises adopted nore flexibility related to how, where,
and when enpl oyees work and col | aborate. However, nmore flexibility
comes with increased risks. Enabling office flexibility (e.g.,

mobil ity across many access |ocations) introduces a set of chall enges
for large-scale enterprises conpared to conventional network access
managenent approaches. Exanples of such challenges are |isted bel ow

* Endpoi nts do not have stable IP addresses. For exanple, Wreless
LAN (W.AN) and VPN clients, as well as back-end Virtual Machine
(VM - based servers, can nove; their |IP addresses could change as a
result. This nmeans that relying on IP/transport fields (e.g., the
5-tuple) is inadequate to ensure consistent and efficient security
policy enforcenment. |P address-based policies may not be flexible
enough to acconmobdate endpoints with volatile |IP addresses.

* Wth the massive adoption of teleworking, there is a need to apply
different security policies to the sanme set of endpoints under
different circunstances (e.g., prevent relaying attacks against a
| ocal attachnent point to the enterprise network). For exanple,
networ k access night be granted based upon criteria such as users
access |l ocation, source network reputation, users’ role, tine-of-
day, type of network device used (e.g., corporate issued device
versus personal device), device's security posture, etc. This
means that the network needs to recognize the endpoints’ identity
and their current context, and map the endpoints to their correct
access grant to the network.
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Thi s docunent defines a YANG data nodel (Section 5.2) for policy-
based network access control, which extends the | ETF Access Contro
Lists (ACLs) nodule defined in [ RFC8519]. This nodul e can be used to
ensure consi stent enforcenent of ACL policies based on the group
identity.

The ACL concept has been generalized to be device-nonspecific, and
can be defined at network/admnistrative domain | eve
[I-D.ietf-netnod-acl-extensions]. To allow for all ACL applications,
the YANG nodul e for policy-based network ACL defined in Section 5.2
does not limt how it can be used.

Specifically in scenarios where network access is triggered by user
aut henti cation, this docunent al so defines a nechanismto establish a
mappi ng between (1) the user group identifier (1D and (2) comon IP
packet header fields and other encapsul ati ng packet data (e.g., MAC
address) to execute the policy-based access control. Additionally,
the docunment defines a Renote Authentication Dial-in User Service
(RADI US) [ RFC2865] attribute that is used to comruni cate the user
group identifier as part of identification and authorization

i nformati on (Section 6).

Al t hough the docunment cites MAC addresses as an exanple in sone
sections, the docunment does not make assunpti ons about which
identifiers are used to trigger ACLs. These exanpl es should not be
consi dered as reconmendations. Readers should be aware that MAC
based ACLs can be bypassed by flushing out the MAC address. O her
inplications related to the change of MAC addresses are discussed in
[ RFCO797] .

The docurent does not specify how to map the policy group identifiers
to dedicated fields, G oup-Based Policy (GBP) discussed in
Section 6.2.3 of [RFC9638] provides an exanmple of how that may be
achi eved.

1.1. Editorial Note (To be renoved by RFC Editor)

Note to the RFC Editor: This section is to be renoved prior to
publi cati on.

Thi s docunent contains pl acehol der val ues that need to be repl aced
with finalized values at the tinme of publication. This note
sunmari zes all of the substitutions that are needed. No other RFC
Editor instructions are specified el sewhere in this docunent.

Pl ease apply the follow ng replacenents:

*  XXXX --> the assigned RFC nunber for this docunent
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* SSSS --> the assigned RFC nunber for
[1-D.ietf-netnod-schedul e-yang]

* 2025-03-11 --> the actual date of the publication of this docunent
2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all

capitals, as shown here

The neani ngs of the synbols in tree diagrans are defined in
[ RFC8340] .

The docurent uses the following termdefined in [ RFC3198]:

* policy

The docunent uses the followi ng terns defined in [ RFC8519]:
* Access Control Entry (ACE)

* Access Control List (ACL)

The following definitions are used throughout this docunent:

* Endpoint: Refers to an entity which could be an end-user, host
device, or application that actually connects to a network.

* Endpoint group: Refers to a group of endpoints that share a
common access control policies.

* User group: A group of end-users who will be assigned the sane
network access policy. An end-user is defined as a person
Refer to Section 4.2.1 for nore details.

* device group:
A collection of host devices that share a combn access control policies. A host device
provi des conpute, menory, storage, and networking capabilities and connects to a network
Host devices nay be servers, Internet of Things (loT) devices, etc. Refer to {{sec-dg}}
for nmore details.

* Application group
A collection of applications that share a combn access control policies. An applicatio
nis a software program used for a specific service. Refer to {{sec-ag}} for nore details

* Endpoint group identifier: An identifier used to represent the
collective identity of an endpoint group. An endpoint group
may include a user group, device group, or application group
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3.

4.

4.

* User group based Control List (UCL) data nodel: A YANG data nodel
for policy-based network access control that specifies an
extension to the "ietf-access-control-list" nodul e [ RFC8519].

It allows policy enforcenment based on a group identifier, which
can be used both at the network device |level and at the
net wor k/ admi ni strative domain | evel

Sanpl e Usage

Access to sone networks (e.g., enterprise networks) requires to
recogni ze the endpoints’ identities no matter how, where, and when
they connect to the network resources. Then, the network maps the
(connecting) endpoints to their access authorization rights. Such
rights are defined follow ng | ocal policies. As discussed in
Section 1, because (1) there is a |large nunber of connecting
endpoints and (2) an endpoint nay have different source |P addresses
in different network segnents, deploying a network access contro
policy for each | P address or network segnment is a heavy workl oad.
An alternate approach is to configure endpoint groups to classify
users, enterprise devices and applications and associate ACLs with
endpoi nt groups so that endpoints in each group can share a group of
ACL rules. This approach greatly reduces the workl oad of the

adm nistrators and optinizes the ACL resources.

The network ACLs can be provisioned on devices using specific
mechani sms, such as [ RFC8519] or [I|-D.ietf-netnod-acl-extensions].

Different policies may need to be applied in different contextua
situations. For exanple, conpanies may restrict (or grant) enpl oyees
access to specific internal or external resources during work hours,
whil e another policy is adopted during off-hours and weekends. A
network adnministrator may also require to enforce traffic shaping
(Section 2.3.3.3 of [RFC2475]) and policing (Section 2.3.3.4 of

[ RFC2475]) during peak hours in order not to affect other data

servi ces

Pol i cy- based Network Access Control
1. Overview
An architecture exanple of a systemthat provides real-tine and
consi stent enforcenent of access control policies is shown in

Figure 1. This architecture illustrates a user-centric flow, which
includes the follow ng functional entities and interfaces:
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* A service orchestrator which coordinates the overall service,
including security policies. The service may be connectivity or
any other access to resources that can be hosted and offered by a
net wor K.

* A Software-Defined Networking (SDN) [RFC7149] [RFC7426] controller
whi ch is responsible for maintaining endpoi nt-group based ACLs and
mappi ng the endpoint group to the associated attributes
information (e.g., |P/MAC address). An SDN controller also
behaves as a Policy Decision Point (PDP) [ RFC3198] and pushes the
required access control policies to relevant Policy Enforcenent
Points (PEPs) [RFC3198]. A PDP is also known as "policy server”

[ RFC2753] .

An SDN controller may interact with an Authenticati on,
Aut hori zation and Accounting (AAA) [ RFC3539] server or a Network
Access Server (NAS) [RFC7542].

* A Network Access Server (NAS) entity which handl es authentication
requests. The NAS interacts with an AAA server to conplete user
aut henti cation using protocols |ike RADIUS [ RFC2865]. \When access
is granted, the AAA server provides the group identifier (group
ID) to which the user bel ongs when the user first logs onto the
network. A new RADIUS attribute is defined in Section 6 for this
pur pose.

* The AAA server provides a collection of authentication,
aut hori zation, and accounting functions. The AAA server is
responsible for centralized user information managenent. The AAA
server is preconfigured with user credentials (e.g., user nanme and
password), possible group identities and related user attributes
(users may be divided into different groups based on different
user attributes).

* The Policy Enforcenment Point (PEP) is the central entity which is
responsi bl e for enforcing appropriate access control policies. A
first deploynment scenario assumes that the SDN controller maps the
group IDto the related common packet header and delivers | P/ MAC
address based ACL policies to the required PEPs. Another
depl oynent scenario may require that PEPs map i ncom ng packets to
their associ ated source and/or destination endpoint-group |IDs, and
acts upon the endpoint-group | D based ACL policies (e.g., a group
identifier may be carried in packet headers such as discussed in
Section 6.2.3 of [RFC9638]).

Multiple PEPs may be involved in a network
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A PEP exposes a YANG based interface (e.g., NETCONF [ RFC6241]) to
an SDN controller.

Figure 1 provides the overall architecture and procedure for policy-
based access control nmanagenent.

| Orchestrator|

______ Fe - - -
Service | (Step 1)
__________________________________________ )_____________
Net wor k |
Step 4 |
smmmmme . B R . B R e .
| User #1+--+ |  AAA | | SDN Controller |
T T | Server +----- + PDP |
| T e RS S ’
I I I
| | R R + Step 5
Step 2| | Step 3 I I
I I I I
| T R S S
S + |
R R L omemmmmee---e- |
R . | | Network Access Server| |Firewall, etc.| |
| User #2+----------- + | (NAS) I "

Y]
m
T

Figure 1: A Sanple Architecture for User G oup-based Policy
Managemnent

In reference to Figure 1, the following typical flowis experienced:

Step 1: Adnministrators (or a service orchestrator) configure an SDN
controller with network-1evel ACLs using the YANG nodul e defi ned
in Section 5.2. An exanple is provided in Appendix A 1.

Step 2: When a user first logs onto the network, they are required
to be authenticated (e.g., using user nane and password) at the
NAS.

Step 3: The authentication request is then relayed to the AAA server
using a protocol such as RADIUS [RFC2865]. It is assuned that the
AAA server has been appropriately configured to store user
credentials, e.g., user nanme, password, group information, and
ot her user attributes. This docunent does not restrict what
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aut hentication nmethod is used. Admnistrators may refer to, e.g.,
Section 7.4 of [I-D.ietf-radext-deprecating-radius] for

aut henti cati on met hod recommendations. |If the authentication
request succeeds, the user is placed in a user group with the
identifier returned to the NAS as the authentication result (see
Section 6). |If the authentication fails, the user is not assigned
any user group, which also means that the user has no access
(i.e., return an Access-Reject); or the user is assigned a special
group with very limted access perm ssions for the network (as a
function of the local policy). ACLs are enforced so that flows
fromthat | P address are discarded (or rate-linmted) by the
network. In sone inplenentations, the AAA server can be
integrated with an SDN controller

Step 4: Either the AAA server or the NAS notifies an SDN controller
of the mappi ng between the user group ID and rel ated common packet
header attributes (e.g., |P/MAC address). The exact details of
how such notification is nmade are out the scope of this
speci fication.

Step 5: Either group or | P/ MAC address based access control policies
are maintained on rel evant PEPs under the SDN controller’s
managenment. Wether the PEP enforces the group or | P/ MAC address
based ACL is inplenmentation specific. Both types of ACL policy
may exi st on the PEP. Appendi x A 2 and Appendi x A. 3 el aborate on
each case

Simlar flow applies to policy managenent based on ot her endpoi nt
group types, such as device or application groups, except that the
mappi ng between the group ID and rel ated comopn packet header
attributes (e.g., | P/ MAC address) may be maintai ned on the SDN
controll er based on inventory or application registry. Particularly,
the use of RADI US exchanges is not required in such cases (Section 6)

Section 8 provides additional operational considerations.

4.2. Endpoint G oup

4.2.1. User Goup
The user group is determned by a set of predefined policy criteria
(e.g., source |P address, geolocation data, time of day, or device
certificate). It uses an identifier (user group ID) to represent the
collective identity of a group of users. Users nmay be noved to

different user groups if their conposite attributes, environnent,
and/ or | ocal enterprise policy change.
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4.

2

A user is authenticated, and classified at the AAA server, and
assigned to a user group. A user’s group nenbership nmay change as
aspects of the user change. For example, if the user group
menbership is determned solely by the source |IP address, then a
given user’'s group ID will change when the user is assigned a new |IP
address that falls outside of the range of addresses of the previous
user group.

Thi s docunent does not mmke any assunption about how user groups are
defined. Such considerations are depl oynent specific and are out of
scope. However, and for illustration purposes, Table 1 shows an
exanpl e of how user group definitions nmay be characterized. User
groups may share several conmon criteria. That is, user group
criteria are not nutually exclusive. For exanple, the policy
criteria of user groups R& Regul ar and R&D BYOD may share the same
set of users that belong to the R&D organi zation, and differ only in
the type of clients (firmissued clients vs. users’ persona
clients). Likew se, the sane user nmay be assigned to different user
groups depending on the tine of day or the type of day (e.g.,
weekdays versus weekends), etc.

[} sty s ooty e e s e
| Goup Nane | Goup ID| G oup Description |
| R&D | foo-10 | R&D enpl oyees |
Fomm e oo - Fomm oo - o e e e e e e e e e e mmmemao - +
| R&D BYOD | foo-11 | Personal devices of R&D enpl oyees

R TS o e e e e e e e e e e e e oo oo +
| Sales | foo-20 | Sal es enpl oyees |
Fom e e o - S S +
| VIP | foo-30 | VIP enpl oyees |
Fomm e oo - Fomm oo - o e e e e e e e e e e mmmemao - +

Table 1. User G oup Exanpl e
2. Device Goup

The device group IDis an identifier that represents the collective
identity of a group of enterprise end devices. An enterprise device
could be a server that hosts applications or software that deliver
services to enterprise users. It could also be an enterprise |IoT
device that serves a limted purpose, e.g., a printer that allows
users to scan, print and send emnils. Table 2 shows an exanpl e of
how devi ce group definitions may be characteri zed.

Ma, et al. Expi res 20 June 2026 [ Page 10]



I nternet-Draft A Policy-based Network Access Control Decenber 2025

| G oup Nane | Goup ID| G oup Description |
[ e ———————— e —p————————_ Ll —p—p—_————————(—(—————r
| Weérkfl ow | bar-40 | Workflow resource servers |
Focmmnaaann S +
| R&D Resource | bar-50 | R&D resource servers |
IR T Fom e meemeeeeeeeccieeaaaaaa +
| Printer Resource | bar-60 | Printer resources |
o e e e e oo oo TS o e e e e e +

Tabl e 2: Device G oup Exanpl e

Users accessing an enterprise device should be strictly controll ed.
Mat chi ng abstract device group ID instead of specified addresses in
ACL polices hel ps shield the consequences of address change (e.g.,
back-end VM based server mgration).

4.2.3. Application Goup

An application group is a collection of applications that share a
comon access control policies. A device may run multiple
applications, and different policies mght need to be applied to the
applications and device. A single application may need to run on
mul ti ple devices/VMs/containers, the abstraction of application group
eases the process of application mgration. For exanple, the policy
does not depend on the transport coordinates (i.e., 5-tuple).

Tabl e 3 shows an exanpl e of how application group definitions may be
characterized.

| Group Nane | Goup ID| G oup Description |
| Audio/Video Stream ng | baz-70 | Audi o/ Video conferencing |
| | application |
e S o m e e e aa oo s +
| I'nstant messagi ng | baz-80 | Messaging application |
o S o m e e e e e e e oo - +
| documnent | baz-90 | Real -time docunent |
| coll aboration | | editing application |
o e e e e oo oo N o e e e e o - +

Tabl e 3: Application Goup Exanple
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4. 3.

5

5.1.

Rel ati ons Between Different Endpoint G oups

Pol i ci es enforcenment can be targeted to different endpoint groups in
different scenarios. For exanple, when a user connects to the
networ k and accesses an application hosted on one or multiple

devi ces, access policies may be applied to different user groups. In
some cases, applications and devices may operate and run w t hout
requiring any user interventions or access rules not differentiating
between different users. This enables policies to be applied to the
application or device group. A device group can be used when there
is only one single application running on the device or different
applications running but with the same access control rules. |If
there is an application running on different devices/VMs/containers,
it is sinmpler to apply a single policy to the application group

The UCL Extension to the ACL Mdul e
Modul e Overvi ew

Thi s nodul e specifies an extension to the "ietf-access-control-1list"
modul e [ RFC8519]. Thi s extension adds endpoint groups so that an
endpoi nt group identifier can be matched upon, and al so enabl e access
control policy activation based on date and tinme conditions.

Figure 2 provides the tree structure of the "ietf-ucl-acl" nodul e.
modul e: ietf-ucl-ac

augnent /acl: acl s:
+--rw endpoi nt - groups {uacl : group}?
+--rw endpoi nt - group* [group-id]
+--rw group-id string
+--rw group-type? identityref
augnent /acl:acl s/acl:acl/acl:aces/acl:ace/acl : mat ches:
+--rw endpoi nt-group {uacl: mat ch-on-group}?
+--rw source-group-id? group-id-reference
+--rw destination-group-id? group-id-reference
augnment /acl :acl s/ acl:acl/acl:aces/acl: ace:
+--rw effective-schedul e {uacl : schedul e} ?
+--rw (schedul e-type)?

+--: (period)
| +--rw period
+--rw period-description? string
+--rw period-start yang: dat e-and-ti ne

I

I

| +--rw time-zone-identifier? sys:tinezone- name
| +--rw (period-type)?

| +--:(explicit)

| | +--rw period-end? yang: date-and-ti ne

et al. Expi res 20 June 2026 [ Page 12]
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+--:(recurrence)
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dur ati on

+--rw recurrence {schedul e:ical endar-recurrence}?

+--rw recurrence-first

| +--rwstart-tinme?

| +--rwduration?

| +--rwtime-zone-identifier?
+--rw (recurrence-end)?

|  +--:(until)

| | +--rwuntil?

| +--:(count)

| +--rw count ?

+--rw recurrence-description?
+--rw frequency
+--rwinterval ?

+--rw period* [period-start]

| +--rw period-description?

| +--rw period-start

| +--rwtime-zone-identifier?
| +--rw (period-type)?

| +--:(explicit)

| | +--rw period-end?

| +--:(duration)

| +--rw duration?
+--rw bysecond*
+--rw bym nut e*

+--rw byhour*

+--rw byday* [weekday]
| +--rwdirection*

| +--rw weekday
+--rw bynont hday*
+--rw byyear day*
+--rw byyear week*
+--rw byyear nont h*
+--rw byset pos*

+--rw wor kweek-start?
+--rw excepti on-dat es*

int32

Figure 2: UCL Extension

yang: date-and-ti ne
duration
sys:tinezone- name

yang: date-and-ti ne

ui nt 32
string
identityref
ui nt 32

string
yang: dat e-and-ti ne
sys:tinezone- name

yang: date-and-ti ne

duration
ui nt 32
ui nt 32
ui nt 32

schedul e: weekday

i nt32

i nt32

i nt32

ui nt 32

i nt32
schedul e: weekday
yang: dat e-and-ti ne

The first part of the "ietf-ucl-acl" nodul e augments the "acl" |ist
in the "ietf-access-control-list" nmodule [ RFC8519] with an "endpoi nt -

groups" contai ner

having a list of

"endpoi nt group" inside,

each

entry has a "group-id" that uniquely identifies the endpoint group
and a "group-type" paraneter to specify the endpoint group type.
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"group-id" is defined as a string rather than unsigned integer
(e.g., uint32) to accomodate depl oynents which require some
identification hierarchy within a domain. Such a hierarchy is

meant to ease coordination within an adm nistrative domain. There

m ght be cases where a donmain needs to tag packets with the group
they belong to. The tagging does not need to mirror exactly the

"group id" used to populate the policy. How the "group-id" string

is mapped to the tagging or field in the packet header in
encapsul ati on scenario is outside the scope of this docunent.
Augnent ati on may be considered in the future to cover
encapsul ati on consi derati ons.

The second part of the "ietf-ucl-acl" nodule augnents the "matches"
container in the "ietf-access-control-list" nodule [ RFC8519] so that

a source and/or destination endpoint group index can be referenced as

the match criteria.

The third part of the nodule augnents the "ace" list in the "ietf-
access-control -list" nodul e [ RFC8519] with date and tine specific
paraneters to allow ACE to be activated based on a date/time
condition. Two types of tine range are defined, which reuse
"recurrence" and "period" groupings defined in the "ietf-schedul e"
YANG nodul e in [I-D.ietf-netnod-schedul e-yang], respectively.

The "ietf-ucl-acl" YANG Mvdul e

This nodul e i nports types and groupings defined in the "ietf-
schedul " nodule [I-D.ietf-netnod-schedul e-yang]. It also augnents
the "ietf-access-control-list" nmodule (Section 4.1 of [RFC8519]).

<CCDE BEG NS> file "ietf-ucl-acl @025-03-11. yang"
modul e ietf-ucl-acl ({
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-ucl-acl";
prefix uacl;

import ietf-access-control-list {
prefix acl;
ref erence
"RFC 8519: YANG Data Mddel for Network Access
Control Lists (ACLs)";
}
import ietf-schedule {
prefix schedul e;
ref erence
"RFC SSSS: A Common YANG Data Mddel for Scheduling”;
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organi zati on
"I ETF OPSWG Wor ki ng G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/ opsawg/ >
WG List: <mailto:opsawg@etf.org>

Edi t or: Q ufang Ma
<mai | t o: maqgi uf angl@uawei . conp
Aut hor : Qn W
<mailto:bill.w@uawei.conp
Edi t or: Mohaned Boucadair
<mai | t o: nohaned. boucadai r @r ange. conp
Aut hor : Dani el King
<mai | t 0: d. ki ng@ ancast er. ac. uk>";
description
"The User group based Control List (UCL) YANG nodul e augnents
the | ETF access control lists (ACLs) nbdule and is neant to
ensure consi stent enforcenment of ACL policies based on
the group identity.

Copyright (c) 2025 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with
or without nodification, is permtted pursuant to, and
subject to the license ternms contained in, the Revised
BSD License set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision 2025-03-11 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model and RADI US Extension for
Pol i cy-based Network Access Control";

}

feature schedul e {
description
"I ndi cates support of schedul e-based ACEs.";
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}

feature match-on-group {
description
"I ndi cates support of natching on endpoint groups.";

}

feature group {
i f-feature "uacl: mat ch-on-group”;
description
"I ndi cates support of group-based ACLs.";

}

feature m xed-i pv4-group {
if-feature "acl: match-on-i pv4d and uacl : mat ch- on- gr oup”;
description
"I Pv4 and group ACL conbi nati ons supported."”;

}

feature m xed-i pv6-group {
if-feature "acl: match-on-i pv6é and uacl : mat ch- on- group”;
description
"I Pv6 and group ACL conbi nati ons supported."”;

}

feature m xed-i pv4-i pv6-group {
if-feature "acl: match-on-i pv4 and acl: match-on-ipv6é and "
+ "uacl : mat ch- on- group”;
description
"I Pv4, 1Pv6, and group ACL comnbi nations supported.”;

}

feature m xed-eth-group {
if-feature "acl: match-on-eth and uacl: mat ch-on-group”;
description
"Eth and group ACL conbi nati ons supported.";

}

feature m xed-eth-ipv4-group {
if-feature "acl :match-on-eth and acl : match-on-i pv4 and "
+ "uacl : mat ch- on- group”;
description
"Eth, IPv4, and group ACL comnbi nations supported.”;

}

feature m xed-eth-ipv6-group {
if-feature "acl:match-on-eth and acl: match-on-i pvé and "
+ "uacl : mat ch- on- group”;
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description
"Eth, I Pv6, and group ACL combi nations supported.”;
}

feature m xed-eth-ipv4-ipve-group {
if-feature "acl:match-on-eth and acl : match-on-i pv4 and "
+ "acl: match-on-i pv6 and uacl : mat ch- on- gr oup";
description
"Eth, IPv4, 1Pv6, and group ACL conbi nati ons supported.”;
}

identity group-acl-type {
if-feature "group”;
base acl : acl - base;
description
"An Access Control List (ACL) that natches based on an endpoi nt
group identity, which can represent the collective identity of
a group of authenticated users, end devices, or applications.
An endpoint group identity nmay be carried in the outer/inner
packet header (e.g., via NVO3 encapsul ation), may al so not
correspond to any field in the packet header. Matching on
Layer 4 header fields nmay also exist in the Access Contro
Entries (ACEs).";
}

identity m xed-ipv4-group-type {
if-feature "m xed-i pv4-group”;
base acl :ipv4-acl -type;
base uacl : group-acl -type;
description
"An ACL that contains a nix of entries that match on fields
in the | Pv4 header and endpoint group identities, which can
represent the collective identity of a group of authenticated
users, end devices, or applications. Matching on Layer 4
header fields may al so exist in the ACEs.";

}

identity m xed-ipv6-group-type {

if-feature "m xed-i pv6-group”;

base acl :ipv6-acl -type;

base uacl : group-acl -type;

description

"An ACL that contains a nix of entries that match on fields

in the | Pv6 header and endpoint group identities, which can
represent the collective identity of a group of authenticated
users, end devices, or applications. Matching on Layer 4
header fields nmay al so exist in the ACEs.";
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identity m xed-ipv4-ipv6-group-type {
if-feature "m xed-i pv4-i pv6-group”;
base acl :ipv4-acl -type;
base acl :ipv6-acl -type;
base uacl : group-acl -type;
description
"An ACL that contains a nix of entries that match on fields
in the | Pv4 header, |Pv6 header, and endpoi nt group
identities, which can represent the collective identity of a
group of authenticated users, end devices, or applications.
Mat chi ng on Layer 4 header fields nay also exist in the
ACEs. ";
}

identity m xed-eth-group-type {
if-feature "m xed-et h-group”;
base acl: et h-acl -type;
base uacl : group-acl -type;
description
"An ACL that contains a mx of entries that match on fields
in the Ethernet header and endpoint group identities,
whi ch can represent the collective identity of a group of
aut henti cated users, end devices, or applications. Mtching
on Layer 4 header fields nay also exist in the ACEs.";

}

identity m xed-eth-ipv4-group-type {
if-feature "m xed-eth-i pv4-group”;
base acl: et h-acl -type;
base acl :ipv4-acl-type;
base uacl : group-acl -type;
description
"An ACL that contains a mx of entries that match on fields
in the Ethernet header, |Pv4 header, and endpoi nt group
identities, which can represent the collective identity of a
group of authenticated users, end devices or applications.
Mat chi ng on Layer 4 header fields nay also exist in the
ACEs. ";
}

identity m xed-eth-ipv6-group-type {
if-feature "m xed-eth-i pv6-group”;
base acl: et h-acl -type;
base acl :i pv6-acl -type;
base uacl : group-acl -type;
description
"An ACL that contains a nmix of entries that match on fields
in the Ethernet header, |Pv6 header, and endpoint group
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}

identities, which can represent the collective identity of
a group of authenticated users, end devices or applications.
Mat chi ng on Layer 4 header fields may also exist in the
ACEs. ";

identity m xed-eth-ipv4-ipv6e-group-type {

}

if-feature "m xed-eth-ipv4-ipv6-group”;
base acl : et h-acl -type;

base acl :ipv4-acl -type;

base acl :ipv6-acl -type;

base uacl : group-acl -type;

description

"An ACL that contains a mx of entries that match on fields
in the Ethernet header, |Pv4 header, |Pv6 header, and endpoi nt
group identities, which can represent the collective identity
of a group of authenticated users, end devices or
applications. Matching on Layer 4 header fields nay al so exi st
in the ACEs.";

i dentity endpoint-group-type {

}

description

"Identity for the type of endpoint group."”;

identity user-group {

base uacl : endpoi nt - gr oup-t ype;
description

}

"ldentity for the user endpoint group.";

identity device-group {

base uacl : endpoi nt - gr oup-t ype;
description

}

"Identity for the device endpoint group.";

identity application-group {

base uacl : endpoi nt - gr oup-t ype;
description

}

"Identity for the application endpoint group.";

typedef group-id-reference {

type leafref {

pat h "/acl: acl s/ uacl : endpoi nt - gr oups"
+ "/uacl : endpoi nt - gr oup/ uacl : group-id";

Ma, et al. Expi res 20 June 2026 [ Page 19]



I nternet-Draft A Policy-based Network Access Control Decenber 2025

}

description
"Defines a reference to a group identifier.";

}

augrment "/acl:acls" {
i f-feature "uacl:group”;
description
"Adds a container for endpoint group definition.";
cont ai ner endpoi nt -groups {
description
"Defines a container for the endpoint group list.";
i st endpoint-group {
key "group-id";
description
"Definition of the endpoint group list.";
| eaf group-id {
type string {
length "1..64";
}
description
"The endpoint group identifier that uniquely identifies
an endpoi nt group.";
}
| eaf group-type {
type identityref {
base endpoi nt - gr oup-type;
}
description
"Specifies the endpoint group type.";
}

}
}
}

augnment "/acl:acls/acl:acl/acl:aces/acl:acel/acl:matches" {
i f-feature "uacl : mat ch-on- group";
description
"Specifies how a source and/or destination endpoint group
i ndex can be referenced as the match criteria in the ACEs.";
cont ai ner endpoi nt-group {
when "derived-fromor-self(/acl:acls/acl:acl/acl:type,
+ "’ uacl : group-acl -type’)";
description
"Adds new match types.";
| eaf source-group-id {
type group-id-reference;
description

Ma, et al. Expi res 20 June 2026 [ Page 20]



I nternet-Draft A Policy-based Network Access Control Decenber 2025

"The mat ched source endpoint group ID.";
}
| eaf destination-group-id {
type group-id-reference;
description
"The mat ched destination endpoint group ID.";
}

}
}

augnment "/acl:acl s/acl:acl/acl:aces/acl:ace" {
i f-feature "uacl:schedul e";
description
"Adds schedul e paraneters to allow the ACE to take effect
based on date and tine.";
contai ner effective-schedule {
description
"Defines when the access control entry rules
are in effect based on date and tine condition.

If it is not configured, the access control entry
is immediately and always in effect.";
choi ce schedul e-type {
description
"Choi ce based on the type of the tine range.";
cont ai ner period {
description
"The ACE takes effect based on a precise period of
time.";
uses schedul e: peri od-of -ti ne;
}
cont ai ner recurrence {
i f-feature "schedul e:i cal endar-recurrence”;
description
"The ACE takes effect based on a recurrence rule.";
uses schedul e: i cal endar-recurrence;
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6

User Access Control Goup ID RADI US Attribute

This section defines a User-Access-Goup-1D RADIUS attribute which is
designed for user-centric access control scenarios where network
access is triggered by user authentication and used to indicate the
user group ID to be used by the NAS. For other endpoint group types,
such as device group or application group, the identifiers are
typically pre-provisioned on the SDN controller based on inventory or
application registry.

The User-Access-Goup-1D RADIUS attribute is defined with a globally
uni que nanme. The definition of the attribute follows the guidelines
in Section 2.7.1 of [RFC6929]. When the User-Access- G oup-|1D RAD US
attribute is present in the RAD US Access-Accept, the system applies
the related access control to the users after it authenticates.

The User-Access-Goup-I1D Attribute is of type "string" as defined in
Section 3.5 of [RFC8044].

The User-Access-Goup-I1D Attribute MAY appear in a RAD US Access-

Accept packet. It MAY al so appear in a RAD US Access- Request packet
as a hint to the RADIUS server to indicate a preference. However,
the server is not required to honor such a preference. If nore than

one instance of the User-Access-Goup-ID Attribute appears in a
RADI US Access-Accept packet, this neans that the user is a nmenber of
many groups.

The User-Access-Goup-1D Attribute MAY appear in a RAD US CoA- Request
packet .

The User-Access-Goup-1D Attribute MAY appear in a RAD US Accounting-
Request packet. Specifically, this nmay be used by a NAS to

acknow edge that the attribute was received in the RAD US Access-
Request and the NAS is enforcing that policy.

The User-Access-Goup-1D Attribute MUST NOT appear in any other
RADI US packet .

The User-Access-Goup-1D Attribute is structured as foll ows:

Type
TBAL

Lengt h
This field indicates the total length, in octets, of all fields of
this attribute, including the Type, Length, Extended-Type, and the
"Val ue".
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The Length MJUST be at nobst 67 octets. The maximumlength is 67
octets to acconmmodate the maxi num group I D of 64 octets plus one
octet for Type, one octet for Length, and one octet for Extended-
Lengt h.

Data Type
string (Section 3.5 of [RFC8044])

Val ue
This field contains the user group ID.

7. RADIUS Attributes

Tabl e 4 provides a guide as what type of RAD US packets that may
contain User-Access-Goup-I1D Attribute, and in what quantity.

[ el Sl ——_—j—— = —_——(—(—— ey plpjp—p——p—————————
| Access-Request | Access- | Access- | Access- | Attribute |
| | Accept | Reject | Challenge | |
[ el e el ool sl el
| O+ | O+ | O | O | User-Access- |
I I I I | Goup-ID I
I I T L L I I +
| Accounting- | CoA- | CoA-ACK | CoA-NACK | Attribute |
| Request | Request | | | |
R I I R I i I +
| O+ | O+ | O | O | User-Access- |
I I I I | Goup-ID I
I I T L L I I +

Table 4: Table of Attributes
Not ati on for Table 4:
0O This attribute MJST NOT be present in packet.

0+ Zero or nore instances of this attribute MAY be present in
packet .

8. Operational Considerations

The UCL nodel can be inplenented in different ways.
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In sone cases, the UCL data nodel is inplenmented at the network/

adm nistrative domain | evel with an SDN controller maintaining the
dynani cal mapping from endpoint group IDto IP/transport fields
(e.g., the 5-tuple) and program ng the PEPs with | P address/5-tuple
based ACLs. In such cases, PEPs do not require to inplenent specific
I ogi c (including hardware) conpared to the enforcenent of

conventional ACLs.

It is possible for the UCL data nmodel to be inplenented at the device
level. While it elimnates the need for an SDN controller to
interact frequently with the PEPs for reasons |ike the user’s context
of network connection change or VM application mgration, dedicated
har dwar e/ sof t ware support nmi ght be needed for PEPs to understand the
endpoint group identifier. |In scenarios where the NAS behaves as the
PEP whi ch acquires the source and/or destination endpoint group ID
fromthe AAA server, ACL policy enforcenent based on the group
identity without being encapsul ated i nto packet headers m ght affect
the forwardi ng performance. |Inplementations need to evaluate the
operational tradeoff (flexibility brought to the network vs. the
complexity of inplenentation) carefully. Such assessnent is out of
scope of this docunent.

9. Security Considerations
9.1. YANG

This section is nodeled after the tenmplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407his].

The "ietf-ucl-acl" YANG nodul e defines a data nodel that is designed
to be accessed via YANG based managenent protocols such as NETCONF

[ RFC6241] and RESTCONF [ RFC8040]. These YANG based nanagenent
protocols (1) have to use a secure transport |layer (e.g., SSH

[ RFC4252], TLS [RFC8446], and QUI C [ RFC9000]) and (2) have to use
mut ual aut henti cation

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.
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There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be sensitive or

vul nerabl e in sone network environnents. Wite operations (e.g.,
edit-config) and del ete operations to these data nodes w thout proper
protection or authentication can have a negative effect on network
operations. The follow ng subtrees and data nodes have particul ar
sensitivities/vulnerabilities:

* [acl :acl s/ uacl : endpoi nt - gr oups/ uacl : endpoi nt-group: This |ist
specifies all the endpoint group entries. Unauthorized wite
access to this list can allow intruders to nodify the entries
so as to forge an endpoint group that does not exist or
mal i ci ously del ete an existing endpoint group, which could be
used to craft an attack

* [acl:acls/acl:acl/acl:aces/acl:ace/acl: mtches/uacl : endpoi nt -
group: This subtree specifies a source and/or endpoi nt group
index as match criteria in the ACEs. Unauthorized wite access
to this data node may allow intruders to nodify the group
identity so as to permt access that should not be pernitted,
or deny access that should be permtted.

Sone of the readabl e data nodes in this YANG nodul e may be

consi dered sensitive or vulnerable in some network environnents.
It is thus inmportant to control read access (e.g., via get, get-
config, or notification) to these data nodes. Specifically, the
foll owi ng subtrees and data nodes have particular sensitivities/
vul nerabilities:

* [acl:acls/acl:acl/acl:aces/acl:acel/uacl:effective-schedule: This
subtree specifies when the access control entry rules are in
effect. An unauthorized read access of the list will allow the
attacker to determne which rules are in effect, to better
craft an attack.

9.2. RADUS
RADI US-rel ated security considerations are discussed in [ RFC2865] .
Thi s docunent targets deploynents where a trusted relationship is in
pl ace between the RADI US client and server with comunication

optionally secured by |IPsec or Transport Layer Security (TLS)
[ RFC6614] .
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10.

10.

10.

11.

11.

| ANA Consi der ati ons
1. YANG

Thi s docunent registers the following URIs in the "I ETF XM. Regi stry"
[ RFC3688] .

URI: urn:ietf:parans: xm:ns:yang:ietf-ucl-acl
Regi strant Contact: The |IESG
XM.: N A, the requested URI is an XM. nanespace.

Thi s docunment registers the foll owing YANG nodul es in the "YANG
Modul e Names" registry [ RFC6020] .

name: ietf-ucl-acl
prefix: uacl
nanespace: urn:ietf:parans: xm:ns:yang:ietf-ucl-acl
mai nt ai ned by | ANA? N
r ef erence: RFC XXXX
2. RADI US

Thi s docunent requests IANA to assign a new RADIUS attribute type
fromthe 1ANA registry "Radius Attribute Types" [RADI US-Types]:

[ ool oo oo s s el e °}
| Value | Description | Data Type | Reference |
B el s ety e el e el
| TBAL | User-Access-Goup-ID | string | This-Docunent |
+------- I i I I I I I T +

Table 5: RADIUS Attribute
Ref er ences
1. Nornmtive References

[1-D.ietf-netnod-schedul e-yang]
Ma, Q, Wi, Q, Boucadair, M, and D. King, "A Conmon YANG
Data Mbdel for Scheduling", Wirk in Progress, Internet-
Draft, draft-ietf-netnod-schedul e-yang-10, 7 August 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netnod-
schedul e- yang- 10>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.
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Appendi x A,  Exanpl es Usage

A 1.

Configuring the Controller Using G oup based ACL

Let’s consider an organization that would |ike to nmanage the access
of R&D enpl oyees that bring personally owned devices (BYOD) into the
wor kpl ace.

The access requirements are as foll ows:

*

Permt traffic from R& BYOD of enpl oyees, destined to R&D
enpl oyees’ devices every work day from 8:00:00 to 18:00: 00 UTC,
starting in January 1st, 2026.

Deny traffic from R& BYOD of enpl oyees, destined to finance
servers located in the enterprise DC network starting at 8:30:00
of January 20, 2026 with an offset of -08:00 fromUTC (Pacific
Standard Tine) and ending at 18:00:00 in Pacific Standard Ti ne on
Decenber 31, 2026.

The exanmple shown in Figure 3 illustrates the configuration of an SDN
control Il er using the group-based ACL:
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"ietf-access-control-list:acls": {
"ietf-ucl-acl:endpoint-groups": {
"endpoi nt-group": [

"group-id': "R&D',

"group-type": "ietf-ucl-acl:user-group"
}1
{ .
"group-id": "R&D BYOD',
"group-type": "ietf-ucl-acl:user-group"
}1
{ _ _
"group-id": "finance server",
"group-type": "ietf-ucl-acl:device-group”
}
]
}1
n CIII: [
{
"nanme": "sanpl e-group-acl”,
"type": "ietf-ucl-acl:group-acl-type",
"aces": {
"ace": [
{
"name": "rul el",

"mat ches": {
"ietf-ucl-acl:endpoint-group”: {
"source-group-id": "R& BYOD',
"destination-group-id": "R&D
}

ctions": {
"forwarding": "ietf-access-control-list:accept”

}

}

"ietf-ucl-acl:effective-schedule": {
"recurrence": {
"recurrence-first": {
"start-time": "2026-01-01T08: 00: 00Z",
"duration": "PT10: 00: 00"

}
"frequency": "ietf-schedul e:daily",
"byday": [
{
"weekday": "nonday"
H
{
"weekday": "tuesday"
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b
{
"weekday": "wednesday"
H
{
"weekday": "t hursday"
b
{
"weekday": "friday"
}
]
}
}
b
{
"name": "rul e2",
"mat ches": {
"ietf-ucl-acl:endpoint-group": {
"source-group-id": "R& BYOD',
"destination-group-id": "finance server"
}
1
"actions": {

"forwarding": "ietf-access-control-list:reject"
"ietf-ucl-acl:effective-schedule": {

"period": {

"period-start": "2026-01-20T08: 30: 00- 08: 00",
"period-end": "2026-12-31T18: 00: 00- 08: 00"
}
}
}

Figure 3: Exanple of UCL Configuration
A. 2. Configuring a PEP Usi ng G oup-based ACL

This section illustrates an exanple to configure a PEP using the
gr oup- based ACL.
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The PEP whi ch enforces group-based ACL may acquire group identities
fromthe AAA server if working as a NAS authenticating both the
source endpoint and the destination endpoint users. Another case for
a PEP enforcing a group-based ACL is to obtain the group identity of
the source endpoint directly fromthe packet field

[1-D. smith-vxIl an-group-policy].

Assume the mappi ng between device group ID and | P addresses is
predefined or acquired via device authentication. Figure 4 shows the
ACL configuration delivered fromthe controller to the PEP. This
exanple is consistent with the exanple presented in Appendi x A 1.

The exanples in this section do not intend to be exhaustive. In
particular, explicit I P addresses ("destination-ipv4-network" or
"destination-ipve-network") are provided only for one single rule to
illustrate how t he mappi ng between a group ID and | P addresses is
translated into an ACL rule entry.

{

"ietf-access-control-list:acls": {
"ietf-ucl-acl:endpoint-groups": {
"endpoi nt-group": [

"group-id': "R&D',

"group-type": "ietf-ucl-acl:user-group"
}1
{ .
"group-id": "R&D BYOD',
"group-type": "ietf-ucl-acl:user-group"
}
]
}1
"acl": [
{ .
"nanme": "sanple-ucl-ipv4d",
"type": "ietf-ucl-acl:m xed-ipv4-group-type",
"aces": {
"ace": [
{
"name": "rul el",

"mat ches": {
"ietf-ucl-acl:endpoint-group": {
"source-group-id": "R&D BYOD',
"destination-group-id': "R&D
}

ctions": {
"forwarding": "ietf-access-control-list:accept"

}
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"ietf-ucl-acl:effective-schedule": {
"recurrence": {
"recurrence-first":
"start-tinme": "2026-01-01T08: 00: 00Z",
"duration": "PT10: 00: 00"

1
"frequency": "ietf-schedul e:daily",
"byday": [
"weekday": "nonday"
H
{
"weekday": "tuesday"
H
{
"weekday": "wednesday"
H
{
"weekday": "thursday"
H
{
"weekday": "friday"
}
]
}
}
H
{
"nanme": "rul e2",
"mat ches": {
"ietf-ucl-acl:endpoint-group”: {
"source-group-id': "R&D BYOD
1
"ipvd": {
"destination-ipv4-network": "203.0.113.1/24"
}
},
"actions": {
"forwarding": "ietf-access-control-list:reject"
}
"ietf-ucl-acl:effective-schedule": {
"period": {
"period-start": "2026-01-20T08: 30: 00- 08: 00",
"period-end": "2026-12-31T18: 00: 00- 08: 00"
}
}
}
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Figure 4: Exanpl e of PEP Configuration

Figure 5 shows an exanple of the sane policy but with a destination
| Pv6 prefix.

{

"ietf-access-control-list:acls": {
"ietf-ucl-acl:endpoint-groups": {
"endpoi nt-group": [

"group-id': "R&D',

"group-type": "ietf-ucl-acl:user-group"
}1
{ .
"group-id": "R&D BYOD',
"group-type": "ietf-ucl-acl:user-group"
}
]
}1
"acl": [
{ .
"nanme": "sanple-ucl-ipv6",
"type": "ietf-ucl-acl:m xed-ipv6-group-type",
"aces": {
"ace": [
{
"name": "rul el",

"mat ches": {
"ietf-ucl-acl:endpoint-group": {
"source-group-id": "R& BYOD',
"destination-group-id': "R&D
}

ctions": {
"forwarding": "ietf-access-control-list:accept"

}

"ietf-ucl-acl:effective-schedule": {
"recurrence": {
"recurrence-first": {
"start-time": "2026-01-01T08: 00: 002",
“"duration": "PT10: 00: 00"
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}

"frequency": "ietf-schedul e:daily",
"byday": [
"weekday": "nonday"
H
{
"weekday": "tuesday"
H
{
"weekday": "wednesday"
H
{
"weekday": "thursday"
H
{
"weekday": "friday"
}
]
}
}
H
{
"name": "rul e2",

"mat ches": {
"ietf-ucl-acl:endpoint-group”: {
"source-group-id': "R&D BYOD

1
"ipve": {
"destination-ipve-network": "2001:db8:1234::/64"
}
},
"actions": {
"forwarding": "ietf-access-control-list:reject"
}
"ietf-ucl-acl:effective-schedule": {
"period": {
"period-start": "2026-01-20T08: 30: 00- 08: 00",
"period-end": "2026-12-31T18: 00: 00-08: 00"
}
}
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Figure 5: Exanple of PEP Configuration (ipv6)
A. 3. Configuring PEPs Using Address-based ACLs

The section describes an exanple of configuring a PEP using IP
address based ACL. | P address based access control policies could be
applied to the PEP that may not understand the group information,
e.g., firewall.

Assunme an enpl oyee in the R& departnent accesses the network
wirelessly froma non-corporate |aptop. The SDN controller

associ ates the user group to which the enpl oyee belongs with the user
address according to step 1 to 4 in Section 4.1

Assume the mappi ng between device group ID and | P addresses is
predefined or acquired via device authentication. Figure 6 shows an
| Pv4 address based ACL configuration delivered fromthe controller to
the PEP. This exanple is consistent with the exanple presented in
Appendi x A. 1.

"ietf-access-control-list:acls": {
"acl": [
{
"name": "sanple-acl-ipv4d",
"type": "ietf-access-control-list:ipv4-acl-type",
"aces": {
"ace": [
{
"name": "rul el",
"mat ches": {
"ipvd": {

"destination-ipv4-network": "192.168.2.1/24",
"source-ipv4-network": "192.168.1.1/24"

}

ctions": {
"forwarding": "ietf-access-control-list:accept"

}

"ietf-ucl-acl:effective-schedule": {
"recurrence": {
"recurrence-first": {
"start-time": "2026-01-01T08: 00: 00Z",
"duration": "PT10: 00: 00"

}

,requency": "ietf-schedul e:daily",
"byday": [
{
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"weekday": "nonday"
b
{
"weekday": "tuesday"
H
{
"weekday": "wednesday"
b
{
"weekday": "t hursday"
H
{
"weekday": "friday"
}
]
}
}
H
{
"nanme": "rul e2",
"mat ches": {
"ipvd": {
"destination-ipv4-network": "203.0.113.1/24",
"source-ipv4-network": "192.168.1.1/24"
}
},
"actions": {
"forwarding": "ietf-access-control-list:reject"
}
"ietf-ucl-acl:effective-schedule": {
"period": {
"period-start": "2026-01-20T08: 30: 00- 08: 00",
"period-end": "2026-12-31T18: 00: 00- 08: 00"
}
}
}

Figure 6: Exanple of PEP Configuration

Figure 7 shows an exanple of the sane policy but with a destination
| Pv6 prefix.
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{
"ietf-access-control-list:acls": {
"acl": [
{
"nanme": "sanple-acl-ipv6",
"type": "ietf-access-control-list:ipv6-acl-type",
"aces": {
"ace": [
{
"name": "rul el",
"mat ches": {
"ipv6e": {

"destination-ipv6-network": "2001:db8::1/64",
"source-ipv6-network": "2001:db8::2:1/64"

}
ctions": {
"forwarding": "ietf-access-control-list:accept"

}

"ietf-ucl-acl:effective-schedule": {
"recurrence": {
"recurrence-first":
"start-tinme": "2026-01-01T08: 00: 00Z",
"duration": "PT10: 00: 00"

1
"frequency": "ietf-schedul e:daily",
"byday": [
"weekday": "nonday"
H
{
"weekday": "tuesday"
H
{
"weekday": "wednesday"
H
{
"weekday": "thursday"
H
{
"weekday": "friday"
}
]
}
}
H
{
"name": "rul e2",
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"mat ches": {
"ipve": {
"destination-ipv6-network": "2001: db8:1234::/64",
"source-ipv6-network": "2001:db8::2:1/64"
}
},
"actions": {
"forwarding": "ietf-access-control-list:reject"

"ietf-ucl-acl:effective-schedule": {
"period": {
"period-start": "2026-01-20T08: 30: 00- 08: 00",
"period-end": "2026-12-31T18: 00: 00- 08: 00"

Figure 7. Exanple of PEP Configuration (IPv6)
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