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1. Introduction

I P Flow I nformati on Export (IPFIX) [RFC7011] is a protocol that is
wi dely depl oyed in networks for traffic nmanagement purposes

(Section 2 of [RFC6632]). The protocol specifies the encoding of a
set of basic data types and how the various Information El enents
(IEs) are transmitted. |In order to support the export of new flow
rel ated neasurenent data, new | Es can be defined and registered in a
dedi cated I ANA registry [I ANA-IPFI X] for interoperability.

Thi s docunent specifies new | PFI X Information El ements for UDP

options (Section 4). A brief overview of UDP options is provided in
Section 3.

Boucadair & Reddy. K Expi res 23 January 2025 [ Page 2]



I nternet-Draft IPFIX IE for UDP Options July 2024

The I E specified in Section 4.1 uses the new abstract data type
("unsi gned256") defined in [I-D.ietf-opsawg-ipfix-tcpo-v6eh].

Transport (including MU considerations are discussed in Section 10
of [RFC7011].

Exanples to illustrate the use of the new | PFI X I nformati on El enents
are provided in Section 5.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s document uses the | PFI X-specific termnology (e.g., Flow)
defined in Section 2 of [RFC7011]. As in the base |IPFI X
specification [ RFC7011], these |PFl X-specific ternms have the first
letter of a word capitalized.

The docunent adheres to the naning conventions for Infornmation
El ements per Section 2.3 of [RFC7012].

Al so, this docunent uses the terns defined in Section 3 of
[1-D.ietf-tsvwg-udp-options], especially "datagrant and "surplus
area".

3. UDP Options at a d ance

UDP [ RFC0768] does not support an extension nechanismsimlar to the
options supported by other transport protocols, such as TCP

[ RFC9293], SCTP [ RFC9260], or DCCP [ RFC4340]. Such a nechani sm can
be useful for various applications, e.g., to discover a path MU or
share tinmestanps. To fill that void, [I-D.ietf-tsvwy-udp-options]
extends UDP with a nechanismto insert extensions in datagrans. To
do so, and unlike the conventional approach that relies upon
transport headers, [I-D.ietf-tsvwyg-udp-options] uses trailers
Concretely, UDP options are placed in the surplus area (that is, the
area of an I P payload that follows a UDP packet). See Figure 1. An
exanpl e of the use of UDP options for Datagram Packetizati on Layer
Pat h Maxi mum Transni ssion Unit Di scovery (DPLPMIUD) is described in
[1-D.ietf-tsvwy-udp-options-dpl pntud].
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I P transport payl oad

UDP Length
Figure 1: Surplus Area

Sections 4.1 and 4.2 introduce new | Es to export the observed UDP
options.

UDP options are unambi guously identified by neans of a 1-byte field,
called "Kind".

Options indicated by Kind values in the range 0-191 are call ed SAFE
options. Such options can be silently ignored by |egacy receivers
because they do not alter the UDP user data (Section 11 of
[1-D.ietf-tsvwg-udp-options]). SAFE options are exported using the
| E defined in Section 4. 1.

Options indicated by Kind values in the range 192-255 are called
UNSAFE options. Such options are not safe for |egacy receivers to

i gnore because they alter the UDP user data (Section 12 of
[1-D.ietf-tsvwg-udp-options]). UNSAFE options are exported using the
| E defined in Section 4. 2.

UDP options occur per-packet within a Flow and can be inserted at any
time in the Flow.

[1-D.ietf-tsvwg-udp-options] reserves two options for experinents:
the Experinmental option (EXP, Kind=127) for SAFE options and the
UNSAFE Experinental option (UEXP, Kind=254). For both options,
Experinment ldentifiers (ExIDs) are used to differentiate concurrent
use of these options. Known ExIDs are expected to be registered
within | ANA.  Section 4.4 specifies a new IPFIX | E to export observed
ExIDs in the EXP options. Also, Section 4.5 specifies a new IPFIX | E
to export observed ExIDs in the UEXP options. Only 16-bit ExIDs are
supported in [I-D.ietf-tsvwg-udp-options].

Thi s docunent does not intend to el aborate operational gui dance/

i mplications of UDP options. The docunent focuses exclusively on
exporting observed UDP options in datagrans.
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4. New UDP | PFI X I nformati on El enents

RFC Editor Note: Please update "URL_I ANA UDP_OPTI ONS" reference
with the URL of the "UDP Option Kind Nunbers" registry group and
"URL_| ANA UDP_ExI Ds" with the URL of the "UDP Experinental Option
Experinment ldentifiers (UDP ExIDs)" registry that will be created
by I ANA as per Section 25 of [I-D.ietf-tsvwg-udp-options].

G ven the Kind structure of SAFE and UNSAFE UDP options, using one
single IE that would rmultiplex both types of option will limt the
benefits of reduced-size encoding in the presence of UNSAFE opti ons.
For exanple, at |least 24 octets would be needed to report mandatory
SAFE options that are observed in a Flow. In order to use less bits
to report observed UDP options, distinct |Es are thus defined to
report SAFE (Section 4.1) and UNSAFE (Section 4.2) UDP options. As
further detailed in Section 5.1, only one octet is needed to report
mandat ory SAFE opti ons

4.1. udpSafeOptions
Nane: udpSafeQptions
El ement I D: TBD1

Description: bserved SAFE UDP options in a Flow. The information
is encoded in a set of bhit fields.

Options are mapped to bits according to their option nunbers. UDP
option Kind O corresponds to the least-significant bit in the
udpSaf eCptions I E while Kind 191 corresponds to the 65th nost-
significant bit of the IE. The bit is set to 1 if the
correspondi ng SAFE UDP option is observed at | east once in the
Flow. The bit is set to O if the option is never observed in the
Flow. The 64 nost-significant bits MJST be set to O.

The reduced-size encoding per Section 6.2 of [RFC7011] is followed
whenever fewer octets are needed to report observed SAFE UDP
options. For exanple, if only option Kinds <= 31 are observed,
then the value of the udpSafeOptions |IE can be encoded as

unsi gned32, or if only option Kinds <= 63 are observed, then the
val ue of the udpSafeQptions | E can be encoded as unsi gned64.

The presence of udpSafeEx|IDList is an indication that the SAFE
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Experinmental option is observed in a Flow The presence of

udpSaf eExI DLi st takes precedence over setting the correspondi ng
bit in the udpSafeOptions IE for the same Flow. In order to
optimze the use of the reduced-size encoding in the presence of
udpSaf eExI DLi st | E, the Exporter MJUST NOT set to 1 the EXP flag of
the udpSafeOptions IE that is reported for the same Fl ow

Abstract Data Type: unsignhed256
Data Type Semantics: flags

Additional Information: See the "UDP Option Kind Numbers" registry
at [URL_I ANA UDP_CPTI ONS] .

See [I-D.ietf-tsvwg-udp-options] for nore details about UDP
options.

Ref erence: This- Docunent
4.2. udpUnsafeQptions

Nanme: udpUnsafeQptions

El ement I D. TBD2

Description: Observed UNSAFE UDP options in a Flow. The information
is encoded in a set of bit fields.

Options are nmapped to bits according to their option nunbers. UDP
option Kind 192 corresponds to the |east-significant bit in the
udpUnsaf eOptions | E while Kind 255 corresponds to the nost-
significant bit of the IE. The bit is set to 1 if the

correspondi ng UNSAFE UDP option is observed at |east once in the
Flow. The bit is set to 0 if the option is never observed in the
FI ow.

The reduced-size encoding per Section 6.2 of [RFC7011] is followed
whenever fewer octets are needed to report observed UNSAFE UDP
options.

The presence of udpUnsafeExIDList is an indication that the UNSAFE
Experinmental option is observed in a Flow. The presence of
udpUnsaf eEx| DLi st takes precedence over setting the corresponding
bit in the udpUnsafeCptions IE for the sane Flow. In order to
optim ze the use of the reduced-size encoding in the presence of
udpUnsaf eExI DLi st I E, the Exporter MJST NOT set to 1 the UEXP flag
of the udpUnsafeOptions IE that is reported for the same Fl ow.
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Abstract Data Type: unsigned64
Data Type Semantics: flags

Additional Information: See the "UDP Option Kind Numbers" registry
at [ URL_I ANA_UDP_OPTI ONS] .

See [I-D.ietf-tsvwg-udp-options] for nore details about UDP
options.

Ref erence: This- Docunent
4.3. udpExID

Nane: udpExI D

El ement I D: TBD3

Description: Observed ExID in an Experinental option (EXP, Kind=127)
or an UNSAFE Experinental option (UEXP, Kind=254).

A basicList of udpExID is used to report udpSafeEx|DList and
udpUnsaf eExI DLi st val ues.

Abstract Data Type: unsignhedl6
Data Type Semantics: identifier

Additional Information: See the "UDP Experinental Option Experinent
Identifiers (UDP ExIDs)" registry at [URL_|I ANA UDP_ExI| Ds].

See [I-D.ietf-tsvwg-udp-options] for nore details about ExI Ds.
Ref erence: This-Docunent
4.4. udpSaf eEx| DLi st
Nane: udpSaf eExl DLi st
El ement I D  TBD4

Description: Observed ExIDs in the Experinmental option (EXP,
Ki nd=127) .

A basicLi st of udpExID Information Elements in which each udpEx|I D
Information El enent carries the ExI D observed in an EXP option.

Abstract Data Type: basiclLi st
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Data Type Semantics: list

Additional Information: See the "UDP Experinental Option Experinment
Identifiers (UDP ExIDs)" registry at [URL_|I ANA UDP_ExI Ds].

See [I-D.ietf-tsvwg-udp-options] for nore details about ExI Ds.
Ref erence: Thi s- Docunent
4.5. udpUnsaf eExl DLi st
Nane: udpUnsaf eEx| DLi st
El ement I D:  TBD5

Description: Gbserved ExIDs in the UNSAFE Experinental option (UEXP,
Ki nd=254) .

A basicLi st of udpExID Information El ements in which each udpExl D
Information El enent carries the ExID observed in an UEXP opti on.

Abstract Data Type: basiclList
Data Type Semantics: list

Additional Information: See the "UDP Experinental Option Experinment
ldentifiers (UDP ExIDs)" registry at [URL_I ANA UDP_ExI Ds] .

See [I-D.ietf-tsvwg-udp-options] for nore details about ExI Ds.

Ref erence: Thi s- Docunent

5. Exanpl es

5.1. Reduced-size Encoding
G ven the UDP Kind allocation in Section 10 of
[1-D.ietf-tsvwg-udp-options] and the option mappi ng defined in
Section 4.1 of this docunent, fewer octets are likely to be used for
Fl ows with mandatory UDP opti ons.
Figure 2 shows an exanple of the Kind/bit nmappings in the
udpSaf eOptions | E for a Flow in which End of Options List (EQ,
Ki nd=0) and Alternate payl oad checksum (APC, Ki nd=2) options are

observed. Only the bits that corresponds to EOL and APC options are
set to 1.
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VBB LSB
1 25
01234567890123456789...89012345
+- -t - - - - - - - - - - e - e - - -
| 0] 0] 0] 0] 0] 0] 0] 0] 0] 0] 0] 0] 0] 0| 0] O] 0] 0] O] O] | O] 0] O] O] O] 1] Of 1|
R b SE I e i ane SD R oE i e e S T e sl bl o Shl pE e o Rt sh s SD I U R e sE D

Figure 2: An Exanpl e of udpSafeOptions IE with EQL and APC Opti ons

One octet is sufficient to report these observed options because the
| eadi ng zeros are dropped per the reduced-size encodi ng gui dance.

Concretely, the reported udpSafeOptions IE will be set to 0x05
(Figure 3).

MSB LSB

01234567

Figure 3: An Exanple of the Wre udpSafeQptions IE Value with EOL
and APC Options

5.2. SAFE Experinmental Option
Let us now consider a UDP Fl ow in which SAFE Experinmental options are
observed. If a udpSafeQptions IE is exported for this Flow, then
that TE will have the EXP bit set to 1 (Figure 4). This exanple does
not nake any assunption about the presence of other UDP options ("X
can be set to 0 or 1).
VSB LSB
12 25
0123...7890123456789...89012345
+-+-+-+-+, -+ - - - - -+, - - - - - - -+
IXEXPX)X]E P XEXPXXEXEX] XXX X XL XEX XX XXX XX
+-+- -+, -+ - - - - - e - - - - -+
Figure 4: An Exanpl e of udpSafeOptions with EXP Option
5.3. ExIDs and Reduced-si ze Encodi ng

Now assune that ECL, APC, EXP, and UEXP options are observed in a
Flow. Let us also consider that the observed SAFE Experinenta

options have ExlIDs set to 0x9858
options have ExlIDs set to OxC3D9
excerpt of the Data Set encoding
options have ExlIDs. The neaning

Boucadair & Reddy. K Expires 23

and OxE2D4, and UNSAFE Experi nment al
and 0x1234. Figure 5 shows an
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7.

7.

[ RFC6313] .

V5B LSB
0 1 2 3

01234567890123456789012345678901
e e e e e e e b e e e e b e e e e e e e b e e e e e e e e e e e
| 255 | List Length = 9 | semanti c=al | of |
B i s T T i i o S o T Ji I
| udpExlI D = TBD3 | Field Length = 2 |
e L i i T e e  h ik ik I R SR S
| SAFE ExI D = 0x9858 | SAFE ExI D = OxE2D4 |
i e e R e s o i e e b i S I N S T
I I
+-
I
+-
I
+-

+

255 | List Length = 9 | semanti c=al | of
i T o T i e S S S i S e S
udpExlI D = TBD3 | Field Length = 2 |
N S T S i o e e L R o
UNSAFE ExI D = 0xC3D9 | UNSAFE ExID = 0x1234 |
T o e i e S e e b Tk ok T NI S S

Figure 5: Exanple of UDP Experinental Option ExID IEs

Fol I owi ng the guidance in Section 4.1, the reported udpSafeOptions |E
will be set to 0x05 even in the presence of EXP options.

Security Considerations
Thi s docunent does not introduce new security considerations other
than those already discussed in Section 11 of [RFC7011] and Section 8
of [RFC7012].

The reader may refer to Section 24 of [I-D.ietf-tsvwy-udp-options]
for the security considerations related to UDP opti ons.

| ANA Consi derations
1. IPFIX Information El enents
Thi s docunent requests IANA to add the following new IEs to the

"I PFI X I nformati on El enents" registry under the "I P Flow I nformation
Export (IPFIX) Entities" registry group [|ANA-IPFIX]:
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| El enent

===

I PFI X | E for UDP Options July 2024
I D | Name | Specification |
ety S ————(—(————(—(——— s p—p—p—_————r
| udpSafeOptions | Section 4.1 of This-Docunment |
B . +
| udpUnsafeQptions | Section 4.2 of This-Docunent |
e L T T yepup Fom e meemeeieeeeeceieemeaacaaas +
| udpExI D | Section 4.3 of This-Docunent |
e e e e e o e e e e e e e e e o +
| udpSaf eExI DLi st | Section 4.4 of This-Docunment |
S a . +
| udpUnsafeEx| DList | Section 4.5 of This-Docunent |
e L T T ey Fom e meemeeieeeeeceieemeaacaaas +

Table 1: New | PFI X I nformati on El enents

udpSaf eOpti ons uses the abstract data type ("unsigned256") defined

in[I-D.

Note to
w th

Note to

i etf-opsawg-i pfix-tcpo-v6eeh].

| ANA:  The "Specification" colum points to the sections
the required information to register each IE

the RFC Editor: Please renpove the | ANA note once | ANA

actions are inpl enented.
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