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Abst r act

Thi s docunent specifies the use of Transport Layer Security (TLS)
version 1.3 to secure the comuni cati on channel between a Term nal
Access Controller Access-Control System Plus (TACACS+) client and
server. TACACS+ is a protocol used for Authentication,

Aut hori zation, and Accounting (AAA) in networked environments. The
ori gi nal TACACS+ protocol, does not mandate the use of encryption or
secure transport. This specification defines a profile for using TLS
1.3 with TACACS+, including guidance on authentication, connection
est abli shnent, and operational considerations. The goal is to
enhance the confidentiality, integrity, and authenticity of TACACS+
traffic, aligning the protocol with nodern security best practices.

Thi s docunent updates RFC 8907.
Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Term nal Access Controller Access-Control System Plus (TACACS+)
Prot ocol [RFC8907] provides device adm nistration for routers,
network access servers, and other networked conmputing devices via one
or nmore centralized TACACS+ servers. The protocol provides

aut henti cation, authorization and accounting services (AAA) for
TACACS+ clients within the device adm nistration use case.

Wil e the content of the protocol is highly sensitive, TACACS+ | acks
effective confidentiality, integrity, and authentication of the
connection and network traffic between the TACACS+ server and client,
requiring secure transport to safeguard a deploynent. The security
mechani sns as described in Section 10 of [ RFC8907] are extrenely
weak.

To address these deficiencies, this docunent updates the TACACS+
protocol to use TLS 1.3 [RFCB8446] authentication and encryption, and
obsol etes the use of TACACS+ obfuscation mechani snms (Section 10.5 of
[ RFC8907]). The maturity of TLS in version 1.3 and above nakes it a
sui tabl e choice for the TACACS+ protocol

2. Technical Definitions

The terms defined in Section 3 of [RFC38907] are fully applicable here
and will not be repeated. The following terns are also used in this
docunent .

of uscati on: TACACS+ was originally intended to incorporate a
mechani sm for securing the body of its packets. The algorithmis
categori zed as hfuscation in Section 10.5.2 of [RFC8907]. The term
is used to ensure that the algorithmis not m staken for encryption
It should not be considered secure.

Non- TLS connection: This termrefers to the connection defined in
[ RFC8907]. It is a connection without TLS, using the unsecure
TACACS+ aut henti cation and obfuscation (or the unobfuscated option
for test). The use of well-known TCP/IP host port nunber 49 is
specified as the default for Non-TLS connecti ons.
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TLS connection: A TLS connection is a TCP/IP connection with TLS
aut henti cation and encryption used by TACACS+ for transport. A TLS
connection for TACACS+ is al ways between one TACACS+ client and one
TACACS+ server

TLS TACACS+ server: This document describes a variant of the TACACS+
server, introduced in Section 3.2 of [RFC8907], which utilizes TLS
for transport, and nakes sone associ ated protocol optim zations.

Both server variants respond to TACACS+ traffic, but this docunent
specifically defines a TACACS+ server (whether TLS or Non-TLS) as
bei ng bound to specific port nunber on a particular |IP address or
hostname. This definition is inportant in the context of the
configuration of TACACS+ clients, to ensure they direct their traffic
to the correct TACACS+ servers

Peer: The peer of a TACACS+ client (or server) in the context of a
TACACS+ connection, is a TACACS+ server (or client). Together, the
ends of a TACACS+ connection are referred to as peers.

3. TACACS+ over TLS

TACACS+ over TLS takes the protocol defined in [ RFC8907], renpves the
option for MD5 obfuscation, and specifies that TLS 1.3 be used for
transport (Section 3.1 el aborates TLS version support). A new well -
known default host port nunmber is used. The next sections provide
further details and gui dance.

TLS is introduced into TACACS+ to fulfill the foll ow ng requirenents:

1. Confidentiality and Integrity: The MD5 al gorithm underlying the
obfuscation nechani smspecified in [ RFC8907] has been shown to be
i nsecure [ RFC6151] when used for encryption. This prevents
TACACS+ being used in a [FIPS-140-3] - conpliant depl oynent.
Securing TACACS+ protocol with TLS is intended to provide
confidentiality and integrity without requiring the provision of
a secured network.

2. Peer authentication: The authentication capabilities of TLS
repl ace the shared secrets of obfuscation for nutua
aut henti cati on.

Thi s docunent adheres to the recomrendati ons in
[I-Dietf-uta-require-tlsi3].
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3.1. Separating TLS Connections

Peers inplementing the TACACS+ protocol variant defined in this
docunent MUST apply mnmutual authentication and encrypt all data
exchanged between them Therefore, when a TCP connection is
established for the service, a TLS handshake begi ns i medi atel y.
Opti ons which upgrade an initial Non-TLS connection, MJST NOT be
used, see Section 5.3.

To ensure cl ear separation between TACACS+ traffic using TLS and that
whi ch does not (see Section 5.3), servers supporting TACACS+ over TLS
MUST listen on a TCP/IP port distinct fromthat used by non-TLS
TACACS+ servers. It is further RECOMVENDED to depl oy the TLS and
non- TLS servi ces on separate hosts, as discussed in Section 5.1.1

G ven the preval ence of default port usage in existing TACACS+ client
i npl ementations, this specification assigns a well-known TCP port
nunber for TACACS+ over TLS: [TBD] (Section 7), with the associated
service nane "tacacss" Section 7. This allows clients to

unanbi guously di stingui sh between TLS and non- TLS connecti ons, even
in the absence of an explicitly configured port nunber.

Wil e the use of the designated port nunber is strongly encouraged,
depl oynents with specific requirements MAY use alternative TCP port
nunbers. In such cases, operators nust carefully consider the
operational inplications described in Section 5.3.

3.2. TLS Connection

A TACACS+ client initiates a TLS connection by naking a TCP
connection to a configured TLS TACACS+ server on the TACACS+ TLS port
nunber. Once the TCP connection is established, the client MJST

i medi atel y begin the TLS negoti ati on before sendi ng any TACACS+

prot ocol dat a.

M ni mum TLS 1.3 [ RFC8446] MJUST be used for transport, it is expected
t hat TACACS+ as described in this docunent will work with future
versions of TLS. Earlier versions of TLS MJUST NOT be used.

Once the TLS connection has been successfully established, the
exchange of TACACS+ data MUST proceed in accordance with the
procedures defined in [ RFC8907], However, all TACACS+ nessages SHALL
be transmitted as TLS application data. The TACACS+ obfuscation
mechani sm defined in [ RFC8907] MJST NOT be applied when operating
over TLS (Section 4).
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3.

3.

3.

4.

The connection persists until the TLS TACACS+ peer closes it, either
due to an error, or at the conclusion of the TACACS+ session, or, if
Si ngl e Connection Mode (Section 4.3 of [RFC8907]) has been

negoti ated, when an inactivity tineout occurs. Wiy it closed has no
bearing on TLS resunption, unless closed by a TLS error, in which
case it is possible that the ticket has been invalidated.

TACACS+ connections are generally not long-lived. For connections
not operating in Single Connection Mde (as defined in Section 4.3 of
[ RFC8907]) the TCP session SHALL be cl osed upon conpl etion of the
associ at ed TACACS+ session. Connections operating in Single
Connection Mbde MAY persist for a longer duration but are typically
subject to timeout and closure after a brief period of inactivity.
Consequently, support for transport-Ilayer keepalive nmechanisns is not
required.

TACACS+ clients and servers wi dely support |Pv6 configuration in
addition to IPv4. This docunment makes no changes to recommendati ons
in this area

TLS Aut henticati on Options

| npl enent ati ons MJST support certificate-based nutual authentication,
to provide a core option for interoperability between depl oynents.
This authentication option is specified in Section 3. 4.

In addition to certificate-based TLS authentication, inplenentations
MAY support the following alternative authentication nechani sns:

* Pre-Shared Keys (PSKs) (Section 3.5), also known as external PSKs
in TLS 1. 3.

* Raw Public Keys (RPKs). The details of RPK are considered out-of -
scope for this docunent. Refer to [ RFC7250] and Section 4.4.2 of
[ RFC8446] for inplenmentation, deploynent, and security
consi derati ons.

TLS Certificate-Based Authentication
TLS certificate authentication is the primary authentication option

for TACACS+ over TLS. This section covers certificate-based
aut henti cation only.
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Depl oyi ng TLS certificate-based authentication correctly will
consi derably inprove the security of TACACS+ depl oynents. It is
essential for inplenenters and operators to understand the
inmplications of a TLS certificate-based authentication solution,
including the correct handling of certificates, Certificate

Aut horities (CAs), and all elements of TLS configuration. For
gui dance, start w th [ BCP195].

Each peer MUST validate the certificate path of its renote peer
i ncludi ng revocation checking, as described in Section 3.4.1

If the verification succeeds, the authentication is successful and
the connection is permtted. Policy may inpose further constraints
upon the peer, allow ng or denying the connection based on
certificate fields or any other parameters exposed by the

i mpl ement ati on.

Unl ess disabl ed by configuration, a peer MJST NOT pernit connection
of any peer that presents an invalid TLS certificate.

3.4.1. TLS Certificate Path Verification

The inpl enentati on of certificate-based nutual authentication MJST
support certificate path verification as described in Section 6 of
[ RFC5280] .

In sone deployments, a peer may be isolated froma renmote peer’s CA

I npl enentati ons for these depl oynents MJUST support certificate chains
(a.k.a. bundles or chains of trust), where the entire chain of the
remote’s certificate is stored on the |ocal peer

TLS Cached Informati on Extension [ RFC7924] SHOULD be i npl ement ed.
Thi s MAY be augmented with RPKs [ RFC7250], though revocation nust be
handled as it is not part of the standard.

O her approaches may be used for |oading the internmediate
certificates onto the client, but MJUST include support for revocation
checking. For exanple, [RFC5280] details the Authority Information
Access (AlA) extension to provide information about the issuer of the
certificate in which the extension appears. It can be used to
provide the address of the Online Certificate Status Protocol (OCSP)
responder from where revocation status of the certificate (which

i ncl udes the extension) can be checked.
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3.4.2. TLS Certificate ldentification

For the client-side validation of presented TLS TACACS+ server
identities, inplenentations MJIST foll ow [ RFC9525] validation
techniques. Identifier types DNS-ID, IP-1D, or SRV-ID are applicable
for use with the TLS TACACS+ protocol, selected by operators
dependi ng upon the depl oynent design. TLS TACACS+ does not use URI -

I Ds for TLS TACACS+ server identity verification

Wl dcards in TLS TACACS+ server identities sinplify certificate
managenent by allowing a single certificate to secure nultiple
servers in a deploynent. However, this introduces security risks, as
conmprom sing the private key of a wildcard certificate inpacts al
servers using it. To address these risks, the guidelines in

Section 6.3 of [RFC9525] MUST be foll owed, and the wildcard SHOULD be
confined to a subdomai n dedicated solely to TACACS+ servers

For the TLS TACACS+ server-side validation of client identities,
i mpl ement ati ons MJST support the ability to configure which fields of
a certificate are used for client identification, to verify that the
client is a valid source for the received certificate and that it is
permtted access to TACACS+. |nplenentations MJST support either

Net wor k address based validati on nethods as described in Section 5.2
of [ RFC5425].

or

Client Identity validation of a shared identity in the certificate
subj ect Alt Name. This is applicable in deploynents where the client
securely supports an identity which is shared with the TLS TACACS+
server. Matching of dNSNanme and i PAddress MJUST be supported. O her
options defined in Section 4.2.1.6 of [RFC5280] MAY be supported.
Thi s approach allows a client’s network |ocation to be reconfigured
wi thout issuing a new client certificate.

| mpl enent ati ons MUST support the TLS Server Nane |ndication extension
(SNI') (Section 3 of [RFC6066]). TLS TACACS+ clients MJIST support the
ability to configure the TLS TACACS+ server’s donmain name, so that it
may be included in the SNI "server nane" extension of the client
hello (This is distinct fromthe |P Address or hostname configuration
used for the TCP connection). Refer to Section 5.1.5 for security
rel ated operator considerations.

Certificate provisioning is out of scope of this docunent.
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3.4.3. Cipher Suites Requirenents

| mpl enent ati ons MJST support the TLS 1.3 nmandatory ci pher suites
(Section 9.1 of [RFC8446]). Readers should refer to [BCP195]. The
ci pher suites offered or accepted SHOULD be configurable so that
operators can adapt.

3.5. TLS PSK Aut hentication

As an alternative to certificate-based authentication
i mpl ement ati ons MAY support PSKs, al so known as External PSKs in TLS
1.3 [ RFCB446]. These should not be confused with resunpti on PSKs.

The use of External PSKs is |ess well established than certificate-
based authentication. 1t is RECOVWENDED that systens follow the
directions of [RFC9257] and Section 4 of [RFC8446].

Where PSK Aut hentication is inplenented, PSK | engths of at |east 16
octets MJST be support ed.

PSK I dentity MJST foll ow recommendati ons of Section 6.1 of [RFC9257].
I mpl enent ati ons MUST support PSK identities of at |east 16 octets.

Al 't hough this docunment renoves the option of MD5 obfuscation
(Section 4), it is still possible that the TLS and Non-TLS versions
of TACACS+ may exist in an organi zation, for exanple, during
mgration (Section 6.1). In such cases, the shared secrets
configured for TACACS+ obfuscation clients MIUST NOT be the sane as
the PSKs configured for TLS clients.

3.6. TLS Resunption

The TLS Resunption protocol, detailed in [ RFC8446], can mnimnize the
nunber of round trips required during the handshake process. If a
TLS client holds a ticket previously extracted froma
NewSessi onTi cket nmessage fromthe TLS TACACS+ server, it can use the
PSK identity tied to that ticket. |If the TLS TACACS+ server
consents, the resumed session is acknowl edged as authenticated and
securely linked to the initial session

The client SHOULD use resunption when it holds a valid unused ticket
fromthe TLS TACACS+ server, as each ticket is intended for a single
use only and will be refreshed during resunption. The TLS TACACS+
server can reject a resunption request, but the TLS TACACS+ server
SHOULD al |l ow resunption if the ticket in question has not expired and
has not been used before.
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When a TLS TACACS+ server is presented with a resunption request from
the TLS client, it MAY still choose to require a full handshake. In
this case, the negotiation proceeds as if the session was a new

aut hentication, and the resunption attenpt is ignored. As described
in Appendi x C. 4 of [RFCB446], reuse of a ticket allows passive
observers to correlate different connections. TLS TACACS+ clients
and servers SHOULD follow the client tracking preventions in

Appendi x C. 4 of [RFC8446].

When processing TLS resunption, certificates nust be verified to
check for revocation during the period since the |ast
NewSessi onTi cket Message.

The resunption ticket lifetime SHOULD be configurable, including a
zero seconds lifetine. Refer to Section 4.6.1 of [RFC8446] for
gui dance on ticket lifetine.

4. (bsol escence of TACACS+ (bfuscation

[ RFC8907] describes the obfuscati on nechani sm docunmented in
Section 5.2 of [RFC5425]. Such a method is weak.

The introduction of TLS authentication and encryption to TACACS+
replaces this forner mechani smand so obfuscation is hereby

obsol eted. This section describes how the TACACS+ client and servers
MUST operate regardi ng the obfuscati on nechani sm

Peers MJUST NOT use obfuscation with TLS

A TACACS+ client initiating a TACACS+ TLS connection MJST set the
TAC_PLUS_UNENCRYPTED_FLAG bit, thereby asserting that obfuscation is
not used for the session. All subsequent packets MJST have the
TAC_PLUS_UNENCRYPTED_FLAG bit set to 1.

A TLS TACACS+ server that receives a packet with the

TAC PLUS UNENCRYPTED FLAG bit not set to 1 over a TLS connection
MUST return an error of TAC_PLUS_AUTHEN_STATUS ERROR,

TAC PLUS_AUTHOR STATUS ERROR, or TAC _PLUS ACCT_STATUS ERRCR as
appropriate for the TACACS+ message type, with the

TAC _PLUS UNENCRYPTED FLAG bit set to 1, and ternminate the session.
Thi s behavi or corresponds to that defined in Section 4.5 of [RFC8907]
Data Obfuscation for TAC PLUS_UNENCRYPTED FLAG or key mi smat ches

A TACACS+ client that receives a packet with the

TAC _PLUS UNENCRYPTED FLAG bit not set to 1 MJST terminate the
session, and SHOULD log this error.
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5. Security Considerations
5.1. TLS

Thi s docunent inproves the confidentiality, integrity, and
aut henti cation of the connection and network traffic between TACACS+
peers by adding TLS support.

Si nply addi ng TLS support to the protocol does not guarantee the
protection of the TLS TACACS+ server and clients. It is essentia

for the operators and equi pment vendors to adhere to the | atest best
practices for ensuring the integrity of network devices and sel ecting
secure TLS key and encryption al gorithns.

[ BCP195] offers substantial guidance for inplenmenting protocols that
use TLS and their deploynent. Those inplenenting and depl oyi ng
Secur e TACACS+ nust adhere to the recomendations relevant to TLS 1.3
outlined in [BCP195] or its subsequent versions.

Thi s docunent outlines additional restrictions perm ssible under

[ BCP195] For exanpl e, any recommendations referring to TLS 1.2,
including the mandatory support, are not relevant for Secure TACACS+
as TLS 1.3 or above is mandat ed.

Thi s docunent concerns the use of TLS as transport for TACACS+, and
does not nmke any changes to the core TACACS+ protocol, other than
the direct inplications of deprecating obfuscation. Operators MJST
be cogni zant of the security inplications of the TACACS+ protoco
itself. Further docunents are planned, for exanple, to address the
security inplications of password based authentication and enhance
the protocol to accommpdate alternative schenes.

5.1.1. TLS Use

New TACACS+ producti on depl oynents SHOULD use TLS aut henticati on and
encryption. Al so see [ RFC3365].

TLS TACACS+ servers (as defined in Section 2) MJST NOT all ow Non-TLS
connecti ons, because of the threat of downgrade attacks or

m sconfiguration described in Section 5.3. Instead, separate Non-TLS
TACACS+ servers SHOULD be set up to cater for these clients.

It is NOT RECOMMENDED that TLS TACACS+ servers and Non- TLS TACACS+
servers be depl oyed on the same host, for reasons discussed in
Section 5.3. Non-TLS connections would be better served by depl oyi ng
the required Non-TLS TACACS+ servers on separate hosts.
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TACACS+ Clients MJUST NOT fail back to a Non-TLS connection if a TLS
connection fails. This prohibition includes during the nigration of
a depl oynment (Section 6.1).

5.1.2. TLS O-RTT

TLS 1.3 resunption and PSK techni ques nake it possible to send Early
Data, aka. O-RTT data, data that is sent before the TLS handshake
completes. Replay of this data is a risk. Gven the sensitivity of
TACACS+ data, clients MUST NOT send data until the full TLS handshake
conpletes; that is, clients MIJST NOT send O-RTT data and TLS TACACS+
servers MJST abruptly di sconnect clients that do.

TLS TACACS+ clients and servers MJUST NOT include the "early_data"
extension. See sections 2.3 and 4.2.10 of [RFC8446] for security
concerns.

5.1.3. TLS Options

Recomendati ons in [BCP195] MUST be followed to determnine which TLS
versions and al gorithns should be supported, deprecated, obsoleted,
or abandoned.

Al so, Section 9 of [RFC8446] prescribes nandatory supported options.
5.1.4. Unreachable Certification Authority (CA)

Qperators should be cognizant of the potential of TLS TACACS+ server
and/or client isolation fromtheir peer’s CA by network failures.
Isolation froma public key certificate’s CA will cause the
verification of the certificate to fail and thus TLS authentication
of the peer to fail. The approach nentioned in Section 3.4.1 can
hel p address this and shoul d be consi dered where inpl ement ed.

5.1.5. TLS Server Nane |ndicator (SN)

Operators should be aware that the TLS SNI extension is part of the
TLS client hello, which is sent in cleartext. It is, therefore,
subj ect to eavesdropping. Also see Section 11.1 of [RFC6066].

5.1.6. Server ldentity WIdcards

The use of wildcards in TLS server identities creates a single point
of failure: a conprom sed private key of a wildcard certificate
impacts all servers using it. Their use MJST foll ow reconmendati ons
of Section 7.1 of [RFC9525]. Operators MJST ensure that the wildcard
is limted to a subdonmai n dedi cated solely to TLS TACACS+ servers.
Further, operators MJST ensure that the TLS TACACS+ servers covered
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by a wildcard certificate MJST be inpervious to redirection of
traffic to a different server (for example, due to on-path attacks or
DNS cache poi soni ng).

5.2. TACACS+ Configuration

| mpl ementors must ensure that the configuration schene introduced for
enabling TLS is straightforward and | eaves no room for anbiguity
regardi ng whether TLS or Non-TLS will be used between the TACACS+
client and the TACACS+ server

Thi s docunent recommends the use of a separate port nunber that TLS
TACACS+ servers will listen to. Were deploynents have not
overridden the defaults explicitly, TACACS+ client inplenentations
MJST use the correct val ues:

* for Non-TLS connection TACACS+: Port nunber 49.
* for TLS connection TACACS+: (TBD).

I mpl enentors may offer a single option for TACACS+ clients and
servers to disable all Non-TLS TACACS+ operations. Wen enabled on a
TACACS+ server, it will not respond to any requests from Non-TLS
TACACS+ client connections. Wen enabled on a TACACS+ client, it

will not establish any Non-TLS TACACS+ server connections.

5.3. Well-Known TCP/IP Port Nunber

A new port nunber is considered appropriate (rather than a nmechani sm
that negotiates an upgrade froman initial Non-TLS TACACS+
Connection) because it all ows:

* ease of blocking the unobfuscated or obfuscated connections by the
TCP/ 1 P port nunber,

* passive Intrusion Detection Systens (IDSs) nonitoring the
unobfuscated to be unaffected by the introduction of TLS,

* avoi dance of on-path attacks that can interfere with upgrade, and

* prevention of the accidental exposure of sensitive information due
to misconfiguration.

However, co-existence of inferior authentication and obfuscated,

whet her a Non-TLS connecti on or deprecated parts that compose TLS

al so presents opportunity for down-grade attacks. Causing failure of
connections to the TLS-enabl ed service or the negotiation of shared
al gorithm support are two such down-grade attacks
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The sinplest mitigation exposure from Non-TLS connection nmethods is
to refuse Non-TLS connections at the host entirely, perhaps using
separate hosts for Non-TLS connections and TLS

Anot her approach is nmutual configuration that requires TLS. TACACS+
clients and servers SHOULD support configuration that requires peers,
globally and individually, use TLS. Furthernore, peers SHOULD be
configurable to limt offered or recogni zed TLS versi ons and
algorithnms to those recomended by standards bodi es and i npl enenters.

6. Operational Considerations

Operational and depl oynent considerations are spread throughout the
docunent. \While avoiding repetition, it is useful for the inpatient
to direct particular attention to Sections 5.2 and 5.1.5. However,

it is inportant that the entire Section 5 is observed.

It is essential for operators to understand the inplications of a TLS
certificate-based authentication solution, including the correct

handl ing of certificates, CAs, and all elenents of TLS configuration
Refer to [BCP195] for guidance. Attention is drawn to the
provisioning of Certificates to all peers, including TACACS+ TLS
clients, to permt the nmandatory mnutual authentication

6.1. Magration

Section 5.2 nentions that for an optinmal depl oyment of TLS TACACS+,
TLS shoul d be universally applied throughout the depl oynent.

However, during the migration process froma Non-TLS TACACS+

depl oynent, operators nmay need to support both TLS and Non-TLS
TACACS+ servers. This migration phase allows operators to gradually
transition their deploynments froman insecure state to a nore secure
one, but it is inmportant to note that it is vulnerable to downgrade
attacks. Therefore, the mgration phase should be consi dered
insecure until it is fully conpleted. To nmitigate this hazard:

* The period where any client is configured with both TLS and Non-
TLS TACACS+ servers shoul d be mini m zed.

* The operator nust consider the inpact of mixed TLS and Non-TLS on
security, as nentioned above.
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6.2. Muintaining Non-TLS TACACS+ Cients
Sone TACACS+ client devices in a deploynment may not inplenent TLS
These devices will require access to Non-TLS TACACS+ servers.
Qperators nust foll ow the recomendati on of Section 5.1.1 and depl oy
separate Non- TLS TACACS+ servers for these Non-TLS clients fromthose
used for the TLS clients.

6.3. YANG Model for TACACS+ Cients

[i etf-opsawg- secure-tacacs-yang] specifies a YANG nodel for nanagi ng
TACACS+ clients, including TLS support.

7. | ANA Consi derations
I ANA (has allocated) is requested to allocate a new wel | -known system
TCP/ 1 P port nunber ([TBD]) for the service nane "tacacss", described
as "TACACS+ over TLS'. The service nane "tacacss" follows the comon
practice of appending an "s" to the nane given to the Non-TLS well -
known port name. This allocation is justified in Section 5. 3.
I ANA (has added) is requested to add tacacss as a new entry to the
"Service nane and Transport Protocol Port Nunmber Registry" available
at https://ww. i ana. org/ assi gnnent s/ servi ce- nanes- port - nunber s/
Servi ce Nane: tacacss
Port Number: [ TBD|
Transport Protocol: TCP
Description: TLS Secure Login Host Protocol (TACACSS)
Assi gnee: | ESG
Contact: |ETF Chair
Ref erence: [TBD] (This Document)

RFC EDI TOR: this port nunber should replace "[TBD]" within this
docunent .

Consi derati ons about service discovery are out of scope of this
docunent .
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