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Abstract

Thi s docunent defines a YANG data nodel for network diagnosis on-
demand rel yi ng upon Operations, Admnistration, and Mi ntenance (OAM
tests. This docunment defines both 'oamunitary-test’ and 'oamtest-
sequence’ YANG nmodul es to manage the lifecycle of network diagnosis
procedures, primarily intended for use by an SDN controller or
networ k orchestrator, rather than by individual network nodes.
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https://github. com vl opezal varez/draft-ietf-opsawg-schedul i ng- oam
tests.
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1. Introduction

Qperations, Admnistration, and Mai ntenance (OAM tasks are
fundanental functions of the network nanagenent (see, e.g.,

[ RFC7276]). G ven the enmergence of data nodels and their utilization
in Service Provider’s network managenent and the need to automate the
overal |l service managenent |ifecycle [RFC8969], the managenent of OAM
operations beconmes also essential. Relevant data nodels are stil

m ssing to cover specific needs.

The term OAM is used in this docunent as defined in [ RFC6291] and
further characterized according to the classification guidelines in
[1-D.ietf-opsawg-oam characterization]. The scope of this docunent
applies primarily to active and hybrid OAM nechani sns, as the
scheduling of test generally inplies the generation of additional OAM
traffic. Passive OAM mechani sms are not the focus of this work.

Specifically, OAM functions provide the nmeans to identify and isol ate
faults, neasure and report the network perfornance (see section 4.2,

[ RFC6632]. For exanple, [RFC5860] defines the three nmin areas

i nvol ved i n OAM

* Fault managenent, which allows network operators quickly identify
and isolate faults in the network. Exanples of these nechani sns
for fault detection and isolation are: continuity check, l|ink
trace, and | oopback

*  Performance managenent enabl es nonitoring network performance and
di agnosi ng performance issues (i.e., degradation). Some of the
measur enents such as franme del ay neasurenent, frane del ay
variation measurenent, and frame | oss neasurenent.
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* Security managenent defines mechanisnms to protect OAM
communi cati ons from unaut hori zed access and tamperi ng.

[ RFC7276] presents OAMtools for detecting and isolating failures in
networ ks and for performance nonitoring, sone exanples are:

* Continuity Check: This function verifies that a path exists
between two points in a network and that the path is operational

* Loopback: This function allows a device to | oop back a received
packet back to the sender for diagnostic purposes. There are
mul tiple technologies for this function, like IP
Pi ng[ RFC0792] [ RFC4443], VCCV Pi ng[ RFC5085], LSP Ping [ RFC4379] or
Et her net Loopback [| EEE-8021Q

* Link Trace: This function allows a network operator to trace a
path through a network from one device to another. Sone
technol ogi es followi ng this approach are Y.1731 Linktrace
[ TUT-Y1731] or |IP traceroute[ RFC0792] [ RFC4443].

* Performance Monitoring: This function allows a network operator to
moni tor the performance of a network and to identify and di agnose
performance i ssues. Protocols |ike TWAMP[ RFC5357],

STAMP[ RFC8762], Alternative Marking[ RFC9341], IOAM (In Situ OAM
[ RFC9197], or Y.1731 DMM SLM [I TU-T-Y1731] can obtain perfornmance
nmeasur enent s.

More recently, Incident Managenent
[1-D.ietf-nnmop-network-incident-yang] focuses on the network incident
di agnosi s, which can be favored by dynami c invocation of OQAMtests.

[ RFC8531], [RFC8532], [RFC8533], and [RFCB8913] defined YANG nodel s
for OAM technol ogi es:

0 [RFC8531] "A YANG Data Model for Connection Oiented OAM: defines
a YANG data nodel for connection-oriented OAM protocols. The nain
aimof this docunment is to define a generic YANG data nodel that can
be used to configure, control, and nonitor connection-oriented QAM
protocols such as MPLS-TP OAM [ RFC6371], TRILL OAM RFC7174], PBB-TE
OAM [ | EEE- 8021ag], and T-MPLS [I TU- T-G81131] OAM

0 [ RFC8532] "A YANG Data Mdel for Connectionless OAM Protocol s":
provi des a generic YANG data nodel that can be used to configure,
control, and nonitor connectionless OAM protocols such as BFD
(Bidirectional Forwardi ng Detection)[ RFC5880], LBM (Loopback
Messagi ng) [ | EEE- 8021ag], and VCCV (Virtual Circuit Connectivity
Verification)[ RFC5085].

Contreras, et al. Expires 23 April 2026 [ Page 4]



I nternet-Draft Schedul i ng OAM YANG Cct ober 2025

0 [ RFC8533] "A YANG Data Mddel for Retrieval Methods for the
Management of QOAM Protocols that Use Connectionl ess Comuni cati ons":
provi des a YANG data nodel that can be used to retrieve information
related to OAM protocols such as BFD (Bidirectional Forwarding

Det ecti on) [ RFC5880], LBM (Loopback Messagi ng)[ | EEE-8021ag], and VCCV
(Mirtual Grcuit Connectivity Verification)[ RFC5085].

0 [RFC8913] "A YANG Data Moddel for Two-WAay Active Measurenent
Protocol (TWAMP)": specifies a YANG data nodel for client and server
i npl ementati ons of the Two-Way Active Measurenent Protocol (TWAMP).

These OAM rel ated YANG data nodel s defined parameters required for
each of the different tests that are used in network el enents today.
This work ainms to reuse and build upon existing YANG nodels for OAM
technol ogi es, such as those defined in [ RFC8531], [RFC8532], and

[ RFC8533]. By leveraging these foundational nodels, this docunent
specifies a YANG data nodel for scheduling and coordi nating sequences
of OAMtests, enabling nmore advanced and aut onated network di agnosis
procedures. In addition to reusing the device-level QAM YANG nodel s
from[RFC38531], [RFC8532], and [RFC8533], this document buil ds upon
the generic scheduling franmework defined in

[1-D.ietf-netnod-schedul e-yang]. The ietf-schedul e nodul e provides
reusabl e groupi ngs and nechani sns for specifying periods of tine,
recurrence rules, and scheduling status. These constructs are
directly inported and used in the OAMunitary test and OAM test
sequence nodels defined in this document, enabling precise

schedul i ng, repetition, and conflict reporting for OAMtasks in a
net wor k-wi de cont ext.

The YANG data nodel resulting fromthis docunment will conformto the
Net wor k Managenent Datastore Architecture (NVDA) [ RFC8342].

1.1. Term nol ogy and Notati ons

Thi s docunent assunes that the reader is famliar with the contents
of [RFC7950] "The YANG 1.1 Data Moddeling Language".

Following terns are used for the representation of this data nodel.

o0 OAMunitary test: A set of parameters that define a type of OAM
test to be invoked. As an exanple, it includes the type test,
configuration paraneters, and target results.

0 OAM test sequence: A set of OAMunitary tests that are run based on

a set of time constraints, nunber of repetitions, order, and
reporting outputs.
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Tree diagranms used in this docunment follow the notation defined in
[ RFC8340] .

Thi s docunent adopts the OAM characterization defined in
[1-D.ietf-opsawg-oam characterization]:

0 Active OAM uses dedicated OAM packets to assess network
performance or verify continuity.

0 Passive OAM observes existing data traffic w thout injecting OAM
packets.

o Hybrid OAM conbi nes active and passive met hods.

The use of the terns in-band and out-of-band is avoided in this
docunent, consistent with [I-D.ietf-opsawg-oam characterization].

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119], [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1.3. Prefix in Data Node Nanes
In this docunment, nanes of data nodes and other data nodel objects

will be prefixed using the standard prefix associated with the
correspondi ng YANG i nported nmodul es, as shown in the follow ng table.

[ el oo s b el s 1)
| Prefix | Yang Modul e | Reference |
[ ot bl Cbems s puses sy e p—p—_—
| oamut | ietf-oamunitary-tests | RFCXXXX |
R ppe—— e IR +
| oamts | ietf-oamtest-sequence | RFCXXXX |
B o m e e e e e e e aao o o m e e e - +
| yang | ietf-yang-types | [RFC6991] |
E e M +

Tabl e 1. Prefixes and Correspondi ng YANG
Modul es

RFC Editor Note: Please replace XXXX with the RFC nunber assigned

to this docunent if the docunent beconmes a RFC. Pl ease renove
this note in that case.
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2. Network-wi de OAM Use Cases

Thi s docunent covers how to use OAM for network-w de use cases.

These use cases rely primarily on active or hybrid OAM net hods,
dependi ng on whet her dedi cated test packets or augnented data packets
are used, following [I-D.ietf-opsawg- oam characterization].

Fol l owi ng, sone illustrative exanples are presented.
2.1. Troubl eshooting

After the detection of a problem|[I-D.ietf-nnmop-term nology] in the
network, OAMtests are performed to find the root cause for the
detected problem However, a detected problem can be caused by a
variety of factors, such as a msconfiguration, hardware failure, or
a software bug. OAMtests can help find the candi date root cause by
testing specific conponents of the network and | ooki ng for anomalies
or issues. Also, the reliability and efficiency of the tests depend
on the nature of the test itself.

There are a variety of QAMtests that can be executed as a function
of the target scenario. For exanple, if the issue is related to a
Layer 2 capability, specific tests can be designed and run to check
the status of the path via Ethernet Linktrace and later run an

Et hernet Loopback to a concrete network el enent. These tests can be
coupled with others to test if any filtering is in place by varying,
e.g., sonme Layer 2 fields or checking the configuration of relevant
nodes. |f these tests are correct, the operator may want to check
the availability of the service (or its delivered perfornmance).

Even though the troubl eshooti ng process may be different depending on
the problem detected, there are certain conmon procedures or |ogics
that can be executed in order to narrow down the cause of the problem
and thus hel p | ocate candi date root cause.

2.2. Birth Certificate

The aimof a birth certificate process is to validate that all

rel evant parameters are set appropriately in accordance with the
target network service. The birth certificate process is done once
the configuration of the network elenents is conpleted, and they are
ready for service

If the birth certificate is successful, it means that the network
service is functioning correctly (that is, neasured service is

mat chi ng the expected service) and neets the requirenments defined by
the operator. The process requires running a set of OAMtasks (e.g.,
tests) to verify that the service is perform ng as expected.
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The set of OAMtests conducted as part of a birth certificate process
depends on the network service that is tested. For exanple, if the
service is a Virtual Private Network (VPN). Two-Way Active

Measur enment Protocol (TWAMP) Light [RFC5357] will be used, while if
the service is an E-LINE, ITUT Y.1731 Ethernet CFM tests
[1TUT-Y1731] will be executed

Typically, once the birth certificate process has been conpl eted and
the OAM tests have been executed, the test results are stored as part
of the docunentation process perforned by the operator. Many of
these tasks take place during pre-depl oynent phases.

2.3. Proactive Supervision

Sone network services require to fulfill strict Service Leve
Agreenents (SLAs). An SLA defines the perfornance paraneters that
the service nust fulfill in order to neet the requirenments of the
custoner or end user (e.g., |P Connectivity Provisioning Profile
(CPP) [RFC7297] and Network Slice Service [ RFC9543]).

As part of service fulfillnent and assurance (e.g., Section 2.3.3 of

[ RFC4176]), proactive verification is undertaken to assess whet her
SLAs are net and inpl enent appropriate adjustnent neasures when
service distortion is observed. Proactive supervision requires
running tests both end-to-end, but also on service conponents to
identify early synptonms and resol ve issues before they inpact the
customer or end user, or to prevent or mininmze the inpact of the end
user. Mtigation action may be enforced to alliviate the inpact of
networks incidents and nullify the inpact on services that are
delivered via that network

Proactive testing m ght be done via OAMtests. These tests can be
run periodically at regular intervals depending on the specific SLA
requirenents and the network operator procedures. These procedures
may require docunenting the test results for future auditing
processes with the custoners (eventually, negotiated and agreed with
a customer as part of service assurance).

2.4. Performance-based Path Routing

Pat h Conputation Elenents (PCEs) are used to conpute end-to-end paths
in a network [RFC4655]. PCEs are used for Traffic Engineering (TE)
purposes (e.g., optim ze network performance, reduce congestion, and
i mprove the overall user experience).

There are different algorithns to calculate a path in the network for

sonme of themthe PCE requires traffic engineering information. TE
i nformation includes data such as |ink nmetrics, bandw dth
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availability, and routing constraints. By using this information,
the PCE can conpute the optimal path for a particul ar service

[ RFC8233], taking into account its constraints and requirements. 1In
addition to TE Metric Extensions in CSPF [ RFC7471] or I1S-1S

[ RFC7810], OAM techniques also allow obtaining link netrics |ike

del ay and | oss which can be used in the PCE al gorithns.

3. Moddelling the Scheduling of OAM Tests

Thi s docunent specifies two nodels: OAMunitary test and OAMt est
sequence nodel s.

3.1. OAM Unitary Test

The OAM unitary test nodel enconpasses paraneters that define a
specific type of OAMtest to be perforned. The YANG nodel includes a
contai ner nanmed "oamunitary-tests" that serves as a container for
activating OAM unitary tests for network di agnosis procedures.

Inside the container, there is alist called "oamunitary-test"”
representing a list of specific CAMunitary tests. The list key is
defined as "nane", which provides a unique nane for each test. Each
OAMtest in the list references a test type with its concrete
paraneters. The test types are out of the scope of this docunent.
Mor eover, each OAM unitary test has two tenporal parameters: "period-
of-time" and "recurrence". Both are inported fromthe "ietf-

schedul e" nmodule from[I-D.ietf-netnod-schedul e-yang]. "period-of-
time" identifies the period values that contain a precise period of
time, while "recurrence" identifies the properties that contain a
recurrence rul e specification. "unitary-test-status" enunerates the
state of the CAMunitary test.

Each oamunitary-test instance defined by this nodel is conceptually
an instance of an active or hybrid OAM operation, since it triggers
the generation or coordinati on of OAM packets. The YANG nodel all ows
such differentiation by referencing the underlying test type
identity.

Figure 1 shows the structure of OAMunitary test nodul e:
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modul e: ietf-oamunitary-test
+--rw oamunitary-tests
+--rw oamunitary-test* [nane]

+--rw nane string

+--rw ne-config* [ne-id]

| +--rwne-id rt-types:router-id

| +--rw managed? bool ean

| +--rwtest-type? i dentityref

| +--rw root

+--rw period-description? string

+--rw period-start yang: date-and-ti ne
+--rw time-zone-identifier? sys:tinezone- nanme

+--rw (period-type)?
| +--:(explicit)

| | +--rw period-end? yang: dat e-and-ti ne
| +--:(duration)

| +--rw duration? duration

+--rw recurrence-description? string

+--rw frequency i dentityref
+--rwinterval ? ui nt 32

+--ro0 unitary-test-status? enumer ati on

Figure 1: Tree Structure of OAM Unitary Test
(Note: alignment with [I-D.ietf-netnod-schedul e-yang] will continue
with the progress of that document). The 'unitary-test-status’ state
machine is shown in Figure 2. The state machi ne includes the
foll owi ng states:
* "planned": The initial state where the test is planned.
* "configured": The state where the test is being configured.
* "ready": The state where the test is ready to be executed.
* "on-going": The state where the test is currently running.
* "stop": The state where the test is manually stopped.

* "error": The state where an error occurs during the test.

* "finished": The final state where the test is conpleted.
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O + Fommmme oo + O +
+->| planned |----- >| configured|----- >  ready |
| TS + S + TS +
I I I
I I \Y
| - + | - +
| +----- | error |<--4---------- | on-going |
| | B S, + Fomm e e e oo +
I I I
I \Y I
| S + S + |
+--| finished|<----- | stop |<------------ +
- + E - + |
A I
I I
o +

Figure 2: OAM Unitary Test State Machi ne
3.2. (QOAM Test Sequence

The OAM test sequence nodel consists of a collection of OAM unitary
tests that are executed based on specified tine constraints,
repetitions, ordering, and reporting outputs. These sequences
provide a structured approach to running nultiple CAMtests in a
coor di nat ed manner.

Each OAM test sequence references an OAM unitary test type with its
concrete paraneters. Each OAMtest sequence has two tenporal
paraneters: "period-of-tine" and "recurrence". Both are inported
fromthe "ietf-schedule" nodule from[I-D.ietf-netnod-schedul e-yang].
"period-of-tinme" identifies the period values that contain a precise
period of tine, while "recurrence” identifies theproperties that
contain a recurrence rul e specification. "unitary-test-status"”
enunerates the state of the OAMtest. Finally, "test-sequence-
status" shows the state of the OAMtest sequence.

Figure 3 shows the structure of OQAMtest sequence nodul e:
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+--rw oamtest-sequence
+--rw test-sequence* [nane]

|  +--rw root
+--rw nunmexecutions? ui nt 32

+--rw nane string
+--rw test-ref* [nane]

| +--rw nane string

| +--rw ne-config* [ne-id]

| | +--rwne-id rt-types:router-id
| | +--rw managed? bool ean

| | +--rwtest-type? identityref

I

I

+--rw period-description? string
+--rw period-start yang: dat e-and-ti ne
+--rw time-zone-identifier? sys:tinezone- name

+--rw (period-type)?
|  +--:(explicit)

| | +--rw period-end? yang: date-and-ti ne
| +--:(duration)
| +--rw duration? duration

+--rw recurrence-first

| +--rwutc-start-time? yang: dat e-and-ti ne
| +--rw duration? ui nt 32

+--rw (recurrence-bound)?

|  +--:(until)

| | +--rwutc-until? yang: dat e-and-ti ne
| +--:(count)

| +--rw count ? ui nt 32

+--rw recurrence-description? string

+--rw frequency i dentityref
+--rwinterval ? ui nt 32

+--ro0 test-sequence-status? enuner ati on

Figure 3: OAMtest sequence

The ’'test-sequence-status’ state machine is shown in Figure 4.
state nmachine includes the foll ow ng states:

*  "planned":

The initial state where the test is planned.

* "configured": The state where the test is being configured.

*  "ready":

The state where the test is ready to be executed.

* "on-going": The state where the test is currently running.

* "stop": The state where the test is manually stopped.

2025

The

Contreras, et al. Expires 23 April 2026 [ Page 12]



I nternet-Draft Schedul i ng OAM YANG

Cct ober 2025

* "success": The state when all unitary tests were successful

* “"failure": The state when one or nore tests in the sequence got an

error.

* "error": The state where an error occurs during the test.

B S + Fomm e e e oo +
+->| planned |----- >| configured|----
| . + Fom e oo o - +

I A A I

I I I I

I I I Ho-oo o +

| | ------ error | <--+4--------
| | B S, +

I I

I I

| +--------- + S . +

| | failure | <----- | stop |<------
| B S + B +

I

[ +

+

B +
> ready |
R +
I
Y,
I +
--| on-going
TS +
I
I
I
------ +
I
I
I
------ +

Figure 4: OAMtest sequence state machine

4. YANG Data Mdels for Scheduling OAM Tests
4.1. YANG Mdel for Scheduling OAM Unitary Test

<CODE BEG NS>

file ietf-oamunitary-test @024-11-08. yang
nmodul e ietf-oamunitary-test {

yang-version 1.1;

nanespace "urn:ietf:paranms: xn:ns:yang:ietf-oamunitary-test";

prefix "oamut";

/'l reference ietf-netnod-schedul e-yang
import ietf-schedule {

prefix schedul e;

ref erence

"RFC XXXX: A Common YANG Data Moddel for Scheduling”;

}

inmport ietf-routing-types {
prefix rt-types;
ref erence
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"RFC 8294: Common YANG Data Types for the Routing Area";
}

i mport ietf-yang-schema-nount {
prefix yangmt;
ref erence
"RFC 8528: YANG Schema Mount";

}

organi zati on
"I ETF OPSAWG ( Oper ati ons and Managenent Area Wrking G oup)";

cont act
"WG Web: <https://datatracker.ietf.org/wy/ opsang/ >
WG List: <milto: opsawg@etf. org>
Aut hor : Luis Mguel Contreras Mirillo
<l ui sm guel .contrerasnurill o@ el ef oni ca. con
Aut hor : Victor Lopez
<vi ctor.| opez@oki a. conp
Aut hor: Qn W
<bi || .w@uawei . conp";
description
"This nodul e defines the '"ietf-oamunitary-test’ YANG nodel for
activation of network diagnosis procedures.

Copyright (c) 2024 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject

to the license ternms contained in, the Revised BSD License

set forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words ' MUST', ' MUST NOT', ' REQU RED , ' SHALL', ' SHALL
NOT", *SHOULD , 'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

/1l RFC Ed.: update the date below with the date of RFC

/1 publication and renobve this note.
/1 RFC Ed.: replace XXXX with actual RFC nunber and renove
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/'l this note.

revision "2025-09-15" {
description
"Initial version";
reference
"RFCXXXX: A YANG Data Mbdel for Network Di agnosis by Scheduling
Sequences of OAM Tests";
/1 Update with the correct RFC nunber when assigned
}

identity basic-test-type {
description
"Base identity of basic test type.";

}

identity twanp {
base basic-test-type;
description
"ldentity for twanp protocol.";

}

groupi ng oamunitary-test {
description
"Specifies a grouping for CAM unitary test for network
di agnosi s procedures.”;

| eaf nane {
type string;
description
"Defines the name of the test.";
}

list ne-config {
key ne-id;
description "List of node configurations required to enable the
unitary tests.";

| eaf ne-id {
type rt-types:router-id;
description
"A 32-bit nunber in the dotted-quad format that is used
to uniquely identify a node w thin an autononous system
the ne-id. This identifier is used for both IPv4 and | Pv6.";

| eaf managed {
type bool ean;
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default "true";
description
"True if the host can access oamunitary test
usi ng the root nount point. This value
may not be nodifiable in all inplenentations.”;
}
| eaf test-type {
type identityref {
base basic-test-type;
}

description
"Choose the type of test.";
}

cont ai ner root {
description
"Cont ai ner for nount point.";
yangmmt : nount - poi nt "root" {
description
"Root for nodels supported per oamunitary test.
This nmount point may or may not be inline based on
the server inplenentation.

When the associated 'nmanaged’ leaf is 'false', any
operation that attenpts to access information bel ow
the root SHALL fail with an error-tag of
"access-deni ed’” and an error-app-tag of

" oamnut - not - managed’ . ";

}
}

contai ner oamunitary-tests {
description
"Container for OAMunitary tests activation for network
di agnosi s procedures.";

list oamunitary-test {
key nane;
description
"List of OAMunitary tests activation for network diagnosis
procedures.";
uses oamunitary-test;
uses schedul e: peri od-of -ti ne;

uses schedul e: recurrence- basi c;
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| eaf unitary-test-status {
type enuneration {
enum " pl anned” {
description
"The test is planned.";
}

enum "configure" {
description
"The test is configured.”;
}

enum "ready" {
description
"The test status is ready.";
}

enum "ongoi ng" {
description
"The test is ongoing.";

enum "stop" {
description
"The test is stopped.”;
}

enum "finish" {
description
"The test is finished.";
}

enum "error"” {
description
"The test has an error.";
}

}
config fal se;
description
"Status of the test.";
}
}
}

}
<CODE ENDS>
4.2. YANG Model for OAM Test Sequence

<CODE BEG NS>
file ietf-oamtest-sequence@024-11-08. yang

nmodul e i etf-oamtest-sequence {

yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-oamtest-sequence”;
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prefix "oants";

inmport ietf-oamunitary-test {
prefix "oamut";
/1 Update the reference with the correct RFC nunber or other
/'l reference when assigned
/'l reference " RFCXXXX";

}

/1 reference ietf-netnod-schedul e-yang
import ietf-schedule { prefix "schedule"; }

organi zati on
"I ETF OPSAWG ( Oper ati ons and Managenent Area Wrking G oup)"”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/ opsawg/ >
WG List: <nmilto: opsawg@etf.org>
Aut hor : Luis M guel Contreras Mirillo
<l ui sm guel.contrerasmurill o@ el ef oni ca. con»
Aut hor : Vi ctor Lopez
<vi ctor.| opez@oki a. conr
Aut hor : Qn W
<bi || . wu@uawei . conp";
description
"This nodul e defines the 'oamtest-sequence-test’ YANG nodel for
managenent of network diagnosis procedures.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject

to the license ternms contained in, the Revised BSD License

set forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://ww. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.";

/1l RFC Ed.: update the date below with the date of RFC

/1 publication and renove this note.

/1 RFC Ed.: replace XXXX with actual RFC number and renove
/'l this note.

revision "2024-11-08" {
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description "lInitial version";
reference "RFCXXXX";
/1 Update with the correct RFC nunber when assigned

}

/'l Data npdel definition

cont ai ner oamtest-sequence {
description
"Cont ai ner for executing a sequence of ietf-oamunitary-tests
N tines.";

list test-sequence {
key "nane";
description "List of test sequences.";

| eaf nane {
type string;
description "Uni que nane for the test sequence.";

}

list test-ref {
key "nane";
description "References to the ietf-oamunitary-tests.";

uses "oamut:oamunitary-test";

| eaf nunexecutions {
type uint32;
default 1;
description
"Number of times the test sequence should be
executed.";
}
}

uses schedul e: peri od-of -ti ne;
uses schedul e: recurrence-utc;

| eaf test-sequence-status {
type enuneration {
enum " pl anned" {
description
"The test sequence is planned."”;
}

enum "confi gured" {
description
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}
}
}

"The test sequence is configured.";
}
enum "ready” {
description
"The test sequence is ready.";
}
enum "ongoi ng" {
description
"The test sequence status is ongoing.";
}
enum "stop" {
description
"The test sequenceis stopped.”;
}
enum "success" {
description

"Al'l tests in the sequence were successful

enum "failure" {
description

Cct ober 2025

"One or nore tests in the sequence got an error.";

}

enum "error" {
description
"The test sequence status has an error.";

}

config fal se;
description

"Status of the test sequence execution.";

}
<CODE ENDS>

Usi ng Device Mode Wthin OAM Schedul i ng Model s

This section discusses the issues related to reusing device nodel s
al ready defined in IETF within the context of scheduling OAMtests.
There are two nmain approaches to enabl e OAM schedul i ng nodel s:

* | nmporting YANG nodel into the OAM schedul i ng nodel s.
approach will copy the device nodel into the QAM unitary test
to enable the configuration and utilization of the desired

nmodel

OAM t est .

Contreras,
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Thi s approach requires to recreate new YANG nodel s for
each new test type or variation of the device nobdels.
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* Schema-nmount allows nmounting a data nodel at a specified |ocation
of another (parent) schema. The main difference with inmporting
the YANG nodules is that they don’t have to be prepared for
nmounti ng; any existing nodul es such as "ietf-twanp" can be nounted
wi t hout any nodifications.

As an exmaple, we will use [RFC8913], which defines a YANG data nodel
for TWAMP, to illustrate how device nodels could be used

6. Operational Considerations
6.1. Conflict Resolution and Reporting Anong Schedul ed OAM Tasks

VWhen multiple OAM tasks are scheduled to run concurrently or overlap
intime, conflicts may arise due to resource contention or

operational constraints. This docunent |everages the scheduling
status groupi ngs defined in the commpn schedul e YANG nodul e (see [RFC
XXXX: A Common YANG Dat a Model for Scheduling]) to detect and report
such conflicts.

The YANG nodels defined in this document (both for unitary and
sequence tests) uses the unitary-test-status and test-sequence-status
grouping to indicate the current scheduling state of each OAMt ask

If aconflict is detected (e.g., two tests require exclusive access
to the same resource at the same tine), the unitary-test-status and
test-sequence-status leaf will reflect this by reporting a val ue such
as error, reporting the conflict.

Qperators and managenent systens SHOULD nonitor the scheduling status
of OAMtasks and take appropriate action if a conflict is reported.
The resolution of conflicts (e.g., rescheduling, prioritization, or
cancel l ation) is inplenentation-dependent, but MJST be clearly
reported via the YANG nodel status |eaves.

When a new unitary-test or test-sequence are schedul ed, the request
MAY be rejected depending on the server’s capability to evaluate the
schedul i ng i npact and detect conflicts prior to execution.

6.2. Coverage of Input Paraneters and Qutput Results

The YANG nodels defined in this docunment are designed to schedul e OAM
tests at a network-wide level. The input paraneters required to
configure and execute specific OAM functions (such as test type,
target, and configuration options) are referenced or reused fromthe
exi sting device-level OAM YANG nodel s (e.g., [RFC8531], [RFC8532],

[ RFC8533], [RFC8913]). This approach avoids duplication and ensures
consi stency with established nodel s.
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8.

8.

Simlarly, the output results of OAMtests—such as test status,
performance netrics, and diagnostic informati on—are expected to be
reported using the nmechani sms and data nodes defined in those
foundati onal YANG nodul es. The scheduling nodels in this docunent
provide references to these results and enable their collection and
correlation across nultiple tests and devices, but do not redefine
the detail ed i nput/output parameters of each OAM function

In sunmary, this docunent focuses on the scheduling, coordination,
and status tracking of OAMtests, while relying on existing YANG
nmodel s for the detail ed specification of test paraneters and results.

Security Considerations

The YANG nodul e targeted in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC5246] .

The NETCONF access control nodel [RFC6536] provides the neans to
restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all available NETCONF or RESTCONF protoco
operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations.

In which refers to the scheduling of the tests, security
considerations in [I-D.ietf-netnod-schedul e-yang] are al so applicable
her e.

I ANA Consi derati ons
1. Updates to the IETF XM. Registry for New YANG Modul e

I ANA is requested to register the following URI in the
within the "I ETF XM. Regi stry" group [ RFC3688].

ns" registry
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URI: urn:ietf:parans: xm:ns:yang:ietf-oamunitary-test
Regi strant Contact: The |IESG
XM.: N A, the requested URI is an XM. nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-oamtest-sequence
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM namespace. - -------------------mmmmmoaaa oo

8.2. Updates to the YANG Modul e Nanes Registry for New YANG Mdul e

I ANA is requested to register the followi ng YANG nodul e in the "YANG
Modul e Nanmes" registry [ RFC6020] within the "YANG Paraneters"”
registry group.

Nane: ietf-oamunitary-test

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:paranms: xn:ns:yang:ietf-oamunitary-test
Prefix: as

Ref erence: RFC XXXX

Nane: i etf-oamtest-sequence

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:params: xn:ns:yang:ietf-oamtest-sequence

Prefix: as

Reference: RFC XXXX @ ----ommmmm oo oo oo oo oo

9. Inplenentation Status
This section will be used to track the status of the inplenentations
of the nmodel. It is aimed at being renoved if the docunment becones
RFC.
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Appendi x A.  Exanpl es

Thi s section includes a non-exhaustive |list of exanples to illustrate
the use of the nodels defined in this document.

A.l. Create a TWAMP OAM t est

[ RFC8913] defines a YANG nodel for TWAMP. There is an exanple for
TWAMP. The foll owing exanple contains the information for the four
configurations (Control-Cient, Server, Session-Sender and Session-
Refl ector).

An exanpl e of a request nessage body to create a TWAMP QAM test is
shown in Figure 5. Session-Sender and Session-Refl ector as expanded
for illustrative purposes. The TWAMP Test scheduled in this
configuration is a one-hour performance nonitoring test that runs
daily at 9 AMUTC. This test session is configured to start on
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Cctober 17, 2023, at 09:00 UTC and recur at the sanme time every day.
The duration of each test run is one hour, as specified by the |SO
8601 format "PT1H', with the test status marked as "schedul ed". The
test provides insight into network performance by nonitoring the

sel ected paraneters, allowing for the detection of any potential
degradations in service quality over tine.

{

"ietf-oamunitary-test:oamunitary-tests": {
"oamunitary-test": |
{
"name": " TWAMP- Test - schedul ed-dai l y",
"period-description": "TWAMP Test Period",
"period-start": "2023-10-17T09: 00: 00Z",
"time-zone-identifier": "UTC',
"period-type": {
"duration": {
"duration": "PT1H'

}
},
"recurrence-description": "Daily at 9 AM UTC',
"frequency": "oamtypes:daily",
"interval": 1,
"unitary-test-status": "schedul ed",

"ne-config": [

"ne-id": "203.0.113. 3",

"managed": "true",
"test-type": "twanp-test",
n t V\ﬁer" . {

"session-sender": {
"adm n-state": true,
"test-session": |
{

"name": "Test1l",
"ctrl-connection-nane": "RouterA",
"fill-node": "zero"
"nunber - of - packet s": 900,
"periodic-interval": 1,
"sent - packets": 2,
"rcv-packets": 2,
"| ast-sent-seq": 1,
"last-rcv-seq": 1

"nane": "Test?2",
"ctrl-connection-nane": "RouterA",
"fill-node": "randont,
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"nunber - of - packet s": 900,
"l anbda": 1,
"max-interval": 2
"sent - packet s": 21,
"rcv-packets": 21,

"| ast-sent-seq": 20,
"last-rcv-seq": 20

}
]
}
}
}s
{
"ne-id": "203.0.113.4",
"managed": "true"
"test-type": "twanp-test",
"twanmp": {

"session-reflector": {
"admi n-state": true,
"test-session": |

{
"sid": 1232,
"sender-ip": "203.0.113. 3",
"sender - udp-port": 54000,
"reflector-ip": "203.0.113.4",
"refl ector-udp-port": 55000,
"parent-connection-client-ip": "203.0.113.1",
"parent-connection-client-tcp-port": 16341,
"parent-connection-server-ip": "203.0.113.2",
"parent-connection-server-tcp-port": 862,
"t est-packet-dscp": 32
"sent - packets": 2,
"rcv-packets": 2,
"| ast-sent-seq": 1,
"last-rcv-seq": 1

H

{

"sid": 178943,

"sender-ip": "203.0.113.1",
"sender - udp-port": 54001,

"reflector-ip": "192.0.2.2",
"reflector-udp-port": 55001,
"parent-connection-client-ip": "203.0.113.1",
"parent-connection-client-tcp-port": 16341,
"parent-connection-server-ip": "203.0.113. 2",
"parent-connection-server-tcp-port": 862,

"t est-packet-dscp": 32

"sent - packets": 21,
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"rcv-packets": 21,
"l ast -sent-seq": 20,
"last-rcv-seq": 20

Figure 5: Exanple of a Message Body to Create a TWAMP QAM t est
A. 2. Ping OAM Test Tenpl ate

Ping OAM Test Tenpl ate can be defined using YANG based configuration
tenpl ate specified in [I-D.tt-netnod-yang-config-tenpl ates] as
fol | ows:

<?xm version="1.0" encodi ng="utf-8"?>
<tenplates xm ns="urn:ietf:parans: xm :ns:yang:ietf-config-tenplate">
<t enpl at e>
<i d>oamuni tary-test-schedul e</id>
<cont ent >
<oamunitary-tests xm ns="urn: exanpl e: oamunitary-tests">
<opamunitary-test>
<nane>*pi ng</ nane>
<ne-confi g>
<ne-i d>et h*</ ne-i d>
</ ne-confi g>
<peri od-start>2025-10-01T08: 00: 00Z</ peri od-start >
<frequency>hourl y</frequency>
</oamunitary-test>
</ oam uni tary-tests>
</ cont ent >
</tenpl at e>
</tenpl at es>

Fi gure 6: Exanmple of OAM Test Tenplate Definition
Templ ate application is indicated using the "apply-tenpl ates”
met adata. For exanple, the following OAMunitary tests configuration

may be provided with the container node "oamunitary-tests" applying
the tenplate defined in Figure 6
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<?xm version="1.0" encodi ng="utf-8""?7>
<oamunitary-tests xm ns="urn: exanpl e:interface"

xm ns:ct="urn:ietf:paranms: xm : ns:yang:ietf-config-tenpl ate"
ct:appl y-tenpl ates="oamunitary-test-schedul e">
<opamunitary-test>
<nane>| sp- pi ng</ name>
</ oamuni tary-test>
<oamunitary-test>
<name>i p- pi ng</ name>
</oamunitary-test>
<opamunitary-test>
<nanme>sr npl s- pi ng</ name>
</ oamuni tary-test>

</ oamunitary-tests>

Figure 7: Exanple of Applying OAM Test Tenpl ate
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