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Abstract

New Protocols and Protocol Extensions are best designed with due
consideration of the functionality needed to operate and nanage t hem
Retrofitting operati ons and managenent considerations is suboptinal.
The purpose of this docunent is to provide guidance to authors and
revi ewers on what operational and managenment aspects shoul d be
addressed when witing docunents in the | ETF Streamthat define New
Protocol s or Protocol Extensions.

Thi s docunent obsol etes RFC 5706, replacing it conpletely and
updating it with new operational and managenent techni ques and
mechani sms. It al so updates RFC 2360 to obsol ete mandatory M B
creation. Finally, it introduces a requirenent to include an
"QOperational Considerations" section in new RFCs in the | ETF Stream
that define New Protocols or Protocol Extensions or describe their
use (including relevant YANG Model s), while providing an escape
clause if no new considerations are identified.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Claise, et al. Expi res 3 Septenber 2026 [ Page 1]



Internet-Draft

Qper ations & Managenent Consi derations

March 2026

Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may be updat ed,
time. |t
mat eri al
This Internet-Draft wll

Copyright Notice

repl aced,
is inappropriate to use Internet-Drafts as reference
or to cite themother than as

or obsol eted by other docunents at any
"work in progress."”

expire on 3 Septenber 2026.

Copyright (c) 2026 | ETF Trust and the persons identified as the

docunent authors. All

Thi s docunent

rights reserved.

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)

in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

as they describe your rights
Code Conponents

i nclude Revised BSD License text as
Provi sions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction 3
1.1. This Docunent 4
1.2. Audience 5

2. Term nol ogy . e e e 6

3. Docunentat|on ReqU|renents for | ETF Specifications 8
3.1. "Qperational Considerations" Section . 8
3.2. "Operational Considerations" Section BO|IerpIate V%en hb

New Consi derations Exist . . . .. 10
3.3 Pl acenent of the "QOperational Cbnsiderations" Section . . 10
3.4. Update to RFC 2360 . . . . . . . . . . . . . . . . . .. 1o

4. How WII the New Protocol or Protocol Extension Fit into the

Current Environnent? . . . . . . . . . . . . . . . ... 1
4.1 Installation and Initial Setup . . . . . . . . . . . . . 11
4.2 M gration Path C e e e e 12
4.3 Requi rements on O her Protocols and Functiona

Conponent s A
4. 4. Inpact on hbtmork Cperat|on e v
4.5. Inpact on Security Operations . . . . . . . . . . . . . . 16
4.6. Verifying Correct Operation . . . . . . . . . . . . . . . 16
4.7. Message Formats . . . . . . . . . . . . . . . . . . . .. 17

5. How WII the Protocol Be Managed? . . . . . . . . . . . . . . 17
5.1. Avail abl e Managenent Technologies . . . . . . . . . . . . 19
5.2. Interoperability e
5.3. Managenent Information . . . . . . . . . . . . . . ... 21

5.3.1. Information Mdel Design . . . . . . . . . . . . . . 22
Claise, et al. Expi res 3 Septenber 2026 [ Page 2]



I nternet-Draft Qper ations & Managenent Consi derations March 2026

5.3.2. YANG Data Mddel Considerations . . . . . . . . . . . 23
5.4. Fault Managenment . . e e e oo, 24
5.4.1. Liveness Detectlon and hbnltorlng e . . ... . .. 25
5.4.2. Fault Determ nation . . . e . . . . . . . . ... 25
5.4.3. Probabl e Root Cause AnaIyS|s e e e . . . ... ... 26
5.4.4. Fault Isolation . . . e e e . ... ... 26
5.5. Configuration Managenent . . . . . . . . . . . . . . . . 26
5.6. Accounting Managenent . . . . . . . . . . . . . . . . . . 28
5.7. Performance Managenent . . . . . . . . . . . . . . . . . 28
5.7.1. Monitoring the Protocol . . . . . . . . . . . . . . . 29
5.7.2. Monitoring the Device . . . . . . . . . . . . . . . . 30
5.7.3. Monitoring the Network . . . . . . . . . . . . . . . 30
5.7.4. Monitoring the Service . . . . . . . . . . . . ... 31
5.8. Security Management . . P X
6. Operational and Managenent Toollng Cbnslderatlons .. . . . . 33
6.1. Al Tooling Considerations . . . . . . . . . . . . . . . . 34
7. |1 ANA Considerations . . . < 1)
8. Operational Con5|derat|ons 1)
9. Security Considerations . . . . . . . . . . . . . . . . . .. 35
10. References . . R 1)
10.1. Normative References 14
10.2. Informative References . . .. . . . . . . 36
Appendi x A, Operational CbnS|derat|ons Checkllst . . . . . . . . 43
A.1. Docurentation Requirements . . . . . . . . . . . . . . . 44

A 2 Qperational Fit . . . . . . . . . . . . . . . . .. .. . 44
A3 Management |nformation . . . . . . . . . . . . . . . . . 45
A4 Faul t Managenent . . . - 1)
A5 Configuration Nhnagenent X ]
A 6 Per f ormance Managenent . . . . . . . . . . . . . . . . . 46
A. 7. Security Managenent . . . Y ¥
Appendi x B. Changes Since RFC 5706 e 4
B.1. TODOLIST . . . . . . . . . . . . . . . . . ... .. A48
Acknowl edgenents . . . . . . . . . . . . . . . . . . . . . . . . 48
Contributors . . e K
Aut hor s’ Addresses e K

1. Introduction

O'ten, when New Protocols or Protocol Extensions are devel oped, not
enough consideration is given to how they will be depl oyed, operated,
and nanaged. Retrofitting operations and managenent nechanisns is
often hard and architecturally unpleasant, and certain protoco
desi gn choi ces may nake depl oynent, operations, and managenent
particularly difficult or insecure. To ensure deployability, the
operational environnent and manageability nmust be considered during
desi gn.
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Thi s docunent provides guidelines to help Protocol Designers and
Wor ki ng Groups (Wss) consider the operations and managenent
functionality for their New Protocol or Protocol Extension at an
early phase in the design process.

Thi s docunent obsol etes [ RFC5706] and fully updates its content with
new operational and nanagenent techni ques and nechanisns. It also

i ntroduces a requirenent to include an "Qperational Considerations”
section in new RFCs in the | ETF Streamthat define New Protocols or
Prot ocol Extensions or describe their use (including relevant YANG
Model s). This section nust cover both operational and nmanagenent
considerations. Additionally, this docunment updates Section 2.14 of
RFC 2360 [BCP22] on "Quide for Internet Standards Witers" to

obsol ete references to mandatory M Bs and instead focus on
docunenting holistic manageability and operational considerations as
described in Section 3. The update is provided in Section 3.4.
Further, this docunent renoves outdated references and aligns with
current practices, protocols, and technol ogi es used in operating and
managi ng devi ces, networks, and services. Refer to Appendix B for
nmore details.

1.1. This Docunent

Thi s docunent provides a set of guidelines for considering operations
and nmanagenment in an | ETF technical specification with an eye toward
being flexible while also striving for interoperability.

Entirely New Protocols may require significant consideration of
expect ed operati ons and nmanagenent, while Protocol Extensions to

exi sting, w dely depl oyed protocols may have established de facto
operations and managenent practices that are already well understood.
Thi s docunent does not mandate a conprehensive inventory of al
operational considerations. Instead, it guides authors to focus on
key aspects that are essential for the technol ogy’s deployability,
operation, and nmi nt enance.

Sui t abl e operational and nmanagenent approaches may vary for different
areas, WGs, and protocols in the IETF. This document does not
prescribe a fixed solution or format in dealing with operational and
managenent aspects of | ETF protocols. However, these aspects should
be considered for any New Protocol or Protocol Extension

A WG may decide that its protocol does not need interoperable
operational and managenent or a standardi zed Data Mddel, but this
shoul d be a deliberate and documented deci sion, not the result of
om ssion. This docunment provides sonme guidelines for those

consi derati ons.
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Thi s docunent recogni zes a distinction between managenent and
operational considerations, although the two are closely rel ated.
However, for New Protocols or Protocol Extensions only an
"QOperational Considerations" section is required. This section is

i ntended to address both nanagenment and operational aspects.
Operational considerations pertain to the depl oyment and functioning
of protocols within a network, regardl ess of whether a managenent
protocol is in active use. Mnagenment considerations focus on the
use of management technol ogi es, such as managenent protocols and the
desi gn of managenent Data Models. Both topics should be described
within the "Qperational Considerations" section.

1.2. Audi ence

The guidelines are intended to be useful to authors witing protoco
specifications. They outline what to consider for operations,
managenent, and depl oynent, how to docunment those aspects, and how to
present themin a consistent format. This docunent is intended to
offer a flexible set of guiding principles applicable to various
circunstances. It provides a framework for Wes to ensure that
operational considerations are an integral part of the protoco

design process, and its use should not be misinterpreted as inposing
new hurdl es on work in other areas.

Pr ot ocol Designers shoul d consi der which operations and managenent
needs are relevant to their protocol, document how those needs coul d
be addressed, and suggest (preferably standard) managenent protocols
and Data Mddels that could be used to address those needs. This is
simlar to a WG that considers which security threats are relevant to
their protocol, docunents (in the required Security Considerations
section, per Quidelines for Witing RFC Text on Security

Consi derations [BCP72]) how threats should be mtigated, and then
suggests appropriate standard protocols that could mtigate the

t hreat s.

It is not the intention that a protocol specification docunent shoul d
be held up waiting for operations and nanagenment solutions to be
devel oped. This is particularly the case when a protocol extension
is proposed, but the base protocol is mssing operations or
managenent sol utions. However, it is the intent that new docunents
should clearly articulate the operati ons and nanagenent of that new
work to fill any operations and nanagenent gaps.

A core principle of this docunent is to encourage early-on

di scussi ons rather than mandating any specific solution. It does not
i npose a specific managenent or operational solution, inply that a
formal Data Model is needed, or inply that using a specific
managenment protocol is nmandatory. Specifically, this docunent does
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not require to devel op solutions to acconmpdate identified
operational considerations within the document that specifies a New
Protocol or Protocol Extension itself.

If Protocol Designers conclude that the technol ogy can be nmanaged
solely by using Proprietary Interfaces or that it does not need any
structured or standardized Data Mddel, this might be fine, but it is
a decision that should be explicit in a operational considerations
di scussion -- that this is how the protocol will need to be operated
and nmanaged. Protocol Designers should avoid deferring operations
and nanageability to a | ater phase of the devel opnent of the

speci fication.

When a WG consi ders operations and managenent functionality for a
protocol, the docunment should contain enough information for readers
to understand how the protocol will be depl oyed, operated, and
managed. The considerations do not need to be conprehensive and
exhaustive; focus should be on key aspects. The WG shoul d expect
that considerations for operations and nmanagenent nay need to be
updated in the future, after further operational experience has been
gai ned.

The Ops Directorate (OpsDir) can use this docunment to informtheir
reviews. A list of guidelines and a checklist of questions to

consi der, which a reviewer can use to eval uate whet her the protocol
and documnent ati on address comon operations and nanagenment needs, is
provi ded in [ CHECKLI ST] .

Thi s docunent is also of interest to the broader conmunity, who wants
to understand, contribute to, and review Internet-Drafts, taking
operational considerations into account.

2. Term nol ogy

Thi s docunent does not describe interoperability requirenents. As
such, it does not use the capitalized keywords defined in [ BCP14].

This section defines key terms used throughout the docunment to ensure
clarity and consistency. Some terns are drawn from existing RFCs and
| ETF Internet-Drafts, while others are defined here for the purposes
of this docunent. \Were appropriate, references are provided for
further reading or authoritative definitions.

* Cause: See [I-D.ietf-nnop-termn nol ogy].
* CLI: Command Line Interface. A human-oriented interface,

typically a Proprietary Interface, to hardware or software devices
(e.g., hosts, routers, or operating systens). The comuands, their
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syntax, and the precise semantics of the parameters may vary

consi derably between different vendors, between products fromthe
same vendor, and even between different versions or rel eases of a
single product. No attenpt at standardizing CLIs has been nade by
the | ETF.

* Data Mddel: A set of mechanisnms for representing, organizing,
storing, and handling data within a particular type of data store
or repository. This usually conprises a collection of data
structures such as lists, tables, relations, etc., a collection of
operations that can be applied to the structures such as
retrieval, update, summation, etc., and a collection of integrity
rules that define the |legal states (set of values) or changes of
state (operations on values). A Data Mdel may be derived by
mappi ng the contents of an Information Mddel or may be devel oped
ab initio. Further discussion of Data Mddels can be found in
[ RFC3444], Section 5.2, and Section 5. 3.

* Fault: See [I-D.ietf-nnop-term nol ogy].

* Fault Managenent: The process of interpreting fault notifications
and other alerts and alarns, isolating faults, correlating them
and deduci ng underlying Causes. See Section 5.4 for nore
i nformation.

* Information Mddel: An abstraction and representation of the
entities in a nmanaged environnment, their properties, attributes
and operations, and the way that they relate to each other. The
nmodel is independent of any specific software usage, protocol, or
platform [ RFC3444]. See Sections 5.2 and 5.3.1 for further
di scussi on of Information Mdels.

* New Protocol and Protocol Extension: These ternms are used in this
docunent to identify entirely new protocols, new versions of
exi sting protocols, and extensions to protocols.

*  OAM Operations, Administration, and M ntenance [ RFC6291]
[1-D.ietf-opsawg-oam characterization] is the termgiven to the
conbi nati on of:

1. Qperation activities that are undertaken to keep the network
running as intended. They include nonitoring of the network.

2. Administration activities that keep track of resources in the

network and how they are used. They include the bookkeeping
necessary to track networking resources.
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3. Mintenance activities focused on facilitating repairs and
upgrades. They al so involve corrective and preventive
measures to nmake the managed network run nore effectively.

The broader concept of "operations and managenent" that is the
subj ect of this docunent enconpasses OAM in addition to other
managenment and provisioning tools and concepts. This is

someti nes known as "OAM and Managenent" or "QO&M' as

expl ained in {{RFC6291}}.

* Probabl e Root Cause: See [I|-D.ietf-nnop-network-incident-yang]
* Problem See [I-D.ietf-nnop-termn nol ogy].

* Proprietary Interface: An interface to nanage a network el ement
that is not standardi zed. As such, the user interface, syntax,
and semantics typically vary significantly between
i mpl ementations. Exanples of proprietary interfaces include
Conmand Line Interface (CLI), nanagenent web portal and Browser
User Interface (BU ), Gaphical User Interface (GU ), and vendor-
specific application progranm ng interface (API).

* Protocol Designer: An individual, a group of people, or an | ETF WG
i nvol ved in the devel opnent and specification of New Protocols or
Prot ocol Extensions.

* Techni cal Document: This includes any docunent that describes the
design, specification, inplenmentation, or deploynent of a new
Prot ocol or Protocol Extensions.

3. Docunentation Requirements for | ETF Specifications
3.1. "Operational Considerations"” Section

Al Internet-Drafts that docunent a technical specification for a New
Protocol or Protocol Extension or describe their use are required to

i nclude an "Operational Considerations" section if it is the
intention that they will be advanced for publication as | ETF RFCs.
Internet-Drafts that do not document technical specifications, such
as process, policy, or admnistrative Internet-Drafts, are not
required to include such a section
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After evaluating the operational (Section 4) and manageability
(Section 5) aspects of a New Protocol, a Protocol Extension, or an
architecture, the resulting practices and requirements should be
docunented in an "QOperational Considerations" section within the
specification. Since protocols are intended for operationa

depl oynent and managenment within real networks, it is expected that
such considerations will be present.

It is also recormended that operational and manageability

consi derations be addressed early in the protocol design process.
Consequently, early revisions of Internet-Drafts are expected to
i nclude an "Operational Considerations" section

An "Qperational Considerations"” section should include a discussion
of the managenent and operations topics raised in this docunent.
When one or nore of these topics is not relevant, it would be hel pfu
to include a brief statenent explaining why it is not rel evant or
applicable for the New Protocol or Protocol Extension. O course,
addi tional relevant operational and manageability topics should be
included as well. A concise checklist of key questions is provided
in Appendi x A

Data Models (e.g., YANG and other schema artifacts (JSON schenm,
YAM., CDDL, etc.) may be consuned out of the RFCs that specify them
As such, it is reconmended that operational aspects for a data node
(and simlar artifacts) are docunmented as part of the nodel itself.
Such consi derations should not be duplicated in the narrative part of
a specification that includes such artifacts.

Readers may refer to the foll owi ng non-exhaustive list for
exanmpl es of specifications, covering various areas, wth adequate
docunent ati on of operational considerations, including

manageabi lity: [I-D.ietf-core-dns-over-coap], [|I-D.ietf-suit-nti],
[ RFC9937] [ RFC7574], [RFC9877], and [ RFC9552]. For exanple, given
the various avail able transport alternatives,
[1-D.ietf-core-dns-over-coap] discusses co-existence with those
and clarifies some key depl oynent aspects such as redirection,
forwardi ng | oop prevention, and error handling. Al so,
[I-Dietf-ippmioamintegrity-yang] is an exanple of a docunent
that follows the above gui dance by docunenting operational aspects
as part of the YANG nodule itself.

For architecture docunents, the "Cperational Considerations" section
shoul d focus on describing the intended depl oynment environnent,
assunpti ons about network operations, potential inmpacts on existing
operational practices, and any high-level requirenments that future
protocol designs should address. It is not expected to detai
specific configuration paraneters or managenent interfaces unless
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they are integral to the architecture itself. |If the architecture
docunent itself does not introduce new operational considerations,
the exenption statenent in Section 3.2 can be used.

3.2. "Qperational Considerations" Section Boil erplate Wen No New
Consi der ati ons Exi st

After a Protocol Designer has considered the nanageability
requirenents of a New Protocol or Protocol Extension, they may
determ ne that no nanagenent functionality or operational best-
practice clarifications are needed. It would be helpful to

revi ewers, those who may update or wite extensions to the protoco
in the future, and those deploying the protocol, to know the
rationale for the decisions on the protocol’s nmanageability at the
time of its design

If there are no new nmanageability or depl oynment considerations, the
"QOperational Considerations" section nust contain the follow ng
simple statenent, followed by a brief explanation of why that is the
case.

"There are no new operations or nmanageability requirenents introduced
by this docunent.

Expl anation: [brief rationale goes here]"

The presence of such a section would indicate to the reader that due
consi derati on has been given to manageability and operati ons.

When the specification is a Protocol Extension, and the base protoco
al ready addresses the rel evant operational and manageability
considerations, it is helpful to reference the considerations section
of the base docunent.

3.3. Placenent of the "Operational Considerations" Section
It is recomrended that the section be placed i medi ately before the
Security Considerations section. Reviewers interested in this
section will find it easily, and this placenent could sinplify the
devel opment of tools to detect its presence.

3.4. Update to RFC 2360

Thi s docunent replaces this text from Section 2.14 of RFC 2360
[ BCP22] :
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4.

1.

When rel evant, each standard needs to di scuss how to nanage the
protocol being specified. This managenent process shoul d be
compatible with the current | ETF Standard managenent protocol. In
addition, a MB nust be defined within the standard or in a
conpani on docunent. The M B nust be conpatible with current
Structure of Managenent Information (SM) and parseable using a
tool such as SM Cng. Were managenent or a MB is not necessary
this section of the standard should explain the reason it is not
rel evant to the protocol

with the foll ow ng:

When rel evant, each standard needs to di scuss how to nanage the
protocol being specified. Refer to RFC XXXX for holistic
manageabi | ity and operational considerations.

Note to the RFC Editor: Please replace RFC XXXX with the RFC
nunber to be assigned to this docunent.

How WI| the New Protocol or Protocol Extension Fit into the Current
Envi ronnent ?

Desi gners of a New Protocol or Protocol Extension should carefully
consi der the operational aspects of real-world deployments, which can
directly inmpact its success. Such aspects include interactions with
exi sting sol utions, upgrade or deploynent paths, the ability to debug
probl ens, ease of configuration, and a state diagramthat operations
staff can understand. This exercise need not be reflected directly
in their docunment, but could help visualize howto apply the protoco
in the environments where it will be deployed. [RFC5218] provides a
nmore detail ed discussion on what makes for a successful protocol

BGP fl ap damping [RFC2439] is an exanple. It was designed to

bl ock hi gh-frequency route flaps. Sone BGP inpl enentati ons were
menory-constrai ned so often el ected not to support this function,
others found a conflict where path exploration caused false flap
damping resulting in loss of reachability. As a result, flap
dampi ng was often not enabl ed network-w de, contrary to the
intentions of the original designers.

Installation and Initial Setup

Anyt hing that can be configured can be misconfigured. "Architectura
Principles of the Internet" [RFC1958], Section 3.8, states:

| Avoid options and paraneters whenever possible. Any options and
| paraneters should be configured or negotiated dynamically rather
| than manually.
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4.

2

The New Protocol or Protocol Extension should be able to operate "out
of the box". To sinplify configuration, Protocol Designers should
speci fy reasonabl e defaults, including default nodes and paraneters.
For exanple, define default values for nobdes, tiners, default state

of logical control variables, default transports, and so on

Prot ocol Designers should explain the background of the chosen

default values and provide the rationale. In many cases, as
technol ogy changes, the docunented val ues m ght make | ess and | ess
sense. It is helpful to understand whether defaults are based on

best current practice and are expected to change as technol ogi es
advance, or whether they have a nore universal value that shoul d not
be changed lightly. For exanple, the default interface speed night
change over tine as network speeds increase, and cryptographic

al gorithms m ght be expected to change over tinme as ol der algorithns
are "broken".

Default val ues should generally favor the conservative side over the
"optimzing performance" side (e.g., the initial Round-Trip Tine
(RTT) and Round-Trip Tine Variance (RTTVAR) val ues of a TCP
connecti on [ RFC6298]).

For paraneters that can vary (e.g., speed-dependent), instead of
using a constant, set the default value as a function of the variable
to reduce the risk of problens caused by technol ogy advancenent.

For exanpl e, where protocols involve cryptographic keys, Protoco
Desi gners shoul d consider not only key generation and validation
mechani sns but also the format in which private keys are stored,
transmtted, and restored. Designers should specify any expected
consi stency checks (e.g., reconputing an expanded key fromthe
seed) that help verify correctness and integrity. Additionally,
gui dance should be given on data retention, restoration limts,
and cryptographi c nodul e interoperability when inporting/exporting
private key material. Refer to
[I-Dietf-lanps-dilithiumcertificates] for an exanple of how such
consi derations are incorporated.

M gration Path

If the New Protocol or Protocol Extension is a new version of an
existing one, or if it is replacing another technol ogy, the Protoco
Desi gner shoul d consi der how depl oynents should transition to the New
Protocol or Protocol Extension. This should include coexistence with
previ ously depl oyed protocols and/or previous versions of the sane
protocol, managenent of inconpatibilities between versions,
transl ati on between versions, and consideration of potential side
effects. A key question is: Are older protocols or versions
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di sabl ed, or do they coexist with the New Protocol or Protoco
Extension in the network?

Many protocols benefit frombeing increnentally deployable --
operators may depl oy sone aspects of a protocol before deploying it
fully, or may deploy to only sone nodes in a network before applying
to all nodes in the network. |In those cases, the operationa

consi derations should al so specify whether the New Protocol or

Prot ocol Extension requires any changes to the existing
infrastructure, particularly the network. |If so, the protoco

speci fication should describe the nature of those changes, where they
are required, and how they can be introduced in a manner that
facilitates depl oyment.

I ncentivizing good security operation practices when mgrating to the
New Protocol or Protocol Extension should be encouraged. For
exanpl e, patching is fundanental for security operations and can be
incentivized if Protocol Designers consider supporting cheap and fast
connecti on hand-of fs and reconnecti ons.

VWhen Protocol Designers are considering how depl oynents shoul d
transition to the New Protocol or Protocol Extension, inpacts to
current techni ques enpl oyed by operators should be docunented and
mtigations included, where possible, so that consistent security
operations and managenment can be achieved. Note that transitioning
bet ween security nechani sns can be challenging, but it is not
desirable to take an easier approach if that | eaves data in an open
or less-protected state during the transition. Refer to [RFC8170]
for a detailed discussion on transition versus coexi stence.

4.3. Requirenments on Qher Protocols and Functional Conponents

Prot ocol Designers should consider the requirenments that the New
Prot ocol mght put on other protocols and functional conponents and
shoul d al so docunent the requirenents from other protocols and
functional conponents that have been considered in designing the New
Pr ot ocol

These consi derations should generally remain illustrative to avoid
creating restrictions or dependencies, or potentially inpacting the
behavi or of existing protocols, or restricting the extensibility of
ot her protocols, or assum ng other protocols will not be extended in
certain ways. |If restrictions or dependencies exist, they should be
st at ed.

For exanple, the design of the Resource ReSerVation Protoco

(RSVP) [ RFC2205] required each router to | ook at the RSVP PATH
message and, if the router understood RSVP, add its own address to
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the nmessage to enabl e automatic tunneling through non- RSVP
routers. But in reality, routers cannot |ook at an ot herw se
normal | P packet and potentially take it off the fast path! The
initial designers overlooked that a new "deep-packet inspection”
requi renent was being put on the functional conponents of a
router. The "router alert" option ([RFC2113], [RFC2711]) was
finally devel oped to solve this problem for RSVP and ot her
protocols that require the router to take some packets off the
fast-forwarding path. Yet, Router Alert has its own problens in

i mpacting router performance and security. Refer to [RFC9805] for
deprecation of the IPv6 Router Alert Option for New Protocols and
Section 4.8 of RFC 7126 [BCP186] for threats and advice related to
| Pv4 Router Alert.

I mpact on Network Operation

The introduction of a New Protocol or Protocol Extension nmay have an
i mpact on the operation of existing networks. As discussed in
Section 2.1 of [RFC6709] nmjor extensions may have characteristics

|l eading to a risk of operational problenms. Protocol Designers should
outline such operational inpacts (which nmay be positive), including
scaling benefits or concerns, and interactions with other protocols.
Pr ot ocol Designers should describe the scenarios in which the New
Protocol or its extensions are expected to be applicable or
beneficial. This includes any rel evant depl oynent environments,

net wor k t opol ogi es, usage constraints such as |limted domains

[ RFC8799], or use cases that justify or constrain adoption. For
exanpl e, a New Protocol or Protocol Extension that doubles the nunber
of active, reachable addresses in a network might have inplications
for the scalability of interior gateway protocols, and such inpacts
shoul d be eval uated accordingly. Per Section 2.15 of RFC 2360

[ BCP22], New Protocol or Protocol Extension specifications should
establish the limtations on the scale of use and limts on the
resour ces used.

If the protocol specification requires changes to end hosts, it
shoul d al so indi cate whet her safeguards exist to protect networks
frompotential overload. Mreover, Per Section 2.16 of RFC 2360

[ BCP22], New Protocol or Protocol Extension specifications should
address any possi bl e destabilizing events, and neans by which the
protocol resists or recovers fromthem For instance, a congestion
control algorithmnust conply with [ BCP133] to prevent congestion
col | apse and ensure network stability.

A protocol could send active nonitoring packets on the wire. Wthout

careful consideration, active nonitoring mght achieve high accuracy
at the cost of generating an excessive nunber of nonitoring packets.
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Prot ocol Designers should consider the potential inpact on the
behavi or of other protocols in the network and on the traffic |evels
and traffic patterns that m ght change, including specific types of
traffic, such as nulticast. Also, consider the need to install new
conponents that are added to the network as a result of changes in
the configuration, such as servers performng auto-configuration
operati ons.

Prot ocol Designers should al so consider the inmpact on infrastructure
applications such as the DNS [ RFC1034], the registries, or the size
of routing tables.

For exanple, SMIP [ RFC5321] servers use a reverse DNS | ookup to
filter out incom ng connection requests: when Berkeley installed a
new spamfilter that used reverse DNS | ookup, their mail server

st opped functioni ng because of overload of the DNS cache resol ver

The inpact of New Protocols or Protocol Extensions, and the results
of new OAM tool s devel oped for them nust be considered with respect
to traffic delivery performance and ongoi ng manageability. For
exanple, it nust be noted whether the New Protocol, Protoco
Extensi on, or OAMtools cause increased delay or jitter in real-tine
traffic applications, or increased response tine in client-server
applications. Further, if the additional traffic caused by OQAMtool s
and data collection could result in the managenent plane becom ng
overwhel med, then this nmust be called out, and suitable nechanisns to
rate limt the OAMtraffic nmust be considered. Potential options

i nclude: document the limtations, propose solution track(s), include
an optional rate limting feature in the specifications, or inpose a
rate limting feature in the specifications

Consi der three exanmples: (1) In Bidirectional Forwarding Detection
for MPLS [RFC5884] it is possible to configure very rapid BFD
transm ssions (of the order of 3ns) on a very |arge nunber of
paral |l el Label Switched Paths (LSPs) with the result that the
managenent systens and end nodes nay becone overwhelned -- this
can be protected by applying limts to the nunber of LSPs that may
be tested at once. (2) Notifications or logs fromsystens (through
YANG or ot her neans) should be rate-linmted so that they do not
flood the receiving managenent station. (3) The application of
sophi sticated encryption or filtering rules needs to be considered
in the light of the additional processing they may inpose on the
hardware forwarding path for traffic.

New nmetrics may be required to assess traffic performance. Protoco

Designers may refer to [ RFC6390] for guidelines for considering new
performance netrics.
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It is inportant to minimze the inpact caused by configuration
changes. G ven configuration A and configuration B, it should be
possi ble to generate the operations necessary to get fromAto B wth
m ni mal state changes and effects on network and systens.

4.5. Inpact on Security Operations

Security Operations (SecOps) is a collaborative approach that

combi nes security and operational teanms to inprove the ability of
operators to protect and nanage the network effectively and
efficiently [ SECOPS]. Security operators detect nalicious activity
and respond to threats and are a crucial part of defendi ng agai nst
attacks al ongsi de the nanagenment and operation of the network.

Prot ocol Designers should consider the inpacts of a New Protocol or
Prot ocol Extension on Security Operations in networks that the
protocol will be deployed in.

Security operators extensively rely upon Indicators of Conprom se
(loCs) [RFC9424]. The depl oynment of a New Protocol or Protoco

Ext ensi on may change the type, locations, or availability of 1o0Cs.
Pr ot ocol Designers should outline such changes to ensure operators
can nanage and defend their network consistently. Consider the
operators’ requirenent for digital forensics fromthe network or
endpoints with critical information found in | ogs. Logging events
schema and gui dance for operators should be consi dered when desi gni ng
a New Protocol or Protocol Extension to ensure operators have the
information they need. [I-D.ietf-quic-glog-min-schema] is an
exanpl e of extensible structured | ogging.

Tool i ng required by security operators should be docunented in the
desi gn and depl oynent of a New Protocol or Protocol Extension
Operators may require new tooling or methods for nmanagi ng network
traffic in response to protocol changes to ensure consistent
availability and performance of networks. Similarly, updating and
augrmenting existing forensic tools such as protocol dissectors is
expect ed when a New Protocol is deployed, but having to conpletely
rebuild such tooling would greatly reduce the effectiveness of
security operators, so protocol extensibility should be considered.

4.6. \Verifying Correct Qperation

An inportant function that should be provided is gui dance on how to
verify the correct operation of a protocol. A Protocol Designer may
suggest testing techniques for qualifying and quantifying the inpact
of the protocol on the network before it is partially or fully

depl oyed, as well as testing techniques for identifying the effects
that the protocol night have on the network after being depl oyed.
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Prot ocol Designers should consider techniques for testing the effect
the protocol has had on the infrastructure by sending data through it
and observing its behavior (a.k.a., active nonitoring). Protocol

Desi gners shoul d consi der how the correct end-to-end operation of the
New Protocol or Protocol Extension can be tested actively and

passi vely, and how the correct data- or forwarding-plane function of
each invol ved el ement can be verified to be working correctly with
the New Protocol or Protocol Extension. Wich nmetrics are of
interest?

Pr ot ocol Designers should consider howto test the correct end-to-end
operation of the service or network, how to verify correct protoco
behavi or, and whet her such verification is achieved by testing the
service function and/or the forwarding function of each network
element. This may be acconplished through the collection of status
and statistical information gathered from devices.

Havi ng sinple protocol status and health indicators on invol ved
devices is a recommended nmeans to check correct operation

4.7. Message Formats

Where protocol specifications result in nmessages (such as errors or
war ni ngs) being carried as text strings or output for consunption by
human operators, consideration should be given to making it possible
for inplementations to be configured so that the messages can be
viewed in the local |anguage. In such cases, it may be hel pful to
transmt a specific nessage code (i.e., a nunber) along with the
default English | anguage nessage, so that inplenentations may easily
map the code to a |local text string.

Furt her discussion of Internationalization issues may be found in
[ BCP166] .

5. How WIIl the Protocol Be Managed?

The consi derations of nanageability should start fromidentifying the
entities to be managed, as well as how the nanaged protocol is
supposed to be installed, configured, and nonitored.

Consi derations for managenent shoul d descri be what aspects of the
systemrequi re managenent and t he managenent functions that need to
be supported. This includes identifying any assunptions or
constraints rel evant to managenent interactions, such as the types of
interfaces or protocols required. These considerations should avoid
dependence on a specific managenent depl oynment nodel and shoul d
remai n applicabl e regardl ess of where nanagenent systens are | ocated
or how they are accessed.
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The managenent nodel should take into account factors such as:

*  \What type of managenent entities will be involved (agents, network
managenent systens)?

* \What is the possible architecture (client-server, nmanager-agent,
pol | -driven or event-driven, auto-configuration, two-1levels or
hi erarchical ) ?

* \What are the managenent operations (initial configuration, dynamc
configuration, alarmand exception reporting, |ogging, perfornmance
nmoni toring, performance reporting, debugging)?

* How are these operations perforned (locally, renotely, atomnic
operation, scripts)? Are they perfornmed i mediately or are they
time schedul ed, or event triggered?

Pr ot ocol Designers should consider how the New Protocol or Protocol
Extension will be managed in different depl oyment scales. It mght
be sensible to use a | ocal managenent interface to nanage the New
Prot ocol or Protocol Extension on a single device, but in a |arge
networ k, renote nmanagenent using a centralized server and/or using
di stributed managenent functionality m ght nake nore sense. Auto-
configuration and default paraneters m ght be possible for sone New
Protocol s or Protocol Extensions.

Management needs to be considered not only fromthe perspective of a
device, but also fromthe perspective of network and service
managenment. A service night be network and operational functionality
derived fromthe inplenentati on and depl oynment of a New Protocol or
Protocol Extension. Oten, an individual network el ement is unaware
of the service being delivered.

WGs shoul d consider how to configure nmultiple rel ated/co-operating
devi ces and how to back off if one of those configurations fails or
causes trouble. Network Configuration Protocol (NETCONF) [RFC6241]
addresses this in a generic manner by allowi ng an operator to |ock
the configuration on nultiple devices, performthe configuration
settings/changes, check that they are OK (undo if not), and then
unl ock the devi ces.

Techni ques for debugging protocol interactions in a network nust be
part of the network nanagenent di scussion. |nplenentation source
code shoul d be debugged before ever being added to a network, so
asserts and nmenory dunps do not normally belong in managenent data
nodel s. However, debugging on-the-wire interactions is a protoco

i ssue: while the nessages can be seen by sniffing, it is enornously
hel pful if a protocol specification supports features that make
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debuggi ng of network interactions and behaviors easier. There could
be alerts issued when nessages are received or when there are state
transitions in the protocol state machine. However, the state
machine is often not part of the on-the-wire protocol; the state
machi ne expl ai ns how the protocol works so that an inplenenter can
decide, in an inplenentation-specific nanner, howto react to a
received event.

In a client/server protocol, it may be nore inportant to instrunent
the server end of a protocol than the client end, since the
performance of the server mght inpact nore nodes than the
performance of a specific client.

5.1. Avail abl e Managenent Technol ogi es

The | ETF provi des several standardi zed nmanagenent protocols suitable

for various operational purposes, for exanple as outlined in

[ RFC6632]. Note that SNWP is no | onger reconmended for configuration
(read-wite) operations. Better programmatic alternatives are

di scussed further in Section 5.2. This docunment formally deprecates

the follow ng recomendation from [ BCP22]:

| a MB nust be defined within the standard or in a conpanion
| document.

Readers seeking nore in-depth definitions or explanations should
consult the referenced materials.

5.2. Interoperability

Managenment interoperability is critical for enabling information
exchange and operations across diverse network devi ces and nmanagenent
applications, regardl ess of vendor, nodel, or software release. It
facilitates the use of third-party applications and outsourced
managenent services

Wi | e individual device nanagenment via Proprietary Interfaces may
suffice for small deploynents, |arge-scal e networks conprising

equi prrent frommultiple vendors necessitate consistent, automnated
managenent. Relying on vendor- and nodel -specific interfaces for

ext ensi ve depl oynents, such as hundreds of branch offices, severely

i npedes scal ability and autonation of operational processes. The
primary goal of managenment interoperability is to enable the scal able
depl oynent and |ifecycl e managenment of new network functions and
services, while ensuring a clear understanding of their operationa

i npact and total cost of ownership.
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Achi evi ng uni versal agreenment on a single nanagenment syntax and
protocol is challenging. However, the IETF has significantly evol ved
its approach to network managenent, noving beyond Structure of
Managenent |nformation version 2 (SMv2) and SNVP. Mdern | ETF
managenent solutions primarily | everage YANG [ RFC7950] for Data
Model i ng and NETCONF [ RFC6241] or RESTful Configuration Protoco
(RESTCONF) [ RFCB8040] for protocol interactions. This shift, as
further el aborated in [RFC6632], enphasizes structured Data Mbdel s
and programmatic interfaces to enhance autonmation and
interoperability. Oher protocols, such as IP Flow Infornmation
Export (I1PFIX) [RFC7011] for flow accounting and syslog (System
Loggi ng Protocol) [RFC5424] for |ogging, continue to play specific
roles in conprehensive network nanagenent.

Interoperability nmust address both syntactic and semantic aspects.
Wil e syntactic variations across inplenentations can often be
handl ed t hrough adaptive processing, senantic differences pose a
greater challenge, as the neaning of data is intrinsically tied to
the managed entity.

I nformati on Models (I Ms) enable and provide the foundation for
semantic interoperability. An |IMdefines the conceptua

under st andi ng of nmanaged i nformati on, independent of specific
protocol s or vendor inplenentations. This allows for consistent
interpretation and correlation of data across different data nodels
(and hence managenent protocols), such as a YANG Data Mddel and | PFI X
I nformation El enents concerning the same event. For instance, an I M
can standardi ze how error conditions are counted, ensuring that a
counter has the sane neani ng whet her coll ected via NETCONF or
exported via | PFI X

Prot ocol Designers shoul d consider developing an IM when multiple
Data Mbdel (DM representations (e.g., YANG and/or |IPFIX) are
required, to ensure | ossless semantic mapping. |M are also
beneficial for conplex or nunerous DVMs. As illustrated in Figure 1
an | Mserves as a conceptual blueprint for designers and operators,
fromwhich concrete DVMs are derived for inplenenters. [RFC3444]
provi des further guidance on distinguishing I Ms from DMs.

M --> conceptual /abstract node
| for designers & operators
S S +
| | | _
DMV DMV DMV --> concrete/detail ed node

for inplementers

Figure 1: Information Moddels (I M) and Data Mdel s ( DVs)
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Prot ocol Designers nmust identify the essential operational,
configuration, state, and statistical information required for
effective nmonitoring, control, and troubl eshooting of New Protocols
or Protocol Extensions. This includes defining relevant paraneters,
performance netrics, error indicators, and contextual data crucia
for diagnostics and |lifecycle nmanagenent.

To ensure interoperability, managenent protocol and Data Mde
st andards shoul d i ncorporate clear conpliance clauses, specifying the
expected | evel of support.

5.3. Managenent |nfornation

Languages used to describe an Informati on Model can influence the
nature of the nodel. Using a particular data nodeling |anguage, such
as YANG influences the nodel to use certain types of structures, for
exanpl e, hierarchical trees, groupings, and reusable types. YANG as
described in [ RFC6020] and [ RFC7950], provides advantages for
expressing network information, including clear separation of
configuration data and operational state, support for constraints and
dependenci es, and extensibility for evolving requirements. |Its
ability to represent relationshi ps and dependencies in a structured
and nodul ar way makes it an effective choice for defining nanagenent

i nformation nodel s.

VWi le an Informati on Model is typically described in English text (or
sometines UML) to define the conceptual nanagenent requirenents,

aut hors may choose to express it using YANG Data Structure Extensions
[ RFC8791] as described in Section 5.3.1. Using YANG for the

I nformati on Model can neke it easier to |ink abstract concepts to
concrete data types in the correspondi ng Data Mdel, hel ping naintain
consi stency between high-level design and practical depl oynent.

A managenent | nformation Model should include a discussion of what is
manageabl e, whi ch aspects of the protocol need to be configured, what
types of operations are allowed, what protocol -specific events night
occur, which events can be counted, and for which events an operator
shoul d be notified.

When defining managenent information, it is inportant to categorize
data into configuration, operational state, and statistics.
Conflating these distinct types into a single el enent nakes it
difficult for operators to distinguish between adninistratively set
val ues and the dynanic state of the protocol. The nodel should be
structured to allow these categories to be handl ed i ndependently.
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What is typically difficult to work through are rel ationshi ps between

abstract objects. Ideally, an Information Mbdel woul d describe the
rel ati onshi ps between the objects and concepts in the informtion
nodel .

I's there always just one instance of this object or can there be

mul tiple instances? Does this object relate to exactly one ot her
object, or may it relate to multiple? Wen is it possible to change
a rel ationshi p?

Do objects (such as instances in lists) share fate? For exanple, if
an instance in list A nust exist before a related instance in list B
can be created, what happens to the instance in list Bif the related
instance in list Ais deleted? Does the existence of rel ationships
bet ween objects have an inpact on fate sharing? YANG s relationships
and constraints can hel p express and enforce these rel ati onshi ps.

5.3.1. Infornmation Mdel Design

Thi s docunent recommends keeping the Information Mddel as sinple as
possi bl e by applying the follow ng criteria:

1. Start with a snall set of essential objects and nake additions
only as further objects are needed with the objective of keeping
the absol ute nunber of objects as small as possible while stil
delivering the required function such that there is no
duplication between objects and where one piece of information
can be derived fromthe other pieces of information, it is not
itself represented as an object.

2. Require that all objects be essential for nanagenent.

3. Consider evidence of current use of the managed protocol, and the
perceived utility of objects added to the Informati on Mdel

4. Exclude objects that can be derived fromothers in this or other
i nformati on nodel s.

5. Avoid causing critical sections to be heavily instrunented. A
gui deline is one counter per critical section per |ayer

6. When expressing an Information Mdel using YANG Data Structure
Ext ensi ons [ RFC8791] (thereby keeping it abstract and
i mpl ement ati on- agnosti c per [RFC3444]), ensure that the
I nformati on Model remains sinple, nodular, and clear by follow ng
the authoring guidelines in [I-D.ietf-netnod-rfc8407his].
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7. Wen illustrating the abstract Information Mddel, use YANG Tree
D agrams [ RFC8340] to provide a sinple, standardized, and
i npl ement ati on-neutral nodel structure.

5.3.2. YANG Data Mdel Consi derations

When consi dering YANG Data Models for a new specification, there are
multiple types of Data Models that may be applicable. The hierarchy
and rel ati onshi p between these types is described in Section 3.5.1 of
[I-D.ietf-netnod-rfc8407bis]. A new specification nmay require or
benefit fromone or nore of these YANG Data Mydel types.

* Device Mdels - Also called Network El enent Mdels, represent the
configuration, operational state, and notifications of individua
devices. These nodels are designed to distinguish between these
types of data and support querying and updating devi ce-specific
paraneters. Consideration should be given to how device-I|eve
model s might fit with broader network and service Data Model s.

* Network Models - Also called Network Service Mdels, define
abstractions for nmanagi ng the behavi or and rel ati onshi ps of
mul tiple devices and device subsystens within a network. As
described in [ RFC8199], these nodels are used to nmanage network-
wi de. These abstractions are useful to network operators and
applications that interface with network controllers. Exanples of
net wor k nmodel s include the L3VPN Network Mdel (L3NM [RFC9182]
and the L2VPN Networ k Mddel (L2VPN) [RFC9291].

* Service Mddels - Also called Custoner Service Mdels, defined in
[ RFC8309], are designed to abstract the customer interface into a
service. They consider custoner-centric paraneters such as
Servi ce Level Agreenment (SLA) and high-level policy (e.g., network
intent). Gven that different operators and different customers
may have wi del y-varyi ng busi ness processes, these nodels should
focus on conmon aspects of a service with strong nmulti-party
consensus. Exanples of service nodels include the L3VPN Service
Mbdel (L3SM [RFC8299] and the L2VPN Service Mdel (L2SM
[ RFCB8466] .

A common chal l enge in YANG Data Model devel opnent |ies in defining
the rel ati onshi ps between abstract service or network constructs and
t he underlying device nodels. Therefore, when designing Network and
Servi ce YANG nodul es, consider how the status and rel ati onshi ps of
abstract or distributed constructs can be refl ected based on
paraneters avail able in the network.
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For exanple, the status of a service may depend on the operationa
state of nultiple network el enments to which the service is attached
In such cases, the YANG Data Mdydel (and its accompanyi ng
docunent ati on) should clearly describe how service-level status is
derived fromunderlying device-level information. Simlarly, it is
beneficial to define events (and relevant triggered notifications)
that indicate changes in an underlying state, enabling reliable
detection and correl ation of service-affecting conditions. |ncluding
such mechani sns i nproves the robustness of integrations and hel ps
ensure consi stent behavi or across inpl enentations.

Speci fic guidelines to consider when authoring any type of YANG
nmodul es are described in [I-D.ietf-netnod-rfc8407bis].

5.4. Fault Managenent

Prot ocol Designers should identify and docunent essential Faults,
health indicators, alarns, and events that nust be propagated to
managemnent applications or exposed through a Data Mdel. It is also
recormmended to describe how the Protocol Extension will affect the
existing alarnms and notification structure of the base Protocol, and
to outline the potential inpact of m sconfigurations of the Protoco
Ext ensi ons.

Prot ocol Designers should consider how fault information will be
propagated. WIIl it be done using asynchronous notifications or
pol ling of health indicators?

If notifications are used to alert operators to certain conditions,
then Protocol Designers should discuss nmechanisns to throttle
notifications to prevent congestion and duplications of event
notifications. WII there be a hierarchy of Faults, and will the
Fault reporting be done by each Fault in the hierarchy, or will only
the |l owest Fault be reported and the higher |evels be suppressed?
Shoul d there be aggregated status indicators based on concatenation
of propagated Faults froma given domai n or device?

Notifications (e.g., SNWP traps and inforns, syslog, or protocol -
speci fic nechani sns) can alert an operator when an aspect of the New
Protocol or Protocol Extension fails or encounters an error or
failure condition. Should the event reporting provide guaranteed
accurate delivery of the event information within a given (high)

mar gi n of confidence? Can we poll the latest events in the box?
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5.4.1. Liveness Detection and Mnitoring

Prot ocol Designers should always build in basic testing features
(e.g., ICWP echo, UDP or TCP echo services, and null Renote Procedure
Calls (RPCs)) that can be used to test for liveness, with the option
to enabl e or disable them

Mechani sns for nonitoring the |liveness of the protocol and for
detecting Faults in protocol connectivity are usually built into
protocols. In sone cases, nmechanisns already exist wthin other
protocol s responsi ble for maintaining | ower-layer connectivity (e.g.,
| CMP echo), but often new procedures are required to detect failures
and to report rapidly, allowi ng renmedial action to be taken.

These |iveness nmonitoring mechani sns do not typically require
addi ti onal managenent capabilities. However, when a systemdetects a
Fault, there is often a requirenent to coordinate recovery action

t hrough managenent applications or at least to record the fact in an
event | og.

5.4.2. Fault Determ nation

It can be hel pful to describe how Faults can be pinpointed using
managenent information. For exanple, counters mght record instances
of error conditions. Sone Faults mi ght be able to be pinpointed by
comparing the outputs of one device and the inputs of another device,
| ooking for anomalies. Protocol Designers should consider what
counters should count. |[If a single counter provided by vendor A
counts three types of error conditions, while the correspondi ng
counter provided by vendor B counts seven types of error conditions,
these counters cannot be conpared effectively -- they are not

i nt eroper abl e counters.

How do you di stingui sh between faulty nessages and good nessages?
Woul d sone t hreshol d-based nmechani sns be usable to hel p determ ne
error conditions? Are notifications for all events needed, or are
there sone "standard" notifications that could be used? O can
rel evant counters be polled as needed?

Renote Monitoring (RMON) events/alarns is an exanpl e of threshol d-
based nmechani sm
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4.3. Probabl e Root Cause Anal ysis

Probabl e Root Cause anal ysis is about working out where the
foundational Fault or Problem m ght be. Since one Fault may give
rise to another Fault or Problem a probable root cause is comonly
meant to describe the original, source event or conbination of
circunstances that is the foundation of all related Faults.

For exanple, if end-to-end data delivery is failing (e.qg.,
reported by a notification), Probable Root Cause analysis can help
find the failed link or node, or mis-configuration, within the
end-to-end pat h.

4.4, Fault |sol ation

It mght be useful to isolate or quarantine Faults, such as isolating
a device that emts mal fornmed nessages that are necessary to

coordi nate connections properly. This nmight be able to be done by
configuring next-hop devices to drop the faulty nessages to prevent
themfromentering the rest of the network.

5. Configuration Managenent

A Protocol Designer should docurment the basic configuration
paraneters that need to be instrunented for a New Protocol or
Prot ocol Extensions, as well as default val ues and nodes of
operati on.

What i nformati on shoul d be nmi ntai ned across reboots of the device,
or restarts of the managenment systenf

"Requirements for Configurati on Managenent of |P-based Networks"{
{?RFC3139}} discusses requirenents for configuration managenent,

i ncludi ng discussion of different |evels of managenent, high-Ieve
policies, network-w de configuration data, and device-Iloca
configuration. Network configuration extends beyond sinple nulti-

devi ce push or pull operations. It also involves ensuring that the
configurations being pushed are semantically conpatibl e across
devices and that the resulting behavior of all involved devices
corresponds to the intended behavior. |Is the attachnment between them

configured conpatibly on both ends? Is the IS-I1S netric the sane?
Answering those questions for a network with one thousand devices is
not that easy.

Several efforts have existed in the | ETF to devel op policy-based
configuration managenent. "Term nology for Policy-Based Managenent"
[ RFC3198] was witten to standardi ze the term nol ogy across these
efforts.
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I mpl ement ati ons should not arbitrarily nodify configuration data. In
some cases (such as Access Control Lists (ACLs)), the order of data
items is significant and conprises part of the configured data. If a

Pr ot ocol Designer defines nechanisns for configuration, it would be
preferable to standardi ze the order of elenents for consistency of
configuration and of reporting across vendors and across rel eases
from vendors.

There are two parts to this:

1. A Network Managenent System (NVS) coul d optim ze Access Contro
Li sts (ACLs) for perfornmance reasons.

2. Unless the device or NM5 is configured with adequate rules and
gui ded by administrators with extensive experience, reordering
ACLs can introduce significant security risks.

Net wor k- wi de configurations may be stored in central databases and
transforned into readable fornmats that can be pushed to devices,
either by generating sequences of CLI conmands or conplete textua
configuration files that are pushed to devices. There is no conmobn
dat abase schema for network configuration, although the nodels used
by various operators are probably very sinmlar. 1t is operationally
beneficial to extract, docunment, and standardize the commopn parts of
these network-w de configuration database schemas. A Protoco

Desi gner shoul d consi der how to standardi ze the conmon parts of
configuring the New Protocol, while recognizing that vendors may al so
have proprietary aspects of their configurations.

It is inportant to enable operators to concentrate on the
configuration of the network or service as a whole, rather than

i ndi vi dual devices. Support for configuration transactions across
several devices could significantly sinplify network configuration
managenent. The ability to distribute configurations to nultiple
devices, or to nodify candidate configurations on multiple devices,
and then activate themin a near-simnultaneous nanner m ght help.
Prot ocol Designers can consider how it would nmake sense for their
protocol to be configured across nultiple devices. Configuration
tenpl ates m ght al so be hel pful

Consensus of the 2002 | AB Net wor k Managerment Workshop [ RFC3535] was
that textual configuration files should be able to contain

i nternational characters. Human-readable strings should utilize UTF-
8, and protocol elenents should be in case-insensitive ASCII.

A mechani smto dunp-and-restore configurations is a primtive

operation needed by operators. Standards for pulling and pushing
configurations fronmlto devices are highly beneficial
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G ven configuration A and configuration B, it should be possible to
generate the operations necessary to get fromA to Bwth mnim
state changes and effects on network and systems. It is inportant to
m nimze the inpact caused by configuration changes.

A Protocol Designer should consider the configurable itenms that exist
for the control of function via the protocol elenents described in
the protocol specification. For exanple, sometines the protoco
requires that timers can be configured by the operator to ensure
specific policy-based behavior by the inplenentation. These tiners
shoul d have default val ues suggested in the protocol specification
and may not need to be otherw se configurable.

5.6. Accounting Manhagenent

A Protocol Designer should consider whether it would be appropriate
to collect usage information related to this protocol and, if so,
what usage infornati on woul d be appropriate to collect.

"Introduction to Accounting Managenent" [RFC2975] discusses a nunber
of factors relevant to nonitoring usage of protocols for purposes of
capacity and trend anal ysis, cost allocation, auditing, and billing.
The docurent al so di scusses how sonme exi sting protocols can be used
for these purposes. These factors should be considered when

desi gning a protocol whose usage m ght need to be nonitored or when
recomrendi ng a protocol to do usage accounting.

5.7. Performance Managenent

From a manageability point of view, it is inportant to determ ne how
wel |l a network depl oying the protocol or technol ogy defined in the
docunent is doing. |In order to do this, the network operators need
to consider information that would be useful to determine the
performance characteristics of a deployed systemusing the target

pr ot ocol

The | ETF, via the Benchmarki ng Met hodol ogy WG (BMAG), has defined
recomrendati ons for the measurement of the performance
characteristics of various internetworking technologies in a

| aboratory environnment, including the systenms or services that are
built fromthese technol ogies. Each benchmarki ng recomendati on
descri bes the class of equipnment, system or service being addressed;
di scusses the performance characteristics that are pertinent to that
class; clearly identifies a set of netrics that aid in the
description of those characteristics; specifies the methodol ogi es
required to collect said netrics; and lastly, presents the
requirenents for the common, unamnbi guous reporting of benchnarking
results. Search for "benchmark" in the RFC search tool
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Performance netrics may be useful in nultiple environnents and for
different protocols. The |IETF, via the |IP Performance Measurenent
(IPPM W5 has devel oped a set of standard netrics that can be
applied to the quality, perfornance, and reliability of Internet data
delivery services. These netrics are designed such that they can be
performed by network operators, end users, or independent testing
groups. The existing netrics night be applicable to the new
protocol. Search for "netric" in the RFC search tool. In sone
cases, new netrics need to be defined. It would be useful if the
protocol docunmentation identified the need for such new netrics. For
performance nmanagenent, it is often nore inportant to report the tine
spent in a state rather than just the current state. Snapshots al one
are typically of |ess val ue.

There are several parts of performance managenent to consi der
protocol nonitoring, device nonitoring (the inmpact of new
functionality/service activation on the device), network nonitoring,
and service nonitoring (the inpact of service activation on the
network). Hence, if the inplenmentation of the New Protocol or

Prot ocol Extension has any hardware/software performance inplications
(e.g., increased CPU utilization, menory consunption, or forwarding
performance degradation), the Protocol Designers should clearly
describe these inpacts in the specification, along with any

condi tions under which they may occur and possible nitigation
strat egi es.

5.7.1. Monitoring the Protoco

Certain properties of protocols are useful to nonitor. The nunber of
prot ocol packets received, the nunber of packets sent, and the nunber
of packets dropped are usually very hel pful to operators.

Packet drops should be reflected in counter variabl e(s) sonewhere
that can be inspected -- both fromthe security point of view and
fromthe troubl eshooting point of view

Counter definitions should be unanbi guous about what is included in
the count and what is not included in the count.

Consi der the expected behaviors for counters -- what is a reasonable
maxi mum val ue for expected usage? Should they stop counting at the
maxi mum val ue and retain it, or should they rollover? Guidance
shoul d explain how rollovers are detected, including multiple
occurrences.

Consi der whether nmultiple managenent applications will share a

counter; if so, then no one nmanagenent application should be all owed
to reset the value to zero since this will inmpact other applications.
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Coul d events, such as hot-swapping a blade in a chassis, cause
discontinuities in counter? Does this make any difference in
eval uati ng the performance of a protocol ?

The protocol specification should clearly define any inherent
limtations and descri be expected behavi or when those limts are
exceeded. These considerations should be nade i ndependently of any
speci fi ¢ management protocol or data nodeling | anguage. |n other
words, focus on what nakes sense for the protocol being managed, not
the protocol used for managenent. |If a constraint is not specific to
a managenent protocol, then it should be left to Data Mddel designers
of that protocol to determne howto handle it.

For exanple, VLAN identifiers (VLAN IDs) are defined by the
standard to range from1l to 4094. Therefore, a YANG "vlan-id"
definition representing the 12-bit VLAN ID used in the VLAN Tag
header uses a range of "1..4094"

7.2. Monitoring the Device

Consi der whet her device performance will be affected by the nunber of
protocol entities being instantiated on the device. Designers of an
I nformation Model should include information, accessible at runtinme,
about the maxi mum nunber of instances an inpl enentati on can support,
the current nunber of instances, and the expected behavi or when the
current instances exceed the capacity of the inplenmentation or the
capacity of the device.

Desi gners of an Infornmati on Model should provide runtinme information
about the maxi mum supported i nstances, the current nunber of
i nstances, and expected behavi or when capacity i s exceeded.

7.3. Monitoring the Network

Consi der whet her network perfornmance will be affected by the nunber
of protocol entities being depl oyed.

Consi der the capability of determ ning the operational activity, such
as the nunber of nessages in and the nessages out, the number of

recei ved nessages rejected due to format Problens, and the expected
behavi ors when a nal forned nessage i s received.

What are the principal perfornance factors that need to be considered
when nmeasuring the operational perfornmance of a network built using
the protocol? 1Is it inmportant to neasure setup tines, end-to-end
connectivity, hop-by-hop connectivity, or network throughput?
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5.7.4. Monitoring the Service

VWhat are the principal performance factors that need to be considered
when neasuring the performance of a service using the protocol? |Is
it inportant to neasure application-specific throughput, client-
server associations, end-to-end application quality, service

i nterruptions, or user experience (UX)?

Note that nonitoring a service nust consider the utility to the user
Thi s includes responsiveness, snpothness (absence of jitter),
t hroughput, and other "quality of experience" factors.

5.8. Security Managenent

Prot ocol Designers should consider how to nonitor and manage security
aspects and vul nerabilities of the New Protocol or Protocol

Extensi on. Likew se, Protocol Designers should consider how sone
operations (e.g., logging) mght include privacy-sensitive

i nformati on, which ought to be controlled to avoid access by

unaut hori zed entities.

Shoul d a systemautonmatically notify operators of every event
occurrence, or should an operator-defined threshold control when a
notification is sent to an operator?

Shoul d certain statistics be collected about the operation of the New
Protocol that m ght be useful for detecting attacks, such as the
recei pt of mal forned nessages, nessages out of order, or nessages
with invalid tinmestanps? |f such statistics are collected, is it
important to count them separately for each sender to help identify
the source of attacks?

Security-oriented manageability topics may include risks of
insufficient nmonitoring, regulatory issues with missing audit trails,
|l og capacity limts, and security exposures in recomended nanagenent
mechani sns.

Consi der security threats that may be introduced by managenent
oper ati ons.

For exanple, Control and Provisioning of Wrel ess Access Points
(CAPWAP) [ RFC5415] breaks the structure of nonolithic Access
Points (APs) into Access Controllers and Wrel ess Term nation
Points (WIPs). By using a control protocol or managenent

protocol, internal information that was previously not accessible
i s now exposed over the network and to managenent applications and
may beconme a source of potential security threats.
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The granularity of access control needed on managenent interfaces
needs to match operational needs. Typical requirenments are a role-
based access control mpodel and the principle of |east privilege,
where a user can be given only the m nimum access necessary to
performa required task.

Sone operators wish to do consistency checks of ACLs across devices.
Prot ocol Designers should consider Information Mbdels to pronote
compari sons across devices and across vendors to permt checking the
consi stency of security configurations.

Pr ot ocol Designers should consider how to provide a secure transport,
aut hentication, identity, and access control that integrates well
with existing key and credential managenent infrastructure. It is a
good idea to start with defining the threat nodel for the protocol
and fromthat deducing what is required.

Pr ot ocol Designers should consider how ACLs are nmi ntai ned and
updat ed.

Notifications (e.g., syslog nessages) mght already exist, or can be
defined, to alert operators to the conditions identified in the
Security Considerations for the New Protocol or Protocol Extension
The sysl og should al so record events, such as failed |logins, but it
nmust be secured

For exanple, you can log all the commands entered by the operator
usi ng syslog (giving you sonme degree of audit trail), or you can
see who has | ogged on/off using the Secure Shell (SSH) Protoco

[ RFC4251] and from where; failed SSH | ogi ns can be | ogged using
sysl og, etc.

An anal ysis of existing counters mght help operators recognize the
conditions identified in the Security Considerations for the new
protocol before they can inpact the network.

D fferent managenent protocols use different assunptions about
message security and data-access controls. A Protocol Designer that
recomrends using different protocols should consider how security
will be applied in a balanced manner across multiple managenent
interfaces. SNWP authority levels and policy are data-oriented,
while CLI authority levels and policy are usually comand-oriented
(i.e., task-oriented). Depending on the managenent function,
somet i nes data-oriented or task-oriented approaches make nore sense.
Prot ocol Designers should consider both data-oriented and task-
oriented authority levels and policy. Refer also to [ RFC8341] for
nore details on access control types and rul es.
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Oper ational and Managerment Tool i ng Consi derati ons

The operational comunity’s ability to effectively adopt and use new
specifications is significantly influenced by the availability and
adaptability of appropriate tooling. 1In this context, "tools" refers
to software systenms or utilities used by network operators to depl oy,
configure, nonitor, troubleshoot, and nanage networks or network
protocols in real-world operational environments. \While the

i ntroduction of a new specification does not automatically mandate
the devel opnent of entirely new tools, careful consideration nust be
given to how existing tools can be | everaged or extended to support

t he managenment and operati on of these new specifications.

The [ NEMOPS] wor kshop hi ghlighted a consistent thene applicable
beyond network nanagement protocols: the "ease of use" and
adaptability of existing tools are critical factors for successfu
adoption. Therefore, a new specification should provide exanpl es
usi ng existing, comon tooling, or running code that denpnstrate how
to perform key operational tasks.

Specifically, the follow ng tooling-rel ated aspects shoul d be
considered in the operational considerations section, prioritizing
the adaptation of existing tools:

* Leveragi ng Existing Tooling: Before considering new tools, assess
whet her existing tooling, such as nonitoring systens, |ogging
pl atforns, configurati on managenent systens, and/or orchestration
framewor ks, can be adapted to support the new specification. This
may i nvol ve devel opi ng plugins, nodules, or drivers that enable
these tools to interact with the new specification

* Extending Existing Tools: Identify areas where existing tools can
be extended to provide the necessary visibility and control over
the new specification. For exanple, if a new transport protocol
is introduced, consider whether existing network nonitoring tools
can be extended to track its perfornmance nmetrics or whether
exi sting security tools can be adapted to analyze its traffic
patterns.

* New Tools: Only when existing tools are denonstrably inadequate
for managi ng and operating the elenents of the new specification
shoul d the devel opnent of new tools be considered. |n such cases,
carefully define the specific requirenents for these new tools,
focusing on the functionalities that cannot be achi eved through
adaptati on or extension of existing solutions.
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* | ETF Hackat hons for Manageability Testing: |ETF Hackat hons
[ 1 ETF- HACKATHONS] provide an opportunity to test the
functionality, interoperability, and nmanageability of New
Protocol s or Protocol Extensions. These events can be
specifically leveraged to assess the operational (including
manageabi lity) inplications of a New Protocol or Protoco
Ext ensi on by focusing tasks on:

- Adapting existing tools to interact with the new specification

- Devel opi ng exanpl e nanagenent scripts or nodul es for existing
managenent pl at f or ns.

- Testing the specification s behavior under various operationa
condi tions.

- ldentifying potential tooling gaps and areas for inprovenent.
- Creating exanple flows and use cases for mmnageability.

* (Open Source for Tooling: If new tools are deemed necessary, or if
significant adaptations to existing tools are required, prioritize
open source devel opnent with community involvenment. Open source
tools lower the barrier to entry, encourage coll aboration, and
provi de operators with the flexibility to custom ze and extend the
tools to meet their specific needs.

Al Tool i ng Consi derations

Wth the increasing adoption of Artificial Intelligence (Al) in

net wor k operations, Protocol Designers must consider the inplication
such functions may have on New Protocols and Protocol Extensions. Al
nmodel s often require extensive and granul ar data for training and
inference, requiring efficient, scalable, and secure nechanisns for
telemetry, logging, and state information collection. Protoco

Desi gners should anticipate that Al-powered nanagenent tools may
generate frequent and potentially aggressive querying patterns on
networ k devices and controllers. Therefore, protocols should be
designed with Data Mdel s and nechani sns i ntended to prevent overl oad
fromautomated interactions, while also accounting for Al-specific
security considerations such as data integrity and protection agai nst
adversarial attacks on managenent interfaces. These considerations
are also relevant to Performance Managenent (Section 5.7) and
Security Managenent (Section 5.8).
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I ANA Consi derations
Thi s docunent does not have any | ANA actions required.
Qper ational Considerations

Al t hough this docunent focuses on operations and manageability

gui dance, it does not define a New Protocol, a Protocol Extension, or
an architecture. As such, there are no new operations or
manageabi l ity requirenments introduced by this docunent.

Security Considerations

Thi s docunent provides guidelines for considering manageability and
operations. It introduces no new security concerns.

The provision of a nmanagenent portal to a network device provides a
doorway t hrough which an attack on the device may be | aunched.
Maki ng the protocol under devel oprent be manageabl e through a
management protocol creates a vulnerability to a new source of
attacks. Only managenent protocols with adequate security

mechani sns, such as state-of-the-art encryption, nutua

aut henti cation, nessage-integrity protection, and authorization,
shoul d be used.

The security inplications of password-based authentication should be
taken into account when designing a New Protocol or Protoco
Extension. In particular, the authentication nmechani snms recommended
for new protocols or protocol extensions should provide adequate
security; for instance, authentication based purely on passwords is
unlikely to provide an adequate |evel of security.

VWil e a standard description of a protocol’s nanageabl e paraneters
facilitates legitimte operation, it may al so i nadvertently sinplify
an attacker’s efforts to understand and nani pul ate the protocol

A wel | -designed protocol is usually nore stable and secure. A
protocol that can be managed and inspected offers the operator a
better chance of spotting and quarantining any attacks. Conversely,
maki ng a protocol easy to inspect is arisk if the wong person

i nspects it.

If security events cause logs and/or notifications/alerts, a
concerted attack nmight be able to be nounted by causing an excess of
these events. |In other words, the security-managenent nechani sns
could constitute a security vulnerability. The nanagenent of
security aspects is inmportant (Section 5.8).
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Appendi x A.  Operational Considerations Checkli st
Thi s appendi x provi des a conci se checklist of key questions that
Pr ot ocol Designers should address in the "Operational Considerations"

section of their specifications. Each itemreferences the rel evant
section of this docunent for detail ed guidance.
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This checklist is intended for use by docunent authors and the

wor ki ng groups that devel op protocol docunments. A separate list of

gui delines and a checklist of questions to consider when review ng a
docunent to eval uate whet her the docunent address comon operations

and nanagenent needs is provided in [ CHECKLI ST].

The decision to incorporate all or part of these itenms into their
work remains with Protocol Designers and WG thensel ves.

Docunent ati on Requirenents

* Does the specification include an "QOperational Considerations"
section? (Section 3.1)

* |s this section placed i medi ately before the Security
Consi derations section? (Section 3.3)

* |f there are no new consi derations, does the section include the
appropriate boilerplate with explanation? (Section 3.2)

Qperational Fit
*  How does this protocol operate "out of the box"? (Section 4.1)

- What are the default values, nobdes, tiners, and states?
(Section 4.1)

- What is the rationale for chosen default val ues, especially if
they affect operations or are expected to change over tine?
(Section 4.1)

* \What is the mgration path for existing depl oynments?
(Section 4.2)

- How wi |l depl oynents transition from ol der versions or
technol ogi es? (Section 4.2)

- Does the protocol require infrastructure changes, and how can
these be introduced? (Section 4.2)

* \What are the requirenents or dependenci es on other protocols and
functional conponents? (Section 4.3)

* \hat is the inpact on network operation? (Section 4.4)

- \What are the scaling inplications and interactions wth other
protocol s? (Section 4.4)
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- \What are the inpacts on traffic patterns or perfornmance (e.qg.,
delay, jitter)? (Section 4.4)
* \What is the inpact on Security Operations? (Section 4.5)

- How does depl oynent affect Indicators of Conpromi se or their
availability? (Section 4.5)

- \What logging is needed for digital forensics? (Section 4.5)
* How can correct operation be verified? (Section 4.6)

- What status and health indicators does the protocol provide?
(Section 4.6)

* How are human-readabl e nessages handl ed? (Section 4.7)

- Do nessages contain codes that enable |ocal |anguage mappi ng
for internationalization? (Section 4.7)

A. 3. Managenent |nformation
* \What needs to be managed? (Section 5)

- \What are the manageable entities (e.g., protocol endpoints,
network el ements, services)? (Section 5)

* Wi ch standardi zed nmanagenent technol ogi es are applicabl e?
(Section 5.1)

*  What essential information is required? (Section 5.2,
Section 5.3)

- \What operational, configuration, state, and statistical
informati on i s needed? (Section 5.2)

- Is an Information Model needed, especially if multiple Data
Model representations are required? (Section 5.2)

- What is manageabl e, what needs configuration, and what
protocol -specific events m ght occur? (Section 5.3)

- How are configuration data, operational state, and statistics
di stingui shed? (Section 5.3)

* |f YANG Data Model s are defined, what type is appropriate?
(Section 5.3.2)
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- Shoul d Device Mdels, Network Mddels, or Service Mdels be
specified? (Section 5.3.2)

Faul t Managenent
What faults and events should be reported? (Section 5.4)

- What essential faults, health indicators, alarnms, and events
shoul d be exposed? (Section 5.4)

- Howw |l fault information be propagated? (Section 5.4)
How i s |iveness nonitored? (Section 5.4.1)

- \What testing and |iveness detection features are built into the
protocol ? (Section 5.4.1)

How are faults determ ned? (Section 5.4.2)

- \What error counters or diagnostics help pinpoint faults?
(Section 5.4.2)

- What distinguishes faulty fromcorrect nessages?
(Section 5.4.2)

Confi guration Managenent
What configuration paraneters are defined? (Section 5.5)

- What paraneters need to be configurable, including their
defaults and valid ranges? (Section 5.5)

- \What information persists across reboots? (Section 5.5)
Per f or mance Managenent
What are the performance inplications? (Section 5.7)

- \What are the hardware/software perfornmance inpacts (e.g., CPU,
menory, forwarding)? (Section 5.7)

What performance information should be available? (Section 5.7.1)

- \What protocol counters are defined (e.g., packets received,
sent, dropped)? (Section 5.7.1)

- What is the counter behavior at naxi mum val ues?
(Section 5.7.1)
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- What are the protocol linmitations and behavior when limits are
exceeded? (Section 5.7.1)
A. 7. Security Managenent
*  What security-related nonitoring is needed? (Section 5.8)
- \What security events should be | ogged? (Section 5.8)
- \What statistics help detect attacks? (Section 5.38)

- What security and privacy threats do nanagenent operations
i ntroduce? (Section 5.8)

Appendi x B. Changes Since RFC 5706

The foll owi ng changes have been nade to the guidelines published in
[ RFC5706] :

* Change intended status fromlInformational to Best Current Practice

* |ndicate that this docunent updates RFC 2360 and add the rel evant
updat ed text

*  Move the "Operational Considerations" Appendix A to a Checkli st
[ CHECKLI ST] maintained in GtHub

* Add a concise "Qperational Considerations Checklist" appendix
(Appendix A) with key questions that should be addressed in
protocol specifications

* Add a requirenent for an "Operational Considerations” section in
all new RFCs that docunent a technical specification in the |IETF
Stream along with specific guidance on its content.

* Update the operational and nanageability-related technol ogies to
reflect over 15 years of advancenents

- Provide focus and details on YANG based st andards,
deprioritizing MB Mdul es.

- Add a "YANG Data Mddel Considerations" section
- Update the "Avail abl e Managenment Technol ogi es" | andscape

* Add an "Operational and Managenent Tool i ng Consi derations" section
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B.1. TO DO LI ST

See the list of open issues at https://github.com | ETF- OPSAWG W&
draft-opsarea-rfc5706bi s/issues
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