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Abstract

Thi s docunent specifies how to augnent the Routing Policy

Speci fication Language (RPSL) inetnum class to refer specifically to
prefixlen files which are conma-separated values (CSV) files used to
specify end-site prefix lengths. This docunent al so describes an
optional nechani smthat uses the Resource Public Key Infrastructure
(RPKI) to authenticate the prefixlen files.
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1. I nt roduction

Internet service providers (ISPs) delegate | P addresses or entire |IP
prefixes to their users. Simlarly, cloud providers assign custoners
who use their services such as virtual machines a prefix of a
specific size. Therefore, there are a nmultitude of variations of
different end-site prefix length present in the Internet. Currently,
there is no easy way for content providers to know the end-site
prefix size of soneone accessing their service. Know ng the correct
end-site’'s prefix size has nmultiple inplications such as:

* Blocklisting/throttling: In |IPv4, |IP addresses can be bl ocked
usi ng variable prefix lengths for different prefixes, such as /22
for prefix A [27 for prefix B, or /32 to block a single IPv4
address. Due to the large address space in | Pv6, blocking at,
e.g., the /48 or /56 level could | ead to overbl ocking (throw ng
multiple VMs fromdifferent users into the sanme bucket), while
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bl ocking at nore fine-granular levels, e.g., /64, /96, or even
/128 to block a single IPv6 address would lead to filling up space
in the blocklist pretty quickly. The use of tenporary addresses
in |Pv6 [ RFC8981] m ght |ead to unwanted unbl ocki ng when addresses
are blocked at a too fine-granular level (e.g., /128). Al these
i ssues apply to throttling as well.

* Rate limting/ CAPTCHAs: A similar issue arises on the Wb, where
nei ghbori ng prefixes mght be throwm together (e.g., in the sane
/48 or /56, even though the ISP hands out /64s), which leads to
people "jointly" running into rate linmts and then either being
bl ocked froma service or having to sol ve annoyi ng CAPTCHAs.

* Ceolocation: Getting the right prefix size for geolocation is

simlarly hard, especially for IPv6. |If you aggregate too nuch,
you throw together different clients in different |ocations, and
if you aggregate too little, you fill up the geol ocation database

wi th unnecessary entries.

Thi s docunent specifies how to augment the Routing Policy

Speci fication Language (RPSL) [ RFC2725] inetnum class to refer
specifically to prefixlen files and how to use them 1In all places
inetnum is used, ineténum nust also be assunmed [ RFC4012].

The reader may find [INETNUM and [I NET6NUM informative, and
certainly nmore verbose, descriptions of the inetnum database
cl asses.

An optional neans for authenticating prefixlen data is also defined
in Section 6.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. prefixlen Files

prefixlen files are CSV (Comma Separated Values) files [RFC4180] in
text format with UTF-8 encodi ng [ RFC3629], excluding problematic code
poi nts as described in [RFC9839]. Lines MJIST be delimted by a line
break (CRLF), and blank lines MJST be ignored. Text froma '#
character to the end of the current |line MJST be treated as a coment
only and is simlarly ignored. The first field of each non-ignored
line specifies the prefix in question, the second field the end-site
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prefix length within that prefix as an integer, and the third field
the nunber of end-sites within an end-site prefix |ength for networks
using Carrier-Gade NAT (CG\) [ RFC6598] or proxies. |In all places
Carrier-Grade NAT or CGN is used in this docunent, this applies to
proxies as well. Note that all three fields MJST be present. This
means there MUST be exactly two commas in each non-comented |ine
delinmting the three fields. The first field MJUST NOT be enpty on
I'ines which are not coments, while the second and third field can be
enpty in certain scenarios. |If both the second and third fields are
enpty, this neans that the publisher does not want to di scl ose any
prefix length information.

3.1. End-site prefix length without CGN or proxies

If an | SP del egates /56 | Pv6 prefixes of the 2001:db8::/32 range, and
/32 I Pv4 prefixes (i.e., a single |IPv4 address) of the 192.0.2.0/24
range to its customers without the use of Carrier-Gade NAT (CGN)

[ RFC6598] or proxy techniques, it would create a prefix length file
containing the follow ng exanple entries:

2001: db8::/32,56, 1
192.0.2.0/24,32,1

Note the third field being set to '1', which signals the absence of
CCGN or proxies. This has the same neaning as the third field being
left enpty in this scenario.

3.2. End-site prefix length with CGN or proxies

prefixlen files can al so be used to signal the presence of Carrier-
Grade NAT (CGAN) [RFC6598] or proxies in networks. This is especially
useful for cases where nultiple end-sites behind a CGN or proxy
service accessing a service at the sane time mght run into rate
limting issues by service providers. 1In case a prefixlen file
signals the presence of a CQA\, service providers can treat these
prefixes in a way that rate limts are adjusted. To signal the
presence of a CGN, the nunber of CCGN end-sites are specified in the
third field. For exanple, a CGN prefix 192.0.2.0/24 containing 4000
CCON end sites would be specified as foll ows:

192. 0. 2. 0/ 24, 24, 4000
Note the second field in the above exanple set to 24, signaling

that the 4000 CCN end-sites are present in the conplete 192.0.2.0/24
prefi x.
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If on the other hand these 4000 CGN end-sites are distributed 1000
each in the four /26 sub-prefixes within 192.0.2.0/24, this is
specified as foll ows:

192. 0. 2. 0/ 24, 26, 1000

It is inportant to note that the third field denoting the nunber of
CON end-sites is referring to the prefix length specified in the
second fi el d.

Note that this specification can be applied to | Pv6 networks as well.
3.3. Longest prefix matching

Prefix length files can contain sub-prefixes entries of a parent
prefix, which needs to be taken into account when processing these
files. For exanple, if a cloud provider assigns /120 | Pv6 prefixes
to each custoner VM and a /64 prefix to prem umcustoners, it would
create a prefix length file containing the follow ng exanple entries:

2001: db8: : /32, 120,
2001: db8: abcd: : / 48, 64,

Note that the second entry in the above exanple is a subprefix of the
first entry. Therefore, |ongest prefix matching has to be performed
when parsing prefixlen files.

3.4. Not specifying any end-site prefix length

If an | SP del egates /32 I Pv4 prefixes (i.e., a single |Pv4 address)
of the 192.0.2.0/24 range to its custoners w thout the use of
Carrier-Grade NAT (CA\), and it has a special sub-prefix 192.0.2.0/28
where this policy does not apply, it can signal so with the follow ng
prefix length file:

192. 0. 2.0/ 24, 32,
192.0. 2.0/ 28, ,

If both the second and third fields are enpty, this neans that the
publ i sher does not want to disclose any prefix length informtion

Any prefix length information fromcovering prefixes (192.0.2.0/24 in
our exanple) MJIST be discarded for sub-prefixes specified in
prefixlen files (192.0.2.0/28 in our exanple).
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3.5. Processing prefixlen files

Multiple entries with exactly the sane prefix MJST be considered an
error, and consuner inplenmentations SHOULD | og the repeated entries
for further administrative review Publishers MIST take neasures to
ensure there is one and only one entry per prefix.

Upon encountering an erroneous entry in a prefixlen file, consuner
i mpl ement ati ons MJST skip that entry, log the error, and continue
processing the remaining entries.

Content providers and other parties who wish to differentiate
services based on end site prefixes need to find the rel evant
prefixlen data. In Section 4, this docunent specifies howto find
the relevant prefixlen file given an | P address.

prefixlen data for large providers admnistrating a | arge nunber of
networks and end-sites can contain mllions of entries. The size of
a file can be even larger if an unsigned prefixlen file conbines data
for many prefixes, if dual |1Pv4/1Pv6 spaces are represented, etc.

Thi s docunent al so suggests an optional signature to strongly
authenticate the data in the prefixlen files. The sane approach to
signatures is used in this docunment that was used in [ RFC9632].

4. inetnum d ass

The original RPSL specifications ([R PE81], [RIPE181], and a trail of
subsequent docunents) were witten by the RIPE community. The | ETF
standardi zed RPSL in [ RFC2622] and [ RFC4012]. Since then, it has
been nodified and extensively enhanced in the Regional Internet
Registry (RIR) comunity, nostly by RRPE [RIPE-DB]. At the tine of
publ i shing this docunent, change control of RPSL effectively lies in
the operator comunity.

The RPSL, and [ RFC2725] and [ RFC4012] used by the Regional |nternet
Regi stries (RIRs), specify the inetnum database class. Each of
these objects describes an IP address range and its attributes. The
inetnum objects forma hierarchy ordered on the address space.
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ldeally, RPSL would be augnented to define a new RPSL prefixlen
attribute in the inetnum class. Absent inplementation of the
prefixlen: attribute in a particular R R database, this docunent
defines the syntax of a prefixlen remarks: attribute, which contains
an HTTPS URL of a prefixlen file. The format of the inetnum
prefixlen remarks: attribute MUST be as in this exanple, "remarks:
Prefixlen ", where the token "Prefixlen" MJST be case-sensitive,
followed by a URL that will vary, but it MJST refer only to a single
prefixlen file.

i netnum 192.0.2.0/24 # exanple
remarks: Prefixlen https://exanple.con prefixlen

VWil e we | eave gl obal agreement of RPSL nodification to the rel evant
parties, we specify that a proper prefixlen: attribute in the
inetnum class MJST be "prefixlen:" and MJST be foll owed by a single
URL that will vary, but it MJST refer only to a single prefixlen
file.

inetnum 192.0.2.0/24 # exanple
prefixlen: https://exanple.com prefixlen

The URL uses HTTPS, so the WDbPKI provides authentication, integrity,
and confidentiality for the fetched prefixlen file. However, the
WebPKI cannot provide authentication of | P address space assi gnnent.
In contrast, the RPKI (see [RFC6481]) can be used to authenticate IP
space assignnent; see optional authentication in Section 6

Until all producers of inetnum objects, i.e., the RIRs, state that
they have migrated to supporting the prefixlen: attribute, consuners
| ooki ng at inetnum objects to find prefixlen URLs MUST be able to
consunme the remarks: and prefixlen: fornmns.

The migration not only inplies that the RIRs support the prefixlen
attribute, but that all registrants have migrated any i netnum
objects fromremarks: to prefixlen:

Any particular i netnum object SHOULD have, at nost, one prefixlen
reference, whether a remarks: or prefixlen: attribute when it is
inplemented. As the remarks: form cannot be formally checked by the
RIR, this cannot be formally enforced. A prefixlen: attribute is
preferred, of course, if the RIR supports it. |If there is nore than
one type of attribute in the inetnum object, the prefixlen
attribute MJUST be prioritized over the remarks: attribute.
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For inetnum instances covering the sanme address range, a signed
prefixlen file MIUST be preferred over an unsigned file. |If none are
signed, or nore than one is signed, the (signed) inetnum wth the
nost recent |ast-nodified: attribute MJST be preferred.

If a prefixlen file describes multiple disjoint ranges of |IP address
space, there are likely to be prefixlen references fromnultiple
inetnum objects. Files with prefixlen references frommultiple

i netnum objects are not conpatible with the signing procedure in
Section 6.

An unsi gned, and only an unsigned, prefixlen file MAY be referenced
by multiple inetnum instances and MAY contain prefixes fromnore
than one registry.

When fetching, the nost specific inetnum object with a prefixlen
ref erence MJUST be used.

It is significant that prefixlen data may have finer granularity than
the inetnum that refers to them For exanple, an inetnum object
for an address range P could refer to a prefixlen file in which P has
been subdi vided into one or nore | onger prefixes.

Backward conmpatibility issues regarding the inplenentation of new
RPSL attributes are covered by Section 10.2 of [RFC2622].

5. Fetching prefixlen Data

Thi s docunent provides a guideline for how interested parties should
fetch and read prefixlen files.

To minimze the load on RIRs’ WHO S [ RFC3912] services, the RIR s
bul k downl oad services SHOULD be used for |arge-scale access to
gather inetnum instances with prefixlen references. This uses
efficient bul k access instead of fetching via brute-force search
through the I P space. Wen using bul k downl oad services they MJST be
accessed using HTTPS [ RFC9110], FTP [RFC0959] MJST NOT be used.

On the other hand, RIRs are convergi ng on RDAP support which includes
geof eed data, see [RFC9877]. It is hoped that this will be extended,
or generalized, to support prefixlen data.

When reading data froma prefixlen file, one MJST ignore data outside
the referring inetnum object’s address range. This is to avoid

i mporting data about ranges not under the control of the operator
Note that signed files MUST only contain prefixes within the
referring inethnum’s range as mandated in Section 6
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If prefixlen files are fetched, other prefix Iength information from
the i netnum MJST be ignored.

G ven an address range of interest, the nost specific inetnum object
with a prefixlen reference MUST be used to fetch the prefixlen file.
For exanple, if the fetching party finds the follow ng inetnum

obj ect s:

inetnum 192.0.2.0/24 # exanple
remarks: Prefixlen https://exanple.comprefixlen_1

inetnum 192.0.2.0/26 # exanple
remarks: Prefixlen https://exanple.coniprefixlen_2

An application | ooking for prefixlen data for 192.0.2.0/29, MJST
ignore data in prefixlen_1 because 192.0.2.0/29 is within the nore
specific 192.0.2.0/26 inetnum covering that address range and that
i netnum does have a prefixlen reference.

6. Authenticating prefixlen Data (Optional)

The question arises whether a particular prefixlen data set is valid,
i.e., is authorized by the "owner" of the |IP address space and is
authoritative in some sense. The inetnum that points to the
prefixlen file provides some assurance. Unfortunately, the RPSL in
some repositories is weakly authenticated at best. An approach where
RPSL was signed per [RFC7909] woul d be good, except it would have to
be deployed by all RPSL registries, and there is a fair nunber of

t hem

The remai nder of this section specifies an optional authenticator for
the prefixlen data set that follows the Signed Object Tenplate for
the Resource Public Key Infrastructure (RPKI) [RFC6488].

A single optional authenticator MAY be appended to a prefixlen file.
It is a digest of the main body of the file signed by the private key
of the relevant RPKI certificate for a covering address range. The
followi ng format bundl es the rel evant RPKI certificate with a
signature over the prefixlen text.
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The canonicalization procedure converts the data fromtheir interna
character representation to the UTF-8 [ RFC3629] character encoding,
and the <CRLF> sequence MJST be used to denote the end of each line
of text. A blank line is represented solely by the <CRLF> sequence.
For robustness, any non-printable characters MJST NOT be changed by
canoni calization. Trailing blank Iines MJST NOT appear at the end of
the file. That is, the file nust not end with nultiple consecutive
<CRLF> sequences. Any end-of-file marker used by an operating system
is not considered to be part of the file content. When present, such
end-of -file markers MJUST NOT be covered by the digital signature.

If the authenticator is not in the canonical form described above,
then, the authenticator is invalid, which neans that it is treated in
the sane manner as an unaut henticated prefixlen data.

Borrowi ng detached signatures from [ RFC5485], after file
canoni cal i zation, the Cryptographi c Message Syntax (CMB) [RFC5652] is
used to create a detached DER-encoded signhature that is then Base64
encoded with padding (as defined in Section 4 of [RFC4648]) and line
wrapped to 72 or fewer characters. The sane digest algorithm MJST be
used for calculating the nessage di gest of the content being signed,
which is the prefixlen file, and for cal cul ating the nessage di gest
on the Signerinfo SignedAttributes [ RFC8933]. The nessage di gest
algorithmidentifier MJST appear in both the CMS SignedData

Di gest Al gorithm dentifiers and the Signerlnfo

Di gest Algorithm dentifier [ RFC5652]. The RPKI certificate covering
the prefixlen inetnum object’s address range is included in the CVB
Si gnedData certificates field [ RFC5652].

The address range of the signing certificate MJUST cover all prefixes
in the signed prefixlen file. |If not, the authenticator is invalid.

The signing certificate MJUST NOT include the Autononpbus System
Identifier Delegation certificate extension [RFC3779]. If it is
present, the authenticator is invalid.

As with many other RPKI signed objects, the | P Address Del egation
certificate extension MJUST NOT use the "inherit" capability defined
in Section 2.2.3.5 of [RFC3779]. If "inherit" is used, the
authenticator is invalid.
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An | P Address Del egati on extension using "inherit" would conplicate
processing. The inplenmentation would have to build the certification
path fromthe end-entity to the trust anchor, then validate the path
fromthe trust anchor to the end-entity, and then the paranmeter would
have to be renenbered when the validated public key was used to
validate a signature on a CVS object. Having to remenber things from
certification path validation for use with CMS object processing
woul d be quite complex and error-prone. And, the certificates do not
get that nuch bigger by repeating the information

An address range A "covers" address range Bif the range of Bis
identical to or a subset of A "Address range" is used here because
i netnum objects and RPKI certificates need not align on C assless
Inter-Domain Routing (CIDR) [ RFC4632] prefix boundaries, while those
of the lines in a prefixlen file do align

The Certification Authority (CA) MJST generate a new End Entity (EE)
certificate for each signing of a particular prefixlen file. The
private key associated with the EE certificate SHOULD sign only one
prefixlen file. That is, a new key pair SHOULD be generated for each
new version of a particular prefixlen file. When the EE certificate
is used in this fashion, it is termed a "one-tine-use" EE certificate
(see Section 3 of [RFC6487]).

On the other hand, verifying the signature has no simlar conplexity;
the certificate, which is validated in the RPKI, contains the needed
public key. The RPKI trust anchors for the RIRs are available to the
party perform ng signature validation. Validation of the CVB
signature over the prefixlen file involves:

1. Obtaining the signer’'s certificate fromthe CMS Si gnedDat a
CertificateSet [ RFC5652]. The certificate SubjectKeyldentifier
ext ensi on [ RFC5280] MJST match the SubjectKeyldentifier in the
CVB Signerinfo Signerldentifier [RFC5652]. |If the key
identifiers do not match, then validation MJST fail

2. Validating the signer’s certificate MJST ensure that it is part
of the current [RFC9286] manifest and that all resources are
covered by the RPKI certificate.

3. Construct and validate the certification path for the signer’s
certificate. Al of the needed certificates are expected to be
readily available in the RPKI repository. The certification path
MJUST be valid according to the validation algorithmin [ RFC5280]
and the additional checks specified in [RFC3779] associated with

the I P Address Del egation certificate extension. |If
certification path validation is unsuccessful, then validation
MUST fail.
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4. Validating the CM5 SignedData as specified in [ RFC5652] using the
public key fromthe validated signer’s certificate. |f the
signature validation is unsuccessful, then validation MJST fail

5. Confirming that the eContent Type object identifier (OD) is id-
ct-prefixlenCSWi thCRLF (1.2.840.113549.1.9.16.1.TBD). This A D
MUST appear within both the eContentType in the encapContentlnfo
obj ect and the Content Type signed attribute in the signerlnfo
obj ect (see [RFC6488]).

6. Verifying that the I P Address Del egation certificate extension
[ RFC3779] covers all of the address ranges of the prefixlen file.
If all of the address ranges are not covered, then validation
MJUST fail.

Al'l of the above steps MJUST be successful to consider the prefixlen
file signature as valid.

The aut henticator MJUST be hidden as a series of "#" conments at the
end of the prefixlen file. The follow ng sinple exanple is
cryptographically incorrect:

# RPKI Signature: 192.0.2.0 - 192.0.2.255
# M | d wyJKoZl hveNAQcCol | G DCCBoQCAQVK DTAL Bgl ghk gBZQVEAgEWDQYLKoZ
# 1 hveNAQKQAS+gggSxM | Er TCCASW)AW BAgl UJ605Q PX8r WsrmdZwx 3VW uWhZu

# i mYkXpi MCWA4EZqDj | 36M W RDLdgoi j BBcGbi bwy Af GeR46k5r aZCOvx GHaxa
# OBPDTXTf | YWANBj RBKAQAZ7y X5x Hf mb8j UXsZ171 | eqlS7GKk=
# End Signature: 192.0.2.0 - 192.0.2.255

A correct and full example is in Appendix A
The CMS signature does not cover the signature |ines.

The bracketing "# RPKI Signature:" and "# End Signature:" MJST be
present as shown in the exanple. The RPKI Signature's |P address
range MUST match that of the prefixlen URL in the inetnhnum that
points to the prefixlen file.

7. Operational Considerations

To create the needed inetnum objects, an operator wi shing to
register the location of their prefixlen file needs to coordinate
with their Regional Internet Registry (RIR) or National Internet
Registry (NIR) and/or any provider Local Internet Registry (LIR) that
has assi gned address ranges to them RIRs/N Rs provide neans for
assignees to create and maintain inethum objects. They also provide
means of assigning or sub-assigning |IP address resources and all ow ng
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the assignee to create WHO S data, including inetnum objects,
thereby referring to prefixlen files.

The prefixlen files MJST be published via and fetched using HTTPS
[ RFC9110] .

When using data froma prefixlen file, one MIST ignore data outside
the referring inetnum object’s inetnum attribute address range.

If and only if the prefixlen file is not signed per Section 6, then
multiple inetnum objects MAY refer to the sane prefixlen file, and
the consuner MUST use only lines in the prefixlen file where the
prefix is covered by the address range of the inetnum object’s URL
it has foll owed.

If the prefixlen file is signed, and the signer’'s certificate is
replaced with another certificate, then the signature in the
prefixlen file MJUST be updated so that it can be properly validated
with the new certificate.

It is good key hygiene to use a given key for only one purpose. To
dedicate a signing private key for signing a prefixlen file, an RPK
Certification Authority (CA) nmay issue a subordinate certificate
excl usively for the purpose shown in Appendix B

Harvesting and publishing aggregated prefixlen data outside of the
RPSL nodel SHOULD be avoided as it can have the effect that nore
specifics fromone aggregatee could undesirably affect the |ess
specifics of a different aggregatee. Moreover, publishing aggregated
prefixlen data prevents the reader of the data to performthe checks
described in Section 5 and Section 6.

An anonym zed version of bulk WHO S data is openly available for al
RI Rs except ARIN, which requires an authorization. However, for
users without such authorization, the same result can be achieved
with extra RDAP effort. There is open-source code to pass over such
data across all RIRs, collect all prefixlen references, and process
t hem [ PREFI XLEN- FI NDER] .
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To prevent undue | oad on RPSL and prefixlen servers, entity-fetching
prefixl en data using these mechani snms MJUST NOT do frequent real-tine
| ookups. prefixlen servers SHOULD send an HITP Expires header

[ RFC9111] to signal when prefixlen data should be refetched. |[If an
HTTP Expires or Cache-Control header is present, it MJST be honored
by clients. As the data change very infrequently, in the absence of
such an HTTP header signal, collectors SHOULD NOT fetch nore
frequently than weekly. It would be polite not to fetch at magic
times such as midnight UTC, the first of the nonth, etc., because too
many others are likely to do the sane.

8. Inplenentation Status

In Novenmber 2025, the prefixlen: attribute in inetnum objects has
been i npl enented by the RI PE NCC dat abase.

Regi strants in databases which do not yet support the prefixlen
attribute are using the remarks:, or equivalent, attribute.

At the time of publishing this docunent, the registry data published
by ARIN are not the same RPSL as that of the other registries (see

[ RFC7485] for a survey of the WHO S Tower of Babel); therefore, when
fetching via bulk WHO S over HTTPS [ RFC9110], WHO S [ RFC3912], the
Regi stration Data Access Protocol (RDAP) [ RFC9083], etc., the

"Net Range" or "ip network" attribute/key nmust be treated as
"inetnum', and the "Conment" attribute nmust be treated as "renmarks".

9. Security Considerations

The consunmer of prefixlen data SHOULD fetch and process the data
thenselves. Inporting datasets produced and/or processed by a third
party places significant trust in the third party.

As nmentioned in Section 6, sone RPSL repositories have weak, if any,
aut hentication. This allows spoofing of inethnum objects pointing to
mal i cious prefixlen files. Section 6 suggests an unfortunately
compl ex method for stronger authentication based on the RPKI

For exanple, if an inetnum for a wide address range (e.g., a /16)
points to an RPKI-signed prefixlen file, a custonmer or attacker could
publ i sh an unsigned equal or narrower (e.g., a /24) inethnum in a
WHO S regi stry that has weak authorization, abusing the rule that the
nmost -speci fic inetnum object with a prefixlen reference MIST be
used.

If signatures were mandatory, the above attack would be stym ed, but
of course that is not happeni ng anytinme soon.
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The RPSL providers have had to throttle fetching fromtheir servers
due to too-frequent queries. Usually, they throttle by the querying
I P address or block. Simlar defenses will likely need to be

depl oyed by prefixlen file servers.

As prefixlen files disclose which parts of a prefix belong to an end
site, attackers could better focus DDoS traffic towards a website
hosted by a cloud provider by overwhel mng only |IP addresses from
that specific end site. Furthernore, information collected from
prefixlen files could allow for nore targeted | Pv6 scanni ng/

reconnai ssance, where scanners (be it benevol ent or malicious ones)
can target specific sub-prefixes which they deem nore interesting.

It is possible for publishers of prefixlen data to specify incorrect
prefixl en data about their prefixes. This could either be done by
m st ake or on purpose. One exanple could be a malicious network
operator trying to overflow the storage of databases that consune
prefixlen data by setting a very specific prefix size (e.g., /128 for
| arge bl ocks of | Pv6 address space). In another exanple a network
operator mght annotate their prefixes as using CGN to go around
legitimate blocking or throttling. A third exanple would be a
mal i ci ous provider publishing fake small allocations, so on receipt
of conplaints, they could plausibly respond by saying that they
stopped the actions of a bad custonmer and nove their nalicious
activities to a different prefix. As a fourth exanple, network
operators coul d overwhel m consunmers by publishing prefixlen files
containing mllions or even billions of entries (e.g., enunerating
all possible /96 subprefixes of a /32 IPv6 prefix). Therefore, care
shoul d be taken when processing prefixlen data, as with any externa
third-party data.

10. | ANA Consi der ati ons

IANA is asked to register an object identifier for one ASN. 1 Mdul e
in the "SM Security for SSM M Mdule ldentifier
(1.2.840.113549.1.9.16.0)" registry as follows:

Descri ption ab Ref erence

i d- nod- prefixl en-2025 1.2.840. 113549. 1. 9. 16. 0. TBDO [ RFC- TBD]

The SM Security for S/IM ME Modul e Identifier
(1.2.840.113549.1.9.16.0) registry is located at:

https://ww. i ana. or g/ assi gnment s/ sm - nunber s/ smi -

nunbers. xht m #security-smme-0. On publication of this document, the
[ RFC-TBD] reference needs to be changed to the RFC nunber assigned to
thi s docunent.
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I ANA is asked to register an object identifiers for one content type

in the "SM Security for SSMMe CM5 Content Type
(1.2.840.113549.1.9.16.1)" registry as foll ows:

Description ab

Ref er ence

id-ct-prefixlenCSvw thCRLF 1.2.840.113549.1.9.16.1. TBD1 [ RFC- TBD|

The SM Security for S/MME Content Type ldentifier
(1.2.840.113549.1.9.16.1) registry is located at:
https://ww. i ana. or g/ assi gnnent s/ sm - nunber s/ smi -

nunmbers. xht m #security-snmime-1. On publication of this docunent, the
[ RFC-TBD] reference needs to be changed to the RFC nunber assigned to

this docunment.
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<CCDE BEG NS>
Prefi xLengt hsMbdul e- 2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) smne(16) nod(0) TBDO }

DEFI NI TIONS I MPLICI T TAGS :: =
BEGA N

-- EXPORTS ALL --

| MPORTS
CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax-2010 -- in [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm me(16) nodul es(0) id-nod-cns-2009(58) } ;

Cont ent Set CONTENT-TYPE ::= { ct-prefixlenCSWithCRLF, ... }

ct-prefixl enCSWi t hCRLF CONTENT- TYPE :: =
{ TYPE UTF8String | DENTI FI ED BY id-ct-prefixl enCSWw t hCRLF }

i d-ct-prefixlenCSVvwi thCRLF OBJECT | DENTI FIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) ct(1l) TBD1 }

END
<CODE ENDS>

Appendi x B. Exanpl e

Thi s appendi x provides an exanple, including a trust anchor, a CRL
signed by the trust anchor, a CA certificate subordinate to the trust
anchor, a CRL signed by the CA an end-entity certificate subordinate
to the CA for signing the prefixlen file, and a detached signature.

The trust anchor is represented by a self-signed certificate. As
usual in the RPKI, the trust anchor has authority over all |Pv4
address bl ocks, all 1Pv6 address bl ocks, and all Autononmous System
(AS) nunbers
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----- BEG N CERTI FI CATE- - - - -

M | EQTCCAy ngAWM BAgl UEggycNoFVRj AuN/ Fw7 URuODEZNAWDQYJKoZI hvc NAQEL
BQAWFTETMBEGALUEAXMKZXhhbXBs ZS10YTAe FwOy Mz ASMTky MDIVE Mzl aFw0z Mz AS
MTYy MDIVE Mz | alVBUX Ez ARBgNVBAMT CnivA YWLwb GUt dGEwWggEi MAOGCSqGSI b3DQEB
AQUAA4| BDWAWY gEKAol BAQDQor R+g/ i 4Jy CbVURTp1JpGWVR3v GPy E5f DKFPqQV7r w
MLAMY7cnew66U021 zVOX50i v5nSG RX5UxsbR+vwPBMceQyDgS51 exFi vaf B/ Vj f

DT2gX/ U sLL9QCeaSCh7ToJSLj nt pa0D9i z7f ul 3hdxRj pMWZi E/ r eX9/ ynmdpW E
dgOF6+TOWGZELmi Pel j | 50ZwnLHCf t kN aaYkli PNj Nni HYlI G C1j SpABnoZyT]j

sgr wLE2F1f | RkVKwASgToq/ D5v9voXaYYaXUNJb4H 5wenRuvT5Q n6PXh70r MYy
F5yzLs96yt xqg5gGX9kabVnvxFUSnHf PaOr hl wf TInl j AgMBAAG ggGHM | BgzAd
BgNVHQUAEFgQUWL1SXb7SelLl WLG @BXSBguZCDl wHWYDVROj BBgwFOAUWM.1SXb7S
eLl W LG Q6XSBguZCDl wDwYDVROTAQH BAUWAWEB/ z AOBgNVHQBBAf 8EBAMCAQYW
GAYDVROgAQH BA4AWDDAKBggr BgEFBQc OAj CBuQYI KwYBBQUHAQs EgawwgakwPg Yl

KwYBBQUHMAqGVWHhJ zeWsj O 8vcnBr aSshl eGRt cGxl Limbl dC9yZXBvc2l 0b3J5L2Vv4
YWLwb GUt d GEubWZ0MDUGCCs GAQUFBz ANhi | odHRwezovL3JyZHAuZXhhbXBsZS5u
ZXQvbmB0aWzZpY2F0aVWulLnht bDAWBggr BgEFBQcwBYYkcnNsbmvbLY 9y c G pLimv4
YWLwb GUubmVOL3J1 ¢ P zaXRvcnkvMCc GCCs GAQUFBWEHAQH BBgwHj AJBAI AATAD
AWEAMAK EAGACVANVDAQAW QY1 KwYBBQUHAQYBAF 8EE] AQuAAWDDAKAgEAAgUA/ / / /

/ zANBgkghki GOWOBA FAAOCAQEAa9eL YIQAMI ZA yOzbpt aSwgcOUQV/ yR70/ 0
1zkEZaSavKBt 191 MK6AXZur x1T5j yj | wG7bEt ZZThj t H2nmB0OV5kc2t sFj Sq/ yp7N
JBcl MHVd3t Xse9l f 3anXYF4bxRI ci r 11 XI AbYN+E0o1U3i 5qJ O+ xouzt 7Mer k2Di h
nsenTeXKzN7t f ruCYZZHCC8vi CoJWIH+o1uRMATI QApZsUJ8sFATABr r RImA/ Ed5
vOCTBbgqTx7yg0+Var FLPdnj Ygt poCIgwE2C1UpX15r ZSaLVuGXt bwxXd/ cHEg5VF
WsQTs MeMQFEUa6hki cD& xLTUdhckBgnmCGoF2nl Zi i 5f 1BTWAg==

----- END CERTI FI CATE- - - - -

The CRL issued by the trust anchor.

————— BEG N X509 CRL-----

M | Bj j BAAgEBMAOGCS(GSI b3 DQEBOMIANBUX Ez ARBg NVBAMT Criv4A YWLwbh GUt d GEX
DTl 1MTI wNDEz NDgx Mo XDT| 2 MDEwVE Ez NDgx MWggLz At MB8GALUd| wQYNMBaAFMC9
U 2+0ni yFuyzo0OVv0gYLnQgy MAo GA1 Ud FAQDAgEL MAOGCSqGS| h3DQEBOMIAA4| B
AQDLI t Er ZWESHDSkwhnL++hFPAJUJf 6NapOv9bz UBr 5D6vLgs01dke3AFoUNICng
15p5EPI 7BZnZMk3b+My+Hh8] MOx| oKBe6eeZ0i npCwsZveWBne4u3vH3snl 9Qkj Z
Sl z+zxaNi dKl / 9Wbh4r j znwKD98/ / t 75ACa9UFI ns E53Usc XwlJor 0QKd 3 VDK KL Vf
ni vSzVPaC3hvN85wOXMyCG/ MBMAWD5PCKJ/ j EBDf EADf nUI XUbj ys13ycH2mX3gBZa
svDot / HDgpc QVRZBIC4ecPy9aBf j BEEf m wi dQt S+4vyh7l r ROxKn8wlUqgvt i 3Ul x
WYTdSdPILWR+Ha7xdvSMIUI U

----- END X509 CRL-----

The CA certificate is issued by the trust anchor. This certificate

grants authority over one | Pv4 address block (192.0.2.0/24), one |Pv6
address bl ock(2001: db8::/32), and two AS nunbers (64496 and 64497).
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----- BEG N CERTI FI CATE- - - - -

M | E+z CCA+OgAw BAgl UcyCz S10hdf G65kbRqg7t 0 QAv RDVEWDQYJ KoZI hvc NAQEL
BQAWFTETMBEGALUEAX MKZXhhbXBs ZS10YTAe FwOy NTEy MDQx Mz AMTFaFwOy N Ey
MDQx Mz Q4 MT Fa VDIV MT Av Bg NVBAMT KDNBQO Uy QOVGNEZCM FCNOQx MUUz RTEANEVG
QFFM k3@ M3Nzg2NDI wggEi MAOGCSqGSI b3 DQEBAQUAA4I BDwAWYgEKAoI BAQDC
zz1gwTxC2ocwsr qp8kt m2Xy Ykl 8ri BVugl Xwf ef TxsR2YFpgz9vkYUd5Az9EVEGY
6WaE yZbt mhK63eEeaqbKz2GHub467498BXeVr YysO+Yul GJCEYKznNDZ4j 5aabbo
j 5+4/ z0Quvv6HESXx QdOf 8br 61 KIwgeRMB+f n¥ 796HNPB0aqD7Zj 9NRCLXj bBODCgJ
I i Hor XMKR860f gl | 9V2nRj esvhdKYgk@G G f 9r vxVpLJ/ 6zdr u5CE9yeuJZ591 +n
YH r 6PzdJ4QryKr JX8qD6A60j 4+bi aU4AM72Kpsj hONTTqF/ HRwi ON54 GDak nEwE
TnJQHgLIDYgqwwoy KW j j AQMBAAG ggl j M | CHz AdBgNVHQ4AEFgQUCs 45 70+y G30R
4+CGE78Hi | 7N3hk| wHWYDVROj BBgwWFOAUWL1SXb7SelLl W LG Q5XSBguZCDI wbwYD
VROTAQH BAUWAWEB/ z AOBgNVHQBBAF 8 EBAMCAQYWGAYDVROgAQH BA4AWDDAKBgQr

BgEFBQc QAj BDBgNVHRSEPDAGMDI gNgAQOhj Jyc3l uYzovL3Jwa2kuzZXhhbXBsZS5u
ZXQuemVwb3Npd @y eSOl eGt ¢ Gxl LXRhLmNy bDBOBggr Bg EFBQe BAQRCVEAWPG Y

KwYBBQUHMAKGVhJzeWsj O 8vcnBr aShl eGt cGxl Lnbl dC9yZXBvc?2l 0b3J5L2V4
YWLwb GUt dGEUY2VWyM G5Bggr BgEFBQec BOWSBr DCBqTA+Bggr BgEFBQcwWCo Yy cnNS
bmvbLY9ycG pLnmvAYWLwbGUubmVOL3JI c@zaXRvenkvZXhhbXBsZS1j YS5t ZnQw
NQYI KwYBBQUHMA2 CKWhOdHBz G 8venJkcCsl eGRt cGxl Limbl dCOub3RpzZmi j YXRp
b24ueGls MDAGCCs GAQUFBz AFhi Ryc3l uYzovL3Jwa2kuZXhhbXBsZS5uZXQvcmiw
b3NpdXyeS8wLgY! KwYBBQUHAQC BAf 8EHz Ad MAWEAG ABVAYDBADAAAI WDQQCAAI w
BWMVFACABDbgw QYI KwYBBQUHAQYBAf 8EEj] AQoAAWDDAKAgVA+ ACAWD78TANBgkq
hki GOWOBAQs FAACCAQEAdgCV/ GBf 6NI C3MhgAgS0A56/ 7bJJ2QC3bChnwZHOMB3p
Vj YNncY99ZFBvOTdsAdOGs PMEL4z Gqvxk SQZj r JHSqe6GHIB5Kr 4/ SDbbyu6vyl h
QPDNI BnH205i XU/ 34Kl x3W 42t t si 7DAhGCR6OC0ARAUr O 7ng190FXe3t BWDC VL

Jd6Bqgpt p8f kf pSyHQEezZ0xA5h/ SXeN+qvbLOr Qicl 4+Ybbga7U21+cz/ Jf t Adgw
vat xQzGxl 47HyvC71 pRO 0+8] XBIXxwOGKxznBve9/ Lel ZzMYBRuYV6] VWe4V6j a9
2cr gaoDZaOH78JLj g3Qt +hVSQ6671 ak3QXZ1FVp1WA==

————— END CERTI FI CATE- - - - -

The CRL issued by the CA

————— BEG N X509 CRL-----

M | Br TCBI gl BATANBgk ghki GOw0BAQs FADAz MTIEwLwYDVQQRDEY gz QUNFMKNFR) RG
Q | xXQ@ dEMITFFMDOUX ODRFRKMKRTI 5NOI zNz c4Nj Qy FwOy NTEy MDQx Mz 4 MTI FaFwOy
N Ax VDIVK Mz AMTFao C8WL TAf BgNVHSMVEGDAWIBQGzi zvT71 bf RH 4YTvweKXs3eG
Q AKBgNVHRQEAW BATANBgkghki GOWOBAQs FAACCAQEAY xbVA6 TeFHUSBqci BOql
O 81r/ Ux/ PTKI yhpVznTcVxadwods QcaMVNKYx | NHNwect CnD01Rx3n061BgZpval
XPdkst | nzG+WaHcf Ui 09sTx7Eb/ r 17J1EACr 2p9dVg4f Tpuw +Ng7ecj 80NM74z6
uCi A5i yEj | OPYen4/ | Ogods0ceUrDQBOCTKNI 3cbj Zj i Af YOt RgqR1F2eeepr oEM
+ul VORWMYT i vs MaAVHApaelLVnUTNnAI n9YgnL7mQGVBr Rl BwYi 2dk 76K++i QBhWEPO
O v22y7Ul bf gycr YROUJ9y Gdwi 51 AhpbKoQ zS5Di n\+xykJdGPnmDd2j UMNRI bPh

coz
----- END X509 CRL-----
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The end-entity certificate is issued by the CA. This certificate
grants signature authority for one |IPv4 address bl ock (192.0.2.0/24).
Signature authority for the I Pv6 address bl ock and the AS nunbers is
not needed for the prefixlen file that will be signed, so these itens
are not included in the end-entity certificate.

----- BEG N CERTI FI CATE- - - - -

M | EV] CCAz6gAW BAgl UJ605Q PX8r WsmiZwx 3V uW hZv owDQYJ KoZI hvc NAQEL
BQAWVE Ex MC8 GA1UEAX Mo MOFDRTJ DRUYORK | y MUl 3RDEX RTNFMIgORUZDMUUy OTdC
Mzc30DYOM AeFwOy NTEy MDQX Mz AMTFaFwOy Nj A5 Mz Ax Mz Q4 MT Fa VDIVK MT Av BgNV
BAMTKDk x NDY1 M Ez Qk QLMUMKNDQy Nj Ax OTg4 0D GNUMDNUFCR] A1MDEx CDcwggEi
MAOGCSgGS| h3DQEBAQUAAAI BDWAWGGEKAOI BAQCY c TQ Cb/ qB2WBi 3Ki 8PhA/ DEW
yi i 2TgGo9pgOnwMII sl Rl 6Zb/ k+aSi WAP9k Sczl cQyt PCVwr 62hTQZCl owBNOBLOC
KO/ 5k1i midi 5qdM3nvKswivBCnoR11vB8pQFw uZnr 5xphXRvE+nmzuJVLgu2Vlupm
BXuW oeymudh6WN +GDj wPXO3Ri XBej Br OFNXhaFLe08y4DPf r/ S/ t XJOBnv Qz Qp
t mbPLYt & pr Yu45l i FFqqP94UeLpl Sf Xd36AKGzgTFCcc3EWAI SUFELIMFLI noEog
gt oLoKABt 0l kKOFGKeC/ EgeaBdW.e469ddC9r (X t 5w6g6cnxGraYDdl EB34zr AgMvB
AAG ggFgM | BXDAdBgNVHQAEFgQUKUZSo7 1RWUQMAZI | n1xFq/ BToYcwHWYDVRO]
BBgwWF0AUOs 4s70+y G30R4+CE78Hi | 7N3hk| wDg YDVROPAQH BAQDAge AMBgGA1 Ud
| AEB/ wQOVAWWCY Y KwYBBQUHDg I wYQYDVROf BFowDBW FSgUoZQcnNSbnivbLYy 9y
cQ& pLmvVAYWLwb GUubnmVOL3JI c@zaXRvenkv MOFDRTJIDRUYORK| y MUl 3RDEXRTNF
MIrgORUZDMJUy OTdCMz c30DYOM 5) cmmbAY1 KwYBBQUHAQEEYDBe M-WGCCs GAQUF
Bz AChl Byc3l uYzovL3JIwa2kuzZXhhbXBsZS5uzZXQvcmvnb3Npd @y e S8z QUNFIVK N
R RGQ | xQ dEMIFFMDUx ODRFRKMKRTI 5NOI zNzc4Nj QLN ¢j Af Bggr BgEFBQCB
BWEB/ WwQQVAAWDAQCAAEWBg VEAMAAA] ANBgk ghki GOWOBAQs FAAOCAQEAW EVPwHe
VSFYwknmaQJr VeHr Dez4BYg/ ugpwsOny8LNUAps St UTr vsdkOWVQqJBi f FpUt x7y
1hf EZDkDI P7TC78pYai TREWAXSv/ dxr 9GUGUNgx 7 YDmv OST9CQAZvT EBr Nt j 7DC+Z
J umWNWKMATK ] sLswXm UF7dZxQ t 01wsW 5al/ M V87d6mX49A0r j uael RTMyl Ug
EzqmqSVTHVgQt QWN CGA51 t S2Keu788RVnki RDL2CJUoy8Axy5xcYSpf +keqFEL3
UUy egHc BUECDf k8 APOhnc6YhXC6+0Bz72HbgYqTYy|] QNYGS+49b58u5nXWjJoMim
yxybgehJbawpCA==

----- END CERTI FI CATE- - - - -

The end-entity certificate is displayed belowin detail. For
brevity, the other two certificates are not.

0 1110: SEQUENCE {
4 830: SEQUENCE {

8 3: [0]
10 1: | NTEGER 2
: }
13 20: | NTEGER
: 27 AD 39 40 83 D7 F2 B5 B9 9B 86 70 C7 75 B2 B9
: 6E E1 66 FA
35 13: SEQUENCE {
37 9: OBJECT | DENTI FI ER
: sha256W t hRSAEncryption (1 2 840 113549 1 1 11)
48 0: NUL L
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: }
50 51:  SEQUENCE {

52 49: SET {
54  47: SEQUENCE {
56 3: OBJECT | DENTI FI ER conmonNane (2 5 4 3)
61 40: Printabl eString
: " 3BACE2CEF4FB21B7D11E3E184EFC1E297B3778642
}
}
: }
103  30: SEQUENCE {
105 13: UTCTi ne 04/12/2025 13:48:11 GVIr
120 13: UTCTi ne 30/09/2026 13:48:11 GVIr
: }
135 51: SEQUENCE {
137  49: SET {
139 47 SEQUENCE {
141 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
146 40: Printabl eString
: ' 914652A3BD51C144260198889F5CA5ABF053A187’
}
}
: }
188 290: SEQUENCE {
192 13: SEQUENCE {
194 9: OBJECT | DENTI FI ER
: rsaEncryption (1 2 840 113549 1 1 1)
205 0: NULL
: }
207 271 BIT STRING encapsul ates {
212 266: SEQUENCE {

216 257: I NTECGER
: 00 B2 71 34 2B 39 BF EA 07 65 B7 8B 72 A2 FO F8
40 FC 31 16 CA 28 B6 4E 01 A8 F6 98 02 CO EF 65
BO 84 48 E9 96 FF 93 E6 92 89 65 8F F6 44 9C CE
57 10 82 D3 C2 57 OA FA DA 14 DO 64 22 28 C0 13
74 04 BD 1C 2B 4F F9 93 58 A6 25 D8 B9 A9 D3 37
9E F2 AC G0 CF 02 9E 84 75 D6 FO 7C A5 01 70 AE
E6 66 AF 9C 69 85 74 6F 13 E9 B3 B8 95 4B 82 ED
95 D6 EA 66 05 7B 96 96 87 B2 9A E7 61 E9 65 89
F8 60 E3 CO F5 CE DD 18 97 05 E8 Cl1 AC El1 4D 5E
16 85 2D ED 3C CB 80 CF 7E BF D2 FE D5 C9 38 19
BB 43 34 29 B6 66 CF 2D 8B 46 7E 9A D8 BB 8E 65
88 51 6A A8 FF 78 51 E2 E9 21 27 D7 77 7E 80 28
6C EA 4C 50 9C 73 71 16 F6 5E 54 14 4D 4C 14 B9
67 AO 4A 20 AA DA 0B A0 A0 01 B7 42 24 38 51 8A
78 2F C4 81 E6 81 75 62 DE E3 AF 5D 74 2F 6B 41
FB 79 C3 A8 3A 72 6C 46 F9 A6 03 74 81 01 DF 8C
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477

482
486
490
492

497
499

521
523

528
530
532

554
556
561
564
566

570
572
577
580
582
584
586

596

352:
348:
29:

22:
20:

24:
22:
20:

24:

14:
12:
10:

97:

et al.
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EB
I NTECER 65537

}
}

}
[3] {
SEQUENCE {
SEQUENCE ({
OBJECT | DENTI FI ER
subj ect Keyldentifier (2 5 29 14)
OCTET STRING encapsul ates {
OCTET STRI NG
91 46 52 A3 BD 51 Cl 44 26 01 98 88 9F 5C 45 AB
FO 53 Al 87

}

}
SEQUENCE {

OBJECT | DENTI FI ER

aut horityKeyldentifier (2 5 29 35)

OCTET STRING encapsul ates {

SEQUENCE {

[ 0]

3A CE 2C EF 4F B2 1B 7D 11 E3 E1 84 EF C1 E2 97

B3 77 86 42

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 7 unused bits
"1'B (bit 0)

}
SEQUENCE {
OBJECT I DENTIFIER certificatePolicies (2 5 29 32)
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
resourceCertificatePolicy (1 36 155 7 14 2)

}
}
}

}
SEQUENCE {
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598 3: OBJECT | DENTI FI ER
: cRLDi stributionPoints (2 5 29 31)
603 90: OCTET STRING encapsul ates {
605  88: SEQUENCE {
607  86: SEQUENCE {
609  84: [0] {
611  82: [0] {

613  80: [ 6]
: "rsync://rpki.exanpl e. net/repository/3ACE
' 2CEF4FB21B7D11E3E184EFC1E297B3778642. crl’

}
}
}
}
}}
695 108: SEQUENCE {
697 8: OBJECT | DENTI FI ER
: authoritylnfoAccess (1 36 1557 11)
707 96: OCTET STRING encapsul ates {
709  94: SEQUENCE {
711 92: SEQUENCE {
713 8: OBJECT | DENTI FI ER
: calssuers (1 36 155 7 48 2)
723  80: [ 6]

"rsync: //rpki.exanpl e. net/repository/ 3ACE
' 2CEFAFB21B7D11E3E184EFCLE297B3778642. cer’

}
}
}
: }
805  31: SEQUENCE ({
807 8: OBJECT | DENTI FI ER
: i pAddrBlocks (1 36 1557 17)
817 1: BOOLEAN TRUE
820 16: OCTET STRING encapsul ates {
822 14: SEQUENCE {
824  12: SEQUENCE ({
826 2: OCTET STRING 00 01
830 6: SEQUENCE {
832 4: BI T STRI NG
: ’’010000000000000000000011' B
}
}
}
}
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}

: }
838 13: SEQUENCE {
840 9: OBJECT | DENTI FI ER

: sha256W t hRSAEncryption (1 2 840 113549 1 1 11)
851 0: NUL L

: }
853 257: BIT STRING

: C2 F1 16 3F 01 DE 55 21 58 C2 49 E6 68 E2 6B 55
El EB OD EC F8 05 88 3F BA AA 70 B3 49 F2 FO B3
54 02 9B 12 B5 44 EB BE C7 64 38 C6 15 A8 90 62
7C 5A 54 B7 1E F2 D6 17 C4 64 39 03 20 FE D3 0B
BF 29 61 A8 93 47 95 80 C5 2B FF 77 1A FD 1A E1
94 36 0C 7B 60 39 AF 39 24 FD 38 06 6F 7C 40 6B
36 D8 FB 0C 2F 99 8E E9 8C 35 6C 4C 75 39 23 BO
BB 30 5E 69 54 17 B7 59 C5 08 ED D3 5C 39 59 FE
5A OF F3 25 57 CE DD EA 65 F8 F4 0D 2B 8E E6 9E
21 14 CC 82 55 2A 13 3A A6 9E A4 95 4C 75 6A B5
0C 16 94 21 B8 E6 5B 52 D8 A7 AE EF CF 11 32 79
22 44 32 F6 08 95 28 CB C0 31 CB 9C 5C 61 2A 5F
FA 47 AA 14 4D 77 51 4C 9E 80 77 01 50 43 83 7E
4F 00 3F 48 67 73 A6 21 5C 2E BE A0 1C FB D8 76
EO 62 A4 D8 CA 34 0D 60 64 BE E3 D6 F9 F2 EE 67
5D 6A 89 A0 C2 66 CB 1C 9B 81 E8 49 6D AC 29 08

}

To all ow reproduction of the signature results, the end-entity
private key is provided. For brevity, the other two private keys are
not .
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----- BEG N RSA PRI VATE KEY--- - -

M | EpQ BAAKCAQEASNEOKznt 6gdl t 4t yovDAQPwx Fsoot k4BgPaYAs Dv Zb CESOMWV
/ 5Pnkol | j / ZEnMBXElI LTw cK+t oUDGQ KMATAASIHCE P+ZNYpi XYuanTN57yr MDP
Ap6Eddbwf KUBcK7nmzZg+caYVObxPps7i VS4Lt | dbqZgV7l paHsprnYel | i f hg48D1
zt 0Yl wXowazhTV4AWAS3t PMUAZ 36/ Ov7Vy TgZuOMIKbZney2LRn6a2LuQzZYhRaqj /
eFH 6SEn13d+gChs6kxQnHNxFvZeVBRNTBS5Z6BKI Kr aC6CgAbdCIDhRi ngvx| Hm
gXVi 3uOv XXQvaOH7ec CoOnJsRvmMmA3SBAd+Mbw DAQABAOI BAQCY BOFeMuKnBbRo
18akKj FGSPEoZi 53sr | z5bvUgl i 92TBLez7ZnzL61 yn260J+5t h+l CHGO dgl hXi o
pl 50C5Yc9TFbbl b/ ECOsuCuugKFj Z8CD3GVs Hoz XKJeMM+H 05YZXQr ORj 6UnwT0z
ol / JE5pl GUCI gsXX6t z9s5BP3l UAVVQHsV6+VEVKLXQBwW / 1vI L8O CNO36EVOE
mpkwny gPj f ECT9wWbW0yn3j xJb36+M @ j UP280NI Vn/ | KoPZRXnqchEbuuCl651
| saFSqt i ThmdWzt vCH/ | Dg+6/ dcMucmilj | ReYWW f dHf j pl | | VPve9c/ OnpVEEQVF
t 3Ar WUt 5A0GBANs4764yHxo4ntt LI E7G7I / t f 9bPAKKUI YwAR4ABy EocuqMCAy hnt
MPCf OFLOQet 710OWCKj P2L/ 7EKUe9yx7GEKmKAHY6] 9 vcRkvGsl 61 WFOs (Bpl126M
YohnGzMJ t sdhAi MOWKzj vidWgf MyghQe+Pnj j SVkgTt +7Bxpl uGBAv Ao GBANBg
26FF5¢cDLpi xOd3ZalYXsOgguwCaw3Pl vi 7vUZRpa/ zBMVELEt y Cebf akkl RAWNND7I
NnE+l AZwxm+29PTDONqCFE91t eyzj nQaLCbkkAdJi FUWW3i cLOGo399Fr nJbKensm
FGSI i +3KxChCNI JJf gWq4bEOQi 0AM dGhYXzl YQFAoGBAMSt uDI36KDU+hI S6wWu6
RTPSf ZhF/ zPo3pCWQ78/ QDb+Zdw4l Ei qoBA7FANPVLG9Y/ HBUTX9r / veqe7hPQo
Ok7Npl zSKTHkc5Xf Z60Zn90LFoKba40alk XoJdWEU2YRCaU Ae9F6/ Rog6PHYz
VLE5gscRbuOXChLkN+z7bg5bAoGBAKDs bDEb/ dbgbyaAYpmyhH2s dRSkphg7Ni we
DNmBqWa1J6Zwl+MB71 6(BnaRREUULI AVQqWHVLr / ROBQBNTJI1Uc5/ gFe T2 XXUgkf
t aMKv61t uyj ZK3sTnenivhOHf zUpW EhVWWCEUB+ZYVAn62ZGA2A75Rdr | LL2+9Dc
PvDXVubRA0GAdgXeSWLxuzZXz| 8r saKr @G TYaXnOWaZi eULSL5vVe8nK257UDgZ
E3ng2j 5XPTUW i +aNGFEJGRoNt cQv 0600 sFZUnu52sqq9mAV/YZNh1TB5aP8X+pV
i FcZOLUv QECNBPA+YQK5FULLr Al IMOGTBRDNVnUl OL2xf CYxb7FzV6Y=

————— END RSA PRI VATE KEY-----

Signing of "192.0.2.0/24,32,1" (termnated by CR and LF), yields the
foll owi ng detached CMS signature.
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HHEFHFHFEHFFHFHFHFFFEHFEFHFHFH R HFEHFHFHFHRHEHEFEREREHFH

Aut hor s’

RPKI Signature: 192.0.2.0 - 192.0.2.255

M | GQAYJKoZI hveNAQc Col | GMITCCBI 0CAQWKDTALBgl ghkgBZQVEAgEWDQYLKoZ
I hveNAQKQAS+gggRaM | EVj CCAz6gAW BAgl UI605Q PX8r Wond Zwx 3VW uWrhZv
owDQYJKoZI hvc NAQEL BQAWVE Ex MC8 GA1 UEAX Mo MDFDRTJ DRUYORK T y MUl 3RDEXR
TNFMI'gORUZDMJUUy OTdCVE c30DYOM Ae FwOy NTEY MDQX Mz QAMTFaFwOy Nj A5 Mz Ax
Mz Q4 MT Fa VDIVK MT Av Bg NVBAMT KDk x NDY1 Mk Ez Qk QL MUMK NDQy Nj Ax OTg4CDI GNUM
ONUFCR] ALMDExODcwggEi MAOGCSqGSI b3DQEBAQUAAAI BDWAWggEKAOI BAQCYCT
Q@ b/ gB2WBi 3Ki 8PhA/ DEWi i 2TgGo9pgCwI s| Rl 6Zb/ k+aSi WAWP9k Sczl c Qg
t PCVwr 62hTQZCl owBNOBLOcKO/ 5k1i mldi 5qdMBnvKswivBCnoR11vB8pQFwr uZm
r 5xphXRvE+nzuJVLgu2V1iupnBXuW oeynudh6VWA +G) wPXO3Ri XBej Br OFNXha
FLe08y4DPf r/ S/t XJOBnr Qz Qpt mbPLYt f pr Yu45! i FFqqP94UelLpl Sf Xd36AKG
ZqTFCcc3EWAI 5UFELMFLI noEogqt oLoKABt Ol kOFGKeC/ EgeaBdW.e469ddC9r Q
ft 5w6gb6cmxGraYDdl EB34zr AgMBAAG ggFgM | BXDAdBgNVHUAEFgQUkUZSo71R
WUQMAZI | n1xFq/ BToYcwHwWYDVROj BBgwF0AUOs4s70+y G30R4A+GE78Hi | 7N3hkI
wDg YDVROPAQH BAQDAge AVBgGALUdI AEB/ wQOVAWWCY Y1 KwYBBQUHDg I wYQYDVR
0f BFowWADBW FSgUoZQecnNSbmivBLY 9y c Gt pLnmivAYWLwb GUubnVOL3J1l c@zaXRvc
nkvMIFDRTJDRUYORK| y MUl 3RDEX RTNFMI'gORUZDMUUy OTdCVE ¢ 30DYOM 5j ¢ mww
bAYl KwYBBQUHAQEEYDBe M-WGCCs GAQUFBz AChI Byc 3l uYzovL3Jwa2kuZXhhbXB
SZS5uZXQvemnb3Npd @y e S8z QUNFMKNFR) RGY | xQ d EMIFFMD Ux ODRFRK Mk RT
I 5NOI zNzc4N QyLmN c¢j Af Bggr BgEFBQc BBWEB/ wQQVA4WDAQCAAEWBg VEAVAAA
j ANBgkghki GOw0OBAQs FAAOCAQEAW EWPwWHe VSFYwknmaQJr VeHr Dez4BYg/ ugpw
sOny8LNUAps St UTr vsdkOMYVgJBi f FpUt x7y1hf EZDkDI P7TC78pYai TREWAX Sv
[ dxr 9GUGUNgX 7 YDmv OST9OAZVT EBr Nt j 7DC+Zj umVNWKMITK|j sLswXm UF7dZxQ
j t01wsW 5aD/ M V87d6mX49A0r j uael RTMgl UgEzgmgSVTHVQt QWY CA5I t S2
Keu788RMWhki RDL2CJUoy8Axy5xc YSpf +kegFE13UUy egHc BUECDf k8APOhnc6Yh
XC6+0Bz72HogYqTYyj QNYGS+49b58u5nXWgJoMlmyxybgehJbawp CDGCAaowggG
mMAgEDgBSRR Kj vVVHBRCYB i f XEW 8FChhz ALBgl ghkgBZQVEAgGgaz AaBgkghk
i GAOWOBCQVWK DQYLKoZI hve NAQK QASBWHAYJKoZI hve NAQKFMEBXDTI 1MT1 wNDEZN
Dgx MWowLwYJKoZl hve NAQKEMSI El GVvBdMKwsnj ZYL9gP4i vwgM 8g2+qECO0+Dcn
N5v QOLbNMAOGCSgGSI h3DQEBAQUABI | BABRERBF8BATar hut i 2Zkqv6sxEgV6Kb
Xj d5NCH unpoD57f | hRf 68BntdR5agZDq7wh68Mp RXx PWwRHWGSCKUXo! Co5M4VX
IxKwAl u8t 8Whx+P+wG@rl i 1nDuFSPNSHt gwlc MaNSWCYf Dzkn18pBB6gKCW SOEa
t Tl Bp/ oqvl UHHOy NdbFsvdbyahEQJ G99y ZaSZ8LV73B+X5Vhpkj pQP+SL9Lpu
mh41Jg2Br PyvnW§JakE2S0G3U/ b9duj knHVBJI puQP8f X4guzi TVu+3LoFOsD6ux
r d3g391 KaRz/ hukUl 02t MLI 0ZpNp4K]j c/ CbD4t cwg2bng HFO53MbEWGYZE=
End Signature: 192.0.2.0 - 192.0. 2. 255

Addr esses

diver Gasser
| Pi nfo

Emai |

Gasser,

: oliver@pinfo.io
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Randy Bush

I1J Research & Arrcus

5147 Crystal Springs

Bai nbri dge |sland, Washi ngton 98110
United States of America

Emai | : randy@sg. com

Massi no Candel a

NTT

Siriusdreef 70-72
2132 WI' Hoof ddor p

Net her | ands

Emai | : nmssi no@tt. net

Russ Housl ey

Vigil Security, LLC

516 Dranesvill e Road

Her ndon, VA 20170

United States of America
Emai | : housl ey@i gil sec. com

Gasser, et al. Expi res 20 June 2026

Publ i shing End-Site Prefix Lengths

Decenber 2025
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