Net wor k Wor ki ng G oup G Harris, Ed.

I nternet-Draft

I nt ended status: Standards Track M Ri chardson

Expires: 23 April 2026 Sandel man
20 Cctober 2025

Li nk- Layer Types for PCAP-rel ated Capture File Formats
draft-ietf-opsawg-pcaplinktype-13

Abst ract

Thi s docunent describes a set of Packet CAPture (PCAP)-rel ated
Li nkType val ues and creates an | ANA registry for those values. These
val ues are used by the PCAP and PCAP- Now Generic specifications.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-opsawg-pcaplinktype/.

Di scussion of this docunent takes place on the opsawg Wirki ng G oup
mailing list (mailto:opsamg@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/opsawg/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/opsawy/.

Source for this draft and an issue tracker can be found at
https://github. com | ETF- OPSAWG WS pcapng.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 23 April 2026.
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1. I nt roduction

In the | ate 1980s, Van Jacobson, Steve MCanne, and others at the

Net wor k Research Group at Law ence Berkel ey National Laboratory

devel oped the tcpdunp programto capture and di ssect network traces.
The code to capture traffic, using | owlevel mechanisnms in various
operating systems, and to read and wite network traces to a file was
later put into a library named |ibpcap [LIBPCAP].

O her docunents describe the original (legacy) file format used by
tcpdunp (PCAP, [I-D.ietf-opsawg-pcap]), as well as a revised file
format [I-D.ietf-opsawg-pcapng], both of which are used by tcpdunp
and Wreshark [Wreshark].

Wthin those file formats each packet that is captured is indicated

by a LinkType value. The LinkType val ue sel ects one of many hundred
formats for netadata and Layer 2 encapsul ati on of the packet.
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Thi s docunent creates an | ANA registry for LinkType val ues,
establi shing the | ANA Consi derati ons by which other uses of the PCAP-
related formats may regi ster new Li nkType val ues.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. | ANA Consi derati ons

3.1. PCAP Registry

IANA is requested to create a new registry group entitled "The PCAP
Regi stry"

3.2. LinkType Registry

IANA is also requested to create a registry entitled "PCAP-rel ated
Li nkType List" under The PCAP registry group (Section 3.1).

The registry has the follow ng structure:

* LinkType Nane: |ndicates the synbolic nane for this LinkType. The
nane is prefixed with "LINKTYPE " (i.e., LINKTYPE sonething).

* LinkType Value: Indicates the 16-bit unsigned integer assigned for
thi s Li nkType.

* Description: Provides a very short description

* Reference: Indicates an authoritative docunent reference for the
Li nkType or a requester reference.

The policy allocation for the LinkType values is as foll ows:

* Values fromO to 65000 are allocated following a First-Conme First-
Served policy (Section 4.4 of [RFC8126]). Values in the ranges
0-10, 50-51, and 98-301 are already assigned; values in the ranges
11-49 and 52-97 are reserved and nmust not be assigned.

* Values from 65001 to 65535 are reserved for Experinental Use
(Section 4.2 of [RFC8126]).
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3.

2

The initial version of the registry is provided in Section 3.2.1. In
each case here, the reference should be set to [ TCPDUMP] and the RFC
nunber to be assigned to this document, which is not repeated each
time.

The initial contents of the table are based upon the |ink-Iayer
header type list maintained by |ibpcap, and published on [ TCPDUMP] .

Note that historically, values were assigned increnentally follow ng
First Cone First Served (FCFS) policy with Expert Review A
preference was nade to have a public specification, but with no
mandate to enforce this. Sone historical values nay have |ess

speci fication than desired.

Li nkType val ues 147 to 162 naned LI NKTYPE RESERVED xx were originally
reserved for Experinmental/Private Use, and that use continues to be
supported. However, new private use cases should use the values in

t he 65001- 65535 range.

In general, Experinental Use values shoul d never |eak out of the
entity that uses it. As the FCFS range is large and easily obtained,
of ficial values are recomended.

There is often an associated Data Link Type (DLT) value which is
often identical in value, but not universally so. DLT values are
associated with specific operating systens, and the numerica

val ues for sone of them are operating systemspecific, and are
thus not subject to standardization

1. Initial Values
This is the initial table for the registry:

Name LI NKTYPE_NULL

Nurmber O

Description BSD | oopback encapsul ati on
Ref erence [ LI NKTYPE_NULL]

Name LI NKTYPE_ETHERNET

Nurmber 1

Description |EEE 802.3 Ethernet
Ref erence: [ LI NKTYPE_ETHERNET]

Nanme LI NKTYPE_EXP_ETHERNET

Nunmber 2

Description Xerox experinmental 3M Ethernet
Ref erence [ PracConsEt hDesi gn]
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Name LI NKTYPE_AX25

Nunmber 3

Description AX 25 |ayer 2 packets
Ref erence [ LI NKTYPE AX25]

Name LI NKTYPE_PRONET
Nunber 4
Description Proteon PRONet Token Ring

Name LI NKTYPE_CHACS
Nurmber 5

Description M T Chaosnet
Ref erence [ Al M 628]

Nanme LI NKTYPE_|I EEE802_5
Nunber 6
Description |EEE 802.5 Token Ring

Name LI NKTYPE_ARCNET_BSD
Nunmber 7
Description ARCNET Data Packets with BSD encapsul ati on

Name LI NKTYPE_SLIP

Nurmber 8

Description SLIP, with a direction header
Ref erence [LINKTYPE_SLI P]

Nane LI NKTYPE_PPP

Nurmber 9

Description PPP

Ref erence [ LI NKTYPE_PPP]

Nane LI NKTYPE_FDDI
Nunmber 10
Description FDDI: per ANSI INCI TS 239-1994

Name Not avail abl e for assignnment
Nunber 11-49
Description Do not use these val ues

Nanme LI NKTYPE_PPP_HDLC

Nunber 50

Description PPP in HDLClike fram ng
Ref erence [ LI NKTYPE _PPP_HDLC]

Name LI NKTYPE_PPP_ETHER

Nunmber 51
Description PPPoE session packets
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Ref erence [ LI NKTYPE_PPP_ETHER]

Nane Not avail able for assignnent
Nunmber 52-98
Description Used historically by NetBSD

Name LI NKTYPE_SYMANTEC FI REWALL
Nunmber 99
Description Symantec Enterprise Firewall

Nane LI NKTYPE_ATM RFC1483

Nunber 100

Description LLC/ SNAP-encapsul ated ATM
Ref erence [ LI NKTYPE_ATM RFC1483]

Nane LI NKTYPE_RAW

Nunmber 101

Description |P without Iink-1ayer headers
Reference [LINKTYPE_RAW [RFC791] [ RFC8200]

Nanme LI NKTYPE_SLI P_BSDOS
Nunmber 102
Description BSD/OS SLI P BPF header

Name LI NKTYPE_PPP_BSDOS
Nunmber 103
Description BSD/ OS PPP BPF header

Name LINKTYPE_C HDLC

Nunber 104

Description Cisco PPP with HDLC fram ng
Ref erence [LINKTYPE C HDLC]

Narme LI NKTYPE_| EEES802_11
Nunber 105
Description |EEE 802.11 wireless LAN

Nanme LI NKTYPE_ATM CLI P
Number 106
Description ATM O assical IP, with no header preceding IP

Name LI NKTYPE_FRELAY

Nunber 107

Description Frame Relay LAPF
Ref erence [ LI NKTYPE FRELAY]

Nane LI NKTYPE _LOOP
Nurmber 108
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Description OpenBSD | oopback encapsul ati on
Ref erence [ LI NKTYPE_LOOP]

Nane LI NKTYPE_ENC
Nunber 109
Description OpenBSD | Psec encapsul ation

Nanme LI NKTYPE_LANE8023
Number 110
Description ATM LANE + 802.3

Name LI NKTYPE_H PPI
Nunmber 111
Description NetBSD H PPI

Nane LI NKTYPE_HDLC
Nunber 112
Description NetBSD HDLC fram ng

Nanme LI NKTYPE_LI NUX_SLL

Number 113

Description Linux "cooked" capture encapsul ation
Ref erence [LINKTYPE LI NUX SLL]

Name LI NKTYPE_LTALK

Nunmber 114

Description Apple Local Tal k
Ref erence [ LI NKTYPE LTALK]

Name LI NKTYPE_ECONET
Nunmber 115
Description Acorn Econet

Nanme LI NKTYPE_I PFILTER
Nunmber 116
Description OpenBSD ipfilter

Nane LI NKTYPE_PFLOG
Nunmber 117
Description PF packet filter |ogging

Name LI NKTYPE_CI SCO_| OS
Nunmber 118
Description Cisco-internal use

Name LI NKTYPE_I EEE802_11_PRI SM

Nunmber 119
Description |EEE 802.11 wireless LAN, preceded by a Prism nonitor
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node header
Ref erence [LINKTYPE_| EEE802_11 PRI SM

Nane LI NKTYPE_| EEE802_11_Al RONET
Nunmber 120
Description 802.11 + FreeBSD Aironet radi o netadata

Nanme LI NKTYPE_HHDLC
Number 121
Description Siemens Hi Path HDLC

Name LI NKTYPE_|I P_OVER FC

Nunber 122

Description 1P and ATM over Fi bre Channel
Ref erence [LINKTYPE_ | P_OVER F(C]

Name LI NKTYPE_SUNATM

Nunber 123

Description ATMtraffic captured froma SunATM devi ce
Ref erence [ LI NKTYPE_SUNATM

Nane LINKTYPE_RI O
Nunber 124
Description Rapidl O

Nanme LI NKTYPE_PCl _EXP
Number 125
Description PCl Express

Name LI NKTYPE_AURORA
Nunmber 126
Description Xilinx Aurora link |ayer

Nane LI NKTYPE_| EEE802_11_ RADI CTAP

Nunber 127

Description |EEE 802.11 wireless LAN, preceded by a Radi otap header
Ref erence [ Radi ot ap]

Nane LI NKTYPE_TZSP
Nunber 128
Description Tazmen Sniffer Protocol

Name LI NKTYPE_ARCNET_LI NUX
Number 129
Description ARCNET Data Packets with Linux encapsul ation

Nane LI NKTYPE_JUNI PER_M_PPP
Nurmber 130
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Description Juni per Networks

Nanme LI NKTYPE_JUNI PER_M.FR
Nunmber 131
Description Juni per Networks

Name LI NKTYPE_JUN PER_ES
Nunmber 132
Description Juni per Networks

Nane LI NKTYPE_JUNI PER_GGSN
Nunber 133
Description Juni per Networks

Nane LI NKTYPE_JUNI PER_MFR
Nunber 134
Description Juni per Networks

Name LI NKTYPE_JUNI PER_ATM2
Nunmber 135
Description Juni per Networks

Nane LI NKTYPE_JUNI PER_SERVI CES
Nunber 136
Description Juni per Networks

Nanme LI NKTYPE_JUNI PER_ATML
Nunmber 137
Description Juni per Networks

Name LI NKTYPE_APPLE_| P_OVER | EEE1394

Nunmber 138

Description Apple |P-over-1EEE 1394 cooked header
Reference [LINKTYPE_APPLE_| P_OVER | EEE1394]

Name LI NKTYPE_MTP2_W TH_PHDR

Nunmber 139

Description SS7 MIP2 frames, with a pseudo- header
Reference [LINKTYPE_MIP2_W TH_PHDR]

Name LI NKTYPE_MTP2

Nunber 140

Description SS7 MIP2 packets
Ref erence [ LI NKTYPE_MIP2]

Name LI NKTYPE_MIP3

Nunmber 141
Description SS7 MIP3 packets
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Ref erence [ LI NKTYPE_MIP3]

Nanme LI NKTYPE_SCCP

Nunber 142

Description SS7 SCCP packets
Ref erence [ LI NKTYPE_SCCP]

Nanme LI NKTYPE_DOCSI S

Nunmber 143

Description DOCSIS MAC franes
Ref erence [ DOCSI S-4. 0- MULP]

Nanme LI NKTYPE_LI NUX_| RDA
Nunber 144

Description Linux-1rDA packets
Ref erence [ LI NKTYPE LI NUX | RDA]

Name LI NKTYPE_ | BM SP
Nunber 145
Description 1BM SP switch

Nane LI NKTYPE_I BM_SN
Nunber 146
Description |BM Next Federation swtch

Nanme LI NKTYPE_RESERVED 01
Nunmber 147
Description For private use (deprecated)

Name LI NKTYPE_RESERVED 02
Nunmber 148
Description For private use (deprecated)

Nane LI NKTYPE_RESERVED 03
Nunber 149
Description For private use (deprecated)

Nanme LI NKTYPE_RESERVED 04
Nunmber 150
Description For private use (deprecated)

Name LI NKTYPE_RESERVED 05
Nunmber 151
Description For private use (deprecated)

Name LI NKTYPE_RESERVED 06

Nunber 152
Description For private use (deprecated)
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Name LI NKTYPE_RESERVED 07
Nunmber 153
Description For private use (deprecated)

Nane LI NKTYPE_RESERVED 08
Nunber 154
Description For private use (deprecated)

Nane LI NKTYPE_RESERVED 09
Nunber 155
Description For private use (deprecated)

Name LI NKTYPE_RESERVED 10
Nunmber 156
Description For private use (deprecated)

Nane LI NKTYPE_RESERVED 11
Nunber 157
Description For private use (deprecated)

Nane LI NKTYPE_RESERVED 12
Nunber 158
Description For private use (deprecated)

Name LI NKTYPE_RESERVED 13
Nunmber 159
Description For private use (deprecated)

Nane LI NKTYPE_RESERVED 14
Nunber 160
Description For private use (deprecated)

Nane LI NKTYPE_RESERVED 15
Nunmber 161
Description For private use (deprecated)

Name LI NKTYPE_RESERVED 16
Nunmber 162
Description For private use (deprecated)

Name LI NKTYPE_| EEE802_11 AVS

Nunber 163

Description |EEE 802.11 wireless LAN, preceded by an AVS header
Ref erence [AVS]

Name LI NKTYPE_JUNI PER_MONI TOR

Nunber 164
Description Juni per Networks
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Name LI NKTYPE_BACNET_MS_TP
Nunmber 165

Description BACnet M/ TP franes
Ref erence [ LI NKTYPE BACNET M5 TP]

Name LI NKTYPE_PPP_PPPD

Nunber 166

Description PPP preceded by a direction octet and an HDLC-li ke
control field

Ref erence [ LI NKTYPE _PPP_PPPD]

Name LI NKTYPE_JUNI PER_PPPCE
Nunmber 167
Description Juni per Networks

Nane LI NKTYPE_JUNI PER_PPPCE_ATM
Nunber 168
Description Juni per Networks

Name LI NKTYPE _GPRS LLC

Number 169

Description General Packet Radio Service Logical Link Control, as
per 3GPP TS 04. 64

Ref erence [ _3GPP-TS- 04. 64]

Nanme LI NKTYPE _GPF_T

Number 170

Description Transparent-mapped generic fram ng procedure
Ref erence [ G 7041]

Name LI NKTYPE_GPF_F

Number 171

Description Franme-mapped generic fram ng procedure
Ref erence [ G 7041]

Name LI NKTYPE_GCOM T1E1l
Nunber 172
Description Gcom T1/E1l |ine nonitoring equi pnent

Nanme LI NKTYPE_GCOM SERI AL

Nunmber 173

Description Gcom T1/E1 |ine nonitoring equi pment
Nanme LI NKTYPE_JUNI PER_PI C_PEER

Nunber 174

Description Juni per Networks

Name LI NKTYPE_ERF_ETH
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Nunmber 175
Description Endace TYPE_ETH ERF records
Ref erence [ LI NKTYPE_ERF]

Name LI NKTYPE_ERF_PCS

Nunber 176

Description Endace TYPE_PCS HDLC ERF records
Ref erence [ LI NKTYPE ERF]

Name LI NKTYPE_LI NUX_LAPD

Nunber 177

Description Linux vlSDN LAPD franes
Ref erence [ LI NKTYPE_LI NUX_LAPD]

Nane LI NKTYPE_JUNI PER_ETHER
Nunber 178
Description Juni per Networks

Name LI NKTYPE_JUN PER_PPP
Nunmber 179
Description Juni per Networks

Nane LI NKTYPE_JUNI PER_FRELAY
Nunber 180
Description Juni per Networks

Nane LI NKTYPE_JUNI PER_CHDLC
Nunber 181
Description Juni per Networks

Name LI NKTYPE_MFR

Nunmber 182

Description FRF.16.1 Milti-Link Frane Relay franes
Ref erence [ LI NKTYPE MFR]

Name LI NKTYPE_JUNI PER_VP
Nunmber 183
Description Juni per Networks

Narme LI NKTYPE_A429

Nunber 184

Description AR NC 429 franes

Nane LI NKTYPE _A653_| CM

Nunmber 185

Description Arinc 653 Interpartition Conmunicati on nessages

Name LI NKTYPE_USB_FREEBSD
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Nunber 186
Description USB traffic captured on FreeBSD

Nane LI NKTYPE_BLUETOOTH_HCl _H4

Nunber 187

Description Bluetooth HCI UART Transport Layer packets
Ref erence [LINKTYPE BLUETOOTH HCl _H4]

Nanme LI NKTYPE_|I EEE802_16_MAC CPS
Nunber 188
Description |EEE 802.16 MAC Common Part Subl ayer

Name LI NKTYPE_USB_LI NUX

Nunmber 189

Description USB packets, beginning with a Linux USB header
Ref erence [LINKTYPE USB_ LI NUX]

Name LI NKTYPE_CAN20B
Nunmber 190
Description Controller Area Network (CAN) v. 2.0B packets

Nanme LI NKTYPE_I EEE802_15_4_LI NUX
Nunmber 191
Description |EEE 802.15.4 with address fields padded by Linux

Nanme LI NKTYPE_PPI

Number 192

Description Per-Packet |Information header preceding packet data
Ref erence [ LI NKTYPE_PPI ]

Name LI NKTYPE_I EEE802_16_MAC CPS_RADI O
Nunmber 193
Description 802.16 MAC Conmon Part Subl ayer plus radi o header

Nane LI NKTYPE_JUNI PER_I SM
Nunber 194
Description Juni per Networks

Nane LI NKTYPE | EEE802_15_ 4 W THFCS
Nunmber 195

Description |EEE 802.15.4 with FCS

Ref erence [ LI NKTYPE_| EEE802_15 4 W THFCS]

Nanme LI NKTYPE_SI TA

Number 196

Description Various |ink-layer types, with a pseudo-header
Ref erence [ LI NKTYPE_SI TA]
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Nanme LI NKTYPE_ERF

Nunmber 197

Description Endace ERF records
Ref erence [ LI NKTYPE_ERF]

Name LI NKTYPE_RAI F1
Nunmber 198
Description FEthernet packets captured froma ulO Networks board

Nane LI NKTYPE_| PMB_KONTRON
Nunmber 199
Description |PMB packet for IPM, with a 2-octet header

Nanme LI NKTYPE_JUNI PER_ST
Number 200
Description Juni per Networks

Name LI NKTYPE_BLUETOOTH_HCI _H4_ W TH_PHDR

Nunmber 201

Description Bluetooth HCI UART Transport Layer packets with a
di recti on pseudo- header

Reference [LINKTYPE_BLUETOOTH HCl _H4_ W TH_PHDR]

Name LI NKTYPE_AX25_KI SS

Nunmber 202

Description KISS franes between a host and an AX. 25 TNC
Ref erence [ LI NKTYPE_AX25 KI SS]

Name LI NKTYPE_LAPD

Nunber 203

Description Q 921 LAPD franes
Ref erence [ LI NKTYPE_LAPD]

Name LI NKTYPE_PPP_W TH DI R

Nunber 204

Description PPP, with a direction header
Ref erence [LINKTYPE_PPP_W TH DI R

Name LINKTYPE _C HDLC W TH DI R

Nunber 205

Description Cisco PPP with HDLC frami ng, with a direction header
Ref erence [LINKTYPE_C HDLC WTH DI R]

Nanme LI NKTYPE_FRELAY W TH DI R

Number 206

Description Frame Relay LAPF, with a direction header
Ref erence [LINKTYPE_FRELAY W TH DI R]
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Name LI NKTYPE_LAPB W TH DI R

Nunmber 207

Description X 25 LAPB, with a direction header
Reference [LINKTYPE_LAPB_WTH DI R]

Nane W/ | Barker-Proprietary
Nunber 208
Description Proprietary Link-Layer type

Name LI NKTYPE_I 2C_LI NUX
Nunber 209

Description Linux |I2C packets
Ref erence [LINKTYPE_I 2C_LI NUX]

Name LI NKTYPE_FLEXRAY

Nunmber 210

Description FlexRay frames or synbols, with a pseudo- header
Ref erence [ LI NKTYPE_FLEXRAY]

Nanme LI NKTYPE_MOST
Number 211
Description Media Oiented Systens Transport (MOST) bus

Name LI NKTYPE_LIN

Nunber 212

Description Local Interconnect Network (LIN) autonotive bus, with a
met adat a header

Ref erence [LINKTYPE LI N

Name LI NKTYPE_X2E SERI AL
Nunmber 213
Description X2E serial |ine captures

Nane LI NKTYPE_X2E_XORAYA
Nunber 214
Description X2E Xoraya data | oggers

Nanme LI NKTYPE | EEE802_15 4 NONASK_ PHY
Number 215

Description |EEE 802.15.4 with PHY header
Ref erence [LINKTYPE_| EEE802_15_4 NONASK_PHY]

Name LI NKTYPE_LI NUX_EVDEV
Nunmber 216
Description Linux evdev nessages

Nane LI NKTYPE_GSMIAP_UM
Nunber 217
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Description GSM Uminterface, with gsmtap header

Nane LI NKTYPE_GSMTAP_ABI S
Nunber 218
Description GSM Abis interface, with gsntap header

Name LI NKTYPE_MPLS
Number 219
Description MPLS packets with MPLS | abel as the header

Nanme LI NKTYPE_USB_LI NUX_MVAPPED

Nunber 220

Description USB packets, beginning with an extended Li nux USB header
Ref erence [ LI NKTYPE_USB_LI NUX_ MVAPPED]

Nane LI NKTYPE_DECT
Nunber 221
Description DECT packets, with a pseudo- header

Nanme LI NKTYPE_ACS
Number 222
Description OS Space Data Link Protocol

Name LI NKTYPE_W HART
Nunmber 223
Description Wreless HART (H ghway Addressabl e Renote Transducer)

Name LI NKTYPE_FC 2

Nunber 224

Description Fibre Channel FC-2 franes
Ref erence [LINKTYPE_FC 2]

Nane LINKTYPE _FC 2 W TH_FRAME DELI M5

Nunmber 225

Description Fibre Channel FC-2 frames with SOF and EOF
Ref erence [LINKTYPE_FC 2 W TH FRAME DELI V5]

Nanme LI NKTYPE_ I PNET

Number 226

Description Solaris ipnet
Ref erence [ LI NKTYPE | PNET]

Name LI NKTYPE_CAN_SOCKETCAN

Nunmber 227

Description Controller Area Network (CAN) frames, with a netadata
header

Ref erence [ LI NKTYPE CAN_ SOCKETCAN|
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Name LI NKTYPE_I PV4

Number 228

Description 1Pv4 without |ink-layer headers
Reference [LINKTYPE_IPv4] [RFC791]

Name LI NKTYPE_I PV6

Nunmber 229

Description 1Pv6 without |ink-layer headers
Reference [LINKTYPE_| PV6] [ RFC8200]

Name LI NKTYPE_I EEE802_15_4_NOFCS
Nunber 230

Description |EEE 802.15.4 without FCS
Reference [LINKTYPE | EEE802_15_4_ NOFCS]

Name LI NKTYPE_DBUS

Nunmber 231

Descri ption D Bus nessages
Ref erence [ LI NKTYPE_DBUS]

Nanme LI NKTYPE_JUNI PER_VS
Nunmber 232
Description Juni per Networks

Name LI NKTYPE_JUN PER_SRX_E2E
Number 233
Description Juni per Networks

Nane LI NKTYPE_JUNI PER_FI BRECHANNEL
Nunber 234
Description Juni per Networks

Nanme LI NKTYPE_DVB_Cl

Nunber 235

Description DVB-Cl nessages, with a pseudo-header
Ref erence [ DVB- Cl - PCAP]

Nanme LI NKTYPE_MJX27010

Number 236

Description Variant of 3GPP TS 27.010 nul ti pl exi ng protocol
Ref erence [LINKTYPE MJX27010]

Name LI NKTYPE_STANAG 5066_D PDU
Number 237

Descripti on STANAG 5066 D _PDUs
Reference [LINKTYPE_STANAG 5066_D PDU]

Name LI NKTYPE_JUNI PER_ATM CEM C
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Nunber 238
Description Juni per Networks

Name LI NKTYPE_NFLOG

Nunmber 239

Description Linux netlink NETLI NK NFLOG socket | og nessages
Ref erence [ LI NKTYPE_NFLOG

Nane LI NKTYPE_NETANALYZER

Nunmber 240

Description Ethernet frames w th net ANALYZER pseudo- header
Ref erence [ LI NKTYPE NETANALYZER]

Nanme LI NKTYPE_NETANALYZER TRANSPARENT

Number 241

Description Ethernet frames w th net ANALYZER pseudo- header,
preanbl e, and SFD

Ref erence [ LI NKTYPE_NETANALYZER TRANSPARENT]

Nane LI NKTYPE | PO B

Nunmber 242

Description 1P-over-InfiniBand
Ref erence [LINKTYPE_|I PO B]

Name LI NKTYPE_MPEG 2_TS

Nunmber 243

Description MPEG 2 Transport Streamtransport packets
Ref erence [LINKTYPE MPEG 2 TS

Name LI NKTYPE_NG40

Nunber 244

Description Frames from ngd4T GibH s ng40 protocol tester
Ref erence [ LI NKTYPE_NX0]

Name LI NKTYPE_NFC _LLCP

Nunber 245

Description NFC Logical Link Control Protocol frames, with a pseudo-
header

Ref erence [LINKTYPE _NFC _LLCP]

Nane LI NKTYPE_PFSYNC
Nunber 246
Description pfsync output

Nane LI NKTYPE_I NFI NI BAND

Nunber 247

Description InfiniBand data packets
Ref erence [ LI NKTYPE_I NFI NI BAND]
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Nanme LI NKTYPE_SCTP

Nunmber 248
Description SCTP packets, with no | ower-|evel protocols such as |Pv4
or |Pv6

Ref erence [ RFC9260]

Name LI NKTYPE_USBPCAP

Nunmber 249

Description USB packets, beginning with a USBPcap header
Ref erence [ USBPcap]

Name LI NKTYPE_RTAC_SERI AL

Nunmber 250

Description Serial-line packet fromthe Schweitzer Engineering
Laborat ori es RTAC product

Reference [LINKTYPE_RTAC_SERI AL]

Name LI NKTYPE_BLUETOOTH_LE LL

Nunmber 251

Description Bluetooth Low Energy |ink-layer packets
Reference [LINKTYPE_BLUETOOTH LE_LL]

Nane LI NKTYPE_W RESHARK_UPPER_PDU
Nunber 252
Description Wreshark

Nanme LI NKTYPE_NETLI NK

Nunmber 253

Description Linux Netlink capture encapsul ation
Ref erence [ LI NKTYPE_NETLI NK]

Nanme LI NKTYPE_BLUETOOTH LI NUX_MONI TOR
Nunber 254

Description Bluetooth Linux Monitor

Ref erence [ LI NKTYPE_BLUETOOTH LI NUX_MONI TOR]

Name LI NKTYPE_BLUETOOTH BREDR_BB

Nunmber 255

Description Bluetooth Basic Rate and Enhanced Data Rate baseband
packet s

Reference [LINKTYPE_BLUETOOTH BREDR BB]

Name LI NKTYPE_BLUETOOTH_LE LL_W TH PHDR

Number 256

Description Bluetooth Low Energy |ink-layer packets
Reference [LINKTYPE_BLUETOOTH LE_LL_W TH_PHDR]

Nanme LI NKTYPE_PRCFI BUS_DL
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Nunmber 257
Description PROFIBUS data |ink |ayer packets
Ref erence [ LI NKTYPE_PROFI BUS DL]

Name LI NKTYPE_PKTAP

Nunber 258

Description Apple PKTAP capture encapsul ation
Ref erence [ LI NKTYPE PKTAP]

Narme LI NKTYPE_EPON

Nunber 259

Description Ethernet-over-passive-optical -network packets, including
preanbl e octets

Ref erence [ LI NKTYPE_EPON|

Name LI NKTYPE_I PM _HPM 2

Nunber 260

Description IPM HPM 2 trace packets
Ref erence [LINKTYPE_I PM _HPM 2]

Name LI NKTYPE_ZWAVE_R1_R2

Nunmber 261

Description Z-Wave RF profile RL and R2 packets
Ref erence [LINKTYPE_ZWAVE R1_R2]

Nanme LI NKTYPE_ZWAVE_R3

Nunmber 262

Description Z-Wave RF profile R3 packets
Ref erence [ LI NKTYPE ZWAVE R3]

Nanme LI NKTYPE WATTSTOPPER DLM

Nunmber 263

Description Watt Stopper Digital Lighting Management (DLM and
Legrand Nitoo Qpen protocol packets

Ref erence [ LI NKTYPE WATTSTOPPER DLM

Name LI NKTYPE_I SO 14443

Nunber 264

Description |1SO 14443 contactl ess snmartcard nmessages
Ref erence [ SO 14443- PCAP]

Name LI NKTYPE_RDS

Nunmber 265

Description |EC 62106 Radi o data system (RDS) groups
Ref erence [ LI NKTYPE_RDS]

Nane LI NKTYPE _USB DARW N
Nurmber 266
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Description USB packets captured on a Darw n-based operating system
(macCs, etc.)
Ref erence [LINKTYPE _USB DARW N|

Nane LI NKTYPE OPENFLOW
Nunber 267
Descri ption OpenBSD DLT_OPENFLOW

Name LI NKTYPE_SDLC

Nunber 268

Description SNA SDLC packets
Ref erence [LINKTYPE_SDLC|

Name LINKTYPE_TI _LLN SN FFER
Nunmber 269
Description Texas |Instrunments protocol sniffer

Name LI NKTYPE_LORATAP

Nunmber 270

Description LoRaWan packets with a LoRaTap pseudo- header
Ref erence [ LI NKTYPE _LORATAP]

Name LI NKTYPE_VSOCK

Nunber 271

Description Protocol for comuni cati on between host and guest
machi nes in VMvare and KVM hypervi sors

Ref erence [ LI NKTYPE VSOCK]

Name LI NKTYPE_NORDI C BLE

Nunber 272

Description Messages to and froma Nordi ¢ Sem conductor nRF Sniffer
for Bluetooth LE packets

Ref erence [ LI NKTYPE_NORDI C_BLE]

Name LI NKTYPE_DOCSI S31_XRA31

Nunber 273

Description DOCSIS packets and bursts, preceded by a pseudo-header
Ref erence [DOCSI S- XRA] [ DOCSI S-4. 0- MULP]

Nane LI NKTYPE_ETHERNET _MPACKET

Nunber 274

Description |EEE 802.3 nPackets

Ref erence [ LI NKTYPE_ETHERNET MPACKET]

Name LI NKTYPE_DI SPLAYPORT _AUX

Nunber 275

Description DisplayPort AUX channel nonitoring nessages
Ref erence [ LI NKTYPE_DI SPLAYPORT_AUX]
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Name LI NKTYPE_LI NUX_SLL2

Nunmber 276

Description Linux cooked capture encapsul ation v2
Ref erence [LINKTYPE LI NUX SLL2]

Name LI NKTYPE_SERCOS_MONI TOR
Nunber 277
Description Sercos Mnitor

Nane LI NKTYPE_OPENVI ZSLA

Nunber 278

Description OpenVizsla FPGA-based USB sniffer
Ref erence [ QpenVizsl a]

Nanme LI NKTYPE_EBHSCR

Nunber 279

Description Elektrobit H gh Speed Capture and Replay (EBHSCR) format
Ref erence [ EBHSCR]

Nanme LI NKTYPE_VPP_DI SPATCH

Number 280

Description fd.io VPP graph dispatcher trace records
Ref erence [FD.i o-VPP]

Name LI NKTYPE_DSA TAG BRCM

Nunmber 281

Description Ethernet frames, with a Broadcomswitch tag inserted
Ref erence [LINKTYPE DSA TAG BRCM

Name LI NKTYPE_DSA TAG BRCM PREPEND

Nunmber 282

Description Ethernet frames, with a Broadcom switch tag prepended
Reference [LINKTYPE_DSA _TAG BRCM PREPEND]

Nanme LI NKTYPE_| EEE802_15_4_TAP

Nunber 283

Description |EEE 802.15.4 with a tap header preceding it
Ref erence [ Exegi n-802. 15. 4- TAP]

Name LI NKTYPE_DSA TAG DSA

Nunber 284

Description Ethernet frames, with a Marvell DSA switch tag inserted
Ref erence [LINKTYPE_DSA TAG DSA]

Nanme LI NKTYPE_DSA TAG EDSA

Nunber 285

Description Ethernet frames, with a Marvell EDSA switch tag inserted
Ref erence [ LI NKTYPE_DSA TAG EDSA]
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Name LI NKTYPE_ELEE
Nunmber 286
Description ELEE | awful intercept protocol

Name LI NKTYPE_Z_WAVE_SERI AL

Nunber 287

Description Serial franes transmitted between a host and a Z-Wave
chip over an RS-232 or USB serial connection

Ref erence [Z_WAVE_SERI AL] section 5

Name LINKTYPE_USB 2 0

Nunber 288

Description USB 2.0, 1.1, or 1.0 packets
Ref erence [LINKTYPE USB 2 0]

Name LI NKTYPE_ATSC_ALP

Nunber 289

Description ATSC Link-Layer Protocol franes
Ref erence [LINKTYPE_ATSC ALP]

Nanme LI NKTYPE_ETW

Nunmber 290

Description Event Tracing for Wndows nessages
Ref erence [ LI NKTYPE_ETW

Nanme LI NKTYPE_NETANALYZER NG

Nunmber 291

Description Hilscher Gesellschaft fuer Systenautonmation nbH
net ANALYZER NG hardware and software

Name LI NKTYPE_ZBOSS_NCP

Nunmber 292

Description ZBOSS NCP Serial Protocol, with a pseudo-header
Ref erence [ LI NKTYPE ZBOSS NCP]

Name LI NKTYPE_USB 2_0_ LOW SPEED

Nunmber 293

Description Low Speed USB 2.0, 1.1, or 1.0 packets
Reference [LINKTYPE_USB_2_0_LOW SPEED]

Nane LINKTYPE_USB 2 0_FULL_SPEED

Nunber 294

Description Full-Speed USB 2.0, 1.1, or 1.0 packets
Reference [LINKTYPE USB 2 0 FULL_SPEED]

Name LI NKTYPE_USB_2_0_HI GH_SPEED

Nunmber 295
Description High-Speed USB 2.0 packets
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Ref erence [LINKTYPE USB 2 0 H GH_SPEED]

Nanme LI NKTYPE_AUERSWALD LOG

Nunber 296

Description Auerswald Logger Protocol
Ref erence [ Auerswal d- Logger]

Nanme LI NKTYPE_ZWAVE_TAP

Number 297

Description Z-Wave packets, with a netadata header
Ref erence [ LI NKTYPE ZWAVE_TAP]

Name LI NKTYPE_SI LABS DEBUG CHANNEL

Number 298

Description Silicon Labs debug channel protocol
Ref erence [ Sil abs- Debug- Channel ]

Name LI NKTYPE_FI RA_UCI

Nunmber 299

Description U tra-w deband (UWB) controller interface protocol (UC)
Ref erence [LINKTYPE FI RA _UCI]

Name LI NKTYPE_NDB

Nunber 300

Description NDB (Milti-Drop Bus) protocol
Ref erence [ MDB- PCAP]

Name LI NKTYPE_DECT_NR

Nunmber 301

Description DECT-2020 New Radio (NR) MAC | ayer
Ref erence [ LI NKTYPE_DECT_NR]

3.2.2. C@idance for Registration

When processing a request for an allocation, the requester will be
asked to provide a specification at a stable URL. There is no
requirenent for a specification.

When the contents of the link type can contain an I Pv4 or |Pv6
header, then the octets between the beginning of the link type and
the I P header needs to be clearly specified.

Speci fications that are not publicly available, but which rmay be
obtained via liaison agreenents (such as to I TU-T, 3GPP, |EEE, etc.)
are acceptable particularly if the specification docunent will be
public eventual ly, but are discouraged.
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It is acceptable to register LinkTypes for which specifications are
not publicly available. This includes specifications that night be
subject to a security classification. The mninmal requirenment is to
provide a contact person for that |ink type.

Security Considerations

Thi s docunent describes the 1ANA registration rules for the LinkType
encapsul ati ons. PCAP-rel ated packet file formats use this value to
determ ne what kind of headers precede network packet captures. Many
of these formats can contain |Pv4 and | Pv6 packets. A system reading
PCAP-rel ated format captures can be subject to arbitrary inputs that
may be controlled by malicious entities, so utnost caution is
required.

Many Li nkType formats include a "snapshot” |ength, which may be
smal l er than the actual packet. It is therefore very likely that
trailing parts of a packet capture may be omitted, yet interna

length fields in the packets will claimthe packet is bigger than the
capture. This leads to trivial buffer overreads, and systens
interpreting the packets need to carefully scrutinize all attenpts to
read data froma capture.
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[ LI NKTYPE_LI N]
"LI NKTYPE_LI N',
<https://wwv.tcpdunp. org/linktypes/LI NKTYPE_LIN. ht m >.

[ LI NKTYPE_LI NUX_| RDA]
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LI NKTYPE_LI NUX_| RDA. ht i >.

[ LI NKTYPE_LI NUX_LAPD]
"LI NKTYPE_LI NUX_LAPD', <https://ww.tcpdunp.org/linktypes/
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" LI NKTYPE_MTP2",
<https://www. t cpdunp. or g/ | i nktypes/ LI NKTYPE_MIP2. ht m >.

[ LI NKTYPE_MIP2_W TH_PHDR]
"LI NKTYPE_MIP2_W TH_PHDR",
<https://ww. t cpdunp. org/ | i nktypes/
LI NKTYPE_MIP2_W TH_PHDR. ht mi >.
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[ LI NKTYPE_MIP3]
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[ LI NKTYPE_NETLI NK]
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" LI NKTYPE_NFLOG',
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" LI NKTYPE_N&O0",
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[ LI NKTYPE_NORDI C_BLE]
"LI NKTYPE_NORDI C BLE", <https://ww.tcpdunp.org/linktypes/
LI NKTYPE_NORDI C_BLE. ht i >.

[ LI NKTYPE_NULL]

" LI NKTYPE_NULL",
<https://wwv.tcpdunp. org/linktypes/LI NKTYPE NULL. ht m >.
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[ LI NKTYPE_PKTAP]
" LI NKTYPE_PKTAP",
<https://wwv.tcpdunp. org/linktypes/LlI NKTYPE PKTAP. ht m >.

[ LI NKTYPE_PPI ]
"LI NKTYPE_PPI ",
<https://ww. t cpdunp. or g/ | i nkt ypes/ LI NKTYPE_PPI . ht m >.
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" LI NKTYPE_PPP",
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[ LI NKTYPE_PPP_ETHER]
"LI NKTYPE_PPP_ETHER', <https://ww.tcpdunp. org/linktypes/
LI NKTYPE_PPP_ETHER. ht m >.

[ LI NKTYPE_PPP_HDLC]
"LI NKTYPE_PPP_HDLC', <https://wwv.tcpdunp.org/linktypes/
LI NKTYPE_PPP_HDLC. ht ml >.

[ LI NKTYPE_PPP_PPPD]
"LI NKTYPE_PPP_PPPD', <https://ww.tcpdunp.org/linktypes/
LI NKTYPE_PPP_PPPD. ht m >.

[ LI NKTYPE_PPP_W TH DI R]
"LI NKTYPE_PPP_W TH DI R",
<https://wwv.t cpdunp. org/ | i nktypes/
LI NKTYPE_PPP_W TH_DI R. ht ml >.

[ LI NKTYPE_PROFI BUS_DL]
" LI NKTYPE_PROFI BUS_DL",
<https://wwv.t cpdunp. org/ | i nktypes/
LI NKTYPE_PROFI BUS_DL. ht m >.

[ LI NKTYPE_RAW
" LI NKTYPE_RAW ,
<https://ww. t cpdunp. or g/ | i nkt ypes/ LI NKTYPE_RAW ht ml >.

[ LI NKTYPE_RDS]
" LI NKTYPE_RDS",
<https://ww.tcpdunp. org/linktypes/LI NKTYPE RDS. ht mi >.

[ LI NKTYPE_RTAC_SERI AL]
"LI NKTYPE_RTAC_SERI AL",
<https://wwv.t cpdunp. org/ |l i nktypes/
LI NKTYPE_RTAC_SERI AL. ht m >.
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[ LI NKTYPE_SDLC]
"LI NKTYPE_SDLC",
<https://wwv.tcpdunp. org/linktypes/LI NKTYPE SDLC. ht m >.

[ LI NKTYPE_SI TA]
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[ LI NKTYPE_SLI P]
"LI NKTYPE_SLI P",
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[ LI NKTYPE_USB_2_0_FULL_SPEED]

[ LI NKTYPE_USB_2_0_H GH_SPEED]
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[ LI NKTYPE_USB_LI NUX]
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LI NKTYPE_USB_LI NUX. ht i >.
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