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Abst ract

Thi s docunent describes the format used by the libpcap library to
record captured packets to a file. Progranms using the |ibpcap
library to read and wite those files, and thus reading and witing
files in that format, include tcpdunp.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-opsawg-pcap/.

Di scussion of this docunent takes place on the opsawg Wirki ng G oup
mailing list (mailto:opsawg@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/opsawg/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/opsawy/.

Source for this draft and an issue tracker can be found at
https://github. com | ETF- OPSAWG WS pcapng.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 Septenber 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In the late 1980's, Van Jacobson, Steve McCanne, and others at the
Net wor k Research Group at Law ence Berkel ey National Laboratory

devel oped the tcpdunp programto capture and di ssect network traces.
The code to capture traffic, using | owlevel nechanisns in various
operating systens, and to read and wite network traces to a file was
later put into a library nanmed |ibpcap

Thi s docunent describes the historical format used by tcpdunp, and

ot her progranms using |ibpcap, to read and wite network traces. This
docunent describes version 2 of the pcap fornmat.
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Thi s docunment is published as historical, as there has existed for
some time, an updated format called "pcapng", that replaces this file
format. See [I-D.ietf-opsawg-pcapng] No new extensions for this
format are expected, although new LI NKLAYER types that are registered
using [I-D.ietf-opsawg-pcaplinktype] can be included in pcap files.

A major limtation of the pcap v2 fornat described here is that files
consi st of a header which is different than the other blocks in the
file. This prevents pcap v2 files from being sinply concatenated for
processing. It is also difficult to break pcap v2 files apart, as a
new header al ways needs to be placed at the begi nning of any new
file. The pcapng format does not suffer fromthese probl ens.

More significantly, pcap v2 files can only contain packets in a
single LINKTYPE format, and this often nmeans that packets are often
froma single network interface as not all LINKTYPEs include a way to
i ndi cate which interface a packet is from

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

3. General File Structure

A capture file begins with a File Header, followed by zero or nore
Packet Records, one per packet.

Al fields in the File Header and in the headers of Packet Records
will always be witten according to the characteristics (little-

endi an / big- endian) of the machine that is witing the file. This
refers to all the fields that are witten as nunbers and that span
over two or nore octets.

The approach of having the file witten in the native format of the
host witing the file is nore efficient because it avoids translation
of data when witing the file or reading the file on the host that
wote the file, which is the nbst commbn case when generating or
processing capture captures.

When hosts with a different native endian format read a file, they
must swap bytes as appropriate. This is less efficient, but |ess
common, and if repeated access to the files are inportant, then files
can be transl ated and saved.
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4. File Header

The Fil e Header has the following format, with the octet offset of
fields shown to the left of the field:

1 2 3

01234567890123456789012345678901

B i aT T e e o S o S S S I T et sl o ST S S S S S S

0 | Magi ¢ Nunber |
B T S i T s i i e e SEI S

4 | Maj or Ver si on | M nor Ver si on |
i o t St S S S St S SR S SR ok

8 | Reservedl |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
12 | Reserved2 |
B T S i T s i i e e SEI S
16 | SnaplLen |
T S e S it S SR S S S ek i
20 | Li nkType and addi tional information |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 1: File Header

The File Header length is 24 octets.

The neaning of the fields in the File Header is:

Magi ¢ Nunber (32 bits): an unsigned magi ¢ nunber, whose value is
ei ther the hexadeci mal nunber OxA1B2C3D4 or the hexadeci mal nunber
0xA1B23C4D
If the value is OxA1B2C3D4, tinmestanps in Packet Records (see
Figure 3) are in seconds and microseconds; if it is OxA1B23C4D
ti mestanps in Packet Records are in seconds and nanoseconds.
These nunbers can be used to distinguish sessions that have been
witten on little-endian nachines fromthe ones witten on big-

endi an machi nes, and to heuristically identify pcap files.

Maj or Version (16 bits): an unsigned integer, giving the nunber of
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the current major version of the format. The value for the
current version of the format is 2 (big-endian 0x00 0x02 or

littl e-endian 0x02 0x00). This value should change if the format
changes in such a way that code that reads the new format could
not read the old format (i.e., code to read both formats woul d
have to check the version nunber and use different code paths for
the two fornmats) and code that reads the old format could not read
the new format. As this docunent is historical, and no newer
formats were publicly released, this value will not change again.

M nor Version (16 bits): an unsigned integer, giving the nunber of
the current minor version of the format. The value for the
current version of the format is 4 (big-endian 0x00 0x04 or
littl e-endian 0x04 0x00). This value should change if the format
changes in such a way that code that reads the new format could
read the old format wi thout checking the version nunber but code
that reads the old format could not read all files in the new
format. As this docunent is historical, and no newer formats
exist, this value will not change again.

Reservedl (32 bits): not used - SHOULD be filled with O by pcap file
witers, and MJST be ignored by pcap file readers. This val ue was
docunented by sone ol der inplenentations as "gnt to | oca
correction" or "time zone offset". Sone older pcap file witers
stored non-zero values in this field.

Reserved2 (32 bits): not used - SHOULD be filled with O by pcap file
witers, and MJST be ignored by pcap file readers. This value was
docunented by sone ol der inpl enentati ons as "accuracy of
ti mestanps”". Sone older pcap file witers stored non-zero val ues
inthis field.

SnapLen (32 bits): an unsigned integer that indicates the maxi mum
nunber of octets captured fromeach packet. The portion of each
packet that exceeds this value will not be stored in the file.
This val ue MJUST NOT be zero; if no limt was specified, the value
SHOULD be a nunmber greater than or equal to the |argest packet
length in the file.

Li nkType and additional information (32 bits): an unsigned integer
that contains the link-layer type of packets in the file and may
contain additional information.

The Li nkType and additional information field is in the form

Harris & Ri chardson Expires 17 Septenber 2026 [ Page 5]



I nternet-Draft pcap March 2026

1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| FCS I en| R P| Reserved3 | Li nkType |
i i i T i I S i e s o o i i

Fi gure 2: LinkType and additional information

The field is shown as if it were in the byte order of the host
reading or witing the file, with bit 0 being the nost-significant
bit of the field and bit 31 being the least-significant bit of the
field.

Li nkType (16 bits): an unsigned integer that indicates the Iink
| ayer type for packets in the file; it is a value as defined in
the PCAP-rel ated LinkType List registry, as defined in
[1-D.ietf-opsawg-pcaplinktype].

Reserved3 (10 bits): not used - MJIST be set to zero by pcap witers,
and MUST NOT be interpreted by pcap readers; a reader SHOULD treat
a non-zero value as an error

P (1 bit): abit that, if set, indicates that the Frame Check
Sequence (FCS) length value is present and, if not set, indicates
that the FCS value is not present.

R (1 bit): not used - MJST be set to zero by pcap witers, and MJST
NOT be interpreted by pcap readers; a reader SHOULD treat a non-
zero value as an error

FCS len (4 bits): an unsigned integer that indicates the nunber of
16-bit (2-octet) words of FCS that are appended to each packet, if
the P bit is set; if the P bit is not set, and the FCS length is
not indicated by the link-layer type value, the FCS length is
unknown. The valid values of the FCS |len field are between 0 and
15; Ethernet, for exanple, would have an FCS | ength val ue of 2,
corresponding to a 4-octet FCS

4. 1. File Endian I nformation

The nmagi ¢ nunber is stored in native endian format, so all the byte
sequences bel ow are magi ¢ nunbers.

*  0OxAl, OxB2, OxC3,0xD4: little endian file, with tinmestanps in
seconds/ m cr oseconds.

*  Ox1A, 0x2B, 0x3C,0x4D: little endian file, with timestanps in
seconds/ nanoseconds.
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*  0xD4, 0xC3, 0xB2, 0xAl: big endian file, with tinestanps in seconds/
m cr oseconds.

*  0x4D, 0x3C, 0x2B, 0x1A: big endian file, with tinestanps in seconds/
nanoseconds.

5. Packet Record

A Packet Record is the standard container for storing the packets
com ng fromthe network.

T T S S e T o S U S SUp S SEp S SR S i

0| Ti mest anp ( Seconds) |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

4 | Ti mestanp (M croseconds or nanoseconds) |
el i I e i it T e e e e i i T o S e e S e T R R

8 | Captured Packet Length |
I S i o T s S S S e s s T

12 | Oiginal Packet Length |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

16 / /
/ Packet Data /

/ vari abl e | ength, not padded /

/ /

Fi gure 3: Packet Record

The Packet Record begins with a 16-octet header, followed by data
fromthe packet.

The nmeaning of the fields in the Packet Record is:

Ti mestanp (Seconds) and Tinmestanp (M croseconds or nanoseconds): seconds
and fraction of a seconds val ues of a tinestanp.

The seconds value is a 32-bit unsigned integer that represents the
nunber of seconds that have el apsed since 1970-01-01 00: 00: 00 UTC,
and the m croseconds or nanoseconds value is a 32-bit unsigned

i nteger that represents the nunber of m croseconds or nanoseconds
that have el apsed since that seconds.

The Magi ¢ Nunber field in the File Header of a file indicates
whet her the val ues of the Tinmestanp (M croseconds or nanoseconds)
fields of packets in that file are in units of m croseconds or
nanoseconds.

Captured Packet Length (32 bits): an unsigned integer that indicates
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the nunber of octets captured fromthe packet (i.e., the length of
the Packet Data field). It will be the m nimum val ue anong t he
Oiginal Packet Length and the snapshot length for the interface
(SnapLen, defined in Figure 1).

Q

i gi nal Packet Length (32 bits): an unsigned integer that indicates
the nunber of octets of packet data that woul d have been provided
had the packet not been truncated to the snapshot I ength for the
interface or to a length limt inposed by the capture nechani sm
If no truncation was done, it will be the sane as the Captured
Packet Length, but it will be different fromthe Captured Packet
Length if the packet has been truncated by the capture process.

It SHOULD NOT be | ess than the Captured Packet Length.

A pcap file witer MAY wite an Oiginal Packet Length that is

| ess than the Captured Packet Length if both the Captured Packet
Length and the Original Packet |ength cane froma file in which a
packet had an Original Packet Length |less than the Captured Packet
Length; otherwise, it MJST wite an Original Packet Length that is
greater than or equal to the Captured Packet Length.

A pcap file reader MAY convert an Oiginal Packet Length that is
| ess than the Captured Packet Length to a value that is greater
than or equal to the Captured Packet Length.

Packet Data: the data coming fromthe network, including |ink-Iayer
headers. The actual length of this field is the Captured Packet
Length. The format of the link-1ayer headers depends on the
Li nkType field specified in the file header (see Figure 1) and it
is specified in [I-D.ietf-opsawg-pcaplinktype].

Packet Records are not padded to a 4-octet boundary; if the number of
octets of packet data is not a multiple of 4, there are no paddi ng
octets following it, so Packet Records are not guaranteed to begin on
a 4-octet boundary within a file.

6. Recommended File Nane Extension: .pcap

The recommended file name extension for the "PCAP Capture File
Format" specified in this docunent is ".pcap".
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On Wndows and nacOS, files are distinguished by an extension to
their filename. Such an extension is technically not actually
required, as applications should be able to automatically detect the
pcap file format through the Magic Nunber field in the File Header,
as sone desktop environnents other than those of Wndows and nacGCS
do. However, using nane extensions nmakes it easier to work with
files (e.g. visually distinguish file formats) so it is recomended -
though not required - to use .pcap as the nanme extension for files
followi ng this specification.

Pl ease note: To avoid confusion (such as the current usage of .cap
for a plethora of different capture file formats) file nane
ext ensi ons ot her than .pcap shoul d be avoi ded.

There is new work to create the PCAP Now Generic capture File Format
(see [I-D.ietf-opsawg-pcapng]). The new file format is not
conpatible with this specification, but nmany prograns read both
transparently. Files of that type will start with a Section Header
Bl ock, the first four octets of which are OxOA OxOD OxOD O0xO0A, which
does not match any of the Magic Nunber values in a pcap File Header,
all owi ng code that reads both file formats to deternine the format of
afile.

7. Security Considerations

A pcap file reader MJUST validate the File Header and Packet Record
headers. If it analyzes the Packet Data according to the LINKTYPE
for the packets, it nust also validate all of that data. A reader
can receive as input not only valid headers or packets, but any
arbitrary random sequence of octets: Headers or packets may be
intentionally mal forned by a sender, and capture files from outside
sources may contain intentionally mal forned contents, for malicious
reasons.

See al so: https://ww. iana. org/assi gnnents/ nedi a-types/ application/
vnd. t cpdunp. pcap

8. | ANA Consi derati ons
Thi s docunent requires the followi ng | ANA acti ons:
8.1. Media-Type Registry
This section registers the 'application/pcap’ in the "Mdia Types"

registry. These nedia types are used to indicate that the content is
packet capture as described in this docunent.
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8.1.1. application/pcap

Type name: application
Subt ype nane: pcap
Requi red paraneters: none
Opti onal parameters: none
Encodi ng consi derations: PCAP files contain network packets
Security considerations: See Security Considerations, Section
Interoperability considerations: The format is designed to be broadly interoperable.
Publ i shed specification: TH S RFC.
Applications that use this nedia type: tcpdunp, wreshark, others.
Addi tional infornmation:
Magi ¢ nunber (s): OxA1B2C3D4, and O0xA1B23C4AD in both endi an orders
File extension(s): .pcap
Maci ntosh file type code(s): none
Person & emai|l address to contact for further information: The Tcpdunp G oup, www.tcp
dunp. org
I ntended usage: LIMTED
Restrictions on usage: NONE
Author: Q@uy Harris and M chael Ri chardson
Change controller: The Tcpdunmp G oup
Provisional registration? (standards tree only): NO
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