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Abst ract

As the | ETF continues to produce and standardize different

Qper ations, Adm nistration, and Mai ntenance (OQAM protocols and
technol ogi es, various qualifiers and nodifiers are prepended to the
OAM abbreviation. Wiile, at first glance, the npbst used appear to be
wel | understood, the sanme qualifier may be interpreted differently in
different contexts. A case in point is the qualifiers "in-band" and
"out - of - band" whi ch have their origins in the radio | exicon, and

whi ch have been extrapol ated into other comrunication networks. This
docunent recomends not to use these two terns when referring to OAM

Thi s docunent considers some comon qualifiers and nodifiers that are
prepended, within the context of packet networks, to the OAM

abbrevi ation and | ays out guidelines for their use in future | ETF

wor K.

Thi s docunent updates RFC6291 by adding to the guidelines for the use
of the term"OAM'. |t does not nodify any other part of RFC6291

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 July 2026
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1. Introduction

It is not uncommon for historical and popular terns to have nuances
in howthey are interpreted or understood. This was, for exanple,
the case with the abbreviation for Operations, Admnistration, and
Mai nt enance, "OAM', and [ RFC6291] provides guidelines for its use as
well as definitions of its constituent parts.

Characterizations or qualifiers for "OAM within packet networks
often encounter simlar problens of interpretation, such as with the
adj ective phrases "in-band" and "out-of-band" (Section 2). This
docunent considers some comon qualifiers and nodifiers that are
prepended to the OAM abbreviation, and | ays out guidelines for their
use in future | ETF work to achi eve consi stent and unanbi guous

Pi gnataro, et al. Expires 10 July 2026 [ Page 2]



I nternet-Draft Characterizing OAM January 2026

3.

characterization (Section 3). Wile this docunent introduces new
term nology, it is does not update or change the neani ng of
term nol ogy found in existing RFCs.

I n-Band and Qut - of - Band OAM

Hi storically, the terns "in-band" and "out-of-band" were used
extensively in radio comunications as well as in tel ephony signaling
[RFC4733]. In both these cases, there is an actual "Band" (i.e., a
"Channel " or "Frequency") to be within or outside.

Wil e those terns, useful in their sinplicity, continued to be
broadly used to nmean "within sonething" and "outside sonething", a
chall enge is presented for |IP comruni cati ons and packet-sw t ched

net wor ks (PSNs) which do not have a "band" per se, and, in fact, have
multiple "sonethings" that OAMtraffic can be carried within or
outside. A frequently encountered case is the use of "in-band" to
mean either |n-Data-Packet or on-path.

There are many exanples of "in-band OAM' and "out-of -band QAM' in
publi shed RFCs. For instance, the term"in-band" appears in both
Virtual Crcuit Connectivity Verification (VCCV) [ RFC5085] and OAM
for Determnistic Networking (DetNet) [RFC9551]. While the context
in each of these docunments is clear, the termcarries different

meani ngs in each case. These two exanples, as well as other exanples
of uses of the term"in-band" in other docunents are described in
Appendi x A

General |y speaking, within the IETF, the terns "in-band" and "out- of -
band" cannot be reliably understood consistently and unanbi guously.
Cont ext-specific definitions of these terns are inconsistent and
theref ore cannot be generalized. Mre inportantly, the terns are not
self-defining to any further extent and cannot be understood by
sonmeone exposed to themfor the first tine, since there is no "band"
in P

Wi le interpreting existing documents, it is inportant to understand
the semantics of what the term"band" refers to, and to be nore
explicit if those docunents are updated. This docunent does not
change the neaning of any ternms in any prior RFCs.

Term nol ogy and Cui dance
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3.1. Recommendati on

Thi s docunent recomends avoiding the terns "in-band" and "out-of -
band" when referring to OAM Instead, it encourages the use of nore
fine-grained and descriptive ternmi nology. The docunent al so presents
alternative ternms and definitions for use in future | ETF docunents
referencing OAM wi thout precluding the use of other precise,
descriptive terms that do not rely on the "-band" conventi on.

The term nol ogy presented in this section classifies OAM according to
three criteria: whether it operates in an active, passive, or hybrid
nmode (Section 3.2); whether it follows the sane path as data traffic
(Section 3.3); and whether it receives the sane treatnment as data
traffic (Section 3.4).

3.2. Active, Passive, and Hybrid OAM

[ RFC7799] provides clear definitions for active and passive
performance assessnent, enabling the construction of nmetrics and

met hods to be described as either "Active" or "Passive". Even though
[ RFC7799] does not explicitly use these terns as nodifiers of "OAM,
they are widely used in practice and are included here for clarity.
The ternms "Active", "Passive" and "Hybrid", as described below, are
consistent with [RFC7799]. This docunent does not update or change
the ternms of [RFC7799].

Active QAM
Uses dedi cated OAM packets.

Passi ve OQAM
Relies on the observation of one or nore existing data packet
streans and does not use dedi cated OAM packets and does not nodify
dat a packets.

Hybrid OAM
Uses a conbi nation of Active Methods and Passive Methods, which
may i nclude augnentation or nodification of the stream of
interest. [RFC7799] mmkes a distinction between Hybrid Type I,
referring to a single streamof interest, and Hybrid Type I,
referring to two or nore streans of interest.

Thi s docunent defines the term | n-Data-Packet OAM as a nore specific
and narrowl y scoped instance within the broader category of Hybrid
OAM This newtermallows for a nore fine-grained classification of
OAM nechani sns, as the broad category of Hybrid OAM i ncl udes a

di verse set of possible OAM net hods.

| n- Dat a- Packet QOAM
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OAMrelated information is carried in the packets that also carry
the data traffic. This is a specific case of Hybrid OAM It was
sometines referred to as "in-band".

Not e that In-Data-Packet QAMis a specific case of Hybrid Type I, as

it

is applied to a single stream of interest.

The followi ng exanples illustrate the terns Active, Passive, Hybrid,
and | n- Dat a- Packet OAM

*

The MPLS echo request/reply nmessages [ RFC8029] are an exanpl e of
"Active OQAM', since they are described as "An MPLS echo request/
reply is a (possibly MPLS-1abeled) |IPv4 or | Pv6 UDP packet".

Moni toring a packet stream by maintaining counters for the packets
within the streamis an exanple of "Passive OAM.

An exanpl e of "Hybrid Type | OAM that is also "In-Data-Packet
OAM', is an IOAM (In Situ OAM [RFC9197] trace option that is

i ncorporated into data packets of a single streamof interest.
According to [ RFC9197], I1QAM " ...records QAM informati on within
the packet while the packet traverses a particular network donmain.
The term"in situ" refers to the fact that the OAM data i s added
to the data packets rather than being sent wthin packets
specifically dedicated to QAM’

Anot her exanple of "Hybrid Type | OAM that is also "In-Data-
Packet OAM' is Alternate Marking [ RFC9341], when applied to data
packets of a single stream |In this case a small nunber of bits
in the packet header is used for nmarking a subset of packets in a
flow

An exanpl e of "Hybrid Type I OAM which is not classified as "In-
Dat a- Packet OAM' is Direct Loss Measurenent [RFC6374], in which
user packets are not nodified by the protocol. Instead, OAM
packets are used for carrying information about observed network
characteristics, nanely user packet counter values, allow ng for
packet | oss comnputati on.

Anot her exanple of "Hybrid Type I OAM' which is not "In-Data-
Packet OAM' is the case where a packet streamis (actively)
generated while an existing streamof interest is (passively)
observed. This example was introduced in [RFC7799] as a Hybrid
Type | method. Extending this exanple, if the packets of the
active streaminclude an 1OAM trace option, the nethod is
characterized by the nore general term Hybrid Type I.
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3.3. Path Foll owed OAM

Pat h- Congruent QAM
The OAM information foll ows the exact sane forwardi ng path as the
observed data traffic.

Non- Pat h- Congr uent OAM
The OAM information is not guaranteed to follow the exact same
forwardi ng path as the observed data traffic.

In this docunent, the term "path-congruent packets" describes packets
that follow the exact sane path (i.e., traverse the sane nodes and
links) within a network. Note that this definition does not describe
how t he packets are treated in queues within the nodes on the path.

An exanpl e of "Path-Congruent OAM' is the Virtual Crcuit
Connectivity Verification (VCCV) Type 1 (Section 5.1.1 of [RFC5085]),
which was also referred to as I n-Band VCCV. The term "congruent"

al so appears in Section 2 of [RFC6669] in the context of path

shari ng.

3.4. Packet Forwarding Treatnent OAM

Equal - For war di ng- Tr eat rent QAM
The OAM packets receive the sane forwarding (e.g., QS) treatnent
as user data packets.

Di f f erent - Forwar di ng- Tr eat nent OAM
The OAM packets might receive different forwarding (e.g., QYS)
treatnment than user data packets.

The notivation for Equal - Forwardi ng-Treatment OAM lies in the desire
to ensure that OAM packets experience the sanme network conditions as
the user data they are intended to nonitor. This includes not only
traversing the same topol ogical path but al so receiving identical
Quality of Service (QS) treatnent, such as queui ng, scheduling, and
traffic shaping. When both topol ogi cal and forwardi ng treatnent
equi val ence are achi eved, the OAM packets are said to exhibit fate-
sharing [RFC7276] with the data traffic. Fate-sharing ensures that
any inpairnments or anonalies affecting the user traffic are also
reflected in the behavior of the OAM packets, thereby naking the
results of the OAM observations nmore operationally neaningful and
actionable. Wthout such equival ence, discrepancies in treatnent
could |l ead to m sl eadi ng neasurenents or di agnhostics, and even

i nadequate corrective actions, reducing the utility of the OQAM
mechani sm for performance nonitoring, fault detection and mitigation.
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An exanpl e of "Equal - Forwardi ng- Treatnent OAM' is presented in

[ RFC9551] in the context of Determnistic Networking (DetNet) OAM
"it traverses the same set of links and interfaces receiving the same
Q@S and Packet Replication, Elimnation, and Ordering Functions
(PREOF) treatnment as the nonitored DetNet flow'.

3.5. Using Miultiple Criteria

OAM protocols and tools can be classified according to the three
criteria that were described in the previous sections. However, not
all criteria are applicable to all OAM protocols, and not all

conbi nations are necessarily possible. For exanple:

* Passive OAMrelies solely on observing existing data traffic and
does not generate dedi cated OAM packets. As such, the path
congruence and forwarding treatnent criteria are not rel evant,
since no dedi cated OAM packets are exchanged between the
measur enent points.

*  Non-Pat h- Congruent OAM by nature, cannot be Equal - Forwar di ng-
Treat ment .

When defining a new OAM nechani sm or anal yzi ng an existing one, it is
recomrended to explicitly consider which of these criteria are

appl i cable and to describe the mechani smaccordingly. As a first
step, all OAM nechani sns can be classified according to the first
criterion, as Active, Passive, or Hybrid/ln-Data-Packet. Further
classification according to the other two criteria should be

consi dered on a case-by-case basis.

A few exanpl es of OAM cl assification according to the three criteria
are presented bel ow

* | P Ping, which uses |CVWP Echo nessages, can be classified as
Active OAM Since it is not guaranteed to follow the sanme path or
receive the sane treatnment as user data packets, it is classified
as Non- Pat h- Congruent and, consequently, as D fferent-Forwarding-
Tr eat nent .

* \When an |OAM trace option [RFC9197] is incorporated in data
packets it can be classified as |n-Data-Packet, Path-Congruent and
Equal - For war di ng- Tr eat nent .

* VCCV [ RFC5085], as discussed above, is classified as Active, Path-
Congruent, and Different-Forwardi ng- Tr eat nent.
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* MPLS Inferred Loss Measurenent (ILM (Section 3 of [RFC6374]) uses
specially generated test nessages, and therefore can be classified
as Active. It is also Path-Congruent, and can be depl oyed either
as Equal - or Different-Forwardi ng-Treatment OAM  MPLS Direct Loss
Measurenent (DLM (Section 3 of [RFC6374]) uses OAM nessages t hat
carry counters that count user data traffic. Hence, it is
classified as Hybrid Type | OAM and as in the Inferred Loss
Measurenment, it is Path-Congruent, and can be either Equal- or
Di f f erent - For war di ng- Tr eat nent OQAM

I n measurenent protocols, accurate results depend on path congruence
and equal forwarding treatnment. 1In contrast, these properties are
not always required in other OAM protocols. For exanple,

Bi di rectional Forwarding Detection (BFD) [ RFC5880] control packets
are often sent with the highest priority, which neans they do not
adhere to the equal forwarding treatnment property.

This mul ti-dinmensional classification enables a nore precise and
consi stent under st andi ng of QOAM nechani sns.

3.6. Summary of Terns
Thi s section sunmari zes the term nol ogy:

Active OAM
Uses dedi cated OAM packets.

Passi ve OQAM
Relies on the observation of one or nore existing data packet
streams and does not use dedi cated OAM packets and does not nodify
dat a packets.

Hybrid OAM
Uses a conbi nation of Active Methods and Passive Methods, which
may i nclude augnentation or nodification of the stream of
interest. [RFC7799] nmamkes a distinction between Hybrid Type I,
referring to a single streamof interest, and Hybrid Type I,
referring to two or nore streans of interest.

I n- Dat a- Packet OAM
OAMrelated information is carried in the packets that also carry
the data traffic. This is a specific case of Hybrid OAM It was
sonmetines referred to as "in-band".

Pat h- Congruent QAM

The OAM information foll ows the exact sane forwardi ng path as the
observed data traffic.
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7.

7.

Non- Pat h- Congr uent OAM
The OAM information is not guaranteed to follow the exact same
forwardi ng path as the observed data traffic.

Equal - For war di ng- Tr eat rent QAM
The OAM packets receive the sane forwarding (e.g., QS) treatnent
as user data packets.

Di f f erent - For war di ng- Tr eat nent OQAM
The OAM packets might receive different forwarding (e.g., QYS)
treatnment than user data packets.

Security Considerations

Security is inmproved when ternms are used with precision, and their
definitions are unanbi guous.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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Appendi x A,  Exanples of the Use of the Term I n-Band

Thi s appendi x provides a few exanples of the use of the term"in-
band". These are intended to highlight the varying interpretations
of the termacross different contexts, which led to the guidelines in
thi s docunent.

I n- Dat a- Packet OAM was in sone cases referred to as "in-band".
Initially, "In situ OAM' [RFC9197] was also referred to as "I n-band
OQAM', but was renanmed due to the overl oaded neani ng of "In-band QAM'.
Further, [RFC9232] also intertwines the ternms "in-band" with "in

situ*. Oher simlar uses, including [P4-1NT-2.1], still use
variations of "in-band", "in band", or "inband".
Pat h- Congruent OAM was sonetines referred to as "in-band". As

described in [ RFC5085], "The VCCV nmessage travels in-band with the
Session and foll ows the exact same path as the user data for the
session". The term™"in-band" is also used in Section 2 of [RFC6669]
with the sane nmeani ng. Non-Path-Congruent OAM was referred to in

[ RFC5085] as Qut - of - Band.

Pi gnataro, et al. Expires 10 July 2026 [ Page 11]



I nternet-Draft Characterizing OAM January 2026

The property of "Equal - Forwardi ng-Treatnment" is referred to in

[ RFC9551] as "In-band CAM'. Simlarly, the property of "Different-
For war di ng- Treat mnent OAM' can be found in the follow ng definition in
[ RFC9551]: "CQut-of-band OAM an active OAM net hod whose path through
the Det Net domain may not be topologically identical to the path of
the nmonitored DetNet flow, its test packets may receive different QS
and/ or PRECF treatnment, or both." [I-D.ietf-rawarchitecture] uses
simlar text.
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