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Abst r act

Thi s docunent introduces IP Flow Information Export (I|PFIX)
Information Elenents to report information contained in the Generic
Packet Radi o Service Tunneling Protocol User Plane header such as
Tunnel Endpoint Identifier, and data contained in its session

cont ai ner extensi on header.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 4 January 2026.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
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extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

A dedi cat ed header, called GPRS Tunneling Protocol Header (GIP), is
defined by the 3GPP for use of user Plane (GIP User (GTP-U))

[ TS. 29281] (latest reference being Release 19) traffic of nobile
subscri bers.

Thi s docunent specifies six IPFIX Information El enments (IES)
[ RFC7012] to export GIP-U infornmation.

Specifically, these IEs are used to export the GIP-U Tunnel Endpoi nt

Identifier (TEID), QS Flow Identifier (QFlI), and PDU Type fromthe
PDU Sessi on Cont ai ner extensi on header
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2.

Some exanpl es are provided in Appendi x A
Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOTI' RECOVMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.
Thi s docunent nakes use of the ternms defined in [ RFC7011]
* | PFI X
* |1 PFI X Information El enent
*  Tenpl ate
* Tenpl ate Record
*  Options Tenpl ate
* (Options Tenpl ate Record
* Data Record
*  Data Set
Thi s docunent nakes use of following terns from[ RFC6459]:
* User Plane
The docunent uses the follow ng abbreviations:
* |E Information El enent
* GIP: GPRS Tunneling Protocol
*  GIP-U GIP User
* GIP-C. GIP Control
* PDU:. Protocol Data Unit
* TEID: Tunnel Endpoint ldentifier

*  UPF: User Plane Function
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3.

* @QFl: QoS Flow ldentifier

| PFI X GTP-U Informati on El ements

This section defines IPFIX | Es corresponding to various fields in the
GIP- U header.

gt puFl ags
8-bit flags field indicating the version of GIP-U header, protoco
type, and presence of extension header, sequence nunber and N PDU
nunber defined in Section 5.1 of the 3GPP specification
[ TS. 29281]. The bits are exported as observed.

gt puMsgType
8-bit field which indicates the type of the GIP-U nessage as
mentioned in section 6.1 of 3GPP specification [TS.29281].

gt puTEi d
32-bit tunnel endpoint identifier field unanbiguously identifies a
tunnel endpoint in the receiving GIP-U protocol entity for a given
UDP/ | P endpoi nt.

gt puSequenceNum
16-bit sequence nunber field defined in the GTP-U. This field is
interpreted based on the sequence nunber flag value from
gt puFl ags.

gt puCFl
6-bit QS flowidentifier field defined in PDU Session Contai ner
ext ensi on header of GIP-U. This may be used to determ ne the QS
flow and QoS profile which are associated with the received
packet. The presence of this extension header is interpreted
based on the extension header flag val ue from gt puFl ags.

gt puPduType
4-bit PDU type field defined in PDU Session Contai ner extension
header of GIP-U. This field indicates the structure of the PDU
session user plane frane. The presence of this extension header
is interpreted based on the extension header flag val ue from
gt puFl ags.

gt puTot al Hdr Lengt h
8-bit field indicating the total Iength of the GIP-U header which
i ncludes mandatory fields and all the optional headers as defined
in Section 5 of the 3GPP specification [TS.29281].
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gt puHeader Sect i on
This Information Elenent carries a series of n octets fromthe
GIP- U header mandatory fields and all the follow ng optiona
headers if any, defined in Section 5 of the 3GPP specification
[ TS. 29281] as a series of octets in |PFIX

4. Sanpl e Use Cases

The GIP-U related IPFIX IEs are hel pful in order to identify the
transport performance of PDU Sessions, e.g., with specific QS class
within a network slice (refer to [I-D.ietf-teas-5g-ns-ip-npls]) or
within a group of network slices hosted on the sane User Pl ane
Function (UPF).

For exanple, when a set of UPFs are depl oyed per 5G slice, the slice
is identified first using a list of gNodeB | P addresses conposi ng the
slice and a list of |IP addresses of UPFs dedicated for the slice.
The gNodeB and the UPF formthe tunnel endpoints. The traffic for
each individual PDU Session per direction is identified using the
GIP-U TEID, GTP-U PDU Type together with the above nentioned IP
tunnel endpoints. Furthernore, the traffic for a specific QS class
within a PDU Session per traffic direction is identified using the
conbi nation of GIP-U TEID, GIP-U PDU Type, and GIP-U QFlI attributes
It is possible that within the same PDU session there might be
multiple IP flows having the sane attri butes.

I n another scenario when multiple 5G slices share the same UPF, each
slice is identified using a separated |ist of gNodeB I Pv4 or |Pv6
addresses per slice. |If an Uplink Cassifier (refer to section 3.1
of [TS.23501]) is deployed there is an addition of a GIP-U tunne

bet ween the Internedi ate/ Uplink-C assifier UPF and the final UPF.
This brings a challenge for identifying the end-to-end path for a
certain PDU Session - the GIP-U PDU Type and GIP-U QFl attributes
fromthe gNodeB and | nternedi ate/ Uplink-Cl assifier UPF tunnel wll be
the sane on the Internediate/ Uplink-C assifier and final UPF tunnels,
however the GITP-U TEIDs will be different since on each tunnel

Additionally, exporting GIP-U I Es together with transport Checksum I E
woul d hel p detect m sbehaving nodes particularly when using GIP-U
over | Pv6.

5. | ANA Consi derati ons

| ANA has registered the following IEs in the "I PFI X I nformation
El ement s" registry available at [I ANA-IPFI X].

Table 1 |ists the GIP-U | Es:
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I
| |
| ID | I

I I

Fomm o - o e e oo s +
| 505 | gt puFl ags |
I I I
R, o e e e o +
| 506 | gtpuMsgType I
I I I
Fomm o - o e e oo s +
| 507 | gtpuTE d |
I I I
R, o e e e o +
| 508 | gotpuSequenceNum |
I I I
Fomm o - o e e oo s +
| 509 | gtpuQFl I
I I I
R, o e e e o +
| 510 | gt puPduType |
I I

Fomm o - o e e oo s +

Table 1: GIP-U IEs in the "I PFI X I nformati on El enents" Registry

I ANA is requested to update these entries as indicated in the
fol |l owi ng subsecti ons.

5.1. gt puFl ags
Nanme: gt puFl ags
El ement I D: 505
Description: 8-bit flags field indicating the version of GIP-U
header, protocol type, and presence of extension header, sequence

nurmber and N-PDU nunber defined in Section 5.1 of the 3GPP
specification [TS.29281]. The bits are exported as observed.
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The basic encoding is 8 bits. The |ayout of basic encoding is as

fol |l ows:
MSB - 0 1 2 3 4 5 6 7 - LSB
e
| 8 bit flags val ue |
T S
Exanpl es:

val ue : 0x34
bi nary: 00110100

decode: 00110100 - Fl ags val ue

val ue : 0x30
bi nary: 00110000
decode: 00110000 - Fl ags val ue

Abstract Data Type: unsignhed8

Data Type Semantics: flags

Additional Information: Refer to Section 5.1 of [TS.29281].

Ref erence: [RFC-to-be]

5.2. gt puMsgType

Nanme: gt puMsgType

El ementI D. 506

Description: 8-bit field which indicates the type of the GIP-U
message as nentioned in section 6.1 of 3GPP specification
[ TS. 29281] .

Abstract Data Type: unsignhed8

Data Type Semantics: identifier

Additional Information: Refer to Section 5.1 of the 3GPP
specification [TS. 29281].
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Ref erence: [RFC-to-be]
5.3. gtpuTEd

Nane: gtpuTE d

El erentI D. 507

Description: 32-bit tunnel endpoint identifier field unanbi guously
identifies a tunnel endpoint in the receiving GIP-U protocol
entity for a given UDP/IP endpoint.

Abstract Data Type: unsignhed32

Data Type Semantics: identifier

Addi tional Information: Refer to Section 5.1 of the 3GPP
specification [TS. 29281].

Ref erence: [RFC-to-be]
5.4. gt puSequenceNum

Name: gt puSequenceNum

El ement I D: 508

Description: 16-bit sequence nunber field defined in the GIP-U.
This field is interpreted based on the sequence nunber flag val ue
from gt puFl ags.

Abstract Data Type: unsignedl6

Data Type Semantics: identifier

Additional Information: Refer to Section 5.1 of the 3GPP
specification [TS. 29281].

Ref erence: [RFC-to-be]
5.5. gt puQFl

Name: gt puQFl

El ementI D. 509

Description: 6-bit QS flowidentifier field defined in PDU Sessi on
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Cont ai ner extension header of GIP-U. This may be used to
determne the QoS flow and QoS profile which are associated with
the received packet. The presence of this extension header is
interpreted based on the extension header flag value from

gt puFl ags.

The basic encoding is 8 bits. The |ayout of basic encoding is as
fol |l ows:

MSB - 0 1 2 3 4 5 6 7 - LSB
T e LTI JNpup U S
| Reserved | 6 bit QFlI value |
T S e LTI, pupup SR

Exanpl es:
val ue : 0x08
bi nary: 00001000

decode: 001000 - QFI val ue

val ue : 0x3e
bi nary: 00111110

decode: 111110 - CQFl val ue

Abstract Data Type: unsigned8

Dat

a Type Semantics: identifier

Addi tional Information: Refer to Section 5.5.3.3 of the 3GPP

Ref

5. 6.

specification [TS.38415] and Section 5.7.1.1 of the 3GPP
specification [TS. 23501].

erence: [RFC-to-be]

gt puPduType

Nanme: gt puPduType

El enentI D: 510

Description: 4-bit PDU type field defined in PDU Sessi on Contai ner

Voyer,
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extension header of GIP-U. This field indicates the structure of
the PDU session user plane frame. The presence of this extension
header is interpreted based on the extension header flag val ue
from gt puFl ags

The basic encoding is 8 bits. The |ayout of basic encoding is as

fol | ows:
MSB - 0 1 2 3 4 5 6 7 - LSB
T T S
| Reserved | 4 bit PDU Type
T T T I S
Exanpl es:

val ue : 0x01

bi nary: 00000001

decode: 0001 - PDU Type val ue
Abstract Data Type: unsigned8
Data Type Semantics: identifier

Additional Information: Refer to Section 5.5.3 of the 3GPP
specification [TS. 38415].

Ref erence: [ RFC-to-be]
5.7. gtpuTotal HirLength

Nane: gt puHeaderLength

El ementI D. TBD1

Description: 8-bit field indicating the total header |ength of the
GIP- U whi ch includes mandatory fields and all the optional headers
as defined in Section 5 of the 3GPP specification [TS. 29281].

Abstract Data Type: unsigned8

Data Type Semantics: identifier

Additional Information: Refer to Section 5 of [TS. 29281].

Ref erence: [RFC-to-be]
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5.8. gtpuHeader Secti on
Nane: gt puHeader Secti on
El ement I D. TBD2
Description: This Information El enent carries a series of n octets
fromthe GIP-U header mandatory fields and all the follow ng
optional headers if any, defined in Section 5 of the 3GPP
specification [TS.29281] as a series of octets in | PFI X
Abstract Data Type: octetArray
Data Type Semantics: default
Additional Information: Refer to Section 5 of [TS.29281].
Ref erence: [ RFC-to-be]
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8. Inplenentation Status
Note to the RFC-Editor: Please renove this section before publishing.

8.1. Cisco |0S XR

Cisco inplemented the following |Es as part of a test inplenentation
in the 10S XR platform

* gt puFl ags
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10.

11.

11.

* gt puMsgType
* gtpuTE d
* gt puSequenceNum
* gt puCFl
* gt puPduType
Security Considerations

There exist no extra security considerations regarding allocation of
these I PFI X | Es conpared to [ RFC7012].

The 1 Es described in this docunent export GIP user plane data

i nformati on on how packets are being forwarded in a 3GPP network.
Applications and operators using the | Es described in this docunent
must evaluate the sensitivity of this information in their

i npl ement ati on context, and apply the data-at-rest storage gui dance
in Section 11.8 of [RFC7011] as appropri ate.

Qper ational Considerations

The I PFI X I Es defined in this docunment require extraction of fields
from packets. There may exist older devices in the network that do
not support extensions defined in this docunent. For those devices

[ RFC7133] defines dataLi nkFrameSection which is a useful nechanismto
export the packet header as a fallback scenario. However, when

dat aLi nkFraneSection is used, Flow aggregation as per [RFC7015] can't
be applied. This docunent will serve as a guideline to extract the
necessary fields fromthe GIP-U header for the above scenari os.
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Appendi x A. | PFI X Encodi ng Exanpl es

In this section, an exanple is provided to show | PFl X encodi ng format
for the GIP-U introduced IEs. Tenplate definition and data set
correspondi ng to an observed GIP-U header is illustrated bel ow

Observed GIP-U Header:

Fl ags = 0x36, Message Type
Sequence nunber = 0x0000,
Next extension header type = 0x85 (PDU Sessi on container),
PDU Type = 0, QFI =8

Oxff, TEID = 0x01,

A.1. Tenplate Record
A.1.1. Tenplate Record and Data Set

Sanpl e tenpl ate consisting of the GIP-U | Es:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| SET ID = 2 | Length = 40 |
e L o i T e ok o i R S
| Tenmplate I D = 256 | Field Count = 8 |
i e e T i e T S e el i i o SR SN R R SR S R S
| 0] gtpuFlags = 505 | Field Length = 1 |
B i s T T i i o S o T Ji I
| 0] gtpuMsgType = 506 | Field Length = 1 |
e I i e S e T Sl L ek ok i N o
| 0] gtpuSequenceNum = 508 | Field Length = 2 |
i e R L e e S e o o i oI SR R S S
| 0] gtpuTE d = 507 | Field Length = 4 |
B i s T T i i o S o T Ji I
| 0] gtpu@-l = 509 | Field Length = 1 |
i e e o i e i i S S e o h
| 0] gtpuPduType = 510 | Field Length = 1 |
i e R L R s e S e ok ok i S TR R R A
| 0] gtpuTotal HdrLength = TBD1 | Field Length = 1 |
B i s T T i i o S o T Ji I
| 0] gtpuHeader Section = TBD2 | Field Length = OXFFFF |
i e s o i e i e S e R R S i S R SR e T

Figure 1: Sanple Tenplate Record

In this exanple, the Tenplate IDis 256, which will be used in the
Dat a Record.

The data set is represented as foll ows:
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+-

+-

+-

I
+
I
I
+
I
+
I
I
+
I

| SET I D = 256 | Length = 32

s i S S S O s s S R S s i ok oI S TR R S

| gtquIags | otpuMsgType | gt puSequenceNum= 0x0000

| = 0x36 | = Oxff I

e i T i T TRIE TR TR T S S e e s sl st s St S e

| gt puTEi d = 0x00000001

B s T S e i i i e e S S S o ol Sl Sk ok St ST S S S S R

| gtpuQrl =8 | gtpuPduType | gtpuTotal Hdr | Length = 16

| | =0 | Length = 16

R i I T S i ol S e i ol SR R R S R R S

| 0x36 Oxf f 0x00 0x8a

e o I e e ol i I T T T S S e e e e i i ol it T R R
| 0x00 0x00 0x00 0x01

R T e i e i i S L S s il o T SR R R S
| 0x00 0x00 0x00 0x85

R i T i e i i S e S S e S
| 0x01 0x10 0x08 0x00

e o I e e ol i I T T T S S e e e e i i ol it T R R

Fi gure 2: Data Set Encoding Fornat
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