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Abst ract

Thi s docunent specifies the IP Flow I nformati on Export (1PFIX)
Information El enents (1 Es) to export Alternate Marki ng neasurenent

dat a.
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 Novenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Al ternat e- Marki ng Met hod (At Mark) [RFC9341] [ RFC9342] is a technique
used to measure packet |oss, delay, and jitter on in-flight packets.

[1-D.ietf-ippnalt-nmark-depl oynment] provides a framework for

Al ternate Marking depl oynents and includes consi derations and

gui dance for application and nmethodol ogy. The IP Flow Information
Export (1PFIX) protocol [RFC7011] [RFC7012] is considered for data
export in Section 6.1 of [I-D.ietf-ippmalt-mark-depl oynent].

[ RFC7012] defines the data types and managenent policy for the

i nformati on nodel of the I PFI X protocol [RFC7011]. This docunent
defines the new | PFI X Information El enments (1Es) for the Alternate
Mar ki ng Met hod.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. AtMark IPFI X Information El ements

This section describes existing Es [ ANA-1PFI X] that are rel evant
for the Alternate Marking application and al so i ntroduces new | Es.

Wth At Mark [ RFC9341] [ RFC9342], each node needs to export the
packet counters and tinestanps at each period for the nonitored fl ow,
according to AltMark operation. To identify and export telenetry
data for an AltMark nonitored flow, it is needed a conbination of

al ready existing IEs and new | Es, which are introduced in this
docunent. A flow can be identified using | Es such as source address,
destination address, protocol and ports. But, according to [ RFC9343]
and any other AltMark protocol extensions, it is also needed to
define new | Es (the flow identifier FlowbnlD, the Period Number, the
Loss flag and the Delay flag) to conplete the AltMark information to
be export ed.

2.1. Flow Deconposition

Dat a deconposition can be achieved on an Alternate-MrKking-aware node
where IPFI X is exported or on the I PFI X data coll ection.

The i pPayl oadPacket Secti on(1 E314) Information El enent (IE) carries a
series of n octets fromthe I P payload, starting sectionOfset(|E409)
octets into the IP payl oad.

When deconposed at the data collection, the packet header sections,
as exanple the I Pv6 options type header described in Section 3.1 of
[ RFC9343] or the Segnent Routing header TLV as described in
Section 3.1 of [I-D.fz-spring-srv6-alt-mark] containing the
Fl omvonl D, Loss and Delay flag are being exposed as part of
i pPayl oadPacket Section(1E314), defined in Section 4.2 of [RFC7133].

The 1 Pv4 payload is that part of the packet that follows the |Pv4
header and any options. The IPv6 payload is the rest of the packet
followi ng the 40-octet |Pv6 header. Note that any extension headers
present are considered part of the payload. The

secti onExportedCct et s(1 E410) expresses how nuch data was observed,
whil e the renmi nder is padding.
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2.2. Flow Aggregation

An Aggregated Flow is sinply an | PFI X Fl ow generated from Ori gi na
Fl ows by an Internedi ate Aggregati on Process.

When bei ng deconposed on an Alternate-Marking-aware node, new | PFI X
entities for Flomvonl D (TBD1l), LossFlag (TBD2) and Del ayFl ag ( TBD3)
are needed so that the data can now be aggregated according to
Section 5 of [RFCr7015].

According to Section 4 of [RFC7015] new Fl ow Keys nmay be derived from
exi sting Fl ow Keys or "pronoted" from specific non-key fields.

Theref ore Fl owvbnl D, LossFl ag and Del ayFl ag are consi dered Fl ow Key
fields.

2.3. Flow Correl ation

The following IPFI X entities are of interest to describe the
relationship to the forwardi ng topol ogy and the control - pl ane.

* Hostnane, ingressinterface(lEL10) and egresslnterface(lEl4)
descri bes on whi ch node which | ogical ingress and egress
i nterfaces have been used to forward the packet.

* Hostname and egressPhysical I nterface(l E253) descri bes on which
node whi ch physical egress interfaces have been used to forward
t he packet.

* Hostnane and i pNext Hopl Pv4Address(| E15) or
i pNext Hopl Pv6Addr ess(1 E62), describes the forwarding path to which
next-hop | P address the packets are forwarded to.

* Hostnane and npl sTopLabel | Pv4Address(|1 E47) or srhActi veSegnent| Pv6
(I E495) describes the forwarding path to which MPLS top | abel |Pv4
address or SRv6 active segnent the packets are forwarded to.

* BGP communities [RFC1997] are often used for setting a path
priority or service selection.
bgpDesti nat i onExt endedConmmuni tyLi st (1 E488) or
bgpDesti nati onCommuni tyLi st (1 E485) or
bgpDesti nati onLar geCommuni tyLi st (1 E491) descri bes which group of
prefixes have been used to forward the packet.
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* Hostnane, sourcel Pv4Address(|E8) or sourcel Pv6Address(| E27),
sourceTransport Port (1 E7), destinationl Pv4Address(1lE12) or
destinationl Pv6Address(1 E28), destinationTransportPort (IlE11),
protocol I dentifier(lE4) describe the forwarding path on each node
fromeach |Pv4 or |Pv6 source address to a specific application in
t he network.

Note that, in case of Link Aggregation Goup (LAG interface, the
ingressinterface IE and egressinterface |E can be used to refer the
| ogi cal LAG port, while ingressPhysicallnterface |IE and

egressPhysi cal Interface | E can be used to indicate the physical
interfaces which are nenbers of the LAG port.

2. 4. Fl ow Measur enents

To cal cul ate | oss, the packet count can be based upon
oct et Del taCount (1 E1) or packet Del t aCount (1 E2).

Wiile, to calculate delay, either flowStartSeconds(!lE150),
flowStart M| 1iseconds(1 E152), flowStartM croseconds(|E154) or

fl owSt art Nanoseconds( | E156), can be used dependi ng on tinestanp
granularity requirenents. It is also possible to use

fl owendSeconds( | E151), floweEndM Il iseconds(| E153),

f 1 owEndM cr oseconds( | E155) or fl owEndNanoseconds( | E157).

It is also defined the PeriodNunber (TBD4), which is needed for
Al t er nat e- Mar ki ng measurenment correl ati on as per
[I-D.ietf-ippmalt-mark-depl oynent].

3. Performance Measurenent Considerations
[I-D.ietf-ippmalt-mark-depl oynent] describes how to manage and
depl oy the AltMark nethod and | PFI X can be used to export the
telenmetry data to the Network Managenent System (NWVS).

An Al ternate-Mrking Domain consists of marking nodes, unmarking

nodes, and transit nodes. These nodes are all |PFI X observation
points, while the I PFI X observation domain is the A tMrk measurenent
donai n.

As specified in the previous sections, the Flow Keys used to define a
flow are, at mninmum FlowbnlD (TBD1), LossFlag (TBD2) and Del ayFl ag
(TBD3). The traditional '5-tuple’ Flow Key of source and destination
| P address, source and destination transport port, and transport
protocol can also be conbined with the Fl ow\vbnl D, LossFl ag and

Del ayFl ag.
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The AltMark Flows are defined separately for |oss measurements and
del ay neasurenents. |In particular, the flow for |oss measurenents
can be aggregated using the 5-tuple, the Fl owvbnl D and the LossFl ag;
while the flow for delay neasurenents can be aggregated using the
5-tuple, the Fl owibnl D and t he Del ayFl ag.

The Fl ow Record, which is observed at each Observation Point,
contains the characteristic properties of the Flow together with the
the measured properties (i.e. packet count and timestanps). Note
that, as specified in [I-D.ietf-ippmalt-nark-deploynment], the

Peri odNunber (TBD4) is cal culated on each Observation Point as the
nmodul o of the local time and the interval of the marking tine period.
The Peri odNunber is associated to each Fl ow Record.

The Fl ow Records are different for |oss neasurenents and del ay
measurenents. The flow record for | oss nmeasurenents can be conposed
by the 5-tuple, the Fl owonl D, the LossFlag, the PeriodNunber and the
packet Del taCount (1 E2); while the flow record for delay neasurenents
can be conposed by the 5-tuple, the Flowivbnl D, the Del ayFl ag, the
Peri odNunber and the flowStartM croseconds(| E154),

f 1 owEndM cr oseconds( | E155).

The 1 PFI X Metering Process paraneters, like the | PFIX Tenpl ate
Record, that generate the Fl ow Records nust be reported to provide
the conpl ete neasurenment context.

The AltMark marking, transit and unmarki ng nodes can be Exporters and
export the data record. The periodicity or export policy is
configurable and it nmust be in line with the AltMark period, as
specified in [I-D.ietf-ippmalt-mark-depl oynment].

The NMS acts as Collector. The loss and delay metrics are conputed
on the NMS by conparing the packet counts and tinestanps at each
Al t Mark period, according to the AltMark techni que [ RFC9341]
[ RFC9342] .
4. | ANA Consi derati ons

Thi s docunent requests IANA to create new el enents under the "I PFI X
Information El enents" registry [ RFC7012] avail able at [IANA-IPFI X].

The al |l ocation policy of these new Information Elenents is Expert
Revi ew (Section 4.5 of [RFC8126]).

The code points are defined in Table 1.
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Tabl e 1:

FlI owivbnl D
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oo o m e e e e e e e e e e e +
| Name | Ref erence |
T oo e m e e e e e e e e e e e e mm e mmmaa o - +
| Fl owvonl D | [RFC-to-be], |
| | RFC9341, RFC9342, RFC9343 |
o o m e e e e e e e e e ee e +
| LossFl ag | [RFC-to-be], |
| | RFC9341, RFC9342, RFC9343 |
T oo e m e e e e e e e e e e e e mm e mmmaa o - +
| Del ayFl ag | [RFC-to-be], |
| | RFC9341, RFC9342, RFC9343 |
o o m e e e e e e e e e ee e +

| PeriodNunber | [RFC-to-be],

| | [I1-Dietf-ippmalt-mark-deployment] |

"I PFI X Al ternate-Marking" Registry

Nane: Fl owiMbnl D

El enent | D:

Descri pti on:

TBD1

The Flow Mnitoring ldentification (FlombnlD) is

described in [RFC9343] and identifies the nonitored flows with
t is 20-bit unsigned integer encoded in the 20 | east

Al tMark. |
significant

bits of the 32 bits, while the

other bits are set to

0. It MJST be set pseudo-randomly by the source node or by a
centralized controller. It is to be noted
been defined since the flowid (1 E148) can be used for other
pur poses and sinultaneously wi th Fl owivbnl D.

Abstract Data Type: unsigned32

Data Type Semantics: identifier

Loss fl ag

enent | D: TBD2

Loss flag (L flag) for

described in [ RFC9343].

Abstract Data Type: bool ean
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Data Type Semantics: flags
4.3. Delay flag

Nane: Del ayFl ag

El ement |1 D: TBD3

Description: Delay flag (D flag) for Single Packet Del ay Measurenent
as described in [ RFC9343].

Abstract Data Type: bool ean

Data Type Semantics: flags
4.4. Period Nunber

Name: Peri odNumnber

El ement 1D TBD4

Description: The Period Nunber (PN), described in
[I-D.ietf-ippmalt-nmark-depl oynent], is used to help to deternine the
packet counts related to the sane bl ock of markers, or the tinestanps
related to the sane narked packet. The PN is associated with each
packet count and timestanp reported.

Abstract Data Type: unsigned64
Data Type Semantics: identifier
5. Security Considerations

Al ternate Marking [ RFC9341] and Multipoint Alternate Marking

[ RFC9342] analyze different security concerns and rel ated sol utions.
These aspects are valid and applicable also to this docunent. In
particul ar the fundanental security requirenment is that Alternate
Mar ki ng MUST only be applied in a specific limted domain, as also
mentioned in [ RFC8799].

There are no additional security considerations regarding allocation
of these new | PFI X | Es conpared to [ RFC7012]. The IEs described in
thi s docunent export AltMark telenetry data. Applications and
operators using the IEs described in this docunent nust evaluate the
sensitivity of this information in their inplementation context and
apply the storage guidance in Section 11.8 of [RFC7011] as
appropri at e.
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