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Abst ract

Thi s docunent defines an Infornation Mdel and specifies a
correspondi ng YANG data nodel for packet discard reporting. The

I nformati on Model provides an inplenentation-independent franmework
for classifying packet loss - both intended (e.g., due to policy) and
uni ntended (e.g., due to congestion or errors) - to enable autonated
network mitigation of unintended packet |oss. The YANG data nodel
specifies an inplenmentation of this Information Mbdel for network
elements with a focus on the interface, device, and control-pl ane

di scards.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://o-

pyl ypenko. gi thub.io/draft-ietf-opsawg-di scardnodel /draft-ietf-opsawg-
di scardnodel . ht. Status information for this docunent nmay be found
at https://datatracker.ietf.org/doc/draft-ietf-opsawg-di scardnodel /.

Di scussion of this docunent takes place on the Operations and
Management Area Working Goup nmailing list (mailto: opsawg@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/
opsawg/. Subscribe at https://ww.ietf.org/nmailnman/listinfo/opsawy/.

Source for this draft and an issue tracker can be found at
https://github. com o- pyl ypenko/draft-ietf-opsawg-di scardnodel .
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1. Introduction

The primary function of a network is to transport and deliver packets
according to service level objectives. For network operators,
under st andi ng both where and why packet |oss occurs within a network
is essential for effective operation. Device-reported packet |oss
provi des the nost direct signal for identifying service inpact.
Wil e certain types of packet |oss, such as policy-based discards,
are intentional and part of nornmal network operation, unintended
packet | oss can inpact custoner services. To automate network
operations, operators nust be able to detect custoner-inpacting
packet |oss, deternmine its root cause, and apply appropriate
mtigation actions. Precise classification of packet loss is thus
crucial to ensure that anomal ous packet loss is easily detected and
that the right action is taken to mtigate the inpact. Taking the
wong action can nmake probl enms worse; for exanple, renmpving a
congest ed device from service can exacerbate congestion by
redirecting traffic to other already congested |inks or devices.

Exi sting netrics for reporting packet |oss, such as iflnD scards,
ifQutDi scards, iflnErrors, and ifQutErrors defined in "The Interfaces
Group MB" [RFC2863] and "A YANG Data Mdel for Interface Managenent"
[ RFC8343], are insufficient for automati ng network operations.

First, they lack precision; for instance, iflnDi scards aggregates al
di scarded i nbound packets w thout specifying the cause, naking it

chal  enging to distingui sh between intended and uni ntended di scards.
Second, these definitions are anbi guous, |eading to inconsistent
vendor inplenentations. For exanple, in sonme inplenentations
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iflnErrors accounts only for errored packets that are dropped, while
in others, it includes all errored packets, whether they are dropped
or not. Many inplenentations support nore discard netrics than
these, however, they have been inconsistently inplenmented due to the
| ack of a standardised classification schene and cl ear semantics for
packet | oss reporting. For exanple, [RFC7270] provides support for
reporting discards per flowin IP Flow Information Export (IPFIX)

[ RFC7011] using the forwardi ngStatus |IPFI X I nformation El enent,
however, the defined drop reason codes also |ack sufficient clarity
to facilitate automated root cause analysis and inmpact mtigation
(e.g., the "For us" reason code).

Thi s docunent defines an Infornmation Mdel (IM and specifies a
correspondi ng YANG Data Mbdel (DM for packet |oss reporting to
address the above issues. The |IM provides precise classification of
packet |oss to enable accurate automated mitigation. The DM
specifies a YANG i npl enentation of this IMfor network el enents,
whi | e mai ntai ni ng consi stency through clear semantics.

The scope of this docunent is |limted to reporting packet |oss at
Layer 3 and franes di scarded at Layer 2. This docunent considers
only the signals that may trigger autonated mitigation actions and
not how the actions are defined or executed. Such considerations are
depl oynent - speci fi c.
Section 3 describes the probl em space and requirenents. Section 4
defines the IMand its classification scheme. Section 5 specifies
the correspondi ng YANG data nodel and inplenmentation requirenents
together with a set of usage exanples, and the conpl ete YANG nodul e
definition. Appendices A and B provide additional context and
i mpl ement ati on gui dance.

1.1. Editorial Note (To be renoved by the RFC Editor)

Note to the RFC Editor: This section is to be renoved prior to
publi cati on.

Thi s docunent contains pl acehol der val ues that need to be repl aced
with finalized values at the tinme of publication. This note
sumrari zes all of the substitutions that are needed.

Pl ease apply the follow ng replacenments:

*  XXXX --> the assighed RFC nunber for this I-D

* 2026-03-03 --> the actual date of the publication of this docunent

Evans, et al. Expires 6 Decenber 2026 [ Page 4]
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Tree diagranms used in this document follow the notation defined in
[ RFC8340] .

Thi s docunent nakes use of the follow ng terns:

Packet discard: It accounts for any instance where a packet is
dropped by a device, regardl ess of whether the discard was
i ntentional or unintentional

I ntended packet discards (Intended discards, for short): Are packets
dropped due to deliberate network policies or configurations
designed to enforce security or Quality of Service (QS). For
exanpl e, packets dropped because they match an Access Control List
(ACL) denying certain traffic types.

5

i nt ended packet discards (Unintended discards, for short): Are
packets that were dropped, which the network operator otherw se
intended to deliver, i.e., which indicates an error state. There
are many possi bl e reasons for unintended packet |oss, including:
erroring links may corrupt packets in transit; incorrect routing
tables may result in packets being dropped because they do not
match a valid route; configuration errors may result in a valid
packet incorrectly matching an ACL and bei ng dropped.

Devi ce discard counters do not by thensel ves establish operator
intent. Discards reported under policy (e.g., ACL/policer)
indicate only that traffic matched a configured rule; such

di scards may still be unintended if the configuration is in error
Determining intent for policy discards requires external context
(e.g., configuration validation and change history) which is out
of scope for this specification

3. Probl em St at enent

The fundanental problemfor network operators is how to automatically
det ect when and where uni ntended packet |oss is occurring and
determne the appropriate action to mtigate it. For any network,
there are a small set of potential actions that can be taken to
mtigate custoner inpact when uni ntended packet |loss is detected, for
exanpl e:
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1. Take a problematic device, link, or set of devices and/or |inks
out of service.

2. Return a device, link, or set of devices and/or |inks back into
servi ce.

3. Myve traffic to other links or devices to alleviate congestion or
avoi d probl ematic paths.

4. Roll back a recent change to a device that mi ght have caused the
probl em

5. Escalate to a network operator as a last resort when autonated
mtigation is not possible.

The ability to select the appropriate nitigation action depends on
four key features of packet |oss:

FEATURE- DI SCARD- SCOPE:  Det ermi nes whi ch devices, interfaces, and/or
flows are inpacted. This also needs to cover control plane
di scards.

FEATURE- DI SCARD- RATE: The rate and/or nagnitude of the discards,
i ndicating the severity and urgency of the problem Rate nmay be
expressed using absolute (e.g., packets per second (pps)) or
relative (e.g., percent) val ues.

FEATURE- DI SCARD- DURATI ON: The duration of the discards which hel ps
to distinguish transient from persistent issues.

FEATURE- DI SCARD- CLASS: The type or class of discards, which is
crucial for selecting the appropriate type of mtigation
Exanpl es may be: error discards may require taking faulty
conponents out of service, no-buffer discards nay require traffic
redistribution, or intended policy discards typically require no
action. Refer to Table 1 for nore exanpl es.

Wil e nmost of FEATURE- DI SCARD- SCOPE, FEATURE- DI SCARD- RATE, and
FEATURE- DI SCARD- DURATI ON are inplicitly supported by the Interfaces
Group M B [ RFC2863] and the YANG Data Mdel for Interface Managenent

[ RFC8343], FEATURE- DI SCARD- CLASS requires a nore detailed
classification scheme than they define. The IMprovided in Section 4
defines such a classification schene to enabl e automated mapping from
discard signals to appropriate mtigation actions (refer to

Appendi x B for exanples).
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4.

.1

Information Mddel (IM

The IMis defined using YANG [ RFC7950], with Data Structure

Ext ensi ons [ RFC8791], allowi ng the nodel to remain abstract and
decoupl ed from specific inplenentations in accordance with [ RFC3444].
Thi s abstraction supports different DM inpl enentati ons, such as YANG
or I PFI X [ RFC7011], while ensuring consistency across

i mpl ementations. Using YANG for the | Menables this abstraction,

| everages the community’s familiarity with its syntax, and ensures

| ossl ess translation to the correspondi ng YANG data nodel, which is
defined in Section 5.

Design note: In order to ease reuse of the I Mstructure by DVs but
wi thout requiring that these DMs to parse the "sx" structure
defined in [RFC8791], main reusable nodes are defined in a conmon
nmodul e (Section 4.3) while the main IMstructure is defined in
Section 4. 4.

Structure

The |1 M defines a hierarchical classification scheme for packet

di scards, which captures where in a device the discards are accounted
(conponent), in which direction of traffic they were flow ng
(direction), whether they were successfully processed or discarded
(type), what protocol layer they belong to (layer), and the specific
reason for any discards (subtypes). This structure enables both

hi gh-1 evel monitoring of total discards (i.e., aggregates) and nore
detailed triage to map to mitigation actions.

The abstract structure of the IMis depicted in Figure 1. The ful
YANG tree diagramof the IMis provided in Appendix C

modul e: ietf-packet-discard-reporting-sx

structure packet-di scard-reporting:
+-- control -plane {pdr-common: control -pl ane-stats}?
| +-- traffic* [direction]
|

+——.discards* [direction]

i nterface* [nane] {pdr-comon:interface-stats}?

|

I

+- -

|  +-- nane string

| +-- traffic* [direction]

| | +-- direction i dentityref
| | +- 12

[

| | +-13

(.
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| +-- no-buffer
| c.
+-- devi ce {pdr-common: devi ce-stats}?
+-- traffic

+-- 12

| ...
+-- 13
I

I

I

I

| ce

| +-- qos
I

+- -

di scards

+-- 12

| ...

+-- 13

| ...

+-- errors

| +- 12
I
+-- 13
| _
+-- interna

+-- 12

I

I

I

I

| .
+-- policy
I

| o

| +-- 13
I
+- -

nolbﬁffer

Figure 1: Abstract IM Tree Structure

The discard reporting can be organized into several types: contro
pl ane, interface, flow, and device. |In order to allow for better
mappi ng to underlying DVs, the | M supports a set of "features" to
control the supported type.

A complete classification path follows the pattern
component/direction/type/l ayer/subtype/ sub-subtype/.../nmetric.
Appendi x A illustrates where these discards typically occur in a
network device. The elements of the tree are defined as foll ows:

*  Conponent :

- control -plane: discards of traffic to or froma device's
control plane.
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*

*

*

- interface: discards of traffic to or froma specific network
interface.

- flow discards of traffic associated with a specific traffic
flow.

- device: discards of traffic transiting the device.
Direction:

- ingress: counters for incom ng packets or franes.
- egress: counters for outgoing packets or franes.
Type:

- traffic: counters for successfully received or transmtted
packets or franes.

- discards: counters for packets or franes that were dropped.
Layer:

- 12: Layer 2 traffic and discards. This covers both frane and
byt e counts.

- 13: Layer 3 traffic and discards. This covers both packet and
byt e counts.

The hierarchical structure allows for future extensions while

mai
as

nt ai ni ng backward conpatibility. New discard types can be added
new branches wi thout affecting existing inplenmentations.

The correspondi ng YANG nodul e is defined in Section 4.4.

4. 2.

Subt ype Definitions

di scards/policy/: These are intended di scards, neani ng packets

Evans,

dropped due to a configured policy, including: ACLs, traffic
policers, unicast Reverse Path Forwardi ng (uRPF) checks,

Di stributed Denial -of -Service (DDoS) protection rules, and

explicit null routes. In practice, ingress DDoS protection
policies are often realized using mechani sms such as ingress
filtering and uRPF ([ RFC2827], [RFC3704], and [RFC8704]), renotely
triggered bl ackholing ([RFC3882], [RFC5635]), or BGP Fl ow
SpecificationZjased filters ([ RFC8955], [RFC8956], and [ RFC9117]);
all such policy-driven discards are reported under this class.
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di scards/errors/: These are unintended discards due to errors in
processi ng packets or franmes. There are nultiple sub-classes:

* discards/errors/l12/rx/: These are franmes discarded due to
errors in the received Layer 2 franme, including: Cyclic
Redundancy Check (CRC) errors, invalid Media Access Contro
(MAC) addresses, invalid VLAN tags, frane size violations
and other mal forned frame conditions.

* discards/errors/13/rx/: These discards occur due to errors in
the received packet, indicating an upstream probl emrather
than an issue with the device dropping the errored packets,
i ncl udi ng: header checksumerrors, MIU exceeded, invalid
packet errors (i.e., incorrect version, incorrect header
I ength, invalid options, and ot her mal forned packet
condi tions).

* discards/errors/|3/ttl-expired: These discards occur due to
TTL (or Hop Iimt) expiry. These can occur, e.g., for the
foll owi ng reasons: normal trace-route operations, end-system
TTL/Hop limt set too low, or routing |oops in the network.

* discards/errors/lI3/no-route/: These discards occur due to a
packet not matching any route in the routing table, e.g.,
whi ch may be due to routing configuration errors or may be
transi ent discards during convergence.

* discards/errors/internal/: These discards occur due to
i nternal device issues, including: parity errors in device
menory or other internal hardware errors. Any errored
di scards not explicitly assigned to other classes are al so
accounted for here.

di scards/ no-buffer/: These are discards due to buffer exhaustion
(that is congestion related discards). These can be tail-drop
di scards or due to an active queue nmanagenent al gorithm such as
Random Early Detection (RED) [ RED93] or Controlled Delay (CoDel)
[ RFC8289] .

An exanpl e of possible signal-to-mtigation action mapping is
provi ded i n Appendi x B

4.3. "ietf-packet-discard-reporting-comon" YANG Mdul e

The "ietf-packet-discard-reporting-comon” nodule inports "ietf-yang-
types" defined in [ RFC9911].

Evans, et al. Expires 6 Decenber 2026 [ Page 11]
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<CODE BEG NS>
file "ietf-packet-discard-reporting-comon@026-03-03. yang"
modul e i etf-packet-discard-reporting-comon {
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:"
+ "ietf-packet-discard-reporting-common";
prefix pdr-conmon;

import ietf-yang-types {
prefix yang;
ref erence
"RFC 9911: Common YANG Data Types";

}

organi zati on

"I ETF OPSAWG ( Oper ati ons and Managenent Area Wirking G oup)";
cont act

"WG Web: https://datatracker.ietf.org/wy/ opsawg/

WG List: OPSAWG <mai |t o: opsawg@ et f. org>

Edi t or: John Evans
<mai | t 0: j evananz @nazon. co. uk>

Edi t or: A eksandr Pyl ypenko
<mai | t 0: opyl ypenko@vi di a. con

Aut hor : Jeffrey Haas
<mai | t 0: j haas@ uni per. net >

Aut hor : Avi ran Kadosh
<mai | t 0: akadosh@i sco. con®

Edi t or: Mohamed Boucadair
<mai | t o: nohaned. boucadai r @r ange. conmp";
description
"Thi s nodul e defines a conmon YANG nodul e for packet discard
reporting.

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).
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Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revi si on 2026-03-03 {
description
“Initial revision.";

ref erence
"RFC XXXX: Informati on and Data Model s for Packet Discard
Reporting";
}
/*
* Features
*/

feature control -plane-stats {
description
"I ndi cates support of control plane discard statistics.";
}

feature interface-stats {
description
"I ndi cates support of interface discard statistics."”;
}

feature fl owreporting {
description
"Indi cates support of flow discard reporting.”;
}

feature device-stats {
description
"I ndi cates support of global device discard statistics.";
}

/*
* |dentities
*/

identity direction {

description
"Defines a direction for the reported statistics.";
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identity ingress {
base direction;
description
"Reports statistics for the received packets from
the network.";

}

identity egress {
base direction;
description
"Reports statistics for the sent packets to
to the network.";

}

identity address-famly {
description
"Defines a type for the address fanmily.

This identity is defined here rather than inporting
it fromother YANG nodules to sinplify inplenentations
and avoi d inheriting dependenci es of those nodul es.

Addi tional address fam lies can be added by defining
identities derived fromthis base identity, w thout
af fecting existing inplenentations."”;

}

identity ip {
base address-famly;
description
"ldentity for IP address famly.";
}

identity ipvéd {
base i p;
description
"ldentity for |IPv4 address famly.";
}

identity ipv6 {
base i p;
description
"ldentity for IPv6 address famly.";
}

/*
* &roupi ngs
*/
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groupi ng basi c-packets {

description

"G ouping for packet counters.";
| eaf packets {

type yang: count er 64;

description

"Nurmber of packets.";

}

}

groupi ng basi c- packets-bytes {

description

"Grouping for packet and byte counters.";
uses basi c- packets;
| eaf bytes {

type yang: count er 64;

description

"Nurmber of bytes.";

}

}

groupi ng basic-franes {

description

"Grouping for Layer 2 frane counters.";
| eaf frames {

type yang: count er 64;

description

"Nunmber of Layer 2 franmes.";

}

}

grouping | 2-traffic {

description

"Grouping for Layer 2 frane and byte counters.";
uses basi c-framnes;
| eaf bytes {

type yang: count er 64;

description

"Nurmber of Layer 2 bytes.";

}

}

grouping | 3-traffic {
description
"Layer 3 traffic counters per address famly.";
list address-fam|ly-stat {
key "address-fam|y";
description
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"Reports per address famly traffic counters.";
| eaf address-famly {
type identityref {
base address-fam|ly;
}

description
"Specifies an address famly.";
}
uses basi c- packet s- byt es;
cont ai ner unicast {
description
"Unicast traffic counters.”;
uses basi c- packet s- byt es;
}
contai ner multicast {
description
"Mul ticast traffic counters.";
uses basi c- packet s- byt es;
}
cont ai ner broadcast ({
when "derived-fromor-self(../address-famly
+ "’ pdr-common:ipvd )" {
description
"Only applicable for IPv4.";

}

description
"Broadcast traffic counters.”;
uses basi c- packet s- byt es;
}
}
}

groupi ng class-list {
description
"Cl ass-based traffic counters.";
list class {
key "id";
m n-el enents 1;
description
"Class traffic counters.";
leaf id {
type string;
description
"Indicates a Quality of Service (QS) class
identifier.";
}

uses basi c- packet s- byt es;
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}

groupi ng qos {

description
"QS traffic counters.";

cont ai ner gos {
presence "QoS statistics are available.";
description

"Per-class QS traffic counters.™;

uses class-1list;

}
}

grouping traffic {
description
"All traffic counters.";
container 12 {
description
"Layer 2 traffic counters.”;
uses | 2-traffic;
}
container 13 {
description
"Layer 3 traffic counters.";
uses | 3-traffic;
}
uses (os;

}

grouping errors-12-rx {
description
"Layer 2 ingress frame error discard counters."”;
container rx {
description
"Layer 2 ingress frame receive error discard
counters.";
| eaf frames {
type yang: count er 64;
description
"The number of franes discarded due to errors
with the received frane.";
}
| eaf crc-error {
type yang: count er 64;
description
"The number of received frames di scarded due to
Cyclic Redundancy Check (CRC) error.";
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| eaf invalid-mac {
type yang: count er 64;
description
"The number of received frames di scarded due to
an invalid Media Access Control (MAC) address.";
}
| eaf invalid-vlan {
type yang: count er 64;
description
"The number of received frames di scarded due to
an invalid VLAN tag.";

| eaf invalid-frame {
type yang: count er 64;
description
"The nunber of invalid received franes di scarded due to
other reasons, not limted to: mal fornmed franes,
frane-size violations.";

}
}
}

grouping errors-13-rx {
description
"Layer 3 ingress packet error discard counters.";
container rx {
description
"Layer 3 ingress packet receive error discard
counters.";
| eaf packets {
type yang: count er 64;
description
"The nunber of Layer 3 packets di scarded due to
errors in the received packet.";
}
| eaf checksumerror {
type yang: count er 64;
description
"The nunber of received packets discarded due
to a checksumerror.";

| eaf ntu-exceeded {
type yang: count er 64;
description
"The nunber of received packets discarded due to
MIU exceeded. ";

| eaf invalid-packet {
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type yang: count er 64;
description
"The nunber of received invalid packets discarded
to other reasons, not limted to: invalid packet
invalid header fields, invalid options, invalid p
version, invalid flags or control bits, malformed
packets.";

}

|l eaf ttl-expired {
type yang: count er 64;
description
"The nunber of received packets discarded due to
expired TTL or Hop Limt exceeded.";
}
| eaf no-route {
type yang: count er 64;
description
"The nunber of received packets discarded due to not
mat ching a valid route.";

| eaf invalid-sid {

type yang: count er 64;

description
"The nunber of received packets discarded due to an
invalid Segrment Routing over |Pv6 (SRv6) segnent
identifier (SID).
For SR-MPLS, invalid SIDs have to be accounted
under invalid-Iabel.";

| eaf invalid-Iabel {
type yang: count er 64;
description
"The nunber of received packets discarded due to an
invalid MPLS | abel . ";
}
}

grouping errors-13-int {
description
"Internal error discard counters."”;
| eaf packets {
type yang: count er 64;
description
"The nunber of packets discarded due to interna
errors.";

| eaf parity-error {
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type yang: count er 64;

description
"The nunber of packets discarded due to parity
errors.";

}
}

grouping errors-12-tx {
description
"Layer 2 transmt error discard counters.";
container tx {
description
"Layer 2 transmit frame error discard counters.";
| eaf frames {
type yang: count er 64;
description
"The nunber of Layer 2 franes discarded due to
errors when transmtting.";

}
}
}

grouping errors-13-tx {
description
"Layer 3 transmt error discard counters.";
container tx {
description
"Layer 3 transmt packet error discard counters.";
| eaf packets {
t ype yang: count er 64;
description
"The nunber of Layer 3 packets di scarded due to
errors when transmtting.";
}
}
}

grouping errors {
description
"Error discard counters.";
container 12 {
description
"Layer 2 frame error discard counters.";
uses errors-|2-rx;
uses errors-| 2-tx;
}
container I3 {
description
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"Layer 3 packet error discard counters.";
uses errors-1|3-rx;
uses errors-| 3-tx;
}
container internal {
description
"Internal error discard counters.";
uses errors-13-int;

}
}

grouping policy-12 {
description
"Layer 2 policy franme discard counters.";
| eaf frames {
type yang: count er 64;
description
"The number of Layer 2 franes di scarded due

to policy.";
}
| eaf acl {
type yang: count er 64;
description
"The nunber of frames di scarded due to Layer 2
Access Control Lists (ACLs).";
}

}

groupi ng policy-13 {
description
"Layer 3 policy packet discard counters.";
| eaf packets {
type yang: count er 64;
description
"The nunber of Layer 3 packets discarded due to policy.";

| eaf acl {
type yang: count er 64;
description
"The nunber of packets discarded due to Layer 3 ACLs.";
}
contai ner policer {
description
"The nunber of packets di scarded due to policer
viol ations.";
uses basi c- packet s- byt es;
contai ner classes {
presence "Per-class policer statistics are available.";
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description
"Per-class policer discard counters
uses class-1Iist;

}

| eaf null-route {
type yang: count er 64;
description
"The nunber of packets discarded due
a null route.";

}
| eaf rpf {
type yang: count er 64;
description
"The nunber of packets discarded due
Reverse Path Forwardi ng (RPF) check

}
| eaf ddos {
type yang: count er 64;
description
"The nunmber of packets discarded due
Deni al - of - Servi ce (DDoS) protection
}
}

groupi ng di scards {
description
"Discard counters.";
container 12 {
description
"Layer 2 franme discard counters.";
uses | 2-traffic;
}
container 13 {
description
"Layer 3 packet discard counters.";
uses | 3-traffic;
}
container errors {
description
"Error discard counters.";
uses errors;
}
contai ner policy {
description
"Policy-related discard counters."”;
uses policy;

}
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cont ai ner no-buffer ({
description
"Di scard counters due to buffer unavailability.";
uses (os;
}
}

groupi ng policy {
description
"Policy-related discard counters.";
container 12 {
description
"Layer 2 policy franme discard counters.";
uses policy-12;
}
container 13 {
description
"Layer 3 policy packet discard counters.";
uses policy-13;
}
}

grouping traffic-and-discards {
description
"Specifies overall traffic and discard counters.";
container traffic {
description
"Traffic counters.";
uses traffic;
}
cont ai ner di scards {
description
"Di scard counters.";
uses di scards;

}
}

grouping interface {
description
"Interface-level traffic and discard counters.";
list traffic {
key "direction";
description
"Traffic counters.";
| eaf direction {
type identityref {
base direction;

}
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description
"Specifies a direction.";

uses traffic;

list discards {

key "direction";
description

"Discard counters."”;
| eaf direction {

type identityref {

base direction;
}

description
"Specifies a direction.";
}

uses di scards;

}
}

groupi ng control -plane {
description
"Control plane packet counters.";
list traffic {
key "direction";
description
"Total control plane packets.";
| eaf direction {
type identityref {
base direction;
}

description
"Specifies a direction.";
}

uses basi c- packet s- byt es;

list discards {

key "direction";
description

"Control plane packet discard counters."”;
| eaf direction {

type identityref {

base direction;
}

description
"Specifies a direction.”;
}

uses basi c- packet s- byt es;
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container policy {
description
"Nurmber of control plane packets discarded due to policy.";
uses basi c- packets;

}

}
<CODE ENDS>

4. 4. "ietf-packet-discard-reporting-sx" YANG Modul e

The "ietf-packet-discard-reporting-sx" nodul e uses the "sx" structure
defined in [ RFC8791] and al so inports the "ietf-packet-discard-
reporting-conmmon” nodul e (Section 4.3).

<CODE BEG NS> file "ietf-packet-discard-reporting-sx@026-03-03. yang"
nmodul e i etf-packet-discard-reporting-sx {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-packet-di scard-reporting-sx”;
prefix pdr-sx;

i mport ietf-packet-discard-reporting-comon {
prefix pdr-comon;

ref erence
"RFC XXXX: Infornmation and Data Mddels for Packet D scard
Reporting";
}
i mport ietf-yang-structure-ext {
prefix sx;
ref erence

}

"RFC 8791: YANG Data Structure Extensions";

organi zati on

"I ETF OPSAWG ( Operati ons and Managenent Area Wrking G oup)";
cont act

"WG Web: https://datatracker.ietf.org/wy/ opsawg/

WG List: OPSAWG <nmmi |t o: opsawg@ et f. org>

Edi t or: John Evans
<mai | t 0: j evananz @nazon. co. uk>

Edi t or: A eksandr Pyl ypenko
<mai | t 0: opyl ypenko@vi di a. con®

Aut hor : Jeffrey Haas

Evans, et al. Expires 6 Decenber 2026 [ Page 25]



I nternet-Draft IMand DM for Packet Discard Reporting June 2026

<mai | t o: j haas@ uni per. net >

Aut hor : Avi ran Kadosh
<mmi | t o: akadosh@i sco. conm

Edi t or: Mohaned Boucadai r
<mai | t o: mohaned. boucadai r @r ange. conms";
description
"This nodul e defines an information nodel for packet discard
reporting.

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

Al'l revisions of IETF and | ANA published nodul es can be found
at the YANG Paraneters registry group
(https://ww. i ana. org/ assi gnnent s/ yang- par anet ers).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revisi on 2026-03-03 {
description
"Initial revision.";

ref erence
"RFC XXXX: Infornmation and Data Mddels for Packet D scard
Reporting";
}
/*
* Main structure definition
*/

sx: structure packet-di scard-reporting {
description
"Specifies the abstract structure of packet discard
reporting data.";
cont ai ner control -pl ane {
i f-feature "pdr-common: control -pl ane-stats";
description
"Control plane packet counters.";
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uses pdr-comon: control -pl ane;

—_—

ist interface {
if-feature "pdr-common:interface-stats";
key "nane";
description
"Indicates a list of interfaces for which packet
discard reporting data is provided.";
| eaf nane {
type string;
description
"Indi cates the nanme of the interface."”;

}

uses pdr-comon:interface;

—_——

ist flow/{
i f-feature "pdr-common: fl owreporting”;
key "direction";
| eaf direction {
type identityref {
base pdr-comon: direction;
}
description
"Specifies a direction.";
}
description
"Fl ow packet counters.";
uses pdr-comon:traffic-and-di scards;
}
cont ai ner device {
i f-feature "pdr-common: devi ce-stats";
description
"Device | evel packet counters.";
uses pdr-comon:traffic-and-di scards;
}
}

}
<CODE ENDS>

5. Data Mdel (DM
This DM inplements the IMdefined in Section 4 for the interface,
devi ce, and control -pl ane conmponents. It is a device nodel per
Section 2.1 of [RFC8969]. Specifically, it is a device-loca

(network el enent) operational state nodel: counters are scoped to a
single device (interfaces and control plane).
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The | M defines the abstract classification tree using YANG data
structure extensions [RFC8791]. This DMinports that nodul e and
reuses the same groupi ngs and hierarchy of conponents, directions,

| ayers, and discard classes, attaching themvia augnent statenents to
exi sting YANG nodul es for routing, interfaces, and | ogical network

el ements. The flow conponent is defined only in the IMfor use by
floworiented data nodels and are not instantiated in this DM

5. 1. Structure

There is a direct mapping between the | M conponents and their DM

i npl ementations, with each conponent in the hierarchy represented by
correspondi ng YANG contai ners and | eaf data nodes. The abstract tree
is shown in Figure 2.

nmodul e: ietf-packet-discard-reporting

augnment /rt:routing/rt:control-plane-protocols
/rt:control-plane-protocol
+--ro discard-stats {control -pl ane-stats}?
+--ro discard-order-capability* identityref
+--ro traffic* [direction]
| .

+--ro discards* [direction]

augrment /if:interfaces/if:interface/if:statistics:

+--ro class* [id]

+--ro discard-order-capability* identityref {interface-stats}?
+--ro traffic* [direction] {interface-stats}?

| +--ro direction i dentityref

| +-rol2

|1 ...

| +--ro 13

|1 ...

| +--ro gos!

I

I

+--ro discards* [direction] {interface-stats}?

+--ro direction i dentityref
+--ro | 2

| ...

+--ro |3

| ...
+--ro0 errors
| +--ro 12

I

| +-ro 13
[

I

+--ro interna
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| C.
+--ro0 policy
| +--ro 12
|1 ...
| +--ro 13
| C.
+--ro no-buffer

+--ro gos!

+--ro class* [id]

augnment /Il ne: | ogical - networ k- el enents/ | ne: | ogi cal - net wor k- el enent:
+--ro discard-stats {device-stats}?

+--ro class* [id]

+--ro discard-order-capability* i dentityref
+--ro traffic

| +--ro 12

[

| +--ro 13

[

| +--ro gos!

I

|

+--ro discards
+--ro |2
+--ro |13
+--ro0 errors
| +-rol2

+--ro |3

+--ro interna

+--ro |2

I

I

I

I

| o
+--1r0 policy
I

| ..

| +--ro 13
I

+

--ro ﬁblbuffer
+--ro gos!
+--ro class* [id]

Figure 2: Abstract DM Tree Structure

The full tree structure is provided in Appendi x D.
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5.2. Inplenentation Requirements

The following requirenments apply to the inplenentation of the DM and
are intended to ensure consistent inplenentation across different
vendors and platforns while allowing for platformspecific

optinmi sations where needed. While the DM defines a conprehensive set
of counters and statistics, inplenmentations MAY support a subset of
the defined features based on device capabilities and operationa
requi renents. However, inplenmentations MJST clearly docunment which
features are supported and how they nmap to the DM

Requirenments 1-13 relate to packets forwarded or discarded by the
device, while requirenent 14 relates to packets destined for or
originating fromthe device

1. Al'l instances of Layer 2 frame or Layer 3 packet receipt,
transm ssion, and discards MJST be accounted for

2. Al'l instances of Layer 2 frame or Layer 3 packet receipt,
transm ssion, and discards SHOULD be attributed to the physica
or logical interface of the device where they occur. Were they
cannot be attributed to the interface, they MJST be attributed
to the device

3. An individual frame MJST only be accounted for by either the
Layer 2 traffic class or the Layer 2 discard classes within a
single direction or context, i.e., ingress or egress or device.
This is to avoid double counting.

4. An individual packet MJUST only be accounted for by either the
Layer 3 traffic class or the Layer 3 discard classes within a
single direction or context, i.e., ingress or egress or device.
This is to avoid double counting.

5. A frame accounted for at Layer 2 MJST NOT be accounted for at
Layer 3 and vice versa. This is to avoid double counting.

6. The aggregate Layer 2 and Layer 3 traffic and discard cl asses
SHOULD account for all underlying frames or packets received,
transmtted, and discarded across all other classes. There
m ght be exceptions when distinct discontinuity tines are
observed for nore granul ar discards.

7. The aggregate QoS traffic and no-buffer discard classes MJST

account for all underlying packets received, transmtted, and
di scarded across all other classes.
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10.

11.

12.

13.

14.

5. 3.

In addition to the Layer 2 and Layer 3 aggregate classes, an
i ndi vi dual di scarded packet MJST only account against a single
error, policy, or no-buffer discard subcl ass.

When there are multiple reasons for discarding a packet, the
ordering of discard class reporting MJST be defined. Typically,
this can be exposed by an inplenmentation by nmeans of discard-
order-capability.

If Diffserv [RFC2475] is not used, no-buffer discards MJST be
reported as class[id="0"], which represents the default class.

When traffic is mirrored, the discard nmetrics MJST account for
the original traffic rather than the reflected traffic.

No- buf fer discards can be realized differently with different
menory architectures. Wether a no-buffer discard is attributed
to ingress or egress can differ accordingly. For successfu
auto-mitigation, discards due to an egress interface congestion
MUST be reportable on egress, while discards due to device-I|eve
congestion (e.g., due to exceeding the device forwarding rate)
MUST be reportabl e on ingress.

When the ingress and egress headers differ (for exanple, at a
tunnel endpoint), the discard class attribution MIST relate to
the outer header at the point of discard.

Traffic to the device control plane (to-CPU) has its own cl ass.
Traffic fromthe device control plane (from CPU is accounted
for by origin, independent of the forwardi ng nechanism(e.g.,
any egress policer it traverses), and MJST al so be accounted for
in the sane way as other egress traffic.

Usage Exanpl es

Thi s section assunes that no class of service is inplenented.

If all of the requirenents listed in Section 5.2 are nmet, a "good"
uni cast | Pv4 packet received would increnent:

*

*

*

Evans,

interface/traffic[direction="ingress"]/I| 3/ address-fam|y-
stat[address-fam | y="ipv4"]/uni cast/packets

interface/traffic[direction="ingress"]/I 3/ address-famly-
stat[address-fam | y="ipv4"]/unicast/bytes

interface/traffic[direction="ingress"]/qos/class[id="0"]/packets
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*

interface/traffic[direction="ingress"]/qos/class[id="0"]/bytes

A received unicast |Pv6 packet discarded due to Hop Limt expiry
woul d increnent:

*

interface/traffic[direction="ingress"]/I| 3/ address-family-
stat[address-fam | y="i pv6"]/uni cast/packets

interface/traffic[direction="ingress"]/I| 3/ address-fam|y-
stat[address-fam | y="ipv6"]/uni cast/bytes

interface/discards[direction="ingress"]/errors/13/ttl-expired
| Pv4 packet discarded on egress due to no buffers would increnment:

interface/discards[direction="egress"]/| 3/ address-fam |y-
stat[address-fam | y="i pv4"]/uni cast/packets

interface/discards[direction="egress"]/I| 3/ address-fanily-
stat[address-fam | y="ipv4"]/uni cast/bytes

i nterface/di scards[direction="egress"]/no-buffer/
class[id="0"]/packets

i nterface/di scards[direction="egress"]/no-buffer/
class[id="0"]/bytes

A multicast | Pv6e packet dropped due to RPF check failure would
i ncrement:

*

Evans,

interface/di scards[direction="ingress"]/|3/address-family-
stat[address-fam | y="ipv6"]/nmul ti cast/packets

interface/discards[direction="ingress"]/|3/address-fam|y-
stat[address-fam | y="ipv6"]/multicast/bytes

i nterface/di scards[direction="ingress"]/policy/l3/rpf

"good" Layer-2 frame received would increnent:

interface/traffic[direction="ingress"]/I|2/franes

interface/traffic[direction="ingress"]/I|2/bytes

interface/traffic[direction="ingress"]/qos/class[id="0"]/bytes
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5.4. "ietf-packet-discard-reporting" YANG Modul e

The "ietf-packet-discard-reporting" nodul e inmports "ietf-packet-

di scard-reporting-common” (Section 4.3), "ietf-netconf-acnt

[ RFC8341], "ietf-interfaces" [RFC8343], "ietf-routing" [RFC8349], and
"ietf-logical -network-elenment” [RFC8530].

<CODE BEG NS> file "ietf-packet-discard-reporti ng@026-03-03. yang"
modul e i etf-packet-discard-reporting {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-packet-discard-reporting”;
prefix pdr;

i mport ietf-packet-discard-reporting-comon {
prefix pdr-conmon;
ref erence
"RFC XXXX: Information and Data Mddel s for Packet Discard
Reporting";
}
i mport ietf-netconf-acm {
prefix nacm
reference
"RFC 8341: Network Configuration Access Control Mdel";

}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Model for Interface Managenent";
}
inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA Version)"
}

i mport ietf-1ogical-network-elenment {
prefix | ne;
ref erence
"RFC 8530: YANG Mbdel for Logical Network El enents”;

}

organi zati on

"I ETF OPSAWG ( Oper ati ons and Managenent Area Wrking G oup)"”;
cont act

"WG Web: https://datatracker.ietf.org/wy/ opsawg/

WG List: OPSAWG <nmmi |t o: opsawg@ et f. org>
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Edi t or: John Evans
<mai | t 0: j evananz @mnazon. co. uk>

Edi tor: A eksandr Pyl ypenko
<mai | t 0: opyl ypenko@vi di a. con®

Aut hor : Jeffrey Haas
<mai | t 0: j haas@ uni per . net >

Aut hor : Avi ran Kadosh
<mmi | t o: akadosh@i sco. con®

Edi t or: Mohamed Boucadair
<mai | t o: mohaned. boucadai r @r ange. come";
description
"This nodul e defines a data nodel for packet discard reporting.

Copyright (c) 2026 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Revised BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

Al'l revisions of IETF and | ANA published nodul es can be found
at the YANG Paraneters registry
(https://ww. i ana. org/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revisi on 2026-03-03 {
description
"Initial revision.";

ref erence
"RFC XXXX: Infornmation and Data Mddels for Packet D scard
Reporting";
}
/*
* |dentities
*/

identity discard-class {
description
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"Base identity to identify the discard class.";

}

identity layer2 {
base di scard-cl ass;
description
"Indi cates a Layer 2 discard.";

}

identity layer3 {
base di scard-cl ass;
description
"Indi cates a Layer 3 discard.";

}

identity internal {
base di scard-cl ass;
description
"I ndicates an internal discard.";

}

identity policy {
base di scard-cl ass;
description
"Indicates a discard due to a policy.";

}

identity no-buffer {
base di scard-cl ass;
description
"I'ndi cates a discard due to buffer unavailability.";

}

/*
* &roupi ngs
*/

groupi ng di scard-order-policy {
description
"Defines the inplenentation-specific precedence of discard
cl asses when multiple discard reasons apply to a single
packet .

The list is ordered from highest to | owest precedence.";
| eaf-1ist discard-order-capability {

type identityref {
base di scard-cl ass;
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config fal se;
description
"The discard class identity that has this precedence.";

}
}

/*
* Main structure definition
*/

augrment "/rt:routing/rt:control-plane-protocol s"
+ "/rt:control -pl ane-protocol " {
i f-feature "pdr-common: control - pl ane-stats";
description
"Adds control plane discard counters.”;
contai ner discard-stats {
nacm def aul t - deny- al |
config fal se;
description
"List of control plane discard counters."”;
uses di scard-order-policy;
uses pdr-comon: control -pl ane;

}

augrment "/if:interfaces/if:interface/if:statistics" {
if-feature "pdr-comon:interface-stats"”;
description
"Adds packet discard reporting to the interface statistics.";
uses di scard-order-policy;
uses pdr-comon:interface;

augrment "/1ne: | ogical - net wor k- el ement s*
+ "/l ne:logical -network-el enment" {
i f-feature "pdr-common: devi ce-stats”;
description
"Adds device |evel packet counters.";

cont ai ner discard-stats {
nacm def aul t - deny- al |
config fal se;
description
"List of device level discard counters.";
uses di scard-order-policy;
uses pdr-comon:traffic-and-di scards;
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<CODE ENDS>

6. Operational Considerations

6. 1.

Depl oynent Experience

This section captures practical insights gained frominplenenting the
model across multiple vendors' platforns, as gui dance for future
i npl ement ers and operators:

1.

Evans,

The nunber and granularity of discard classes defined in the IM

represent a conpronmise. It ains to provide sufficient detail to
enabl e appropriate automated actions whil e avoi di ng excessive
detail, which may hinder quick problemidentification

Additionally, it helps to limt the quantity of data produced per
interface, constraining the data volune and device CPU i npacts.
Wi le further granularity is possible, the defined schena has
generally proven to be sufficient for the task of mitigating
uni nt ended packet | oss.

There are many possi ble ways to define the discard classification
tree. For exanple, an approach is to use a multi-rooted tree,
rooted in each protocol. Instead, a better approach is to define
a tree where protocol discards and causal discard classes are
accounted for orthogonally. This decision reduces the number of
combi nations of classes and has proven sufficient for deternining
mtigation actions.

Platfornms often account for the nunber of packets di scarded where
the TTL has expired (or IPv6 Hop Linit exceeded), and the device
CPU has returned an | CVP Ti me Exceeded nessage [ RFC4884]. There
is typically a policer applied to linmt the nunber of packets
sent to the device CPU, however, which inplicitly limts the rate
of TTL discards that are processed. One nethod to account for

al | packet discards due to TTL expired, even those that are
dropped by a policer when being forwarded to the CPU, is to use
accounting of all ingress packets received with TTL=1 as a proxy
nmeasur e.

Where no route discards are inplenented with a default nul
route, separate discard accounting is required for any explicit
null routes configured in order to differentiate between

i nterface/ingress/discards/policy/null-route/packets and

i nterface/ingress/discards/errors/no-route/packets.

It is useful to account separately for transit packets discarded

by ACLs or policers, and packets discarded by ACLs or policers
which Iimt the nunber of packets to the device control plane.
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6. It is not possible to identify a configuration error (e.g., when
i nt ended di scards are unintended) with device discard netrics
al one. For example, additional context is needed to determine if
ACL discards are intended or due to a m sconfigured ACL (i.e.,
with configuration validation before deploynment or by detecting a
significant change in ACL discards after a configuration change
conmpared to before).

7. Aggregate counters need to be able to deal with the possibility
of discontinuities in the underlying counters.

8. Wiile the classification tree is seven | evels deep, a mninal
i npl ementation may only inplenment the top six.

6.2. Anchoring Flow Structure

The characterization of a fl ow depends on the underlying data nodel
that adheres to the IM Fromthat standpoint, the | M does not nake
an assunption about flow characterization and identification. Future
floworiented data nodels MJST ensure that the flow structure is
anchored so that the discards are unanbi guously associated with a

fl ow.

7. Inplenmentation Status

Note to RFC Editor: This section is to be renoved before publication
as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

7.1. Information Mdel |nplenentations

The I M defined in Section 4 has been inplenmented or mapped on at
| east nine hardware platforms across four vendors, including:

*  Broadcom Trident, Tomahawk 1, Tomahawk 3, Tomahawk 5
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* Cisco: QOOL
*  Juniper: MX, PTX, X
* Marvell: TLY
7.2. Data Model |nplenentations

A YANG conpl i ant open-source SLAX script inplements a subset of the
DM defined in Section 5 for Juniper MX routers. This inplenentation
is available at:

* https://github. conl o-pyl ypenko-aws/draft-ietf-opsawg-di scardnodel -
sampl e/ (https://github. com o-pyl ypenko-aws/draft-ietf-opsawg-
di scar dnodel - sanpl e/)

Practical observations fromthese inplenentations are reflected in
Section 6. 1.

8. Security Considerations
8.1. Infornation Mdel

The I M defined in Section 4.4 specifies a YANG nodul e usi ng [ RFC8791]
data extensions. As such, there are no additional security issues
related to the YANG nodul e that need to be consi dered.

The "ietf-packet-discard-reporting-comobn” YANG nodul e defines a set
of identities, types, and groupi ngs. These nodes are intended to be
reused by other YANG nodul es. The nodule by itself does not expose
any data nodes that are witable, data nodes that contain read-only
state, or RPCs. As such, there are no additional security issues
related to the YANG nodul e that need to be consi dered.

Modul es that use the groupings that are defined in the "ietf-packet-
di scard-reporting-comon” nodul e should identify the correspondi ng
security considerations.

8.2. Data Mbdel

This section is nodeled after the tenplate described in Section 3.7.1
of [ RFC9907].
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The YANG nodul e specified in Section 5.4 defines a data nodel that is
designed to be accessed via YANG based managenent protocols, such as
Net wor k Configuration Protocol (NETCONF) [RFC6241] and RESTCONF

[ RFC8040]. These YANG based nanagenent protocols (1) have to use a
secure transport layer (e.g., Secure Shell (SSH [RFC4252], TLS

[ RFC8446], and QUI C [ RFC9000]) and (2) have to use mutual

aut henti cati on.

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are no particularly sensitive witable data nodes.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

rt:control -pl ane-protocol /pdr:discard-stats, if:statistics/
pdr:traffic, if:statistics/pdr:discards, and | ne: |l ogical - net work-
el ement/ pdr: di scard-stats: Access to these data nodes woul d revea
i nformati on about the attacks to which an el enment is subject,
m sconfi gurations, etc.

Al so, an attacker who can inject packets can infer the efficiency
of its attack by nonitoring (the increase of) sone discard
counters (e.g., policy) and adjust its attack strategy

accordi ngly.

9. | ANA Consi derations

I ANA is requested to register the following URI in the
subregistry within the "I ETF XML Regi stry" [ RFC3688]:

ns

URI: wurn:ietf:paramnms:xm:ns:yang:ietf-packet-discard-reporting-conmon
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanmespace.

URI: urn:ietf:paranms:xnl:ns:yang:ietf-packet-discard-reporting-sx
Regi strant Contact: The |ESG

XM.: N A; the requested URI is an XM. nanespace

URI: wurn:ietf:parans: xm:ns:yang:ietf-packet-discard-reporting
Regi strant Contact: The |ESG

XM: N A; the requested URI is an XM. nanmespace
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I ANA is requested to register the following YANG nodul e in the "YANG
Modul e Nanmes" subregistry [ RFC6020] within the "YANG Paraneters"”
registry:

Nane: ietf-packet-discard-reporting-conmmon
Nanmespace:
urn:ietf:parans: xnm :ns:yang:ietf-packet-discard-reporting-common
Prefix: pdr-conmmon
Mai nt ai ned by | ANA? N
Ref erence: RFC XXXX

Nane: ietf-packet-discard-reporting-sx

Nanmespace: urn:ietf:params: xm:ns:yang:ietf-packet-discard-reporting-sx
Prefix: pdr-sx

Mai nt ai ned by | ANA? N

Ref erence: RFC XXXX

Nane: ietf-packet-discard-reporting
Nanmespace: wurn:ietf:paramnms:xm:ns:yang:ietf-packet-discard-reporting
Prefix: pdr

Mai nt ai ned by | ANA? N
Ref erence: RFC XXXX
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Appendi x A.  \Were Do Packets Get Dropped?

Under st andi ng where packets are discarded in a network device is
essential for interpreting discard signals and determ ning
appropriate mtigation actions. Figure 3 depicts an exanple of where
and why packets may be discarded in a typical single-ASIC, shared-
buffered type device. While actual device architectures vary between
vendors and platforns, with some using multiple ASICs, distributed
forwarding, or different buffering architectures, this exanple
illustrates the common processing stages where packets may be
dropped. The |ogical nodel for classifying and reporting discards
remai ns consi stent regardl ess of the underlying hardware
architecture.

Packets ingress on the left and egress on the right:

| Control |

| Pl ane |

I I

1___+___/\___1
fromcpu | | to_cpu

| | | | | |
Rx- - >PHY/ MAC+--> I ngress +--> Buffers +--> Egress +- - >PHY/ MAC+- > Tx

| | | Pipeline | | | | Pipeline | | |
Uni nt ended:
errors/12/rx errors/l13/rx no-buffer errors/13/tx

errors/| 3/ no-route
errors/13/ttl-expired
errors/interna

| nt ended:
pol i cy/ acl policy/ac
pol i cy/ policer pol i cy/ policer
pol i cy/r pf

policy/null-route

Figure 3: Exanpl e of Were Packets Get Dropped
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See Appendix B for exanples of how these discard signals nmap to root
causes and mitigation actions.

Appendi x B

Exanmpl e Signal -to-mtigation Action Mapping

The effectiveness of automated nitigation depends on correctly
mappi ng di scard signals to root causes and appropriate actions.
Tables 1 and 2 give exanple discard signal-to-mitigation action
mappi ngs based on the features described in Section 3.

[ e

Evans,

DI SCARD- CLASS

i ngress/di scards/errors/|2/
rx

i ngress/discards/errors/I3/
ttl-expired

i ngress/di scards/errors/| 3/
ttl-expired

i ngress/discards/errors/|3/
ttl-expired

i ngress/di scards/errors/| 3/
no-route

i ngress/di scards/errors/|3/
no-route

i ngress/discards/errors/| 3/
no-route

i ngress/discards/errors/
i nt ernal

cause

Upstream
devi ce or
link error

| oop

Invalid
destination

Devi ce
errors

Table 1. Exanpl e Signal - Cause-M tigation Mapping (1)
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ety plp———————
DI SCARD- | DI SCARD- |
RATE | DURATI ON
o4 ===+
>Baseline | Q(1ni n)
I
I I
------------ Fommm et
<=Basel i ne | |
I I
------------ S
>Baseline | Q(1ls) |
I I
------------ Fommm et
>Baseline |Q(1nin) |
I I
------------ S
I I
------------ LT
>Baseline | Q(1ls) |
I I
------------ Fommm e - -+
>Baseline | Q(1ni n)
I I
------------ LT
>Baseline | O(10m n)|
I I
------------ Fommm e - -+
>Baseline | Q(1ni n)
I I
------------ LT
<=Basel i ne | |
------------ Fomm -4
>Baseline | Q(1nmin) |
------------ S
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| DI SCARD- CLASS | Unintended? | Possible actions |
[} e ——————————————————— e p—p——_ Ll —p—_———————————(————r L
| ingress/discards/errors/12/ | Y | Take upstream |
| rx | | link or device |
| | | out-of-service |
Fom e e e e i R o +
| ingress/discards/errors/I13/ | N | no action |
| ttl-expired | | |
oo e e e e e e e e oo - - S o e e e e e e oo +
| ingress/discards/errors/|3/ | Y | No action |
| ttl-expired | | |
Fom e e e e i R o +
| ingress/discards/errors/I13/ | Y | Roll-back change |
| ttl-expired | | |
oo e e e e e e e e oo - - S o e e e e e e oo +
| .*/policyl.* | N | No action |
o mm e e e e e e e i S o +
| ingress/discards/errors/I13/ | Y | No action |
| no-route | | |
o e e e e e e e e m o S o e e e e +
| ingress/discards/errors/13/ | Y | Roll-back change |
| no-route | | |
o mm e e e e e e e i S o +
| ingress/discards/errors/I13/ | N | Escalate to |
| no-route | | operator |
o e e e e e e e e m o S o e e e e +
| ingress/discards/errors/ | Y | Take device out- |
| internal | | of-service |
o mm e e e e e e e i S o +
| egress/discards/ no-buffer | N | No action |
o e e e e e e e ememao - o m e e e oo - Tt +
| egress/discards/ no-buffer | Y | Bring capacity |
| | | back into service |
| | | or nove traffic |
o mm e e e e e e e i S o +

Tabl e 2: Exanpl e Signal - Cause-M tigation Mapping (2)

The 'Baseline’ in the ' DI SCARD- RATE' colum is both DI SCARD- CLASS and
net wor k dependent.

Appendix C.  Full Information Mdel Tree

The foll owi ng YANG tree diagram shows the conplete | M structure:
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nodul e:

I M and DM f or

Packet Di scard Reporting

i etf-packet-di scard-reporting-sx

structure packet-di scard-reporting:
+-- control -pl ane {pdr-common: control -pl ane-stats}?

+-- traffic* [direction]

I

| | +-- direction i dentityref

| | +-- packets? yang: count er 64

| | +-- bytes? yang: count er 64

| +-- discards* [direction]

| +-- direction i dentityref

| +-- packets? yang: count er 64

| +-- bytes? yang: count er 64

| +-- policy

| +-- packets? yang: count er 64

+-- interface* [name] {pdr-comon:interface-stats}?

| +-- name string

| +-- traffic* [direction]

| | +-- direction i dentityref

| | +-12

| | | +-- frames? yang: count er 64

| | | +-- bytes? yang: count er 64

| | +-13

| | | +-- address-famly-stat* [address-fam|y]

| +-- address-famly i dentityref

| +-- packets? yang: count er 64

| +-- bytes? yang: count er 64

I +-- uni cast

| | +-- packets? yang:counter64

| | +-- bytes? yang: count er 64

| +-- nmulticast

| | +-- packets? yang: count er 64

| | +-- bytes? yang: count er 64

I +- - broadcast

| +-- packets? yang: counter 64

| +-- bytes? yang: count er 64

| | +-- qos!

| ] +-- class* [id]

| +-id string

| +-- packets? yang: count er 64

| +-- bytes? yang: count er 64

| +-- discards* [direction]

| +-- direction i dentityref

| +-- 12

| | +-- franes? yang: count er 64

| | +-- bytes? yang: count er 64

| +-- 13

| | +-- address-fanmily-stat* [address-fam|y]

| | +-- address-famly i dentityref
Evans, et al. Expires 6 Decenber 2026
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+-- packets?
+-- bytes?
+-- uni cast

| +-- packets?

| +-- checksumerror?

| +-- packets? yang:
| +-- bytes? yang:
+-- multicast
| +-- packets? yang:
| +-- bytes? yang:
+- - broadcast
+-- packets? yang:
+-- bytes? yang:
errors
|2
+-- IX
| +-- franes?
| +-- crc-error?
| +-- invalid-nmac?
| +-- invalid-vlan?
| +-- invalid-frane?
+-- tX
+-- franes?
I3
+-- X

| +-- ntu-exceeded?

| +-- invalid-packet?

+-- ttl-expired?
+-- no-route?

+-- invalid-sid?
+-- invalid-I|abel ?
+-- tX

+-- packets?
i nternal
+-- packets?

+-- parity-error?
policy

I 2

+-- frames?
+-- acl?

13

+-- packets?
+-- acl?

+-- policer

| +-- packets?
| +-- bytes?

| +-- classes!
I

y
y
y
y

yang

Packet Di scard Reporting

yang: count er 64
yang: count er 64

count er 64
count er 64

count er 64
count er 64

count er 64
count er 64

yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64

yang: count er 64

yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64

ang: count er 64
ang: count er 64
ang: count er 64
ang: count er 64

. count er 64

yang: count er 64
yang: count er 64

yang
yang

yang
yang

+-- class* [id]

yang: count er 64
yang: count er 64

:count er 64
:count er 64

. count er 64
. count er 64
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| | | +--id string

| | | +-- packets? yang: count er 64

| | | +-- bytes? yang: count er 64

| | +-- null-route? vyang:counter64

| | +-- rpf? yang: count er 64

| | +-- ddos? yang: count er 64

| +-- no-buffer

| +-- qos!

| +-- class* [id]

| +--id string

| +-- packets? yang: count er 64

| +-- bytes? yang: count er 64

+-- flow* [direction] {pdr-conmmon:flowreporting}?

| +-- direction i dentityref

| +-- traffic

| | +-12

| | | +-- frames? yang: count er 64

| | | +-- bytes? yang: count er 64

| | +-13

| | | +-- address-famly-stat* [address-famly]

I +-- address-famly identityref

| +-- packets? yang: count er 64

| +-- bytes? yang: count er 64

| +-- uni cast

| | +-- packets? yang: count er 64

| | +-- bytes? yang: count er 64

I +-- nulticast

| | +-- packets? yang:counter64

| | +-- bytes? yang: count er 64

| +- - broadcast

| +-- packets? yang: count er 64

| +-- bytes? yang: count er 64

| | +-- qos!

| +-- class* [id]

| +-id string

| ] +-- packets? yang: count er 64

| ] +-- bytes? yang: count er 64

| +-- discards

| +-- 12

| | +-- frames? yang:counter64

| | +-- bytes? yang: count er 64

| +- 13

| | +-- address-fanmily-stat* [address-famly]

| | +-- address-famly i dentityref

| | +-- packets? yang: count er 64

| | +-- bytes? yang: count er 64

| | +-- uni cast

| | | +-- packets? yang: count er 64
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| | +-- bytes? yang: count er 64

| +-- nmulticast

| | +-- packets? yang: count er 64

| | +-- bytes? yang: count er 64

| +- - broadcast

| +-- packets? yang: count er 64

| +-- bytes? yang: count er 64

+-- errors

| +- 12

| | +--rx

| | | +-- frames? yang: count er 64
| | | +-- crc-error? yang: count er 64
| | | +-- invalid-nac? yang: count er 64
| | | +-- invalid-vlan? yang: count er 64
| | | +-- invalid-frame? yang: count er 64
| | +-- tx

| +-- franes? yang: count er 64

| +-- 13

| | +-- rx

| | | +-- packets? yang: count er 64
| | | +-- checksumerror? yang: count er 64
| | | +-- ntu-exceeded? yang: count er 64
| | | +-- invalid-packet? yang: count er 64
| | +-- ttl-expired? yang: count er 64

| | +-- no-route? yang: count er 64

| | +-- invalid-sid? yang: count er 64

| | +-- invalid-Iabel? yang: count er 64

| | +-- tx

| +-- packets? yang: count er 64

| +-- interna

| +-- packets? yang: count er 64

| +-- parity-error? yang: count er 64

+-- policy

| +- 12

| | +-- franes? yang: count er 64

| | +-- acl? yang: count er 64

| +-- 13

| +-- packets? yang: count er 64

| +-- acl? yang: count er 64

| +-- policer

| | +-- packets? yang: count er 64

| | +-- bytes? yang: count er 64

| | +-- classes!

| | +-- class* [id]

| | +- - string

| | +-- packets? yang: count er 64
| | +-- bytes? yang: count er 64
| +-- null-route? yang: count er 64

DM for Packet Discard Reporting
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+- -

I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
+

| +-- rpf? yang: count er 64
| +-- ddos? yang: count er 64
+-- no-buffer
+-- qos!
+-- class* [id]
+--id string
+-- packets? yang: count er 64
+-- bytes? yang: count er 64
+-- devi ce {pdr-common: devi ce-stats}?
traffic
+-- 12
| +-- franes? yang: count er 64
| +-- bytes? yang: count er 64
+-- 13
| +-- address-famly-stat* [address-famly]
| +-- address-famly identityref
| +-- packets? yang: count er 64
| +-- bytes? yang: count er 64
| +-- uni cast
| | +-- packets? yang: count er 64
| | +-- bytes? yang: count er 64
| +-- mul ticast
| | +-- packets? yang: count er 64
| | +-- bytes? yang: count er 64
| +- - broadcast
| +-- packets? yang: count er 64
| +-- bytes? yang: count er 64
+-- qos!
+-- class* [id]
+--id string
+-- packets? yang: count er 64
+-- bytes? yang: count er 64
di scards
+-- 12
|  +-- franes? yang: count er 64
+-- bytes? yang: count er 64
-- 13
+-- address-fam ly-stat* [address-famly]
+-- address-famly identityref
+-- packets? yang: count er 64
+-- bytes? yang: count er 64

et al.

+-- uni cast

| +-- packets? yang: count er 64
| +-- bytes? yang: count er 64
+-- nulticast

| +-- packets? yang: count er 64
| +-- bytes? yang: count er 64
+-- broadcast

_—_ -
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I
I
+- -
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+- -
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

+- -

Evans, et al.

I M and DM for
+-- packets? yang:
+-- bytes? yang:
errors
+-- 12
| +-- rx
| | +-- franes?
| | +-- crc-error?
| | +-- invalid-nmac?
| | +-- invalid-vlan?
| | +-- invalid-frame?
| +-- tx
| +-- franes?
+-- 13
| +-- rx
| | +-- packets?
| | +-- checksumerror?
| | +-- ntu-exceeded?
| | +-- invalid-packet?
| +-- ttl-expired?
| +-- no-route?
| +-- invalid-sid?
| +-- invalid-Iabel?
| +-- tx
| +-- packets? yang:
+-- interna
+-- packets?
+-- parity-error?
policy
+-- 12
| +-- franes?
|  +-- acl?
+-- 13
+-- packets? yang:
+-- acl? yang:
+-- policer
| +-- packets? yang:
| +-- bytes? yang:
| +-- classes!
| +-- class* [id]
| +-- id
| +-- packets?
| +-- bytes?
+-- null-route? vyang:
+-- rpf? yang:
+-- ddos? yang:
no- buf f er
+-- qos!

+-- class* [id]

Packet Di scard Reporting

count er 64
count er 64

yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64

yang: count er 64

yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64

yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64

count er 64

yang: count er 64
yang: count er 64

yang: count er 64
yang: count er 64

count er 64
count er 64

count er 64
count er 64

string

yang: count er 64
yang: count er 64
count er 64
count er 64
count er 64
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+--id string
+-- packets? yang: count er 64
+-- bytes? yang: count er 64

Appendi x D. Full Data Mddel Tree

June 2026

The foll owi ng YANG tree di agram shows the conplete DM structure

nmodul e: i etf-packet-di scard-reporting

augnent /rt:routing/rt:control-plane-protocols
/rt:control -pl ane-protocol

+--ro discard-stats {pdr-comon:control -pl ane-stats}?

+--ro discard-order-capability* i dentityref
+--ro traffic* [direction]
| +--ro direction i dentityref
| +--ro packets? yang: count er 64
| +--ro bytes? yang: count er 64
+--ro discards* [direction]
+--ro direction i dentityref
+--ro packets? yang: count er 64
+--ro0 bytes? yang: count er 64

+--r0 policy
+--ro packets? yang: count er 64
augrment /if:interfaces/if:interface/if:statistics:
+--ro discard-order-capability* i dentityref
| {pdr-comon:interface-stats}?

+--ro traffic* [direction] {pdr-common:interface-stats}?

+--ro direction i dentityref

+-ro |2

| +--ro frames? yang: count er 64

| +--ro bytes? yang: count er 64

+--ro |3

| +--ro address-fanily-stat* [address-fam|y]
+--ro0 address-famly i dentityref
+--ro packets? yang: count er 64
+--ro0 bytes? yang: count er 64

I
I
l _
| +--1r0 uni cast
+--ro packets? ang: count er 64
p yang
| | +--ro bytes? yang: count er 64
| +--ro multicast
| | +--ro packets? yang: count er 64
| | +--ro bytes? yang: count er 64
| +--ro broadcast
+--ro packets? ang: count er 64
p yang
| +--ro bytes? yang: count er 64
+--ro gos!
+--ro class* [id]
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+--roid str

i ng

I

| +--ro packets? yang: count er 64
| +--ro bytes? yang: count er 64
+--ro discards* [direction] {pdr-comon:interface-stats}?

+--ro direction i dentityref
+-ro |2

| +--ro frames? yang: count er 64
| +--ro bytes? yang: count er 64
+--ro |3

| +--ro address-fanily-stat* [address-fam|y]

| +--ro0 address-famly
| +--ro packets?

| +--ro0 bytes?

| +--1r0 uni cast

| | +--ro packets?
| | +--ro bytes?

| +--ro multicast

| | +--ro packets?
| | +--ro bytes?

| +--ro broadcast

| +--ro packets?
I

+--ro0 bytes?
--ro errors
+-ro |2
| +--ro rx

+--ro franes?
+--ro crc-error?
+--ro invalid-mc

--ro tx

+--ro |3
| +--rorx
| | +--ro packets?
| | +--ro checksumer
| | +--ro mu-exceede
| | +--ro invalid-pac
| +--ro ttl-expired?
| +--ro no-route?
| +--ro invalid-sid?
| +--ro invalid-Iabel?
| +--ro tx
| +--ro packets?
+--ro interna

+--ro0 packets?

+--ro parity-error?
+--ro0 policy

+
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I

I
|
I
| +--ro invalid-vlan?
I
+

yang:
yang:

yang:
yang:

yang:
yang:

?

+--ro invalid-frame?

ror?

d?

ket ?
y
y
y
y

yang

i dentityref
yang: count er 64
yang: count er 64

count er 64
count er 64

count er 64
count er 64

count er 64
count er 64

yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64

+--ro frames? yang: count er 64

yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64
ang: count er 64
ang: count er 64
ang: count er 64
ang: count er 64

:count er 64

yang: count er 64
yang: count er 64
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+--ro packets?
| +--ro0 bytes?

yang: count er 64
yang: count er 64

| +--ro 12

| | +--ro frames? yang: count er 64

| | +--ro acl? yang: count er 64

| +-ro 13

| +--ro0 packets? yang: count er 64
| +--ro acl ? yang: count er 64
| +--ro policer

| | +--ro packets? yang: count er 64
| | +--ro bytes? yang: count er 64
| | +--ro classes!

| | +--ro class* [id]

| | +--roid string

I I

I

|

I

I

+--ro null-route? yang: count er 64
+--ro rpf? yang: count er 64
+--ro ddos? yang: count er 64
+--ro no-huffer
+--ro gos!
+--ro class* [id]
+--ro id string
+--ro0 packets? yang: count er 64
+--ro0 bytes? yang: count er 64

June 2026

augrment /Il ne: | ogical - network-el enents/ | ne: | ogical - net work-el enent :
+--ro discard-stats {pdr-comon: devi ce-stats}?

Evans,

+--ro discard-order-capability*

+--ro traffic

+--ro address-famly
+--ro0 packets?

+--ro0 bytes?

+--1r0 uni cast

i dentityref

+--ro |2
| +--ro franmes? yang: count er 64
| +--ro bytes? yang: count er 64
+--ro |3

| +--ro address-famly-stat* [address-famly]

identityref
yang: count er 64
yang: count er 64

| +--ro packets? yang: count er 64

|
I
I
I
I
| | +--ro bytes? yang: count er 64
| +--ro mul ticast
| | +--ro packets? yang: count er 64
| | +--ro bytes? yang: count er 64
| +--ro0 broadcast
| +--ro packets? yang: count er 64
| +--ro bytes? yang: count er 64
+--ro gos!
+--ro class* [id]
+-roid string
+--ro packets? yang: count er 64
et al. Expires 6 Decenber 2026
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+--ro0 bytes? yang: count er 64

+--ro discards
+--ro |2

+- -

ro frames? yang: count er 64

+--ro frames?
+--ro acl ?

yang: count er 64

| +--ro bytes? yang: count er 64

+--ro |3

| +--ro address-family-stat* [address-famly]
| +--ro address-famly i dentityref

| +--ro packets? yang: count er 64

| +--ro0 bytes? yang: count er 64

| +--1r0 uni cast

| | +--ro packets? yang: count er 64

| | +--ro bytes? yang: count er 64

| +--ro multicast

| | +--ro packets? yang: count er 64

| | +--ro bytes? yang: count er 64

| +--r0 broadcast

| +--ro packets? yang: count er 64

| +--ro0 bytes? yang: count er 64

+--r0 errors

| +--ro 12

| | +--rorx

| | | +--ro franes? yang: count er 64
| | | +--ro crc-error? yang: count er 64
| | | +--ro invalid-nac? yang: count er 64
| | | +--ro invalid-vlan? yang: count er 64
| | | +--ro invalid-frane? yang: count er 64
| | +--ro tx

| +--ro franmes? yang: count er 64

| +--ro 13

| | +--rorx

| | | +--ro packets? yang: count er 64
| | | +--ro checksumerror? yang: count er 64
| | | +--ro ntu-exceeded? yang: count er 64
| | | +--ro invalid-packet? yang: count er 64
| | +--ro ttl-expired? yang: count er 64

| | +--ro no-route? yang: count er 64

| | +--ro invalid-sid? yang: count er 64

| | +--ro invalid-Iabel? yang: count er 64

| | +--ro tx

| +--ro0 packets? yang: count er 64

| +--ro interna

| +--ro packets? yang: count er 64

| +--ro parity-error? yang: count er 64
+--ro0 policy

| +-rol2

I

I

Evans, et al.
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+--ro |3
+--ro packets? yang: count er 64
+--ro acl? yang: count er 64

+--ro policer
+--ro0 packets? yang: count er 64
+--ro0 bytes? yang: count er 64
+--ro cl asses!

I

I

|

I

I I
I I
I I
| | +--ro class* [id]
| |
I I
I I
I

I

I

+--ro id string
+--ro0 packets? yang: count er 64
+--ro0 bytes? yang: count er 64
+--ro null-route? yang: count er 64
+--ro rpf? yang: count er 64
+--ro ddos? yang: count er 64
+--1r0 no-buffer
+--ro gos!
+--ro class* [id]
+-roid string
+--ro packets? yang: count er 64
+--ro0 bytes? yang: count er 64
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