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Abst ract

Thi s docunent defines a new packet and al gorithmfor the OpenPGP
standard (RFC 9580) to support persistent symmetric keys, for message
encryption using authenticated encryption with additional data (AEAD)
and for nmessage authentication using AEAD authentication tags. This
enabl es the use of symmetric cryptography for data storage (and other
contexts that do not require asymretric cryptography), for inproved
performance, smaller keys, and inproved resistance to quantum
comput i ng.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://tw sstle.gitlab.io/openpgp-persistent-symetric-keys/.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-openpgp-persistent-
symetri c-keys/.

Di scussion of this docunent takes place on the OpenPGP Worki ng G oup
mailing list (mailto:openpgp@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ openpgp/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/openpgp/.

Source for this draft and an issue tracker can be found at
https://gitlab. com tw sstl e/ openpgp- persi stent-symetric-keys.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 August 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The OpenPGP standard [ RFC9580] has supported symmetric encryption for
data packets using session keys since its inception, as well as
symretric encryption using password-derived keys. This docunent
extends the use of symetric cryptography by addi ng support for
persistent symretric keys which can be stored in a transferable
secret key, and used to symmetrically encrypt session keys, for |ong-
term storage and archival of nessages. This docunment uses

aut henticated encryption with associ ated data (AEAD) as defined by

[ RFC9580] .

The OpenPGP standard al so supports the use of digital signatures for
authentication and integrity but no sinilar symretric nmechani sm
exists in the standard. This docunent introduces the use of AEAD
aut hentication tags as a symetric counterpart to digital signatures,
for long-termstorage and archival of attestations of authenticity
and certification.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. Any

i npl ementation that adheres to the format and nethods specified in
this docunent is called a conpliant application. Conpliant
applications are a subset of the broader set of CpenPGP applications
described in [RFCO580]. Any [RFC2119] keyword within this docunent
applies to conpliant applications only.

3. Mdtivation

When conpared to asymmetric cryptography, symetric cryptography can
provi de i nproved performance and equival ent security with snaller
keys. In contexts that do not require asymmetric cryptography, such
as secure data storage where the sane user encrypts and decrypts
data, symetric cryptography can be used to take advantage of these
benefits.

Additionally, asymretric algorithnms included in QpenPGP are

vul nerabl e to attacks that m ght becone possi ble on quantum conputers
[Shor]. Symmetric cryptography is also affected by quantum conputing
but to a |l esser extent, which can be countered by using |arger keys
[Gover]. Wile the standardization of quantum secure asymretric
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cryptography in OpenPGP is ongoing [ PQC nQpenPGP], and will be
required to secure comunications, there is a | arge body of existing
messages encrypted with classical algorithms. Once persistent
symmetric keys are avail able, these nessages can be protected agai nst
future conprom ses efficiently by symmetrically re-encrypting the
session key, and storing the nessage symetrically encrypted for

| ong-term storage and archival

4. Creating and Reusi ng Packets

For storing persistent symetric keys, we introduce a new packet (see
Section 5), as handling of persistent symmetric key material requires
some care. For exanple, when extracting a Transferable Public Key
froma Transferabl e Secret Key, persistent symmetric keys nust be

i gnor ed.

For storing session keys encrypted with persistent symmetric keys,
while a Symetric-Key Encrypted Session Key packet exists, its
semantics don't match our requirenments, as it’'s intended to encrypt
the session key with a user-provided password, and doesn’t offer a
way to store a reference to a persistent key. Therefore, we reuse
the Public-Key Encrypted Session Key packet instead, which does offer
the desired semanti cs.

Sinmlarly, we reuse the Signature packet for "symetric signhatures".

For these use cases, no new packet is required as the handling of
these packets requires no special care.

To indicate the type of keys in the new and existing packets, a
speci al persistent symmetric algorithmID value O is registered,
whi ch can be used in the place of a public-key algorithmID.

5. Persistent Symmetric Key Packet

Thi s docunent defines a new QpenPGP packet, extending table 3 of
[ RFC9580] .

Table 1: Persistent Symretric Key Packet registration
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The Persistent Synmetric Key Packet (Type ID 40) has identical fields
to the Secret Key Packet (Type ID5). However, only version 6 of the
packet is defined. Earlier versions of the Secret Key Packet format
MUST NOT be used with the Persistent Synmetric Key Packet.

The Persistent Synmetric Key Packet MJST NOT be used with asymetric
algorithms, i.e. any of the public key algorithnms defined in table 18
of [RFCO580]. It may only be used with the persistent symretric

al gorithm defined below, with special algorithmID val ue O.

When storing encrypted symmetric key material in a Persistent
Synmetric Key Packet, AEAD encryption (S2K usage octet 253, see
section 3.7.2.1 of [ RFC9580]) MUST be used, to ensure that the secret
key material is bound to the fingerprint. Inplenmentations MJUST NOT
decrypt symmetric key material in a Persistent Symmetric Key Packet
that was encrypted using a different nethod.

6. Extended Transferable Secret Key G amar

The Transferabl e Secret Key grammar defined in section 10.2 of

[ RFC9580] is extended to allow including Persistent Symretric Key
Packets. Persistent Symretric Keys may be included together with
asymmetric keys in a single sequence of Transferable Secret Keys.
However, Persistent Symmetric Keys do not accept subconponents, such
as subkeys, User IDs, or direct-key signatures.

7. Persistent Symmetric Key Al gorithm

Thi s docunent defines one new al gorithmfor use with OpenPGP
updating table 18 of [RFC9580].

[ et ool ool s e sl el ]
| 1D Algorithmi Public Key | Secret | Signature | PKESK |
| ] | For mat | Key | For mat | For mat |
(. I | Format | I I
B et S oo oo oo el oo e et e e 3
| 0| AEAD | sym algo, | key | AEAD al go, | AEAD al go, |
| | fingerprint | material| salt, | salt, |
| | seed | | authentication | ciphertext |
| | [Section | | tag | [Section |
| | 7.1] | | [Section 7.3] | 7.2] |
I R I I T F----- - - I I I +

Table 2: Persistent Synmetric Key Al gorithmregistration
This algorithmID can be used to store symmetric key material in a

Persistent Synmmetric Key Packet (see Section 5). It can also be used
to store a session key encrypted using AEAD in a PKESK packet (see
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section 5.1 of [RFC9580]). It can also be used to store an AEAD
authentication tag in a Signhature packet (see section 5.2 of
[ RFC9580]) .
I mpl enent ati ons MUST NOT use the symmetric algorithmID in Public-Key
Packet s, Public-Subkey Packets, Secret-Key Packets or Secret-Subkey
Packet s.

7.1. A gorithm Specific Fields for Persistent Synmetric Keys
The public key material consists of this series of val ues:
* A l-octet symmetric algorithmID (see section 9.3 of [RFC9580]).
* A 32-octet random seed to random ze the key fingerprint.

The secret key material consists of this single val ue:

* Symetric key material of the appropriate Iength for the given
symretric al gorithm

7.2. A gorithm Specific Fields for Persistent Symretric Encryption

The encrypted session key consists of this series of val ues:

* A l-octet AEAD algorithmID (see section 9.6 of [RFC9580]).

* 32 octets of salt. The salt is used to derive the key-encryption
key and MJST be securely generated (see section 13.10 of
[ RFC9580] ) .

* The ciphertext and authentication tag resulting froma symretric
key encryption performed using the symetric-key ci pher of the key
and the indicated AEAD node, with the key-encryption key and IV
conputed as described in Section 7.4, and as additional data the
enpty string. The follow ng values are concatenated and then
encrypt ed:

- The 1l-octet algorithmidentifier, if it was passed (in the case
of a v3 PKESK packet).

- The session key described in section 5.1 of [RFC9580].
7.3. A gorithm Specific Fields for Persistent Synmetric Signatures
The signature consists of this series of val ues:

* A l-octet AEAD algorithmID (see section 9.6 of [RFC9580]).
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* 32 octets of salt. The salt is used to derive the nessage
aut henti cati on key and MJST be securely generated (see section
13.10 of [RFC9580]).

* The authentication tag resulting fromencrypting the enpty string
usi ng the symretric-key cipher of the key and the indicated AEAD
mode, with the nessage authentication key and |V conputed as
described in Section 7.4, and as additional data the hash digest
described in section 5.2.4 of [RFC9580].

Al t hough not required by AEAD al gorithns, to naintain consistency
with existing signature algorithms, AEAD authentication tags are
produced from appropri ately hashed data, as per section 5.2.4 of
[ RFC9580] .

4. Key and 1V derivation

When encrypting a session key or authenticating a nessage using a
persistent symretric key, the persistent key material and the salt
are used to derive an Mbit key and N bits used as initialization
vector, where Mis the key size of the symmetric algorithmand Nis
the nonce size of the AEAD al gorithm

M+ N bits are derived using HKDF (see [ RFC5869]). The left-nmost M
bits are used as symmetric algorithmkey, the remaining N bits are
used as initialization vector. HKDF is used with SHA512 ([ RFC6234])
as hash algorithm the persistent key material as Initial Keying
Material (IKM, the salt as salt, and the Packet Type ID in OpenPGP
format encoding (bits 7 and 6 set, bits 5-0 carry the packet type

I D), packet version nunber, cipher algorithmI|D and AEAD al gorithmID
as info paraneter.

For exanple, for a version 6 PKESK packet, when using AES-128 in OCB
node, the info paranmeter would be the octets 0xCl, 0x06, 0x07, 0x02
For a version 6 Signature packet, when using AES-256 in GCM nbde, the
info paraneter would be the octets 0xC2, 0x06, 0x09, 0x03.

Security Consi derations

Security considerations are discussed throughout the docunment where
appropri at e.

I ANA Consi derations
1. Updates to Packet Types

I ANA is requested to update the "COpenPGP Packet Types" registry with
the entry in Table 1.
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9.2. Updates to Public Key Algorithns

I ANA is requested to update the "OpenPGP Public Key Al gorithns”
registry with the entry in Table 2.
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Test Vectors

To help inplementing this specification a set of non-normative
exanpl es foll ow here.

A. 1. Transferable Secret Key

Here is a Transferable Secret Key consisting of:

* A v6 Persistent Symmetric Key packet

————— BEG N PGP PRI VATE KEY BLOCK-----

6 DWGaXu4NQAAAAAhB778G50l +0zgePhnCrrEi 6PdPZm BNNe8ao/ 8MkvEOPnO
AE+Ggapnj N6EZboLhSVqQ.0=
————— END PGP PRI VATE KEY BLOCK- - - - -

The key has the fingerprint
eeeale834ed8aacf 3d938abccc6al77f cb7775¢c290eb02c3c17e5f daab59b2ab.

The raw key material is 4f868laa678cde8465ba0b85256a40bd (for AES-

128).

A.2. V6 Encrypted Message

Here is the nmessage "Hell o Wrld" encrypted using the secret key in
Appendi x A. 1, consisting of:

* A v6 PKESK packet

* A v2 SElI PD packet

Hui gens
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----- BEG N PGP MESSAGE-- - - -

wXUG Qbu6h6DTt i qzz2Ti | zMahd/ y3d1wpDr AsPBf | / apVmypQACW xc6uwb
| 22q9gqSWwWJ Bx SZ03nXQYghPddk 5PQI GH@BL2bADcOMe4GKepz 1 SEf GaRxAqt
f KMR2JIAWRSF Pr 3ci aacmbL2EE4TWUC3nKnyaeHSVW JAWzL9pRdC6Sazs1T
1f 6f 1 9M UD/ 3NgbADx VAI Gvbw7e3QbKr MsX0ul YIRsi 61DQVumi | YExi Vnt
K7uBUr i | CKUzqo+8Q@V8HpMeyV+audJkp62Yuw==

----- END PGP MESSAGE- --- -

The session key is encrypted using AES-128 in OCB node. The HKDF
info is ¢c1060702. The key-encryption key is
abd4eb6ac3aa262e42da23d5al4470857b. The IV is
2d9c726alb01f 60f 3b05b89ch887f9. The additional data is the enpty
string.

The encrypted session key is
25e5884dc13bcf 40d5ab41b3bc23306ebb1907b4d586b2d678e21c496a8bf 35a.
The nessage is encrypted using AES-256 in GCM node

A. 3. V3 Encrypted Message

Here is the nmessage "Hell o World" encrypted using the secret key in
Appendi x A. 1, consisting of:

* A v3 PKESK packet
* A vl SEI PD packet
————— BEG N PGP MESSAGE- - - - -

wwWwD7uoeg07Yqgs8AAuvkkqg5zcghy UHMJZa6aZS90Ro/ C+7vJFoRj k KCUKRCa
DcKFbniz3oFj 31 281 be8hkTf gr 8SLDTcl 0P7Tnkuf zeHBv HEAWMPYNCEhvV PKS
yyoL/ t | 8AThJZhgKkUZDFTKhUBCY4r 7dCpbAUGZz 4w VIVs e FDKZQAC +ywKt 4s
nr X5SPNU9OVt HTOlceJdmlJq2DKr H+Y

=+t 4C

The session key is encrypted using AES-128. The HKDF info is
c1030702. The key-encryption key is
0c233981h8481f f 68d253e78e9d7fclb. The IV is

6186¢c39f 7673f 2d540f 193e05ecab0. The additional data is the enpty
string.

The encrypted session key is

5f 43304125bal728aab843c0a6d4ce75bd8eb3961a2025¢3131e58223ecaf ee2
The nessage is encrypted using AES-256.
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A. 4. Detached Signature

Here is a detached signature over the nmessage "Hello World" signed
using the secret key in Appendix A 1, consisting of:

* A v6 Signature packet
----- BEG N PGP SI GNATURE- - - - -

wnk GAAAI AAAAKQNCaXu9QCKhBu7qHoNC2Kr PPZOKXMk qF3/ Ld3XCk Os CwBF+
X9q! VWKl AAAAADI OEHT4wWSYf Rz YXBKpTBs1pnt 0Cb+alBVeMvGM r KgN1hS4
4R9cgg2C385f WJj 4W2KGK 7dVXpMKX1Y]j +W Er kObsl Zd

----- END PGP SI GNATURE- - - - -

The nessage is authenticated using AES-128 in OCB node. The HKDF
info is c2060702. The authentication key is
31988c7b45116e19b24f f 29a1b93d4c2. The IV is

682aa0b80b031f e8882cecf 1b6dca6. The additional data is

32342abf €99d053a5ea192b9192f b88210f 6c479bc6a7be6e653e34147593bac.
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