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Abst r act

Thi s docunent defines PQ T conposite schenmes based on M.- KEM and M-
DSA conbi ned with ECDH and ECDSA al gorithms using the NI ST and
Br ai npool domai n paraneters for the OpenPGP protocol.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-openpgp-nist-bp-conp/.

Di scussion of this docunent takes place on the WG Worki ng G oup
mailing list (mailto:openpgp@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ openpgp/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/openpgp/.

Source for this draft and an issue tracker can be found at
https://github. com openpgp- pqc/ draft-ehl en- openpgp- ni st - bp- conp.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines PQ T conposite schemes based on M- KEM and M-
DSA combi ned wi th ECDH and ECDSA using the N ST and Brai npool domain
paraneters for the QpenPGP protocol. It is an extension of
[I-D.draft-ietf-openpgp-pqgc], which introduces post-quantum
cryptography in OpenPGP using hybrid KEMs and digital signatures
combi ni ng M- KEM and M.-DSA with ECC al gorithns based on the Edwards
Curves defined in [RFC7748] and [ RFC8032].

Due to their |ong-standing and wi de depl oynent, there are well -

tested, secure, and efficient inplenentations of ECDSA and ECDH with
NI ST- curves [ SP800-186]. The same applies to Brai npool curves
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[ RFC5639] which are recomrended or required in certain regulatory

domai ns, for instance in Germany [ TR-03111]. The purpose of this

docunent is to support users who would like to or have to use such
hybrid KEMs and/or signatures with QoenPGP.

1.1. Conventions used in this Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

In wire format descriptions, the operator "||" is used to indicate
concat enati on of groups of octets.

1.1.1. Termnology for Milti-Al gorithm Schenes

The term nology in this docunment is oriented towards the definitions
in [RFCO794]. Specifically, the terns "multi-al gorithni, "conposite"
and "non-conposite" are used in correspondence with the definitions
therein. The abbreviation "PQ' is used for post-quantum schenes. To
denote the conbi nati on of post-quantum and traditional schenes, the
abbreviation "PQ T" is used. The short form"PQ/T)" stands for PQ
or PQT.

1.2. Post-Quantum Cryptography

Thi s section describes the individual post-quantum cryptographic
schemes. Al schenes listed here are believed to provide security in
the presence of a cryptographically rel evant quantum conputer.

1.2.1. M-KEM

M.- KEM [ FI PS-203] is based on the hardness of solving the Learning
with Errors problemin nodule lattices (MMVE). The schene is
believed to provide security against cryptanal ytic attacks based on
classical as well as quantumalgorithnms. This specification defines
M.- KEM only in conposite comnbination with ECDH encryption schenes in
order to provide a pre-quantum security fallback

1.2.2. M-DSA

M.- DSA [ FI PS-204] is a signature scheme that, |like M-KEM is based
on the hardness of solving the Learning Wth Errors problemand a
variant of the Short Integer Solution problemin nodule l|attices
(M.VE and Sel fTargetMsl S). Accordingly, this specification only
defines M.-DSA in conposite conbination with ECDSA signature schenes.
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1.3. Elliptic Curve Cryptography
The ECDH encryption is defined here as a KEM

Al elliptic curves for the use in the conposite conbinations are
taken from [ RFC9580] .

For interoperability this extension offers M.-* in conposite

combi nations with the NI ST curves P-256, P-384 defined in [ SP800-186]
and t he Brai npool curves brai npool P256r1, brai npool P384r1 defined in
[ RFC5639] .

1.4. Applicable Specifications for the use of PQC Algorithns in OpenPGP

Thi s docunent is to be understood as an extension of
[I-D.draft-ietf-openpgp-pqc], which introduced PQC in OpenPGP, in
that it defines further algorithmcode points. Al genera
specifications in [I-D.draft-ietf-openpgp-pgc] that pertain to the
M.- KEM and M._- DSA conposite schenmes or generally cryptographic
schenes defined therein equally apply to the schemes specified in
this docunent.

2. Prelimnaries

This section provides sone prelinminaries for the definitions in the
subsequent sections.

2.1. HIliptic curves
2.1.1. SEC1 EC Point Wre Fornmat

Elliptic curve points of the generic prime curves are encoded using
the SEC1 (unconpressed) format as the follow ng octet string:

B=04 || X]||] Y

where X and Y are coordinates of the elliptic curve point P = (X V),
and each coordinate is encoded in the big-endian format and zero-
padded to the adjusted underlying field size. The adjusted
underlying field size is the underlying field size rounded up to the
nearest 8-bit boundary, as noted in the "Field size" columm in

Table 3, Table 4, or Table 7. This encoding is conpatible with the
definition given in [ SEC1].
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2.1.2. Measures to Ensure Secure |nplenentations

In the foll owi ng nmeasures are described that ensure secure
i mpl ement ations according to existing best practices and standards
defining the operations of Elliptic Curve Cryptography.

Even though the zero point, also called the point at infinity, may
occur as a result of arithmetic operations on points of an elliptic
curve, it MJST NOT appear in any ECC data structure defined in this
docunent .

Furt hernore, when performng the explicitly |listed operations in
Section 5.1.1.1 it is REQURED to follow the specification and
security advisory mandated fromthe respective elliptic curve
speci fication.

3. Supported Public Key Al gorithns
This section specifies the conposite M-KEM + ECDH and M.- DSA + ECDSA
schenes. All of these schenes are fully specified via their
algorithmID, that is, they are not paranetrized.

3.1. Algorithm Specifications

For encryption, the follow ng conmposite KEM schenes are specified:

[ gttt e ———————————————————_ Ll p—p—p—p———————— Ll —_—(———————r
| 1D Al gorithm | Requirement | Definition |
[ il b sl Ll el
| TBD| M.- KEM 512+ECDH NI ST- P- 256 | MAY | Section 5.2 |
e T e I I +
| TBD] M.- KEM 768+ECDH- NI ST- P- 384 | MAY | Section 5.2 |
o e e e e e e e e e e e e e m e mem o S S +
| TBD] M.- KEM 1024+ECDH- NI ST- P- 384 | MAY | Section 5.2 |
. . . +
| TBD M- KEM 768+ECDH- br ai npool P256r1 | MAY | Section 5.2 |
e T T I I +
| TBD M_- KEM 1024+ECDH- br ai npool P384r1 | MAY | Section 5.2 |
o e e e e e e e e e e e e e m e mem o S S +

Table 1. KEM al gorithm specifications

For signatures, the follow ng conposite signature schenes are
speci fi ed:

Dang, et al. Expires 19 April 2026 [ Page 6]



I nternet-Draft NI ST Brai npool PQC Cct ober 2025

3.

4.

4.

1.

1.

| ID] Algorithm | Requirement | Definition |
[ ettt e ————————————————————————_ Ll ——_——————— Ll p—p—p—(———r L
| TBD | M.- DSA- 44+ECDSA- NI ST- P- 256 | MAY | Section |
I I I | 6.2 I
demenn e . . +
| TBD | M.- DSA- 65+ECDSA- NI ST- P- 384 | MAY | Section |

I I | 6.2 I
+--m - - o e e e e e e e e e e e e e e S S +
| TBD | M.- DSA- 87+ECDSA- NI ST- P- 384 | MAY | Section |

I I | 6.2 I
demenn e . . +
| TBD | M.- DSA- 65+ECDSA- br ai npool P256r1 | MAY | Section |
I I I | 6.2 I
+--m - - o e e e e e e e e e e e e e e S S +
| TBD | M.- DSA- 87+ECDSA- br ai npool P384r1 | MAY | Section |
I I I | 6.2 I
demenn e . . +

Table 2: Signature al gorithm specifications
1. Experinental Codepoints for Interop Testing
[ Note: this section to be removed before publication ]

The algorithnms in this draft are not assigned a codepoint in the
current state of the draft since there are not enough private/
experinmental code points available to cover all newly introduced
public-key algorithmidentifiers.

The use of private/experinental codepoints during devel opment are
intended to be used in non-rel eased software only, for
experinentation and interop testing purposes only. An OpenPGP

i mpl ementati on MUST NOT produce a formal rel ease using these
experinental codepoints. This draft will not be sent to | ANA wit hout
every listed algorithmhaving a non-experinental codepoint.

Al gorithm Comnbi nati ons
Conposi te KEMs

The M.- KEM + ECDH public-key encryption involves both the M.- KEM and
an ECDH KEM i n a non-separable manner. This is achieved via KEM
combi nation, that is, both key encapsul ati ons/decapsul ati ons are
performed in parallel, and the resulting key shares are fed into a
key conbi ner to produce a single shared secret for nessage
encryption.
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4.2. Conposite Signatures
The M.- DSA + ECDSA signature consists of independent M.- DSA and ECDSA

signatures, and an inplenentati on MJST successfully validate both
signatures to state that the M.- DSA + ECDSA signature is valid.

4.3. Key Version Binding

Al PQT asymmetric algorithnms defined in this docunment are to be
used only in v6 (and newer) keys and certificates.

5. Conposite KEM Schenes
5.1. Building Bl ocks
5.1.1. ECDH KEM

In this section we define the encryption, decryption, and data
formats for the ECDH conmponent of the conposite al gorithns.

Table 3 and Tabl e 4 describe the ECDH KEM paraneters and artifact
| engt hs.
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| | NI ST P-256 | NI ST P-384 |
[ oo ooy oo s e s e s e o}
| Al gorithm TBD ( M.- KEM 512+ECDH NI ST- | TBD ( M.- KEM 768+ECDH- NI ST- |
| 1D | P-256) | P-384, M.- KEM 1024+ECDH |
| reference]| | NI ST-P-384, ) |
S o m e e e e e e oo o m e e e e e e oo +
| Field | 32 octets | 48 octets |
| size | | |
R oo e e e e e e i oo oo oo oo e e e e e e i oo oo oo +
| ECDH KEM | ECDH KEM Section 5.1.1.1 | ECDH KEM Section 5.1.1.1 |
S o e e e e e i eee oo n o e e e e e i eee oo n +
| ECDH | 65 octets of SECI1-encoded | 97 octets of SECI1-encoded

| public | public point | public point |
| key | | |
R oo e e e e e e i oo oo oo oo e e e e e e i oo oo oo +
| ECDH | 32 octets big-endian encoded| 48 octets big-endi an encoded|
| secret | secret scal ar | secret scal ar |
| key I I I
B o e e e e e e e o e e e e e e e +
| ECDH | 65 octets of SECI1-encoded | 97 octets of SECI1-encoded

| ephemer al | epheneral point | ephemeral poi nt |
S o e e e e e e ee oo s o e e e e e e ee oo s +
| ECDH key | 32 octets | 48 octets |
| share | | |
B o e e e e e e e o e e e e e e e +

Table 3: N ST curves paraneters and artifact |engths
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| | brainpool P256r 1 | brai npool P384r 1 |
[ oo b s sl e s sy o}
| AlgorithmID | TBD ( M- KEM 768+ECDH | TBD ( M.- KEM 1024+ECDH |
| reference | brai npool P256r 1) | brai npool P384r 1) |
oo s o e e e e e e eie oo n e e e e e oo +
| Field size | 32 octets | 48 octets |
S Tt o e e e e e a oo +
| ECDH KEM | ECDH KEM | ECDH KEM |
| | Section 5.1.1.1 | Section 5.1.1.1 |
oo s e e e e e e e eaea oo n Fom e e e e a e e oo +
| ECDH public | 65 octets of | 97 octets of |
| key | SECL-encoded public | SEC1-encoded public |
| | point | point |
o e e - o e e e e e o e e e e e e e e oo o - +
| ECDH secret | 32 octets big-endian | 48 octets big-endian |
| key | encoded secret scal ar | encoded secret scalar |
oo s o e e e e e e eie oo n e e e e e oo +
| ECDH | 65 octets of | 97 octets of |
| ephermeral | SEC1-encoded | SEC1-encoded epheneral |
| | ephemeral point | point |
R o e e e e e e e oo o e e e e e e oo oo oo +
| ECDH key | 32 octets | 48 octets |
| share | |
o e e o - o e e e e e e e e e e oo - o +

Tabl e 4: Brainpool curves paraneters and artifact |engths
The SEC1 format for point encoding is defined in Section 2.1.1
The various procedures to performthe operati ons of an ECDH KEM are
defined in the follow ng subsections. Specifically, each of these
subsections defines the instances of the foll ow ng operations:
(ecdhCi pher Text, ecdhKeyShare) <- ECDH KEM Encaps(ecdhPubl i cKey)
and

(ecdhKeyShare) <- ECDH KEM Decaps(ecdhCGCi pher Text, ecdhSecr et Key)

To instantiate ECDH KEM one nust select a paraneter set from Table 3
or Table 4.

5.1.1.1. ECDH KEM

The operati on ECDH KEM Encaps() is defined as follows:
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5.

1.

1. Cenerate an epheneral key pair {v, V=vG as defined in
[ SPB00-186] or [RFC5639] where v is a randomscalar with 0 < v <
n, n being the base point order of the elliptic curve domain
paraneters

2. Conpute the shared point S = VvR where Ris the recipient’s
public key ecdhPublicKey, according to [ SP800-186] or [RFC5639]

3. Extract the X coordinate fromthe SECL encoded point S = 04 ||
X || Y as defined in section Section 2.1.1

4. Set the output ecdhC pherText to the SECl1 encodi ng of V

5. Set the output ecdhKeyShare to X

The operati on ECDH KEM Decaps() is defined as follows:

1. Conpute the shared Point S as rV, where r is the ecdhSecr et Key
and V is the ecdhC pherText, according to [ SP800-186] or
[ RFC5639]

2. Extract the X coordinate fromthe SEC1 encoded point S = 04 ||
X || Y as defined in section Section 2.1.1

3. Set the output ecdhKeyShare to X

2. M-KEM

M.- KEM f eatures the foll owi ng operations:

(m kenCi pher Text, m kenKeyShare) <- M.- KEM Encaps(m kenPubl i cKey)
and

(m kenKeyShare) <- M.- KEM Decaps(m kenCi pher Text, m kenSecr et Key)
The above are the operations M-KEM Encaps and M.- KEM Decaps defi ned
in [FIPS-203]. Note that m kenmPublicKey is the encapsul ati on and

m kenSecret Key is the decapsul ati on key.

M.- KEM has the parametrization with the corresponding artifact

lengths in octets as given in Table 5. Al artifacts are encoded as
defined in [FIPS-203].
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5.

2.

B ool sl sl Lo g
| | M.-KEM 512 | M.-KEM 768 | M- KEM 1024 |
[ ooy e sl et
| AlgorithmID reference | TBD | TBD | TBD |
S S - - +
| Public key | 800 octets | 1184 octets | 1568 octets |
T T . . +
| Secret key | 64 octets | 64 octets | 64 octets |
o e e e e e e e e oo o - R S S +
| G phertext | 768 octets | 1088 octets | 1568 octets |
e S - - +
| Key share | 32 octets | 32 octets | 32 octets |
T T . . +

Table 5: M.-KEM parameters and artifact |engths

To instantiate M.-KEM one nust select a paraneter set fromthe
columm "M.- KEM' of Tabl e 5.

Conposite Encryption Schenes with M.-KEM

Table 1 specifies the followi ng M- KEM + ECDH conposite public-key
encryption schenes:

| AgorithmID reference |M-KEM | ECDH KEM curve |
| TBD (M- KEM 512+ECDH N ST P.256) | ML-KEM'512 | N ST P-256 )
| TBD (M- KEM 768+ECDH N ST- P 384) | M KEM 768 | N ST P-3sd )
| TBD (ML-KEM 1024+ECOH- NI ST- P. 384) | M KEM 1024 N ST Pr3gd )
T TR ——— oo +

| TBD ( M.- KEM 768+ECDH | M- KEM 768 | brai npool P256r1 |
| br ai npool P256r1) | | |

| TBD ( M.- KEM 1024+ECDH | M_- KEM 1024| br ai npool P384r 1 |
| br ai npool P384r1) | | |
Table 6: M.- KEM + ECDH conposite schenes

The M.- KEM + ECDH conposite public-key encryption schenmes are built
according to the follow ng principal design:

*  The M.-KEM encapsul ation algorithmis invoked to create an M.- KEM
ci phertext together with an M.- KEM symetric key share.
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5

5.

5

* The encapsul ation algorithmof an ECDH KEM i s invoked to create an
ECDH ci phertext together with an ECDH symmetric key share.

* A Key-Encryption-Key (KEK) is conputed as the output of a key
conbi ner that receives as input both of the above created
symmetric key shares, the ECDH ci phertext, the ECDH public key,
and the protocol binding information.

* The session key for content encryption is then wapped as
described in [ RFC3394] using AES-256 as algorithmand the KEK as
key.

* The PKESK packet’s algorithmspecific parts are made up of the M-
KEM ci phertext, the ECDH ci phertext, and the w apped session key.

2.1. Key Conbiner

For the conposite KEM schenes defined in this docunment the procedure
mul ti KeyConbine that is defined in Section 4.2.1 of
[I-D.draft-ietf-openpgp-pgqc] MJIST be used to conpute the KEK that
waps a session key.

2.2. Key Generation Procedure

The inpl ementati on MJUST generate the M-KEM and the ECDH conponent
keys independently. M.-KEM key generation follows the specification
in [FIPS-203], and the artifacts are encoded as fixed-length octet
strings whose sizes are listed Section 5.1.2. ECDH key generation
follows the specification in [ SP800-186] or [RFC5639], and the
artifacts are encoded as fixed-1ength octet strings whose sizes and
format are listed in Table 3 or Table 4.

2.3. Encryption Procedure

The procedure to perform public-key encryption with an M.- KEM + ECDH
conposite schene is as foll ows:

1. Take the recipient’s authenticated public-key packet pkConposite
and sessi onKey as i nput

2. Parse the algorithmID from pkConposite and set it as algld
3. Extract the ecdhPublicKey and m kenPubli cKey component fromthe
al gorithm specific data encoded in pkConposite with the format

specified in Section 5.3. 2.

4. Instantiate the ECDH KEM and t he M.- KEM dependi ng on the
algorithm | D according to Table 6
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5. Compute (ecdhG pherText, ecdhKeyShare) = ECDH
KEM Encaps(ecdhPubl i cKey)

6. Compute (m kenCi pher Text, m kenKeyShare) = M.-
KEM Encaps(m kenPubl i cKey)

7. Compute KEK = mul ti KeyConbi ne(m kenKeyShare, ecdhKeyShare,
ecdhCi pher Text, ecdhPublicKey, algld) as defined in Section 5.2.1

8. Conpute C = AESKeyW ap(KEK, sessionKey) with AES-256 as per
[ RFC3394] that includes a 64 bit integrity check

9. CQutput the algorithmspecific part of the PKESK as
ecdhCi pher Text || m kenCi pherText || len(C, symAl gld) (]|]
symAl gild) || C, where both symAlgld and | en(C, symAlgld) are
single octet fields, symAl gld denotes the symmetric algorithmID
used and is present only for a v3 PKESK, and len(C, synAl gld)
denotes the conbined octet Iength of the fields specified as the
argunent s.

5.2.4. Decryption Procedure

The procedure to perform public-key decryption with an M.- KEM + ECDH
conposite schene is as foll ows:

1. Take the matching PKESK and own secret key packet as input

2. From the PKESK extract the algorithmID as algld and the wrapped
sessi on key as encrypt edKey

3. Check that the own and the extracted algorithmI|D match

4. Parse the ecdhSecret Key and m kentSecretKey fromthe al gorithm
specific data of the own secret key encoded in the format
specified in Section 5.3.2

5. Instanti ate the ECDH KEM and the M.- KEM dependi ng on the
algorithm 1D according to Table 6

6. Par se ecdhC pher Text, mnl kenCi pher Text, and C from encrypt edKey
encoded as ecdhCi pherText || m kenCi pherText || len(C, symAl gld)
(]| symAlgld) || C as specified in Section 5.3.1, where symAlgld
is present only in the case of a v3 PKESK.

7. Conput e (ecdhKeyShare) = ECDH KEM Decaps(ecdhCi pher Text,
ecdhSecr et Key)
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8. Conput e (mM kenmKeyShare) = M.- KEM Decaps(m kenCi pher Text,
m kenfSecr et Key)

9. Conput e KEK = mul ti KeyConbi ne(m kenKeyShar e, ecdhKeyShar e,
ecdhCi pher Text, ecdhPublicKey, algld) as defined in
Section 5.2.1

10. Conpute sessionKey = AESKeyUnwrap(KEK, C) with AES-256 as per
[ RFC3394], aborting if the 64 bit integrity check fails

11. CQutput sessionKey
5.3. Packet Specifications
5.3.1. Public-Key Encrypted Session Key Packets (Packet Type ID 1)

The al gorithmspecific fields consist of the output of the encryption
procedure described in Section 5.2.3:

* A fixed-length octet string representing an ECDH ephemneral public
key in the format associated with the curve as specified in
Section 5.1.1.

* A fixed-length octet string of the M-KEM ci phertext, whose | ength
depends on the algorithmID as specified in Table 5

* A one-octet size of the follow ng fields.

* Only in the case of a v3 PKESK packet: a one-octet symmetric
algorithmidentifier.

* The w apped session key represented as an octet string.

Note that like in the case of the algorithns X25519 and X448
specified in [ RFC9580], for the M.-KEM conposite schenes, in the case
of a v3 PKESK packet, the symretric algorithmidentifier is not
encrypted. Instead, it is placed in plaintext after the

m kenCi pher Text and before the I ength octet preceding the wapped
session key. In the case of v3 PKESK packets for M.-KEM conposite
schenes, the symmetric algorithmused MIUST be AES-128, AES-192 or
AES-256 (algorithmID 7, 8 or 9).

In the case of a v3 PKESK, a receiving inplenentati on MJST check if

the Il ength of the unwapped symretric key matches the symretric
algorithmidentifier, and abort if this is not the case.
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I mpl enent ati ons MJUST NOT use the obsolete Symetrically Encrypted
Dat a packet (Packet Type ID 9) to encrypt data protected with the
al gorithms described in this docunent.

5.3.2. Key Material Packets
The conposite M.- KEM + ECDH schenes defined in this specification
MUST be used only with v6 keys, as defined in [ RFCO580], or newer
versi ons defined by updates of that docunent.

5.3.2.1. Public Key Packets (Packet Type IDs 6 and 14)

The al gorithm specific public key is this series of val ues:

* A fixed-length octet string representing an ECC public key, in the
poi nt format associated with the curve specified in Section 5.1.1

* A fixed-length octet string containing the M.-KEM public key,
whose | ength depends on the algorithmID as specified in Table 5

5.3.2.2. Secret Key Packets (Packet Type IDs 5 and 7)
The al gorithm specific secret key is these two val ues:

* A fixed-length octet string of the encoded ECDH secret key, whose
encodi ng and | ength depend on the algorithmID as specified in
Section 5.1.1.

* A fixed-length octet string containing the M.- KEM secret key in
seed format, whose length is 64 octets (conpare Table 5). The
seed format is defined in accordance with Section 3.3 of
[ FIPS-203]. Nanely, the secret key is given by the concatenation
of the values of d and z, generated in steps 1 and 2 of M-

KEM KeyGen [ FI PS-203], each of a length of 32 octets. Upon
parsing the secret key format, or before using the secret key, for
t he expansi on of the key, the function M-KEM KeyGen_i nt er na

[ FI PS-203] has to be invoked with the parsed values of d and z as
i nput .

6. Conposite Signature Schenes
6.1. Building Bl ocks
6.1.1. ECDSA-Based Signatures

To sign and verify with ECDSA the foll owi ng operations are defined:
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(ecdsaSi gnat ureR, ecdsaSi gnatureS) <- ECDSA. Si gn(ecdsaSecr et Key,
dat aDi gest)

and

(verified) <- ECDSA. Verify(ecdsaPublicKey, databD gest,
ecdsaSi gnat ur eR, ecdsaSi gnat ureS)

Here, the operation ECDSA. Sign() is defined as the algorithmin
Section "6.4.1 ECDSA Signature Generation Al gorithnt of

[ SPB00- 186-5], however, excluding Step 1. H = Hash(M in that

al gorithm specification, as in this specification the nmessage di gest
His a direct input to the operation ECDSA. Sign(). FEquivalently, the
operation ECDSA. Sign() can be understood as representing the

al gorithm under Section "4.2.1.1. Signature Algorithnt in

[ TR-03111], again with the difference that in this specification the
message digest H Tau(M appearing in Step 5 of the al gorithm
specification is the direct input to the operati on ECDSA. Sign() and
thus the hash conputation is not carried out. The sane statenent

hol ds for the definition of the verification operation

ECDSA. Verify(): it is given either through the algorithmdefined in
Section "6.4.2 ECDSA Signature Verification Al gorithni of

[ SPB00-186-5] omitting the nmessage digest conputation in Step 2 or by
the algorithmin Section "4.2.1.2. Verification Al gorithni of

[ TR-03111] omitting the nmessage digest conputation in Step 3.

The public keys MJIST be encoded in SECL format as defined in section
Section 2.1.1. The secret key, as well as both values R and S of the
si gnature MJST each be encoded as a big-endian integer in a fixed-

I ength octet string of the specified size.

The followi ng table describes the ECDSA parameters and artifact
| engt hs:
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b oo oo sl s s oo ool s st o}
| | NI ST- | NI ST P-384 | brai npool P256r1 | brai npool P384r1 |
I | P-256 I I I I
[ gty -l e pu gt b puja s po o pojgy oo fu oo g jp—gty oo po g poj s pojfupj——_—j—— o
| Al gorithm TBD (M.- | TBD ( M- | TBD ( M_- DSA- | TBD ( M.- DSA- |
| | D| DSA- | DSA- | 65+ECDSA- | 87+ECDSA- |
| ref erence| 44+ECDSA- | 65+ECDSA- | br ai npool P256r 1) | brai npool P384r1) |
| | NI ST- | NI ST- P- | | |
| | P- 256) | 384, ML- | | |
I I | DSA- I I I
| | | 87+ECDSA- | | |
| | | NI ST- P-384 | | |
S IR S IR S T T e +
| Field| 32 octets| 48 octets |32 octets | 48 octets |
I si ze| I I I I
R R S S o e e e e oo oo +
| Public| 65 octets| 97 octets |65 octets | 97 octets |
I key| I I I I
S IR S IR S T T e +
| Secret| 32 octets| 48 octets |32 octets | 48 octets |
I key| I I I I
R R S S o e e e e oo oo +
| Si gnature| 32 octets| 48 octets |32 octets | 48 octets |
| value R | | | |
S IR S IR S T T e +
| Signature| 32 octets| 48 octets |32 octets | 48 octets |
| value S | | | |
R R S S o e e e e oo oo +

Tabl e 7: ECDSA paraneters and artifact |engths
6.1.2. M.-DSA Signatures

Thr oughout this specification M.-DSA refers to the default pure and
hedged versi on of M.-DSA defined in [FlIPS-204].

M.- DSA sighature generation is performed using the default hedged
versi on of the M.-DSA. Sign algorithm as specified in [FIPS-204],
with an enpty context string ctx. That is, to sign with M.-DSA the
foll owi ng operation is defined:

(m dsaSi gnature) <- M.-DSA. Si gn(m dsaSecr et Key, dataDi gest)
M.- DSA signhature verification is perforned using the M-DSA Verify
algorithm as specified in [FIPS-204], with an enpty context string

ctx. That is, to verify with M.-DSA the following operation is
def i ned:
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(verified) <- M-DSA. Verify(m dsaPublicKey, dataDi gest, nldsaSignature)

M.- DSA has the parametrization with the corresponding artifact
lengths in octets as given in Table 8. Al artifacts are encoded as
defined in [ FI PS-204].

| | M.-DSA-44 | M.-DSA-65 | M- DSA-87

[} e —————————————— e ————————— L —p—_—_——————— L —_———(—————r
| AlgorithmID reference | TBD | TBD | TBD |
e . . . +
| Public key | 1312 octets | 1952 octets | 2592 octets
T I I I +
| Secret key | 32 octets | 32 octets | 32 octets

o e e e e e e e e oo o - S S S +
| Signature | 2420 octets | 3309 octets | 4627 octets
e . . . +

Tabl e 8: M.-DSA paraneters and artifact |engths

6.2. Composite Signature Schenes with M.-DSA

6.2.1. Key Ceneration Procedure
The i npl enentati on MUST generate the M.- DSA and t he ECDSA comnponent
keys independently. M.-DSA key generation follows the specification
in [FIPS-204] and the artifacts are encoded as fixed-1ength octet
strings whose sizes are listed in Section 6.1.2. ECDSA key
generation follows the specification in [ SP800-186] or [RFC5639], and
the artifacts are encoded as fixed-1ength octet strings whose sizes
are listed in Section 6.1.1.

6.2.2. Signature Generation

To sign a nessage Mwith M.- DSA + ECDSA the foll owi ng sequence of
operations has to be perforned:

1. Cenerate databDi gest according to Section 5.2.4 of [RFC9580]

2. Create the ECDSA signature over databDi gest with ECDSA. Sign() from
Section 6.1.1

3. Create the M-DSA signature over databi gest with M-DSA. Sign()
from Section 6.1.2

4. Encode the ECDSA and M.- DSA signhatures according to the packet
structure given in Section 6.3.1
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6.2.3. Signature Verification

To verify an M.-DSA + ECDSA signature the foll ow ng sequence of
operations has to be perforned:

1. Verify the ECDSA signature with ECDSA. Verify() from Section 6.1.1

2. Verify the M.-DSA signhature with M-DSA. Verify() from
Section 6.1.2

As specified in Section 4.2 an inplenentation MJST validate both
signatures, that is, ECDSA and M.- DSA, successfully to state that a
conposite M- DSA + ECDSA signature is valid.

6.3. Packet Specifications
6.3.1. Signature Packet (Packet Type ID 2)

The conposite M- DSA + ECDSA schenes MJST be used only with v6
signatures, as defined in [RFCO580], or newer versions defined by
updat es of that docunent.

The al gorithm specific v6 signature paraneters for M-DSA + ECDSA
si gnatures consi st of:

* A fixed-length octet string of the big-endian encoded ECDSA val ue
R, whose | ength depends on the algorithmID as specified in
Tabl e 7.

* A fixed-length octet string of the big-endian encoded ECDSA val ue
S, whose | ength depends on the algorithmID as specified in
Tabl e 7.

* A fixed-length octet string of the M.- DSA signature val ue, whose
| ength depends on the algorithmID as specified in Table 8.

A conposite M.-DSA + ECDSA signature MJST use a hash algorithmw th a
di gest size of at least 256 bits for the conputation of the nessage
digest. A verifying inplenmentation MJST reject any conposite M-DSA
+ ECDSA signature that uses a hash algorithmwith a smaller digest

si ze.

6.3.2. Key Material Packets
The conposite M.- DSA + ECDSA schenes MJST be used only with v6 keys,

as defined in [ RFC9580], or newer versions defined by updates of that
docunent .
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6.3.2.1. Public Key Packets (Packet Type IDs 6 and 14)

The al gorithm specific public key for M.-DSA + ECDSA keys is this
series of val ues:

* A fixed-length octet string representing the ECDSA public key in
SEC1 format, as specified in section Section 2.1.1, whose |length
depends on the algorithmID as specified in Table 7

* A fixed-length octet string containing the M.-DSA public key,
whose | ength depends on the algorithmID as specified in Table 8.

6.3.2.2. Secret Key Packets (Packet Type IDs 5 and 7)

The al gorithm specific secret key for M.-DSA + ECDSA keys is this
series of val ues:

* A fixed-length octet string representing the ECDSA secret key as a
bi g- endi an encoded integer, whose | ength depends on the algorithm
ID as specified in Table 7

* A fixed-length octet string containing the M.- DSA secret key in
seed format, whose length is 32 octets (conpare Table 8). The
seed format is defined in accordance with Section 3.6.3 of
[ FIPS-204]. Nanely, the secret key is given by the val ue x
generated in step 1 of M-DSA KeyGen [FIPS-204]. Upon parsing the
secret key format, or before using the secret key, for the
expansi on of the key, the function M.-DSA. KeyGen_i nterna
[ FI PS-204] has to be invoked with the parsed value of xi as input.

7. Security Considerations

The foll owi ng security considerations given in
[I-D.draft-ietf-openpgp-pqgc] equally apply to this docunent:

* the security aspects of conposite sighatures (Section 9.1 in
[I-D.draft-ietf-openpgp-pqc]),

* the argunents for the security features of the KEM conbi ner given
in Section 9.2 of [I-D.draft-ietf-openpgp-pqc], as also the NI ST
and Brai npool curves represent nom nal groups according to
[ ABH 21],

the consi derations regardi ng domai n separati on and cont ext binding
for the KEM conbi ner (Section 9.2.1 in
[I-D.draft-ietf-openpgp-pqc]),
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* the use of the hedged variant of M-DSA (Section 9.3 in
[I-D.draft-ietf-openpgp-pqc]),

* the mninmumdigest size for PQ T signatures (Section 9.4 in
[I-D.draft-ietf-openpgp-pqc]),

* the use of symretric encryption in SElIPD packets (Section 9.5 in
[I-D.draft-ietf-openpgp-pqc]),

* and key generation for conposite schenes (Section 9.6 in
[I-D.draft-ietf-openpgp-pqc]).

When i nmpl ementing or using any of the algorithnms defined in this
speci fication, the above referenced security considerations should be
not ed.

8. | ANA Consi derati ons

I ANA is requested to add the algorithmIDs defined in Table 9 to the
existing registry OpenPGP Public Key Algorithms. The field

speci fications enclosed in brackets for the M.- KEM + ECDH conposite
al gorithms denote fields that are only conditionally contained in the
data structure.

[ Note: Once the working group has agreed on the actual algorithm
choice, the following table with the requested | ANA updates wll be
filled out.]

R ey e pe ety plp—j—p—p—j— e —_—— e —_—(——(— p—p——_———(—————— plp——p——————
| 1D | A gorithm | Publi c| Secret| Si ghat ure| PKESK For nat | Ref er ence|

Key| Key| For mat | | |
For mat | For mat | | | |

TBD| M_- DSA- 65| 32| 64 octets| N Al  Section|
| 44+ECDSA- NI ST- | oct et s| oct et s ECDSA| | 6. 2|
| P- 256 | ECDSA| ECDSA| si gnature]|

| public|secret| Table 7 ,|
| key| key| 2420|

I I
I I
I I
| (Tabl e| (Tabl e] oct et s| | |
| 7,|7), 32| M- DSA- 44| | |
| 1312| octets]|signature]| | |
| oct et s| M.-| (Tabl e 8)| | |
I M.- | DSA- 44| I I I
| DSA- 44| secr et | | | |
| public| key| | | |
I key| (Tabl e| I I I

I I I

I I I

| (Tabl e] 8) |
I 8) | I
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Fom e e e e oo S S S T S +
| TBD| M_- DSA- | 97| 48| 96 octets]| N Al Section]|
| | 65+ECDSA- NI ST- | oct et s| oct et s ECDSA| | 6. 2|

| P- 384 | ECDSA| ECDSA| signature]|

| public|secret| Table 7 ,|

| key| key| 3309|

I I

I I

I I

| (Tabl e| (Tabl e] oct et s| | |
| 7,17, 32| M.- DSA- 65| | |
| 1952| oct et s| si gnat ur e | |
| octets| M.- | (Tabl e 8)| | |
| M- | DSA- 65| | |
| DSA- 65| secr et | | |
| public| key| | |
I I

I I

I I

| key| (Tabl e|

| (Tabl e| 8) |

I 8) | I
e Foommo- Foommo- O S O +
| TBD| M- DSA- | 97| 48| 96 octets]| N Al Section]|
| | 87+ECDSA- NI ST- | oct et s| oct et s ECDSA| | 6. 2|

| P-384 | ECDSA| ECDSA| si gnhat ure|
| public|secret| Table 7 ,|
| key| key| 4627|

I I

I I

I I

| (Tabl e| (Tabl e] oct et s| | |
| 7,17, 32| M.- DSA- 87| | |
| 2592| oct et s| si gnhature]| | |
| oct et s M.-| (Tabl e 8)| | |
| M.- | DSA- 87| | |
| DSA- 87| secret | | |
| public| key| | |
I I

I I

I I

| key| (Tabl e|

| (Tabl e| 8) |

I 8) I
TBD| M_- DSA- | 65| 32| 64 octets| N Al  Section|
| 65+ECDSA- | oct et s| octets]| ECDSA| | 6. 2|

| brai npool P256r 1| ECDSA| ECDSA| si gnat ure| | |
| public|secret| Table 7 ,| | |
| key| key| 3309| | |
| (Tabl e| (Tabl e] oct et s| | |
| 7,17, 32| M- DSA- 65| | |
| 1952| oct et s| si gnat ure| | |
| oct et s| M.-| (Tabl e 8)| | |
| M.- | DSA- 65| | |
| DSA- 65| secr et | | |
| public| key| | |

I I

I I

I I

I

|

I

I

I

I

I

|

I

I

I

I

I I

om e e e e oo R Fomm oo - e o - Fom e e o - +
I

I

I

I

I

|

I

I

I

I I
I I
| |
| | key| (Tabl e| |
I I
I I

| (Tabl e] 8) |
I 8) | I
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| TBD| M- DSA-

| 87+ECDSA-

| br ai npool P384r 1|

| TBD| M- KEM

| 512+ECDH NI ST-
| P- 256

| 768+ECDH NI ST-
| P-384

TBD| M.- KEM

NI ST Br ai npool

PQC

Cct ober 2025

S S S T +
| 97| 48| 96 octets]| N A
| oct et s| octets]| ECDSA| |
ECDSA| ECDSA| si gnat ur e| |
| public|secret|Table 7 ,| |
| key| key| 4627| |
| (Tabl e| (Tabl e] oct et s| |
| 7,17, 32| M.- DSA- 87| |
| 2592| oct et s| si gnat ure]| |
| octets| M.- | (Tabl e 8)| |
| M- | DSA- 87| | |
| DSA- 87| secr et | | |
| public| key| | |
| key| (Tabl e| | |
| (Tabl e 8) | I I
I 8) | I I I
Femmm o - Femmm o - S Fom ek +
| 65| 32| N A 65 octets|
| oct et s| octets]| | ECDH|
| ECDH  ECDH| | ciphertext,|
| public| secret| | 768 octets|
| key| key| | M- KEM 512|
| (Tabl e| (Tabl e] | ciphertext,|
| 7,|7), 64| | 1 octet|
| 800] oct et s| | remai ni ng|
| oct et s| M- KEM | length, [1]
| M.- KEM - 512] | octet |
| -512| secret| | al gorithm I D
| public| key| | in case of|
| key| (Tabl e| | v3 PKESK,] n|
| (Tabl e| 5)] | oct et s|
I 5) | I I wr apped|
| | | | session key|
I I I I (Section|
I I I I 5.3.1)|
Fomm o - Fomm o - S Fom e e o - +
| 97| 48| N A 97 octets|
| oct et s| octets]| ECDH|

| ECDH  ECDH
| publi c| secret|
I key| key|
| (Tabl e| (Tabl e]
| 7),17), 64
| 1184| octets]|
| oct et s| M- KEM

| M.-KEM - 768]|
| -768|secret|
| public| key|

Expires 19 April

2026

I

| ciphertext, |
| 1088 octets]|
| M- KEM 768|
| ciphertext,|
| 1 octet|
| remai ni ng|
| length, [1]
| oct et |
| al gorithm I D
| in case of|

Secti on|
6. 2|

Secti on]|
5. 2]

Secti on]|
5.2|
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TBD| M.- KEM

| P-384
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I

I
I
|
I
I
I
+
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
+
| TBD] M- KEM:
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I

| TBD| M- KEM

| | 1024+ECDH

Dang, et al

| 768+ECDH-
| br ai npool P256r 1|

NI ST Brai npoo

(Tabl e] 5|

| 97| 48|

| 1024+ECDH- NI ST- | oct et s| oct et S|

| ECDH  ECDH
| public| secret|
|  key|  key|
| (Tabl e| (Tabl e]
| 7).17), 64]
| 1568| octets]|
| oct et s| M- KEM
| M.- KEM - 1024
| -768|secret|
| public| key|
| key| (Tabl e|

| 65| 32|
| oct et s| oct et s|
ECDH  ECDH
| public| secret|
|  key|  key|
| (Tabl e| (Tabl e]
| 7).,17), 64

1184| oct et s|

| oct et s| M- KEM

| M.- KEM

- 768|
-768| secret|

| public| key|

key| (Tabl e|

| (Tabl e] 5) |

5) |

97| 48|

| oct et s| octets]|
| | br ai npool P384r 1]

ECDH  ECDH|

Expires 19 April

PQC

Cct ober 2025

| v3 PKESK,] n|
| oct et s|
| wr apped|
| session key|
| (Section|
| 5.3.1)]

N A 97 octets|

| ECDH
| ciphertext,|
| 1568 octets|
| M- KEM 1024
| ciphertext,|
| 1 octet|
| remai ni ng|
| length, [1]
| octet |
| al gorithm I D
| in case of|
| v3 PKESK,] n|
| oct et s|
I wr apped|
| session key|
| (Section|
| 5.3.1)]

N A 65 octets|

| ECDH
| ciphertext,|
| 1088 octets|
| M- KEM 768]|
| ciphertext,|
| 1 octet|
| remai ni ng|
| length, [1]
| octet |
| al gorithm I D
| in case of|
| v3 PKESK,] n|
| oct et s|
I wr apped|
| session key|
| (Secti on|
| 5.3.1)]

N A 97 octets|

2026

| ECDH
| ciphertext,|

Secti on|
5. 2]

Secti on|
5. 2|

Secti on]|
5. 2]
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9

9

.1

2

3.

| public| secret| 1568 octets]|

| I I
| | | key| key| | M- KEM 1024| |
| | | (Tabl e| (Tabl e] | ciphertext, | |
[ | 7.17), 64 I 1 octet| I
| | | 1568| octets]| | remai ni ng| |
| | | oct et s| M- KEM | length, [1] |
| | | M.- KEM - 1024 | oct et | |
| | | -768|secret| | al gorithm I D |
| | | public| key| | in case of| |
| | | key| (Tabl e| | v3 PKESK,] n| |
| | | (Tabl e| 5) | | oct et s| |
| I 5) | I I wr apped| I
| I I I | session key| I
| I I I I (Section| I
(. | | | | 5.3.1)| |
Fom e e e oo +o-m - - +o-m - - R R R +

Table 9: | ANA updates for registry ' OQpenPGP Public Key Al gorithns’

I ANA is asked to add the following note to this registry:
The field specifications enclosed in square brackets for PKESK
Format represent fields that may or may not be present, depending
on the PKESK versi on.

Changel og

This section gives the history of changes in the respective docunent
versions. The order is newest first.

draft-ietf-openpgp-nist-bp-conp-01

* Editorial alignment to [I-D.draft-ietf-openpgp-pqc]
draft-ietf-openpgp-nist-bp-conmp-00

* change draft title

dr aft - ehl en- openpgp- ni st - bp- conp- 02

* Conpleted the 1 ANA table.

* Added "Security Considerations" section

* Alignnent of various technical details to
[I-D.draft-ietf-openpgp-pqc].

* Various editorial alignments to [I-D.draft-ietf-openpgp-pqc].
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9.4. draft-ehl en-openpgp-ni st-bp-conp-01

* Replaced the explicit description of the KEM conbiner with a
reference to [I-D.draft-ietf-openpgp-pqc].
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Appendi x A. Test Vectors

TBD
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A. 1. Sanple v6 PQC Subkey Artifacts
TBD ## V4 PQC Subkey Artifacts
TBD
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