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Abstract

This specification profiles the Assertion Framework for QAuth 2.0
Client Authentication and Authorization Gants [RFC7521], the JWI
Profile for QAuth 2.0 Cient Authentication and Authorization Gants
[ RFC7523], and QAuth 2.0 Attestation-Based Cient Authentication
[I-D.draft-ietf-oauth-attestation-based-client-auth] to enable the
use of SPIFFE Verifiable Identity Docunents (SVIDs) as client
credentials in QAuth 2.0. It defines how QAuth clients with SPIFFE
credentials can authenticate to QAuth authorization servers using
their JW-SVIDs, WT-SVIDs, or X 509-SVIDs w thout the need for
client secrets. This approach enhances security by enabling seanl ess
i ntegration between SPI FFE- enabl ed wor kl oads and OAut h aut hori zati on

servers while elimnating the need to distribute and manage shared
secrets such as static client secrets.

About Thi s Docunent

This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at

https://datatracker.ietf.org/doc/draft-ietf-oauth-spiffe-client-
aut h/ .

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Goup mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com arndt-s/oaut h-spiffe-client-authentication.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Traditional OQAuth client authentication typically relies on client
secrets or private key JW authentication, both require an out of
band distribution of secret material to the QAuth client. |n nodern
cl oud-native architectures where identity is nanaged by SPIFFE
(Secure Production ldentity Franework for Everyone), there is a need
to provision additional secret material for QAuth clients when
attested identifiers and credentials such as SVIDs are al ready
avai | abl e.

This specification profiles the Assertion Framework for QAuth 2.0
Client Authentication and Authorization Gants [ RFC7521] to all ow

SPI FFE- enabl ed workl oads to use their SPIFFE Verifiable Identity
Docunents (SVIDs), either X 509 certificates or JSON Wb Tokens (JW-
SVID & WT-SVID), as client credentials for QAuth 2.0 client

aut hentication. JW-SVIDs nake use of a profiled version of the JW
Profile for QAuth 2.0 Cient Authentication and Authorization Gants
[ RFC7523]. WT-SVIDs nake use of the QAuth 2.0 Attestation-Based
Client Authentication
[I-D.draft-ietf-oauth-attestation-based-client-auth].

This profile focuses on using SPIFFE credentials for QAuth client
aut henti cati on.
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The SPIFFE profile for client authentication enabl es seanl ess

i ntegrati on between SPlI FFE-based and QAut h- based systens, all ow ng
applications to | everage both ecosystens w thout requiring additional
credential managenent. It also enables a nobre secure authentication
met hod by | everaging cryptographically verifiable credentials rather
than shared secrets.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2.1. Term nol ogy

Thi s specification uses the terns defined in QAuth 2.0 [ RFC6749], the
Assertion Franmework for QAuth 2.0 [RFC7521], the JWI profile of it

[ RFC7523], and the SPIFFE specifications. |In particular, the
following terns are particularly rel evant:

*Trust Donmain*: As defined in SPIFFE, A trust donain represents a
single trust root. Al SVIDs issued within a trust domain are
verifiable via the trust domain s keys.

*SPIFFE ID*: A unified resource identifier that uniquely and
specifically identifies a workload using the spiffe schene. See
[SPIFFE I D] for details.

*SVID*: A SPIFFE Verifiable lIdentity Docunment. This docunent
specifies the use of two types of SVl Ds:

*  *X.509-SVID*: An X. 509 certificate that contains a SPIFFE ID in
the URI SAN extension. See [SPlIFFE X509] for details.

* *JWI-SVID*: A JSON Web Token (JWI) that contains a SPIFFE ID in
the sub claim See [SPI FFE_JW] for details.

*SPlI FFE Bundl e*: A collection of public keys and associ ated net adata
that allow validation of SVIDs issued by a trust donain.

*SPI FFE Bundl e Endpoint*: A URL that serves a SPIFFE bundle for a
trust domai n.
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3.

3.

QAuth Cient Authentication Using SPIFFE

This section describes how SPI FFE identity docunments can be used for
QAuth 2.0 client authentication, followi ng the patterns established
in [RFC7521] and, in case of JW-SVID [ RFC7523].

QAuth 2.0 client authentication is used to authenticate the client to
the aut horization server when maki ng requests to the token endpoint.
VWhen using SPI FFE for client authentication, the client presents its
SVID (JWI-SVID, WT-SVID, or X.509-SVID) to prove its identity

1. dient Authentication with JW-SVIDs

JWI- SVI D based authentication naturally follows the JW Profile for
QAuth 2.0 Cient Authentication [RFC7523], with specific adaptations
for SPIFFE JW-SVIDs. [RFC7521] remains valid.

To identify the assertion content as a JW-SVID this specification
establishes the following client assertion type as an QAuth UR
according to [ RFC6755] :

urn:ietf:parans: oauth:client-assertion-type:jw-spiffe

Based on [ RFC7523] the followi ng request paranmeters MJST be present
to performclient authentication in the context of this

speci fication:

* client_assertion_type: MJST be set to
urn:ietf:parans: oauth:client-assertion-type:jw-spiffe.

* client_assertion: MJST be a single SPIFFE JWI- SVI D

To validate JWI-SVID client authentication requests the authorization
server MJST:

1. Verify that the JWr is well-formed and contains all required
claims (SPIFFE ID in sub, aud, and exp).

2. Verify that the JW has not expired (check the exp clain).

3. Verify that the aud claimcontains only the issuer identifier of
the authorization server as its sole value. See
[I-D.draft-ietf-oauth-rfc7523bis] for details.

4. Verify the JW signature using the signing keys of the trust
dommi ns according to Section 6.
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5. Verify that the SPIFFE ID in the sub claimnmatches or is
associated with a recognized client identifier. |If the client
authentication is presented with a client_id that is a URL
described in [I-D.ietf-oauth-client-id-netadata-docunent], verify
that the SPIFFE ID in the sub claimnmatches the spiffe_id val ue
inthe dient ID Metadata Docunment as described in Section 5.1

3.1.1. JWI-SVID exampl e

The foll owing exanples illustrates an authorization_code request to
the token endpoint of an QAuth 2.0 authorization server |everaging a
SPI FFE JWI-SVID to authenticate the client.

POST /token HTTP/ 1.1
Host: as. exanpl e.com
Cont ent - Type: applicati on/ x-ww-form url encoded

grant _t ype=aut hori zati on_code&

code=n0esc3NRze7LTCu7i YzS6a5acc3f 0ogp4&
client_assertion_type=urn%3Ai et f ¥8Apar ans¥3Aoaut h3A

client-assertion-type=jw-spiffe&

client_assertion=eyJhbGeci G JFUzl INi | sl nt pZCl 61 j RRQzhhZ3l j SHU2cnbr RUVKWUFI NI Z1Q2UOSnDTalBW
liwi dH W j oi SI dUl n0. eyJhdWQ A si aHROcHVBLY9hcy5l eGRt cGxI LnNvbS8i XSwi ZXhwi j oxNz BMTT ONTQz L
CIpYXQ G E3SNDcxM QyNDMsI nNLYi | 61 nNwaWZnZTovL2VAYWLwbGUub3JInL215LWOhdXRoLWNsaW/udCJ9. Xl v5
WichxDs k4l OpaewHANXOR7MKF_FMh_c27DX45Bxr 2HUZf 9a6Unt f g5S47xpwbw495HBL6_1Lc6 TMIXmw

For clarify, the SPI FFE-JW header and body decoded:

{
"al g": "ES256",
"kid": "4vCBagycHu6r nkEEJYAH6VUCe4JoSkPV",
"typ": "Jwr
}.
{
"aud": [
"https://as.exanple.com"
1,
"exp": 1747124543,
"iat": 1747124243,
"sub": "spiffe://exanple.org/ ny-oauth-client"
}

3.1.2. JW-SVID exanple with Cient |ID Metadata Docunent
The following exanple illustrates a client_credentials request to the

t oken endpoint of an QAuth 2.0 authorization server |leveraging a
SPI FFE JWI-SVID to authenticate the client.
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POST /token HTTP/ 1.1
Host: as. exanpl e.com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=client _credential s&

client _id=https¥%BAWRF¥2Fexanpl e. or g%2Fcl i ent %2Fnet adat a. j son&
client_assertion_type=urn%3Ai et f ¥8Apar ans¥3Aoaut h¥3A

client-assertion-type=jw-spiffe&

client_assertion=eyJhbGeci G JFUzl INi | sl nt pZCl 61 j RRQzhhZ3! j SHU2cnbr RUVKWJFI NI Z1Q2U0SnDTalBW
I'iwi dH Wi j oi SI dUI n0. eyJhdWQ A si aHROcHVBLY9hcy5l eGFt cGxl LmNvbS8i XSwi ZXhwl j oxNz QBMTI ONTQz L
CIpYXQ G ESNDcxM QyNDMsI nNLYi | 61 nNwaWZnZTovL2VAYWLwhGUub3JnL2NsaWudC8xM MJI n0. Xl v5l WAcbx
Ds Qk4l OpaewEHANXOR7MKF_FMVh_c27DX45Bxr 2HUZf 9a6Unt f g5S47xpwbw495HBL6  1Lc6 TMIXmw

For clarity, the SPIFFE-JW header and body decoded:

{
"al g": "ES256",
"kid": "4vCB8agycHu6r nkEEJYAH6VUCe4JoSkPV",
“typ": "JwWr
}.
{
"aud": [
"https://as.exanple.conl"
1,
"exp": 1747124543,
"iat": 1747124243,
"sub": "spiffe://exanple.org/client/1234"
}

The client_id points to a Cient |ID Metadata Docunent
([1-D.ietf-oauth-client-id-metadata-docunent]) with the foll ow ng

contents:
{
"client _id": "https://exanple.org/client/netadata.json",
"client_nane": "Exanmple dient",
"spiffe_id": "spiffe://exanple.org/client/*",
"spi ffe_bundl e_endpoint”: "https://exanple.org/client/bundle.json"
}

3.2. dient Authentication using X509-SVID
X. 509- SVI D based aut hentication uses mutual TLS as defined in QAuth

2.0 Mutual -TLS dient Authentication [RFC8705], with specific
adapt ati ons for SPI FFE X. 509- SVI Ds.
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To authenticate using an X 509-SVID, the client establishes a mutual
TLS connection with the authorization server using its X 509-SVID as
the client certificate. The authorization server validates the
client certificate as an X 509-SVID and extracts the SPIFFE I D from
the URI SAN. The server certificate MJUST be validated by the client
using its systemtrust store, and NOT the SPIFFE trust bundl e.

The request MJST include the client_id paraneter containing the
SPIFFE-I1D of the client. It MJST match the URI SAN of the presented
X509-SVID client credential

The server validates the client certificates according the follow ng
rul es

1. Performstandard X 509 path validation against the trust anchors
according to Section 6.

2. Verify that the certificate contains exactly one URI SAN with a
valid SPI FFE | D.

3. Verify that the certificate is a leaf certificate (Basic
Constrai nts extension has CA=FALSE)

4. Verify that the certificate has the digital Signature key usage
bit set.

5. Verify that the SPIFFE ID in the URI SAN matches a registered
client identifier or is associated with a registered client
identifier.

3.2.1. X509-SVID Exanpl e

The foll owi ng request uses a refresh token to obtain a new access
token. The client is spiffe://exanple.org/nmy-oauth-client and is
aut henticated by performng this request over a nutual TLS
connecti on.

POST /token HTTP/ 1.1
Host: as. exanpl e.com
Cont ent - Type: application/ x-ww-form url encoded

grant _type=refresh_t oken&
refresh_t oken=t Gzv3JCkFOXGE QX 2Tl KW A&
client_id=spiffe://exanple.org/m-oauth-client

For clarity, the presented X509-SVID client certificate to the server
decoded via openssl x509 -text is:
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Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber:
dd: 48: ec: d4: a4: c6: b2: ea: 8e: 9b: 54: 35: €8: 30: 65: 7b
Signature Al gorithm ecdsa-w th-SHA256
| ssuer: C=US, O=SPI FFE, seri al Nunber=6968729192859147614695638370388029008
Validity
Not Before: May 16 11:26:11 2025 GVI
Not After : May 16 12:26:21 2025 GMI
Subj ect: C=US, O=SPI RE
Subj ect Public Key Info:
Public Key Al gorithm id-ecPublicKey
Publ i c-Key: (256 bit)
pub:
04: c2: Ob: b6: 8e: 47: 9a: 20: ab: 33: f1: a9: ab: 77: 97
fa:a0:95:7d: 2c: 9f : €9: 94: 3d: €9: ed: e6: 35: 52: 7f:
ff:82:34:74:20:97:5a: 1b: 4e: 87: 5f: 32: 3e: 9d: da:
60: 6a: 05: 8b: 86: 9d: Ob: 59: 5f: 67: be: 93: 3b: 26: de:
ea: le: 18:98: 96
ASN1 O D: prine256vl
Nl ST CURVE: P-256
X509v3 ext ensi ons:
X509v3 Key Usage: critica
Digital Signature, Key Enci phernent, Key Agreenent
X509v3 Ext ended Key Usage:
TLS Web Server Authentication, TLS Wb Cient Authentication
X509v3 Basic Constraints: critica
CA: FALSE
X509v3 Subj ect Key ldentifier:
D8: 7A: 2F: 8B: E3: CF: 08: 83: EA: DD: 5E: 0A: 59: 33: 6E: 4C. EO: CC. 6B: AD
X509v3 Authority Key ldentifier:
C2:41:49: BO: ED: EO: 94: 7B: FA: 7D:. C2: F1: 02: 24: 20: B9: 1E: 3D: 56: FA
X509v3 Subj ect Alternative Nane:
URI : spi ffe://exanpl e. org/ nmy- oaut h-cl i ent
Signature Al gorithm ecdsa-w th-SHA256
Si gnat ure Val ue:
30: 44: 02: 20: 48: c3: 5f: 68: b2: c5: 5d: 96: c4: 96: 32: 37: 1f : af :
b8: 1c: 1c: 45: ad: 41: 26: dd: e2: 92: b5: 73: 62: 83: 34: c6: 16: 2a:
02: 20: Of : 48: 02: 8e: 6b: 1d: 09: 01: 80: d8: 85: 2b: ca: 25: ¢6: 2c:
9e: f2:27:c2:3c:e4:03:58:a8:47: 21: f6: 3c: be: 7a: c8

3.3. dient Authentication with WT-SVIDs
WT-SVIDs are the SPI FFE variant of the WMSE Workload Identity Token
(WT) as defined in [I-D.draft-ietf-w nse-workl oad-creds] and nake

use of concepts defined in QAuth 2.0 Attestation-Based dient
Aut hentication [I-D.draft-ietf-oauth-attestation-based-client-auth].
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A WT-SVID as issued by a SPIFFE i npl ementation binds a key held by
the client via the cnf claim This key is used as attestation proof
during client authentication. The attestation proof is in the form
of a"Cient Attestation PoP JW" as defined in
[I-D.draft-ietf-oauth-attestation-based-client-auth] that is issued
by the client and signed with the private part of the key bound in
the WT-SVID.

The WT-SVID and the corresponding Cient Attestation PoP JW are
sent together to the authorization server as a neans of client

aut henti cation using the HITP header-based syntax defined in
Section 6.1 of [I-D.draft-ietf-oauth-attestation-based-client-auth].

3.3.1. Authorization Server Validation

To validate a WT-SVID client authentication request, the
aut hori zati on server MJST apply the follow ng rules:

* The authorization server MJST accept wit+jwt as a valid val ue of
the typ JWI header paraneter in the QAuth-Cient-Attestation
header, in addition to oauth-client-attestati on+jwt.

* The WT-SVID MIST be validated as a Workload Identity Token
according to Section 3.1 of [I-D.draft-ietf-w nse-workl oad-creds].

* The WT-SVID signature MIST be verified using the signing keys of
the trust dommin according to Section 6.

* The Client Attestation PoP JW MJUST be validated according to
Section 5.2 of
[I-D.draft-ietf-oauth-attestation-based-client-auth].

TODO. What to do with attest _jwt_client_auth nethod in AS
met adat a?

3.3.2. WT-SVID Exanpl e

The followi ng exanple illustrates a token request using a WT-SVID
and a Cient Attestation PoP JW for client authentication.

The WT-SVID (QAuth-Client-Attestation) header and body decoded:
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"typ': "wit+jw",
"al g": "ES256",
"kid": "4vC8agycHu6r nkEEJ YAHBVuCe4JoSkPV"

"iss": "spiffe://exanple.org/ ny-spiffe-workload-api",
"sub": "spiffe://exanpl e.org/ nmy-oauth-client",

"exp": 1747128000,

“iat": 1747124400,

"cnf":

"jwk"

"kty": "EC',

"crv": "P-256",

"x": " 18wHLel gVOWWNEVDLTxgpqy2Lsz YkM 6J8nj VAI bvhM',
y": "-V4dS4UaLMgP_4f Y4j 8i r 7cl 1TXI FdAgcx5507TkcSA"

}
}
}

The Client Attestation PoP JWI (QAuth-Client-Attestation-PoP) header
and body decoded:

{
"typ": "oauth-client-attestation-pop+w",
"al g": "ES256"

}.

{
"iss": "spiffe://exanple.org/ nmy-oauth-client",
"aud": "https://as.exanple.cont,
"jti": "d25d00ab-552b- 46f c- ael19- 98f 440f 25064",
"iat": 1747124400

}

The t oken endpoi nt request:

POST /token HTTP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: appli cati on/ x-wwform url encoded
QAuth-Cient-Attestation: eyJOeXA O J3aXQ andOliw YWnl | oi RVYM/NTYi L. ..
QAuth-Cient-Attestation-PoP: eyJhbGei G JFUzI INi | sl nR5cCl 61 nBhdXRoLWN. . .

grant _type=aut hori zati on_code&

code=n0esc3NRze7LTCu7i YzS6a5acc3f 0ogp4&
client_id=spiffe://exanple.org/m-oauth-client
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4. Interoperability

In order to achieve interoperability between the authorization server
and clients the authorization server MJST advertise what client
aut henti cati on nmet hods are support ed.

Aut hori zation servers MJST support at |east one of JW-SVID or
X509-SVID. The methods supported MJST be advertised in the

aut hori zati on servers netadata [RFC8414] by including spiffe_ jw,
spiffe wit and/or spiffe x509 in the

t oken_endpoi nt _auth_net hods_supported list. Additionally, the sane
shoul d be included in revocation_endpoi nt _auth_mnet hods_supported and
i ntrospection_endpoi nt _aut h_net hods_supported when appli cabl e.

Clients MJST support at |east one of JW-SVID, WT-SVID or X509-SVI D
To guarantee interoperability a client SHOULD support all

It is the responsibility of the client to select the authentication
met hod supported by the authorization server and its depl oynent.

5. SPIFFE Trust Establishment and dient Registration

Thi s specification requires previously established trust between the
QAuth 2.0 Authorization Server and the SPIFFE Trust Donmain. This
needs to happen out of band and is not in scope of this

speci fication. However, the mechani sms of key distribution is in
scope and described in Section 6

Simlar to the trust establishnent, corresponding QAuth clients need
to be established prior of using SPIFFE as client authentication.
This is also out of scope, inplenentors may for exanple choose to

| everage QAuth 2.0 dynamic client registration according to [ RFC7591]
or configure themout of band.

5.1. dient Registration Metadata

Thi s specification defines the follow ng client netadata paraneters
for use in dient I D Metadata Docunents
[1-D.ietf-oauth-client-id-netadata-docunent]:

spiffe id REQU RED. The SPIFFE ID of the client, e.g.
spiffe://exanple.org/ ny-oauth-client. The value MAY include a
trailing /* character sequence (e.g. spiffe://exanple.org/
wor kl oads/*) indicating that a prefix match against the SPIFFE I D
in the sub claimof the JWI-SVID i s acceptabl e rather than
requiring an exact match.

spi ffe_bundl e_endpoi nt OPTIONAL. The URL of the SPI FFE Bundl e

Schwenkschuster, et al. Expires 3 Septenber 2026 [ Page 12]



Internet-Draft QAuth SPI FFE Cd i ent Authentication March 2026

Endpoint for the client’s trust domain, which the authorization
server can use to retrieve the signing keys for validating the
client’s SVIDs. |If not provided, the authorization server MJST
obtain the signing keys for the client’s trust domain through sone
ot her established nechanism such as a pre-configured SPI FFE
bundl e.

If the spiffe_id value uses a wildcard, it MJST end with the two-
character sequence "/*". In this case, the authorization server MJST
perform a path-segnment prefix match: the sub clai mval ue MJST begin
with the spiffe_ id value excluding the trailing "*" (i.e., up to and
including the final "/"), and this prefix MJST correspond to conpl ete
path segment(s) of the SPIFFE ID (for exanple, spiffe://exanple.org/
client/* matches spiffe://exanple.org/client/123 but does not match
spiffe://exanmple.org/client123). Oherw se, the sub claim MJST be an
exact match of the spiffe_id val ue.

6. SPIFFE Key Distribution and Validation

Thi s section describes how an authorization server verifies the
signature of an X509 or JWI-SVID. It recommends two SPI FFE-native
appr oaches.

Trust bundles in general MJST be keyed by the trust domain identifier
to prevent nix up between trust domain and their correspondi ng
bundl es. The 2 approaches can be used in conjunction, for instance:

Trust domain "exanpl e.org": Workload APl at unix:///var/secrets/spiffelagent.sock
Trust domai n "production”: SPlIFFE Bundl e Endpoint at https://exanpl e.com auth/spiffe/bund
| e.json

6.1. SPIFFE Bundl e Endpoi nt

The SPI FFE Bundl e Endpoi nt exposes the signing keys for X509-SVI Ds
and JWI-SVIDs over HTTP via a JSON Wb Key Set according to
[ RFC7517] .

Server authentication on this endpoint is available in tw flavors.
For the sake of interoperability, in the context of this
specification the WebPKI flavor MJUST be used. This effectively neans
that the server certificate of the bundle endpoint is trusted by the
aut hori zati on server accessing it. See Sec 5.2.1 of

[ SPI FFE_FEDERATI ON] for details.

The authorization server SHOULD periodically poll the bundl e endpoint

to retrieve updated trust bundles, following the refresh hint and
period provided in the bundle. See [SPIFFE FEDERATION] for details.
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The SPI FFE bundl e endpoi nt cannot be derived fromthe JW-SVID and
X509- SVI D and MUST be configured manual ly out of band. Bundle
endpoi nts MJST be keyed by the trust domain identifier

6.1.1. Exanple

The foll owi ng exanpl es showase how the Authorization Server can
perform key di scovery for the trust domain exanple.org. Inportant to
note is the difference between exanple.org trust domain and

exanpl e.com |l ocation for the SPI FFE Bundl e Endpoint. This highlights
the inportance of explicit configuration and underni nes the fact that
t he SPI FFE Bundl e Endpoi nt cannot be derived or discovered fromthe
X509- SVI D wi thout explicit configuration

Exanmpl e configuration at the QAuth Authorization Server in the JSON
f or mat

"exanmple.org": {
"spi ffe_bundl e_endpoint": {
"url™: "https://exanpl e.com bundl e. ] son"

}
}
}

Not e difference between exampl e.org and exanpl e. com

Exanmpl e SPI FFE Bundl e Endpoi nt request, response:
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GET /bundle.json HTTP/ 1.1
Host: exanpl e. com

{
"keys": [
{

"use": "x509-svid",

"kty": "EC',

"crv': "P-384",

"x": "9XBzt y8W ex4Xr ORdzUBgi e_okdaUTheSFOPQvVAaTsXaP1J7yvODhl aw45] 7Cv9",

"y": "HP21HOMWKI | Z0XeqsA 9sMbH57HBQMIObI NXf wdj deHdB5vk 1 Xy NyBQQxeUpSxhn" ,

"x5c": [

"M | B2DCCAV6gAW BAgl URJ20yI zal 3ZTONXkdw srm0sel wwwCgYl KoZl zj 0EAWQMH ELMAK GALUEBhMC

VVIMk Dz ANBgNVBAo MBI NQSUZGRTAe FwOy Mz ALMTUMV] A1 VDZaFw0y CDA1MTMMV] A1VDZaVB4x Cz AJBgNVBAYTAI VTM
@BWDQYDVQKDAZTUEI CRkUwdj AQBgcghkj OPQ BBgUr gQQAI gNi AAT1cHOBLXxb97HhevRF3NQGCI 7+i RLpROF51 XQ
9C9UBpOxdo/ UnvK/ QOGVr Oj kj sK/ 0c/ bUc6YzEi VnRd6qweX2wzkf nscFBa7Rsgld/ Di N14dOHm+TVf | 31 FBDF5SI
LGGej XTBbMBOGALUdDgQMBBSSI uNgxqqnz2r/ j ReWs ARqphwQ@ z APBgNVHRIVBAf 8EBTADAQH MA4GA1 Ud DWEB/ wQE
Aw BBj AZBgNVHREEEj AChg5zcd nZzmU6Ly 9sh2NhbDAKBggahkj OPQQDBANOADBI Aj EA54@Bhf hEd4qVycwbLNz Om
/ H p1lnl+a2xc88i U036FMPancR1PLggs ODPf Wt t dRAj AKI odUi 4eYi Ma9+I 2r Vbj 8gOxJAFNOhLLEF3QDmXt GPp
ARs9qC+Kbi kl Tu5Fpi k2Q="

]

H
{
"use": "jwt-svid",
"kty": "EC',
"kid": "6d02Vc2oU62nXVH5nl ggHG N | hr | nNwW ,
“crv": "P-256",
"x": " S2V4A2Xl Fj Np30CFnO dbWQT9I pZHgJ8JuuJgDBvkdZA",
"y": "VvNOy5TK36VRxZo_E3Gc7S5c0j | Rl aHZ53f 2Ui J1NFt 0"
H
{
"use": "wt-svid",
"kty": "EC',
"kid": "b7f 3K20Pz8nQvT1xYl 9gHGL.NT | hr | nXY",
"crv': "P-256",
"x": "18wHLel gVOWNBVDLTxgpqy2LszYkM 6J8nj VA bvhM',
"y" "-VA4dS4UaLMgP_4f Y4 8ir 7cl 1TXI FdAgcx5507Tkc SA"
}

]

pi ffe_sequence": 10,

"spiffe_refresh_hint": 300
}
The use paraneter in the JSON Wb Key indicates the credenti al
format the key is indended for. Miltiple keys of the same use can
be present.

The X509-SVID signing certificate (.keys[0].x5c[0] fromresponse
above) in text form
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Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber:
5c: 4b: d5: 2d: f9: c1: 6e: 78: 2c: 32: a6: bb: 6¢: 73: f0: b8: f 4: be: 13: 09
Signature Algorithm ecdsa-w th-SHA512
I ssuer: C=US, O=SPI FFE
Validity
Not Before: May 16 11:23:19 2025 GVI
Not After : May 15 11:23:19 2030 GMI
Subj ect: C=US, O=SPI FFE
Subj ect Public Key Info:
Public Key Al gorithm id-ecPublicKey
Publ i c-Key: (384 bit)
pub:
04: ef : 3f : db: 67: 2b: €8: 5¢c: al: 64: 23: e7:f2:fd: f0O:
3b: 16: 55: 68: 17: 55: 17: d4: bd: cd: 6d: 04: fd: cc: 8f:
99: 31:f7:8c: ac: b0: 1e: 31: 60: 18: 45: 32: 8b: al: 17
4b: 2f: 01: 75: 27: 6¢: 3f: ¢3: a5: b9: da: 56: f b: 29: 54:
63: cb: 08: 96: 81: 35: 0e: 96: 04: 03: 40: fe: 51: 0d: 26
da: d5: 99: 6¢: 8f: c2: 45: 43: cb: 2c: b4: 8d: 9b: 68: 78:
9f : c0: 2d: 68: 36: b8: 5e
ASN1 O D: secp384rl
NI ST CURVE: P-384
X509v3 ext ensi ons:
X509v3 Subj ect Key Ildentifier:
8D: 79: D2: 26: 5E: 4C. 83: 30: 40: C7: E9: 1D: E1: 35: 12: F6: 60: CF: 0B: DB
X509v3 Basic Constraints: critica
CA: TRUE
X509v3 Key Usage: critica
Certificate Sign, CRL Sign
X509v3 Subject Alternative Name:
URI :spiffe://example.org
Signature Algorithm ecdsa-w th-SHA512
Si gnat ure Val ue:
30: 64: 02: 30: Oa: €9: fd: d4: cd: 99: 52: 90: cb: 14: 86: 93: 4e: f 8:
02:52:d6:17:12: 9f: 2e: 65: 99: Oe: 38: b6: b9: a6: fe: 43: 0f : 60:
30: 04: 87: ec: 24: 20: 80: a4: 75: ee: 3c: ad: 9d: a2: 72: 0d: 02: 30:
55:93: 0e: 14: 8c: 47: 47: 3b: 74: 7c: a7: 2a: 2a: 96: 1d: a4: 85: 46
4f : 3f: 95: a4: c2: ab: 3c: 2e: 04: b3: 1b: cf: 02: 0f : 33: fc: dd: dc:
d5: 2f: 44: c8: 2a: dc: ce: 3f: c5: c6: 89: d0

TODO. Bundl e doesn’'t natch X509-SVID. This needs to be fixed
6.2. Alternative nethods to avoid

The foll owi ng key distribution nechanisns are alternatives and SHOULD
be avoided for interopability reasons.
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6

6

6

6

2.1. SPIFFE Wrkl oad API

The SPI FFE Wor kl oad APl all ows workl oads to retrieve a trust bundl e.
It requires the authorization server to be part of a SPIFFE trust
domai n and be considered a workload within it. The SPlI FFE Wor kl oad
APl is build in a way that the workload proactively retrieves trust
bundl es updates and does not need to poll them which reduces the
time to distribute them In addition to the trust bundl e of the
trust domain the workload resides in, the SPI FFE Wrkl oad APl al so
allows to retrieve trust bundles fromfederated trust donmins.

Thi s approach is NOT RECOMVENDED for QAuth SPIFFE d i ent
Aut hentication for several reasons:

* QAuth Authorization Server needs to be a workl oad within a SPI FFE
trust domain, which is a significant limtation for depl oynent
scenari os.

* Federated trust domain bundles create anbiguity about how they are
handl ed. When distributed via the SPI FFE Workl oad APl the trust
rel ati onship and points where they are established become
anbi guous.

2.2. Manual configuration

In small, static environments the authorization server NMAY be
configured with the SPI FFE bundl es nmanual ly. This approach requires
human interaction to set up, rotate and nanage keying material and is
thus generally NOT RECOVIVENDED.

2.3. Using the systemtrust store

X509- SVI Ds MUST NOT be validated using the systemtrust store. The
SPIFFE ID carried in the URI SANis rarely a verifiable attribute in
the broader X. 509 ecosystem Using the systemtrust store as trust
anchor woul d all ow ANY certificate authority in it to issue a trusted
X509-SVID for ANY SPIFFE ID. In conparison: using SPlIFFE-native
validation nethods restricts the signing of SPIFFE-1Ds to the
correspondi ng trust domain signing keys.

2.4. Using the JWI-SVID or WT-SVID iss claim

JSON Web Token-based credentials carrying iss clains could
technically be validated by retrieving the signing keys via OpenlD
Connect Discovery or QAuth 2.0 Authorization Server Metadata. This
approach only applies for the JW-SVID and WT-SVID and only works
when the iss claimis present, which is optional
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Because of its narrow scope and interoperability considerations, this
approach is not a general alternative to the SPI FFE Bundl e Endpoi nt.

I mpl enent ati ons SHOULD use the nechani sns defined in this

speci ficati on when avail able. However, when those nechani sns are not
supported by a peer depl oynent, inplenentations MAY use iss-based

di scovery and key retrieval for JWI-SVID or WT-SVID validation as a
conmpatibility nechani sm subject to |local policy, appropriate trust
configuration and risk mtigations described in Section 8.1

7. Inplenentation Status

/1 Note to RFC Editor: please renpve this section, as well as the

/1 reference to RFC 7942, before publication. This section records
the status of known inplenentations of the protocol defined by this
specification at the tinme of posting of this Internet-Draft, and is
based on a proposal described in [ RFC7942]. The description of

i npl ementations in this section is intended to assist the IETF in its
deci sion processes in progressing drafts to RFCs. Please note that
the listing of any individual inplementation here does not inply
endorsement by the IETF. Furthernore, no effort has been spent to
verify the information presented here that was supplied by | ETF
contributors. This is not intended as, and nust not be construed to
be, a catalog of available inplenentations or their features.
Readers are advised to note that other inplenentations may exist.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinentation
and feedback that have nmade the inplenented protocols nore nmature

It is up to the individual working groups to use this information as
they see fit".

Keycl oak

* Organization: CNCF / | BM

* Maturity: preview

* Coverage: JW-SVID client authentication using SPI FFE Trust Bundl e
Endpoi nt

* Contact: Keycloak comunity & maintainers
(https://ww. keycl oak. or g/ conmuni ty)
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8.

8.

Security Considerations

Client authentication using JW-SVIDs has the sane security
consi derations as described in [RFC6749] and [ RFC7521].

Client authentication using X509-SVIDs has the sane security

consi derations as described in [RFC8705]. The validation rules in
section 3.2 protect against an QAuth2 token being issued (or being
i ssued incorrectly) to a client that did not present an appropriate
X509- SVI D.

The issues described in Section 5.2 above include the threat that an
aut hori zati on server may have the incorrect trust stores configured
to validate the client SVID. This could result in an incorrectly

i ssued token to an attacker if the attacker is able to obtain a
certificate that can be validated by one of the mi sconfigured trust
anchors in the trust store.

1. JIJW-SVID and WT-SVID iss claim

As described in Section 6.2.4, iss-based key discovery is not a
general alternative to the SPI FFE Bundl e Endpoi nt and SHOULD be
avoi ded.

However, if it is used, the authorization server MJUST NOT perform

i ssuer - based di scovery solely based on the iss value fromthe token
unl ess the iss value is already known to the authorization server,
and that iss value is explicitly associated with the configured

SPI FFE Trust Donmi n bei ng val i dat ed.

In addition inplenmentati ons MUST NOT assune that keys advertised via
Openl D Connect Di scovery or QAuth 2.0 Authorization Server Mt adata
are dedicated to JW-SVID i ssuance. The sane provider infrastructure
may issue nultiple JW types (e.g., QAuth/ O DC tokens, JW-SVI Ds,
WT-SVIDs). A token MJUST NOT be accepted as a JWI-SVID or WT-SVID
solely because it is a JW, its signature validates under keys

di scovered fromiss, and its sub resenbles a SPIFFE I D. Doing so can
enabl e token confusion (e.g., presenting an QAuth/ O DC token issued
for another purpose as a JWI-SVID). |Inplenentations MJIST validate
SVIDs according to SVID-specific requirenments and MJST use a trust
anchor or key source explicitly bound to the configured SPI FFE Trust
Domai n, rather than generic issuer-based discovery fromuntrusted

t oken i nput.
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9.

.1

10.

10.

I ANA Consi derations
Thi s docunent requests a new entry to be added to the Cauth URI
registry found at https://ww.iana. org/assi gnnent s/ oaut h- par anet er s/
oaut h- paraneters. xhtm #uri (https://ww. i ana. or g/ assi gnnent s/ oaut h-
par anet er s/ oaut h- paraneters. xhtm #uri). The registration process is
defined in [RFC6755]. This docunent requests the following entry to
be added to the registry:
* URN. urn:ietf:params:oauth:client-assertion-type:jwt-spiffe

*  Common Nanme: SPlI FFE JWI-SVID Profile for QAuth 2.0 dient
Aut henti cati on

* Change Controller: |ETF

* Reference: This Documnent

QAuth Dynanic Cient Registration Metadata

Thi s docunent requests the following entries to be added to the
"QAuth Dynamic Client Registration Metadata" registry defined in
[ RFC7591] :

* Cient Metadata Nane: spiffe_id

* dient Metadata Description: SPIFFE I D of the client

* Change Controller: |IETF

* Reference: This Docunent

* dient Metadata Nanme: spiffe_bundl e_endpoint

* Cient Metadata Description: URL of the SPI FFE Bundl e Endpoi nt for
the client’s trust donmain

* Change Controller: IETF
* Reference: This Document
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