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Abst ract

Thi s specification describes data formats as well as validation and
processing rules to express Verifiable Credentials with JSON payl oads
with and wi thout selective disclosure based on the SD-JW
[1-D.ietf-oauth-selective-disclosure-jw] format.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Group mailing list (oauth@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com oaut h- wg/ oaut h-sd-j wt - vc.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
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1.1. Issuer-Holder-Verifier Nodel

In the so-called Issuer-Hol der-Verifier Mdel, |ssuers issue so-
called Verifiable Credentials to a Hol der, who can then present the
Verifiable Credentials to Verifiers. Verifiable Credentials are
cryptographically secured statenments about a Subject, typically the
Hol der .

Figure 1: Issuer-Hol der-Verifier Mbdel

Verifiers can check the authenticity of the data in the Verifiable
Credentials and optionally enforce Key Binding, i.e., ask the Hol der
to prove that they are the intended Hol der of the Verifiable
Credential, for exanple, by proving possession of a cryptographic key
referenced in the credential. This process is further described in
[1-D.ietf-oauth-selective-disclosure-jw].

1.2. SD-JW as a Credential Fornmat
JSON Web Tokens (JWIs) [RFC7519] can in principle be used to express

Verifiable Credentials in a way that is easy to understand and
process as it builds upon established web primtives.
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Sel ecti ve Di sclosure JW (SDJW)
[1-D.ietf-oauth-selective-disclosure-jw] is a specification that

i ntroduces conventions to support selective disclosure for JWs: For
an SD-JWI docunent, a Hol der can decide which clainms to rel ease

(wi thin bounds defined by the |ssuer).

SD-JW is a superset of JWI as it can al so be used when there are no
sel ectively disclosable clainms and al so supports JW5 JSON
serialization, which is useful for long termarchiving and nulti
signatures. However, SD-JW itself does not define the clainms that
must be used within the payload or their semantics.

Thi s specification uses SD-JW and the wel | -established JW content
rul es and extensibility nodel as basis for representing Verifiable
Credentials with JSON payl oads. These Verifiable Credentials are
called SD-JW VCs. The use of selective disclosure in SD-JW VCs is
OPTI ONAL.

SD-JW's VC can contain claims that are registered in "JSON Wb Token
Clains" registry as defined in [RFC7519], as well as public and
private clains.

Note: This specification does not utilize the WBC Verifiable
Credentials Data Mbdel v1.0, v1.1, or v2.0.

1.3. Requirenents Notation and Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [RFC2119].

1.4. Terns and Definitions

Thi s specification uses the terns "Holder", "lIssuer", "Verifier",
"Di sclosure", "Selectively Disclosable JW (SD-JW)", "Key Binding",
"Key Binding JWI (KB-JWI)", "Selectively Disclosable JWI with Key

Bi ndi ng (SD- JWI+KB) " defi ned by
[1-D.ietf-oauth-selective-disclosure-jw].

Consuner: Applications using the Type Metadata specified in
Section 6 are called Consunmer. This typically includes |ssuers,
Verifiers, and Wallets.

Verifiable Credential (VC): An assertion with clainms about a Subject
that is cryptographically secured by an Issuer (usually by a
digital signature).

SD- JW- based Verifiable Credential (SD-JW VO : A Verifiable
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Credential encoded using the format defined in
[I-D.ietf-oauth-selective-disclosure-jw]. It nay or may not
contain selectively disclosable clains.

Unsecur ed Payl oad of an SD-JW VC. A JSON object containing all
sel ectively disclosable and non-sel ectively disclosabl e clains of
the SD-JWI VC. The Unsecured Payl oad acts as the input JSON
object to issue an SD-JW VC conplying to this specification.

2. Scope
Thi s specification defines
* a data nodel and nedia types for Verifiable Credentials based on
SD- JW's, and
* validation and processing rules for Verifiers and Hol ders.

3. Verifiable Credentials based on SD-JW

This section defines encoding, validation and processing rules for
SD- JWI \/Gs.

3.1. Media Type

SD-JWI VCs conmpliant with this specification MJST use the nedia type
application/dc+sd-jwt.

The base subtype nane dc is nmeant to stand for "digital credential”,
which is atermthat is energing as a conceptual synonym for
"verifiable credential".

3.2. Data Fornmat
An SD-JWI VC MUST be encoded using the SD-JW format defined in
Section 4 or Section 8 of [I-D.ietf-oauth-selective-disclosure-jwt],
where support for the JW5 JSON Serialization is OPTI ONAL.
Note that in sonme cases, an SD-JW VC MAY have no selectively
di scl osabl e claims, and therefore the encoded SD-JW will not contain
any Discl osures.

3.2.1. JOSE Header

This section defines JW header paraneters for the SD-JW comnmponent
of the SD-JWI VC.

Terbu, et al. Expires 23 April 2026 [ Page 6]



Internet-Draft SD-JWr VC Cct ober 2025

The typ header paraneter of the SD-JW MJST be present. The typ

val ue MJST use dc+sd-jwt. This indicates that the payl oad of the SD
JWI contains plain JSON and follows the rules defined in this
specification. It further indicates that the SD-JW is an SD-JWr
conmponent of an SD-JWI VC.

The following is a non-normative exanple of a decoded SD-JW header:

"al g": "ES256",
"typ": "dc+sd-jwt"

Note that this draft used vc+sd-jw as the value of the typ header
fromits inception in July 2023 until Novenber 2024 when it was
changed to dc+sd-jw to avoid conflict with the vc nedia type nane
registered by the WBC s Verifiable Credentials Data Mddel draft. In
order to facilitate a mininmally disruptive transition, it is
RECOMVENDED t hat Verifiers and Hol ders accept both vc+sd-jw and
dc+sd-jwt as the value of the typ header for a reasonable
transitional period.

3.2.2. JW dains Set

This section defines the clainms that can be included in the payl oad
of SD-JWI VGCs.

3.2.2.1. Verifiable Credential Type - vct Caim

This specification defines the new JW claimvct (for verifiable
credential type). |Its value MIST be a case-sensitive string serving
as an identifier for the type of the SD-JW VC. The vct val ue MUST
be a Collision-Resistant Name as defined in Section 2 of [RFC7515].

A type is associated with rul es defining which clains may or nust
appear in the Unsecured Payl oad of the SD-JW VC and whet her they
may, must, or must not be selectively disclosable. This

speci fication does not define any vct values; instead it is expected
that ecosystens using SD-JW VCs define such val ues including the
semantics of the respective clains and associated rules (e.g.,
policies for issuing and validating credentials beyond what is
defined in this specification).
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The vct value also effectively identifies the version of the
credential type definition, as it ties a particular instance of a
credential to a specific structure, set of semantics, and rules.

When evolving a credential type w thout updating the version, changes
to the structure or neaning of the associated clains need to be nade
in a way that preserves conpatibility with existing inplenmentations.

If a change alters the neaning of existing content, adds new required
clainms, removes previously required el ements, or otherw se introduces
inconpatibilities, it is generally advisable to treat that as a new
version of the credential type and to convey it using a new vct

value. This allows different versions of a credential type to
coexi st and hel ps ensure that participants interpret credentials
consi stently.

The following is a non-normative exanple of how vct is used to
express a type:

{
}

For exanple, a value of https://credentials.exanple.com
identity_credential can be associated with rules that define that at
| east the registered JW clains given_nanme, fanily_nanme, birthdate,
and address nust appear in the Unsecured Payl oad. Additionally, the
registered JW clainms email and phone_nunber, and the private clains
is _over 18, is_over_ 21, and is_over_ 65 may be used. The type night
al so indicate that any of the aforenentioned clains can be

sel ectively discl osabl e.

vct "https://credentials.exanple.comidentity credential"

3.2.2.2. Registered JWI C ains

SD-JWI VCs MAY use any claimregistered in the "JSON Wb Token
Clains" registry as defined in [ RFC7519].

The following registered JW clainms are used within the SD-JW
component of the SD-JWI VC and MJUST NOT be included in the
Di scl osures, i.e., cannot be selectively disclosed:

* iss: OPTIONAL. As defined in Section 4.1.1 of [RFC7519] this
claimexplicitly indicates the Issuer of the Verifiable Credentia
when it is not conveyed by other nmeans (e.g., the subject of the
end-entity certificate of an x5c header).

* nbf: OPTIONAL. The time before which the Verifiable Credentia
MUST NOT be accepted before validating. See [RFC7519] for nore
i nformation.
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* exp: OPTIONAL. The expiry time of the Verifiable Credential after
which the Verifiable Credential is no longer valid. See [RFC7519]
for more information.

* cnf: OPTIONAL unl ess cryptographic Key Binding is to be supported,
in which case it is REQU RED. Contains the confirmation nethod
identifying the proof of possession key as defined in [ RFC7800] .

It is RECOWENDED that this contains a JW as defined in

Section 3.2 of [RFC7800]. For proof of cryptographic Key Binding,
the KB-JWI in the presentation of the SD-JW MJST be secured by
the key identified in this claim

* vct: REQU RED. The type of the Verifiable Credential, e.g.,
https://credential s. exanpl e.comidentity credential, as defined in
Section 3.2.2.1.

* vct#integrity: OPTIONAL. The hash of the Type Metadata docunent
to provide integrity as defined in Section 7

* status: OPTIONAL. The information on how to read the status of
the Verifiable Credential. See [I-D.ietf-oauth-status-list] for
nmore information. Wen the status claimis present and using the
status_list nmechanism the associated Status List Token MUST be in
JWI format.

The followi ng registered JWF clains are used within the SD-JWr
conmponent of the SD-JWI VC and MAY be included in Disclosures, i.e.,
can be selectively disclosed:

* sub: OPTIONAL. The identifier of the Subject of the Verifiable
Credential. The Issuer MAY use it to provide the Subject
identifier known by the Issuer. There is no requirenent for a
bi nding to exist between sub and cnf clains.

* jat: OPTIONAL. The time of issuance of the Verifiable Credential
See [ RFC7519] for nore infornmation.

3.2.2.3. Public and Private JW cl ai ns

Additionally, any public and private clains as defined in Sections
4.2 and 4.3 of [RFC7519] MAY be used.

Bi nary data in clainms SHOULD be encoded as data URIs as defined in

[ RFC2397]. Exceptions can be nmade when data formats are used that

al ready define a text encoding suitable for use in JSON or where an
established text encoding is commonly used. For exanple, inages
woul d make use of data URI's, whereas hash digests in base64 encoding
do not need to be encoded as such

An exanpl e of a claimcontaining binary data encoded as a data URl is
shown in Appendi x B. 1.
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3.2.2.4. SD-JW VC without Selectively Disclosable dains
An SD-JWI VC MAY have no selectively disclosable clains. In that
case, the SD-JW VC MJUST NOT contain the sd claimin the JW body.
It also MUST NOT have any Di scl osures.

3.3. Exanple

The following is a non-normative exanple of the user data of an
unsecured payl oad of an SD-JWI VC

{
"vct": "https://credentials.exanple.comidentity_credential",
"given_nane": "John",
"fam |y_name": "Doe",
"emai | ": "johndoe@xanpl e. cont',
"phone_nunber": "+1-202-555-0101",
"address": {
"street _address": "123 Main St",
"locality": "Anytown"
"region": "Anystate",
"country": "US"
}
"birthdate": "1940-01-01",
"is_over_18": true,
"is_over_21": true,
"is_over_65": true
}

The following is a non-nornative exanple of how the unsecured payl oad
of the SD-JW VC above can be used in an SD-JW where the resulting
SD-JW VC contains only clains about the Subject that are selectively
di scl osabl e:
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"osd"r [
"09vKr IMJ yTWMDSj pu_pdOBVBQ@MLY3KhpH515nXkpY"
"2rsj GhaCOky8mrOpJr Pi oWrq0_dawlsX76poUl gOnbl "
" EKOB8dhWdHEJbvUH E_VCeuCOuRELG eLZhh7XbUTt A"
"I'| Dzl Kei ZzdDwmpqpK6Zf by phFvz5FgnWa- sNewqQXCi w'
"JzYj H4svl i HOR3PYEM eZu6Jt 69u5qehZo7F7EPYI SE'
" Por FbpKuVubxynmlagvkFsFXAbRoc2JAE AUA2BA4o7cl "
"TA 40Lbgwd5J QaHy KVQZUQUJGEOWSr t Dsr Zzf Uaonlo”
"j dr TEBYchYA4Ei f ugi hi Ae_BPekxJQZI Cei UQWY9QuxI "
"j su9yVul wQQ hFI M_3J1 zMaSFzgl hQGE0Dpf ay QM_UK4"

| ss": "https://exanpl e.comissuer"”,
"iat": 1683000000,
"exp": 1883000000,

"vet": "https://credentials.exanple.conlidentity credential",
" sd_al g": "sha-256",
"enf": {
Ilj v\kll: {
"kty": "EC',

"crv": "P-256",
"x": "TCAER19Zvu3OHF4j 4WAvf SVoHI P1I Li | DIl s7vCeCGent”,
"yt " ZX) | WD ZMQGGHVWKKVQAhbSI i r sVf uec CE6t 4] TOF2HZQ'
}
}
}

Note that a cnf claimhas been added to the SD-JWI payl oad to express
the confirmation nmethod of the Key Binding.

The followi ng are the Disclosures belonging to the SD-JW payl oad
above:

*Cl ai m gi ven_nane*:

SHA- 256 Hash: j su9yVul wQQ hFI M_3J1 zMaSFzgl hQG0Dpf ay QM_UK4

* Disclosure:
W1 yROXDNDJz S1F2ZUNmR2Zy e U5ST] | 31 i wgl ndpdmvuX25hbWUi LCAI SrrBo
bi Jd

* Contents: ["2CGLC42sKQuveCf GFryNRNOw', "given_name", "John"]

*Claimfam|y_nanme*:

SHA- 256 Hash: TG 4oLbgwd5JQaHy KVQZUOUdCGEOWST t Dsr Zzf UaomLo

* Discl osure:
WJl bHWRNUINM2ATTKI JOEVZbNNAQVIBI i wgl nZzhbW seVOuYWLI | i wgl kKRv
ZSJd

* Contents: ["eluV50g3gSNI I BEYnsxA A", "fam |y nane", "Doe"]
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aimennil *:

SHA- 256 Hash: JzYj H4svl i HOR3PyEM eZu6Jt 69u5qehZo7F7EPYI SE

Di scl osure:

W1 2SWH3dEOt YTVpVI BHYNDTNXRt dI ZBI i wgl nvt YW sl i wgl npvaGbkb2VA
ZXhhbXBsZS5j b20i XQ

Contents: ["61j7tM abi VPGhoS5t mvVA", "email ",

"j ohndoe@xanpl e. coni']

ai m phone_nunber *:

SHA- 256 Hash: Por FbpKuVu6xymlagvkFsFXAbRoc2Jd AUA2BA4o07cl

Di scl osure:

W JI SThaV205UNbLUHBOUGVOZWEI ZGhRI i wgl nBob251 X251bWl ci I sl Cl r
MBS0y MDI t NTULLTAX MDEI XQ

Contents: ["el 8ZWDMKPpNPeNenHdhQ@', "phone_ nunber”,
"+1-202-555-0101"]

ai m addr ess*:

SHA- 256 Hash: || Dzl Kei ZdDwpqpK6Zf by phFvz5FgnWa- sNewqQXCi w

Di scl osure:

WJIRZ19PN R6cUF4ZTQx MEXMDhpen®BI i wgl nFkZHI| ¢3M LCB71 nNOc v
dFOhZCRyZXNzl j ogl j EyMyBNYW ul FNOI i wgl nxvY2FsaXR5l1 j ogl kFueXRv
d24i LCAI cnvnaWul j ogl kFueXNOYXRI |'i wgl m\vdWs0cnki G Ai VWM f VO

2025

Contents: ["(Qy_064zqAxe412a108iroA", "address", {"street_address":

"123 Main St*, "locality": "Anytown", "region": "Anystate",
“country": "US"}]

ai m bi rt hdat e*:

SHA- 256 Hash: jdr TE8YcbY4Ei f ugi hi Ae_BPekxJQZI Cei UQMY9(xI

Di scl osure:

W JBSngt MDk1VI BycFROT] RRTU9X Uk9BI i wgl mipcnRoZG-0ZSI s1 Cl xOTQw
LTAXLTAXI 1 O

Contents: ["AJx-095VPrpTt AQVMXQRQA", "birthdate", "1940-01-01"]

aimis_over 18*:

SHA- 256 Hash: 09vKr JMJ yTWWDsj pu_pdOBVB@MLY3KhpH515nXkpY
Di scl osur e:
WJIQYzMz SkOy TGNo Y1Vf bEhnZ3Zf dWZRI i wgl Ml zX292ZXJf MIgi LCBOcnVI

XQ
Contents: ["Pc33JM2LchcU | Hggv_uf @', "is_over_18", true]
aimis_over_ 21*:

SHA- 256 Hash: 2rsj GbaCOky8mrOpJr Pi oWrq0_dawlsX76poUl gCwbl
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* Disclosure:
W J HVDJ QU3 J RZnp GWFE3 SVWBWOXNS YW BI i wgl ml zX292ZXJf M Ei LCBOcnV
XQ

* Contents: ["QGO2NSr¥j FXQ71 0o09syaj A", "is_over_ 21", true]

*Claimis_over_65*:

SHA- 256 Hash: EkOBdhW)AHEJbvUH E_VCeuCOuRELG eLZhh7XbUTt A

* Discl osure:
WJIsa2x4Rj VgTVI sRIRQW®2TU5JdKkNBI i wgl m zX292zXJf Nj Ui LCBOcnVI
XQ

*  Contents: ["IKkIxF5j MYl GTPUovMNI vCA", "is_over_ 65", true]

The SD-JWI and the Disclosures would then be serialized by the |Issuer
into the following format for issuance to the Hol der:

eyJhbCGci O Al RYMYNTYi LCAI dHI wi j ogl nRj K3NKLWh3dCl sl CIraWQ G Ai Z&9j LXNp
Z25| ci OWNSOyNSOyMDI yI n0. eyJf c2Q O Bbl j A5dkt ySk1PbH UVOOwe2pwdVOwWZE9C
VkJRMkOxeTNLaHBI NTE1bl hr cFki LCAi MhJzakdi YUMha3k4bVQac EpyUd vV1IRXMFIk
YXcxc1g3NnBvVWwn@di SSI sl CIFa084ZGhXMGRI RUpi dl VI bEVF VKNI dUMBAVIFTE9p
ZUxaaGy3WGIVVHRBI i wgl kIl sRHpJ S2VpWIREA3BxcEs2WiZi e XBoRnZ6NUZnbl dhLXNO
NndxUVhDaXci LCAI SnpZakgOc3ZsaUgwlj NQe UVNZmVVadTZKdDY5d TVxZWhabz dGNOVQ
WM TRSI s| CJQ3JGYnBLAVZ1Nnh5bUphZ3Zr RaANGWNEFi UnBj McpHbEFVQTJCQTRYN2NJ
liwgl |l RHZj RTGInd2QLSlI FhSH LVI FaVTl VZEdFMHc1cnREc3JaenZVYVOt TGBi LCAI

anmRy VEUUWWNI WIRFaWz1Z72] oaUFl X0JQZW 4SI FaSUN aVWRd1k5UXF4SSI s Clqc3Us
eVZ1bHdRUWk o Rmx NXz NKbHp NYVNGe nds aFFHVERWZF5 UXdMVUs Ol | Os1 CIpc3M G A

aHROCHWBLY9I eGFt cGxl LmNvbS9pc3N1ZXI i LCAIi aWFOI j ogMI'Y4 Mz AMVDAWMOW | nv4
cCl 61 DE4OCDMMVDAWVDAS| CJ2Y3Q O Ai aHROCHMBLY9j cnivkZWb0aWFscy 51 eGFt cGxl

Lm\vbS9pZGvudd 0eV9j cnvkZWo0aWFs | i wgl | 9z2ZF9hbGei O Ai c2hhLTI 1N | sl CJj

bni G B7I np3ay| 61 Hsi a3R5! j ogl kVDI i wgl m\ydi | 61 CJQLTI 1Ni | sl CJ4lj ogl | RD
QUVSMIT adnUz TOhGNGo0Vz R2ZI NbOhJUDFJITA sRGxzN3zDzudl bWM LCAi eSI 61 Cla
eGpV1idi Vk1RROhWOt WUTRoY!l NJaXJzVniZ1ZWNDRTZONGpUOUYY SFpRI n19f Q. j 1gB3
0GBcHWI Tj CGRBNnhEi ynwpnNy GDQ7NFi ZoxN- DOl RRTv70on7Nj xUn18AJZuf r qdhSVFSH
tii kcEX_PpB- @-WI yROXDNDJz S1F2ZUNmR2ZyeUSST] | 31i wgl ndpdnmvuX25hbWi LC
Ai SnBobi Jd~WJI bHWWUONM2ATTKI JOEVZbnNAQVIBI i wgl nZhbW seVOuYWLI | i wgl

kRvZSJd~WI 2SW3dEOt YTVpVI BHYmOTNXRt dl ZBI i wgl mvt YW s| i wgl npvaGEkb2VA
ZXhhbXBsZS5j b20i XQ-WJI SThaV205UWsL UHBOUGVOZWEI ZGhRI i wgl nBob251 X251b
W ci | sl Cl r M5S0y MDI t NTULLTAXMDEI XQ-WJRZ19PNj R6c UF4ZTQx MrEXNMDhpc DBl i

wgl nFkZHJl ¢3M LCB71 nNOcnMl dF9hZGRyZXNz1 j ogl j Ey MyBNYW ul FNOI i wgl mxv'Y2
FsaXR5!1 j ogl kFueXRvd24i LCAi cnivnaVWul j ogl kFueXNOYXRI |1 wgl n\vdWs0cnki O

Al VWM f VO~WJBSngt MDk1VI BycFROT] RRTU9X UK9BI i wgl mlpcnRoZG-0ZSI sl Cl xOT
QM TAXLTAXI | 0~WJQYzMz SkOy TGNoY1Vf bEhnZ3Zf dWZRI i wgl ml zX292ZXJf MIgi LC
BOcnVI XQ~W JHVDIOU3J RZmp GAFE3 SWBWOXNS YWHBI | wgl ml zX2927XJf M Ei LCBOcnV
| XQ-WJsa2x4Rj VqTVI sRIRQUW2TU5JdkNBI i wgl m zX292ZXJf Nj Ui LCBOcnVI XQ-

Exanmpl es of what presentations of SD-JW VCs mght |ook like are
provided in Section 4. 3.
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3.4. Verification and Processing

The recipient (Holder or Verifier) of an SD-JW VC MJST process and
verify an SD-JW VC as described in Section 7 of
[1-D.ietf-oauth-selective-disclosure-jw]. The check in point 2.3 of
Section 7.1 of [I-D.ietf-oauth-selective-disclosure-jw], which

val i dates the Issuer and ensures that the signing key belongs to the
| ssuer, MJST be satisfied by deternmining and validating the public
verification key used to verify the Issuer-signed JW, enploying an

| ssuer Signature Mechanism (defined in Section 3.5) that is pernmtted
for the Issuer according to policy.

If Key Binding is required (refer to the security considerations in
Section 9.5 of [I-D.ietf-oauth-selective-disclosure-jw]), the
Verifier MJUST verify the KB-JW according to Section 7.3 of
[1-D.ietf-oauth-selective-disclosure-jw]. To verify the KB-JW, the
cnf claimof the SD-JW MJST be used.

If there are no selectively disclosable clains, there is no need to
process the _sd claimnor any Disclosures.

If status is present in the verified payl oad of the SD-JW, the
status SHOULD be checked. It depends on the Verifier policy to
reject or accept a presentation of a SD-JW VC based on the status of
the Verifiable Credential.

Addi tional validation rules MAY apply, but their use is out of the
scope of this specification.

3.5. Issuer Signature Mechani snms

An | ssuer Signature Mechani sm defines how a Verifier determ nes the
appropri ate key and associ ated procedure for verifying the signature
of an Issuer-signed JWI. This allows for flexibility in supporting
different trust anchoring systens and key resol uti on net hods wit hout
changi ng the core processing nodel.

A recipient MIST determ ne and validate the public verification key
for the Issuer-signed JW using a supported |ssuer Signature

Mechani smthat is permitted for the given Issuer according to policy.
Thi s specification defines the following two |ssuer Signature

Mechani sns:

* JWI VC Issuer Metadata: A nechanismto retrieve the |Issuer’s
public key using web-based resolution. Wen the value of the iss
claimof the Issuer-signed JWF is an HTTPS URI, the recipient
obtains the public key using the keys from JW VC | ssuer Metadata
as defined in Section 5.

Terbu, et al. Expires 23 April 2026 [ Page 14]



Internet-Draft SD-JWr VC Cct ober 2025

* X.509 Certificates: A mechanismto retrieve the Issuer’s public
key using the X. 509 certificate chain in the SD-JW header. When
the protected header of the Issuer-signed JW contains the x5c
paraneter, the recipient uses the public key fromthe end-entity
certificate of the certificates fromthat x5c paraneter and
val idates the X 509 certificate chain accordingly. In this case,
the Issuer of the Verifiable Credential is the subject of the end-
entity certificate.

To enabl e different trust anchoring systens or key resol ution

met hods, separate specifications or ecosystemregul ations may define
addi tional |ssuer Signature Mechani sns; however, the specifics of
such mechani sms are out of scope for this specification. See
Section 10.2 for related security considerations.

If a recipient cannot validate that the public verification key
corresponds the |ssuer of the |ssuer-signed JW using a pernitted
| ssuer Signature Mechanism the SD-JW VC MJUST be rejected.

4. Presenting Verifiable Credentials

Thi s section defines encoding, validation and processing rules for
presentations of SD-JW VGCs.

4.1. Dat a For nat

A presentation of an SD-JW VC MJST be encoded as an SD-JW or as an
SD- JW+KB. By default, the format defined in Section 4 of
[1-D.ietf-oauth-selective-disclosure-jw] is used, whereas support
for the JW5 JSON Serialization in Section 8 of
[1-D.ietf-oauth-selective-disclosure-jw] is OPTI ONAL.

4.2. Key Binding JW

The KB-JWI MAY include additional clains which, when not understood,
MUST be ignored by the Verifier.

4.3. Exanpl es
The following is a non-normative exanple of a presentation of the SD
JWI shown in Section 3.3 including a KB-JWI. In this presentation,

the Hol der provides only the Disclosures for the address and
is_over_65 clains. Qher clains are not disclosed to the Verifier.
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eyJhbCGeci O Al RVMyNTYi LCAI dH w j ogl R} K3NKLWH3dCl sl CIraWQ G Al Z&j LXNp
Z25| ci OWNSOyNSOyMDI yI n0. eyJf ¢2Q O Bbl j A5dkt ySk1PbH UVOOwe2pwdVOwWZE9C
VKkIJRMKOxeTNLaHBI NTE1bl hr cFki LCAI MhJzakdi YUMha3k4bVQac Epy Ud vV1IRXMFIk
YXcxc1g3NnBvWwn@Bdi SSI sl CIFa084ZCGhXMCERI RUpi dl VI bEVF VKNI dUMBAVIFTE9p
ZUxaaGy3WGEI VVHRBI i wgl kIl sRHpJ S2VpWYRED3Bx cEs2WhZi e XBoRnZ6NUZnbl dhLXNO
NndxUVvhDaXci LCAI SnpZakgOc3ZsaUgwlj NQe UVNZnVad TZKdDY5d TVxZWhabz dGNOVQ
WM TRSI s| CJQ3JGYnBLAVZ1Nnh5bUphZ3Zr RaNGWEFi UnBj McpHb EFVQTICQTRYN2NJ
liwgl | RHZj RvTGInd2QLSI FhSH LVI FaVTl VZEdFMHc 1cnREc3JaenZVYWOt TGBi LCAI

amRy VEUAWWN WIRFaWz1Z2| oaUFI X0JQZW 4Sl FaSUN aVVRA1k5UXF4SSI sl CJqc3U5
eVZ1bHd RUW 0 Rmx NXz NKb Hp NYVNGe mds aFFHVERWZmF5 UXdMVUs Ol | Osl CIpc3M O Ai

aHROCcHMBLY9I eGFt cGxl LNvbS9pc3N1ZXI i LCAI aWFOI j ogMTY4Mz AMVDAWMOWG I V4
cCl 61 DE4 ODMMVDAWMVDAS | CJ2Y3Q O Ai aHROCcHMBLY9j cnvkZWs0aWFscy 5l eGRt ¢ Gxl

Lm\vbS9pZGvudd@ 0eV9j cnivkZWs0aWFsl i wgl | 9z2ZF9hbGeci G Ai c2hhLTI 1N | sl CJj

bmyi G B71 np3ayl 61 Hsi a3R51 j ogl kVDI i wgl mNydi | 61 CJQLTI INi | sl CJ41j ogl | RD
QUVSMIT adnUz TOhGNGo0OVzR2ZI NWOhJUDFJTAE sRGxzN3ZDzZUdl bWM LCAI eSI 61 Cla
eCGppVidi VK 1RROhWWOt WUTRoYl NJaXJzVmZ1ZWNDRTZONGoUOUYY SFpRI n19f Q. j 1qB3
O0GBCcHW'T] CEGRBnhEi ynwpnN GDQ7NFi ZoxN- DOl RRTv7on7N xUn18AJZuf r gdhSVFSH
tii kcEX_PpB- Q-WJsa2x4Rj VqTVI sSRIRQUWB2TUSJIAKNBI i wgl m zX292ZXJf Nj Ui LC
BOcnVI XQ~WJRZ19PN) R6c UF4ZTQx MTExMDhpcn®BlI i wgl nFkZHII ¢3M LCB71 nNOcnV
| dFOhZCRyZXNz1 j ogl j EyMyBNYW ul FNOI i wgl nkvY2FsaXR51 j ogl kFueXRvd24i LCA
i cnvnaV@ul j ogl kFueXNOYXRI I'i wgl mM\vdWe0cnki G Ai VWM f VO~eyJhbCGci O Al RVM
yNTYi LCA dH Wi j ogl nti K2p3dCJ9. eyJub25j ZSI 61 Cl xM MONTY30ODkw i wgl nF1ZC
| 61 CJodHRwczovL2VAYWLWhGUuY29t L3ZI cml maWyl i wgl ml hdCl 61 DE3Nj ASNzcOMe

&1 CJzZF90YXNol j ogl mt kTVZf dkt sUVct Sk9nek Yt dUpYdVk3aThl Vj NzMEhZeFdOTH
VpYzRUTUU f Q caR1YVJE5kN3Lal AoJHf hSbbSv SxFOkDnKWHAV3@BWFf 6bGy9cuai OW
m 4M asr Ly55Cei Bh9Qmrapy Txj 4hQRw

After validation, the Verifier will have the followi ng processed SD
JWI' payl oad avail able for further handling:
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"iss": "https://exanple.comissuer",

"iat": 1683000000,

"exp": 1883000000,

"vet": "https://credentials.exanple.conlidentity credential",
"enf": {

"jwk":

"kty": "EC',

"crv': "P-256",

"x": "TCAERL19Zvu3CHF4j 4WAvf SVoHI P11 Li | Dl s7vCeGent",

y" " ZXj i WD ZMQGHWKVQAhbSI i r sVf uec CE6t 4] TOF2HZQ!

}

is_over 65": true,

"address": {

"street _address": "123 Main St",
"locality": "Anytown",

"region": "Anystate",

"country": "US"

}

}
}

The foll owi ng exanpl e shows a presentation of a (simlar but
different) SD-JW w thout a KB-JW:

eyJhbCci O Al RVMyNTYi LCAI dH W j ogl mRj K3NkLW»3dCJ9. eyJf c2Q O Bbl j A5dkt

ySk1PbH UVOOwc 2pwdVOWZEICVk JRMkOxeTNLaHBI NTEL1bl hr cFki LCAI MhJzakdi YUM
wa3k4bVonec EpyUd vVIRXMFIK YXexc1g3NnBvWkn(@Bdi SSI s| CIFa084ZGh XMGRI RUp
i dl VI bEVFf VKN dUMBdVJIFTE9pZUxaaGg3WEI VVHRBI | wgl kI sRHpJ S2VpWrRED3BXxCcESs
2WhZi e XBoRnZ6NUZnbl dhLXNONndx UvhDaXci LCAi SnpZakgOc3ZsaUgwlj NQe UVNZmV
adTZKdDY5dTVxZWhabz dGNOVQNM TRSI s1 CIQb3JGYnBLAVZ1Nnh5bUphZ3Zr RnNGWEF
i Umd) MkpHbEFVQTICQTRVNZNII i wgl | RHZj R TAINd2QLS| FhSH LVl FaVTI VZEdFMHc
1lcnREc3JaenZVYWt T&Bi LCAI anRy VEUAWAN WITRFaWZ1Z2| oaUFI X0JQZW 4Sl FaSUN
| aVWRd1k5UXF4SSI sl CJgc3UseVZ1bHdRUW 0 Rmx NXz NKbHpNYVNGe mds aFFHVERWZ
5UXdMVUsOI | Osl CIpc3M O Al aHROcCHMBLY 9l eGFt cGxl LmNvbS9pc3NLZXI i LCAI aWF
0l j ogMrY4 e AMVDAWMOWG I nv4c Cl 61 DE4ODMMVDAWIVDAS I CI2Y3Q O Al aHROcHMVBLY9
j cmvkzZWb60aWFscy5l eGRt cGxl LniNvbS9pzGvudd 0eV9j cmivkZWe60aWFs | i wgl | 92 ZF9
hbGeci G Ai c2hhLTI 1INi J9. NH_4MBnSXON4pv Xx OnedOEt p_swxyp8dB8kEj gpw Ut FSI

5QXBXRN7gj Ew7Lhgl XeNl gvbl U_5_M GCJaZSEr g~WJsa2x4R VgTVI sRIRQW®2TU5
JAKNBI i wgl m zX292zXJf Nj Ui LCBOcnVI XQ~WJRZ19PN R6cUF4ZTQxMTEXMDhpcdB
i wgl nFkZHJI ¢3M LCB71 nNOcrmVl dFOhZCRyZXNz | j ogl j Ey MyBNYW ul FNOI i wgl nxv
Y2FsaXR5!1 j ogl kFueXRvd24i LCAIi cmivnaVWul j ogl kFueXNOYXRI | i wgl m\vdWs0cnki

G Al VWM f VO~

The Verifier will have the followi ng processed SD-JW payl oad after
val i dati on:
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"iss": "https://exanple.comissuer",
"iat": 1683000000,
"exp": 1883000000,
"vet": "https://credentials.exanple.conlidentity credential",
"is_over_65": true,
"address": {
"street _address": "123 Main St",
"locality": "Anytown",
"region": "Anystate",
"country": "US"

5. JW VC | ssuer Metadata

Thi s specification defines the JWI VC Issuer Metadata to retrieve the
JWI VC | ssuer Metadata configuration of the |ssuer of the SD-JW VC
The Issuer is identified by the iss claimin the JW. Use of the JW
VC | ssuer Metadata is OPTI ONAL.

| ssuers publishing JWI VC | ssuer Metadata MJST nake a JWI VC | ssuer
Met adata configuration avail able at the | ocation forned by inserting
the well-known string /.well-known/jw-vc-issuer between the host
component and the path conponent (if any) of the iss claimvalue in
the JWI. The iss MIST be a case-sensitive URL using the HTTPS schemne
that contains schene, host and, optionally, port number and path
conponents, but no query or fragment components.

5.1. JWI VC | ssuer Metadata Request

A JWI VC | ssuer Metadata configuration MIST be queried using an HTTP
GET request at the path defined in Section 5.

The following is a non-nornative exanple of an HTTP request for the
JWI VC | ssuer Metadata configuration when iss is set to
https://exanpl e. com

GET /.well -known/jwt-vc-issuer HITP/ 1.1
Host: exanpl e. com

If the iss value contains a path conponent, any terminating / MJST be
renoved before inserting /.well-known/ and the well-known URI suffix
bet ween the host conmponent and the path component.

The following is a non-nornative exanple of an HTTP request for the

JWI VC | ssuer Metadata configuration when iss is set to
https://exanpl e. conitenant/ 1234:
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GET /.well -known/jwt-vc-issuer/tenant/ 1234 HTTP/ 1.1
Host: exanpl e. com

5.2. JWI VC |ssuer Metadata Response

A successful response MJST use the 200 OK HTTP and return the JWI VC
| ssuer Metadata configuration using the application/json content

type.
An error response uses the applicable HITP status code val ue.

This specification defines the follow ng JW VC | ssuer Mt adata
configuration paraneters:

* jssuer: REQU RED. The Issuer identifier, which MJST be identical
to the iss value in the JWI.

* jwks_uri: OPTIONAL. URL string referencing the Issuer’s JSON Wb
Key (JWK) Set [RFC7517] docunent which contains the Issuer’s
public keys. The value of this field MIUST point to a valid JWK
Set docunent .

* jwks: OPTIONAL. Issuer’s JSON Wb Key Set [RFC7517] docunent
val ue, which contains the Issuer’s public keys. The value of this
field MUST be a JSON object containing a valid JW Set.

JWI VC | ssuer Metadata MJUST include either jwks_uri or jwks in their
JWI VC | ssuer Metadata, but not both.

It is RECOVWENDED that the JWI contains a kid JW header paraneter
that can be used to look up the public key in the JW Set included by
val ue or referenced in the JWI VC | ssuer Met adat a.

The following is a non-normative exanmple of a JWI VC | ssuer Metadata
configuration including jwks:
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{
"issuer":"https://exanple.cont,
"jwks": {
"keys": [
{
"ki d":"doc-si gner-05-25-2022",
"kty": "EC', "crv": "P-256",
"x": "b28d4MAZM w8- 00CEHAXT nn9SLMMMLISI qZpVb_uNt Q'
"y": " Xv5zWwoaTgdS6hV43yl 6gBwTnj ukmFQNJ_kCxzqgk8"
H
{
"ki d":"doc-si gner-06-05-2025",
"kty": "EC', "crv": "P-256",
"x":"Df j UxdWHBds 61vCGhqUGhsy3FGX13f AS13QWh2EHI kX8" ,
"y":"NfgJt 9KpOEA93xq9ysBODRZ_hCd | Sz- pYLgv4RFvg"
}
]
}
}

The following is a non-normative exanple of a JWI VC | ssuer Metadata
configuration including jwks uri:

{
"issuer":"https://exanple.cont,
"jwks_uri":"https://jw-vc-issuer.exanple.com ny_public_keys.jwks"
}
Addi tional JW VC | ssuer Metadata configuration paraneters MAY al so
be used.

5.3. JW VC |ssuer Metadata Validation

The i ssuer value returned MIUST be identical to the iss value of the
JWI. |If these values are not identical, the data contained in the
response MJUST NOT be used.

6. SD-JW VC Type Metadata

An SD-JWI VC type, i.e., the vct value, is associated with Type
Met adat a defining, for exanple, information about the type and how
credentials are displayed.

This section defines Type Metadata that can be associated with a type
of an SD-JW VC, as well as a nethod for retrieving the Type Mt adata
and processing rules. This Type Metadata is intended to be used,
anong other things, for the follow ng purposes:
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* Devel opers of Issuers and Verifiers can use the Type Metadata to
under stand the semantics of the type and the associated rul es.
VWhile in sone cases, Issuers are the parties that define types,
this is not always the case. For exanple, a type can be defined
by a standardi zati on body or a community.

* Verifiers can use the Type Metadata to determ ne whether a
credential is valid according to the rules of the type. For
exanple, a Verifier can check whether a credential contains all
required clainms and whether the clains are selectively
di scl osabl e.

* \Wallets can use the netadata to display the credential in a way
that is consistent with the intent of the provider of the Type
Met adat a.

Type Metadata can be retrieved as described in Section 6. 3.
6.1. Type Metadata Exanpl e

Al'l exanples in this section are non-normative. This section only
shows excerpts, the full examples can be found in Appendix B. 2.

The following is an exanple of an SD-JW VC payl oad, containing a vct
claimwi th the value https://betel geuse. exanpl e. com
education_credenti al :

{

"vet": "https://betel geuse. exanpl e. com educati on_credenti al ",
"vet#integrity": "sha256-1odnyxoVQCuQx8SAyn8r WHXba41f M | v/ VIH3VHGNOO=" ,

}

Type Metadata for the type https://betel geuse. exanpl e. con!
education_credential can be retrieved using various mechani snms as
described in Section 6.3. For this exanple, the vct value is a URL
as defined in Section 6.3.1 and the follow ng Type Metadata docunent
is retrieved fromit:

{
"vet":"https://betel geuse. exanpl e. conf educati on_credential ",
"nane": "Bet el geuse Education Credential - Prelimnary Version",
"description":"This is our devel opnent version of the education credential. Don’t pa
nic.",
"extends":"https://gal axy. exanpl e. conf gal acti c-educati on-credential -0.9",
"extends#integrity":"sha256-il QUIsTul t OMf z7QUcFALaRa3BP/ j el X1ds04kB9y U="
}

Not e: The hash of the Type Metadata docunent shown in the second
exanmpl e nust be equal to the one in the vct#integrity claimin the
SD- JWI VC payl oad, 1odnmyxoVQCuQx8SAynBr WHXba41f M | v/ VIH3VHGNOO=.
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6.2. Type Metadata Format

The Type Metadata docunent MUST be a JSON object. The follow ng
properties are defined:

* vct: REQU RED. The verifiable credential type described by this
type netadata docunent.

* pame: OPTIONAL. A hunan-readabl e nanme for the type, intended for
devel opers readi ng the JSON docunent .

* description: OPTIONAL. A hunan-readabl e description for the type,
i ntended for devel opers reading the JSON docunent.

* extends: OPTIONAL. A URI of another type that this type extends,
as described in Section 6.4.

* display: An array of objects containing display information for
the type, as described in Section 8  This property is OPTI ONAL.

* clains: An array of objects containing claiminformation for the
type, as described in Section 9. This property is OPTI ONAL.

A Type Metadata docunment MAY contain additional top |level or
subordi nate properties. Consuners MJST ignore properties that are
not under st ood.
An exanpl e of a Type Metadata docunent is shown in Appendi x B. 2.

6.3. Retrieving Type Metadata
A consuner retrieving Type Metadata MJST ensure that the vct value in
the SD-JW VC payload is identical to the vct value in the reference
to the Type Metadata (either in the SD-JW VC itself or in an extends
property in a Type Metadata docunent).
The foll owi ng sections define nethods to retrieve Type Metadat a.

6.3.1. Froma URL in the vct Caim

A URl in the vct claimcan be used to express a type. |If the type is
a URL using the HTTPS schene, Type Metadata MAY be retrieved fromit.

The Type Metadata is retrieved using the HITP GET nethod. The
response MJUST be a JSON object as defined in Section 6. 2.

If the claimvct#integrity is present in the SD-JW VC, its value

vct#integrity MIUST be an "integrity nmetadata" string as defined in
Section Section 7.
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6.3.2. Froma Registry

A Consumer MAY use a registry to retrieve Type Metadata for a SD-JWI
VC type, e.g., if the type is not an HITPS URL or if the Consuner
does not have access to the URL. The registry MJST be a trusted
registry, i.e., the Consuner MJST trust the registry to provide
correct Type Metadata for the type.

The regi stry MIST provide the Type Metadata in the sanme format as
described in Section 6. 2.

6.3.3. Using a Defined Retrieval Method

Ecosystens MAY define additional nmethods for retrieving Type

Met adata. For exanple, a standardization body or a comunity MAY
define a service which has to be used to retrieve Type Metadata based
on a URN in the vct claim

6.3.4. Froma Local Cache

A Consumer MAY cache Type Metadata for a SD-JW VC type. |If a hash
for integrity protection is present in the Type Metadata as defined
in Section 7, the Consuner MAY assunme that the Type Metadata is
static and can be cached indefinitely. Gherw se, the Consumer MJST
use the Cache-Control header of the HITP response to deternine how

| ong the netadata can be cached.

6.4. Extending Type Mt adata

An SD-JWI VC type can extend anot her type. The extended type is
identified by the URI in the extends property. Consunmers MJST
retrieve and process Type Metadata for the extended type before
processing the Type Metadata for the extending type.

The extended type MAY itself extend another type. This can be used
to create a chain or hierarchy of types. The security considerations
described in Section 10.3 apply in order to avoid problens with
circul ar dependenci es.

Processi ng details when extending type netadata are described in
Section 8.2 and Section 9.5.

7. Document Integrity
The vct claimin the SD-JW VC as defined in Section 3.2.2.2 and

various URIs in the Type Metadata MAY be acconpani ed by a respective
claimsuffixed with #integrity, in particular:
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extends as defined in Section 6.4, and
* uri as used in tw places in Section 8.1

The val ue MJUST be an "integrity netadata" string as defined in
Section 3 of [WBC.SRI]. A Consuner of the respective docunents MJST
verify the integrity of the retrieved docunent as defined in

Section 3.3.5 of [WBC SRI].

8. Display Metadata

The di splay property is an array containing display information for
the type. The array MJST contain an object for each locale that is
supported by the type. The consum ng applicati on MIST use the

| anguage tag it considers nost appropriate for the user.

The objects in the array have the follow ng properties:

* Jlocale: A language tag as defined in Section 2 of [ RFC5646]. This
property i s REQU RED.

* npanme: A human-readabl e name for the type, intended for end users
This property i s REQU RED.

* description: A human-readabl e description for the type, intended
for end users. This property is OPTI ONAL.

* rendering: An object containing rendering information for the
type, as described in Section 8.1. This property is OPTI ONAL.

8.1. Rendering Metadata

The rendering property is an object containing rendering information
for the type. The object MJST contain a property for each rendering
met hod that is supported by the type. The property nane MJST be a
rendering nethod identifier and the property val ue MJUST be an obj ect
containing the properties defined for the rendering method.

8.1.1. Rendering Method "sinple"

The sinple rendering nmethod is intended for use in applications that
do not support SVG rendering. The object contains the foll ow ng
properties:

* | ogo: An object containing infornmation about the logo to be
di splayed for the type, as described in Section 8.1.1.1. This
property is OPTI ONAL.

* background_i mage: An object containing information about the
background i mage to be displayed for the type, as described in
Section 8.1.1.2. This property is OPTI ONAL.

* background_col or: An RGEB color value as defined in [ WC. CSS- COLCR]
for the background of the credential. This property is OPTI ONAL.
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* text_color: An RGB col or value as defined in [WBC. CSS- COLOR] val ue
for the text of the credential. This property is OPTI ONAL.

8.1.1.1. Logo Metadata

The | ogo property is an object containing information about the | ogo
to be displayed for the type. The object contains the follow ng
properties:

* uri: A URl pointing to the logo inmage. This property i s REQU RED.

* uri#integrity: An "integrity netadata" string as described in
Section 7. This property is OPTI ONAL.

* alt_text: A string containing alternative text for the | ogo inmage.
This property is OPTI ONAL.

8.1.1.2. Background | nage Mt adata

8.

1.

The background_i mage property is an object containing infornmation
about the background inage to be displayed for the type. The object
contains the follow ng properties:

* uri: A URl pointing to the background image. This property is
REQUI RED.

* uri#integrity: An "integrity nmetadata" string as described in
Section 7. This property is OPTI ONAL.

2. Rendering Method "svg_tenpl ate”

The svg tenplate rendering nethod is intended for use in applications
that support SVG rendering. The object MJST contain an array of

obj ects containing informati on about the SVG tenpl ates avail able for
the type. Each object contains the follow ng properties:

* uri: A URl pointing to the SVGtenplate. This property is
REQUI RED.

* uri#integrity: An "integrity nmetadata" string as described in
Section 7. This property is OPTI ONAL.

* properties: An object containing properties for the SVG tenpl ate,
as described in Section 8.1.2.1. This property is REQURED if
nore than one SVG tenplate is present, otherwise it is OPTI ONAL.
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8.1.2.1. SVG Tenplate Properties

The properties property is an object containing properties for the
SVG tenpl ate. Consum ng applications MJST use these properties to
find the best SVG tenplate available for display to the user based on
the display properties (landscape/portrait) and user preferences
(col or scheme, contrast). The object MJST contain at |east one of
the follow ng properties:

* orientation: The orientation for which the SVG tenplate is
optinmzed, with valid values being portrait and | andscape. This
property is OPTI ONAL.

* col or_schene: The col or schenme for which the SVG template is
optimzed, with valid values being |light and dark. This property
is OPTI ONAL.

* contrast: The contrast for which the SVGtenplate is optim zed,
with valid values being normal and high. This property is
OPTI ONAL.

8.1.2.2. SVG Rendering

Consum ng applicati on MJIST preprocess the SVG tenplate by repl acing
pl acehol ders in the SVG tenplate with properly escaped val ues of the
clains in the credential. The placeholders MJST be defined in the
SVG tenpl ate using the syntax {{svg_id}}, where svg_id is an
identifier defined in the claimnetadata as described in Section 9.

Pl acehol ders MUST only be used in the text content of the SVG
tenpl ate and MJUST NOT be used in any other part of the SVG tenpl ate,
e.g., in attributes or coments.

A consuming application MIUST ensure that all special characters in
the claimvalues are properly escaped before inserting theminto the
SVG tenplate. At least the followi ng characters MJUST be escaped:

as &anp;
as &t;
as &gt;
as &quot ;
as &apos;

* % * * X
TV AR

If the svg_id is not present in the claimnetadata, the consuning
application SHOULD reject not render the SVG tenplate. |If the svg_id
is present in the claimnmetadata, but the claimis not present in the
credential, the placehol der MIUST be replaced with an enpty string or
a string appropriate to indicate that the value is absent.
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The foll owi ng non-normative exanple shows a minimal SVG w th one
pl acehol der using the svg_id val ue address_street _address which is
defined in the exanple in Appendi x B. 2:

<svg xm ns="http://ww. w3. or g/ 2000/ svg" wi dt h="100" hei ght ="100">
<text x="10" y="20">Street address: {{address_street address}}</text>
</ svg>

VWhen rendering the SVG tenpl ate, the consum ng applicati on MJST
ensure that malicious netadata providers or issuers cannot inject
executabl e code into the SVG tenpl ate and thereby conpronise the
security of the consuming application. The consum ng application
MUST NOT execute any code in the SVGtenplate. |f code execution
cannot be prevented reliably, the SVG di splay MUST be sandboxed.

Furthernore, consum ng applications MJIST ensure that references to
external resources (images, etc.) fromw thin the SVG cannot be used
to track users or the usage of credentials.

8.2. Extending Display Mtadata

When an SD-JW VC type extends another type as described in

Section 6.4, the display netadata renmains valid for the inheriting
type unless that type defines its own display property, in which case
the original display netadata is ignored.

9. daim Mtadata

The clainms property is an array of objects containing infornmation
about particular clainms for displaying and validating the clains.

The array MAY contain an object for each claimthat is supported by
the type. Each object contains the follow ng properties:

* path: An array indicating the claimor clains that are being
addressed, as described below. This property is REQU RED.

* display: An array containing display information for the claimor
clains that are being addressed, as described in Section 9. 2.
This property is OPTI ONAL.

* mandatory: A boolean indicating that the claimnust be present in
the issued credential. This property is OPTIONAL. |If onmitted,
the default value is false. See Section 9.3 for details.

* sd: A string indicating whether the claimis selectively
di scl osabl e, as described in Section 9.4. This property is
OPTI ONAL.
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svg_id: A string defining the ID of the claimfor reference in the
SVG tenpl ate, as described in Section 8.1.2.2. The I D MJST be
unique within the type netadata. It MJST consist of only

al phanuneri c characters and underscores and MJST NOT start with a
digit. This property is OPTI ONAL.

9.1. daimPath

The path property MJST be a non-enpty array of strings, null values,
or non-negative integers. It is used to select a particular claimin
the credential or a set of clainms. A string indicates that the
respective key is to be selected, a null value indicates that al

el ements of the currently selected array(s) are to be selected, and a
non- negati ve integer indicates that the respective index in an array
is to be sel ected.

9.1.1. Exanple

The foll owi ng shows a non-normative, reduced exanple of a credential

{
"vct": "https://betel geuse. exanpl e. com educati on_credential ",
"name": "Arthur Dent",
"address": {
"street _address": "42 Market Street",
"city": "MIIliways",
"postal _code": "12345"

1
"degrees": [
{
"type": "Bachel or of Science",
"university": "University of Betel geuse"
H
{
"type": "Master of Science",
"university": "University of Betel geuse"
}
1,
"nationalities": ["British", "Betel geusian"]

}

The foll owi ng shows exanpl es of path values and the respective
selected clainms in the credential above:

* ["name"]: The claimname with the value Arthur Dent is selected.
*

["address"]: The claimaddress with its sub-clains as the value is
sel ect ed.
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["address", "street_address"]: The claimstreet_address with the
val ue 42 Market Street is selected.
["degrees”, null, "type"]: Al type clainms in the degrees array

are sel ect ed.

The example in Appendi x B.2 shows how the path can be used to address
arrays and their el enents.

9.1. 2.

I'n

Processi ng of path

detail, the array conponents of path are processed fromleft to

right as foll ows:

1.

2

Sel ect the root elenment of the credential, i.e., the top-Ieve

JSON obj ect .

Process the path conponents fromleft to right:

1. If the path conponent is a string, select the elenment in the
respective key in the currently selected element(s). |If any
of the currently selected elenent(s) is not an object, abort
processing and return an error. |If the key does not exist in
any element currently selected, renove that elenment fromthe
sel ecti on.

2. |If the path component is null, select all elenments of the
currently selected array(s). |If any of the currently

sel ected elenent(s) is not an array, abort processing and
return an error.

3. If the path conponent is a non-negative integer, select the
el ement at the respective index in the currently sel ected
array(s). |If any of the currently selected el enment(s) is not
an array, abort processing and return an error. |f the index
does not exist in a selected array, renove that array from
the sel ection.

4. 1f the set of elenments currently selected is enpty, abort
processing and return an error.

The result of the processing is the set of elenments to which the
respective clai mnetadata applies.

The path property MJST point to the respective claimas if al

sel

ectively disclosable clains were disclosed to a Verifier. That

means that a consum ng application which does not have access to al
di scl osures may not be able to identify the claimwhich is being
addr essed.

Note: This specification intentionally does not use JSON Pointer
[ RFC6901] for selecting clainms, as JSON Pointer requires string
parsing and does not support wldcard selection of array el enents.

It

Ter bu,

does not use JSON Path [RFC9535] as that introduces a considerable
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9

9

9

9

2

3.

4.

5.

complexity and brings in many features which are not needed for the
use case of selecting clainms in a credential. There are also
security concerns with sone inplenentations.

Clai m Di spl ay Met adata

The di splay property is an array containing display information for
the claim The array MJST contain an object for each locale that is
supported by the type. The consum ng applicati on MIST use the

| anguage tag it considers nost appropriate for the user

The objects in the array have the follow ng properties:

* |ocale: A language tag as defined in Section 2 of [RFC5646]. This
property i s REQU RED.

* |abel: A human-readable |abel for the claim intended for end
users. This property is REQU RED.

* description: A human-readabl e description for the claim intended
for end users. This property is OPTI ONAL.

Cl ai m Mandat ory Met adat a

The nandatory property is a boolean indicating that, if set to true,
the claim MJUST be included in the credential by the Issuer. |If the
value is false or onitted, the claimis considered optional for the
Issuer to include. A claimthat is mandatory can nonet hel ess be

sel ectively disclosable, as described in Section 9. 4.

Cl ai m Sel ecti ve Disclosure Mtadata

The sd property is a string indicating whether the claimis
sel ectively disclosable. The follow ng values are defi ned:

* always: The Issuer MUST nmake the claimselectively disclosable.
* allowed: The |Issuer MAY nake the claimselectively disclosable.
* never: The Issuer MJST NOT nake the claimselectively disclosable.

If omtted, the default value is allowed. It is RECOMENDED to use
ei ther always or never to avoid ambiguity.

Ext endi ng C ai m Met adat a

When an SD-JW VC type extends another type as described in

Section 6.4, all claimnetadata fromthe extended type MJST be
respected and are inherited by the child type. The child type can
extend the claimnetadata by adding new clains or properties. |If the
child type defines claimmetadata with the sane path as in the
extended type, the child type’'s object will override the
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correspondi ng object fromthe extended type.
9.5.1. Limtations for sd and mandatory

An extending type can specify an sd property for a claimthat is

mar ked as allowed in the extended type (or where sd was onitted),
changing it to either always or never. However, it MJST NOT change a
claimthat is narked as always or never in the extended type to a

di fferent val ue.

Simlarly, an extending type can set the nandatory property of a

claimthat is optional in the extended type to true, but it MJST NOT

change a claimthat is mandatory in the extended type to false
9.5.2. Exanple for Extending Type Metadata

Suppose we have a base type netadata docunent:

{
"vet": "https://exanpl e.con base-type-netadata",
"claims": [
{
"path": ["name"],
"display": [{"label": "Full Nane", "locale": "en"}]
b
{
"path": ["address", "city"],
"display": [{"label": "Cty", "locale": "en"}]
}
]
}

And a child type metadata document that extends the base type

{

"vet": "https://exanpl e.com customtype-netadata",
"extends": "https://exanpl e.coni base-type-nmetadata”,
"claims": [

"path": ["address", "city"],

"display": [{"label": "Town", "locale": "en"}]
}1
{ R

"path": ["nationalities"],

"display": [{"label": "Nationalities", "locale": "en"}]
}
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10.

In this exanple, the child type inherits the nane claimnetadata from
the base type, but overrides the address.city claimnetadata with its
own definition. 1t also adds a new claimnmetadata for nationalities.
The final effective claimnetadata for the child type is:

{

"claims": [
{
"path": ["name"],
"display": [{"label": "Full Nane", "locale": "en"}]
}1
{ .
"path": ["address", "city"],
"display": [{"label": "Town", "locale": "en"}]
}1
{
"path": ["nationalities"],
"display": [{"label": "Nationalities", "locale": "en"}]
}

Security Considerations

The Security Considerations in the SD-JW specification
[1-D.ietf-oauth-selective-disclosure-jw] apply to this
specification. Additionally, the follow ng security considerations
need to be taken into account when using SD-JW VCs:

1. Server-Side Request Forgery

The JWI VC | ssuer Metadata configuration is retrieved fromthe JW VC
I ssuer by the Holder or Verifier. Simlar to other netadata
endpoints, the URL for the retrieval MJST be considered an untrusted
val ue and could be a vector for Server-Side Request Forgery (SSRF)

att acks.

Bef ore making a request to the JW VC | ssuer Metadata endpoint, the
Hol der or Verifier MJST validate the URL to ensure that it is a valid
HTTPS URL and that it does not point to internal resources. This
requires, in particular, ensuring that the host part of the URL does
not address an internal service (by IP address or an internal host
name) and that, if an external DNS nanme is used, the resolved DNS
nane does not point to an internal |Pv4 or |Pv6 address.
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When retrieving the metadata, the Holder or Verifier MJST ensure that
the request is made in a time-bound and size-bound manner to prevent
deni al of service attacks. The Holder or Verifier MJST al so ensure
that the response is a valid JW VC | ssuer Metadata configuration
docunent before processing it.

Addi tional considerations can be found in [ ONMSP_SSRF] .
10. 2. Ecosystemspecific Public Key Verification Methods

When defining ecosystemspecific rules for resolution and
verification of the public key, as outlined in Section 3.5, it is
critical that those rules maintain the integrity of the relationship
between the iss value of the SD-JWI, if present, and the public keys
of the Issuer.

It MJUST be ensured that for any given iss value, an attacker cannot
i nfluence the type of verification process used. QOherw se, an
attacker could attenpt to make the Verifier use a verification
process not intended by the Issuer, allow ng the attacker to
potentially manipulate the verification result to their advantage.

10.3. Circular "extends" Dependenci es of Types

A type MJUST NOT extend another type that extends (either directly or
with steps in-between) the first type. This would result in a
circul ar dependency that could lead to infinite recursion when
retrieving and processing the netadata.

Consuners MJST detect such circul ar dependencies and reject the
credenti al .

10.4. Robust Retrieval of Type Mt adata

In Section 6.3, various nmethods for distributing and retrieving

met adata are described. Methods relying on a network connection may
fail due to network issues or unavailability of a network connection
due to offline usage of credentials, tenporary server outages, or
deni al - of -servi ce attacks on the netadata server

Consunmers SHOULD therefore inplenment a | ocal cache as described in
Section 6.3.4 if possible. Such a cache MAY be populated with
nmet adat a before the credential is used.

These neasures allow the Consuners to continue to function even if

the netadata server is tenporarily unavailable and avoid privacy
i ssues as described in Section 12.1
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10.

5. Risks Associated with Textual |nformation

Sone clainms in the SD-JW VC and properties in the Type Metadata,
e.g., display, allows issuers and providers of netadata to specify
human-readabl e i nformati on. These can contain arbitrary textua
informati on that nay be displayed to end users and devel opers. As
such, any consumi ng applicati on MIST ensure that maliciously crafted
i nformati on cannot be used to conprom se the security of the
application or the privacy of the user. To this end, the follow ng
consi derations apply:

* The consuning application MJST ensure that the text is properly
escaped before displaying it to the user or transferring it into
other contexts. For exanple, if the data is displayed in an HTM.
docunent, the text MUST be properly escaped to prevent Cross-Site
Scripting (XSS) attacks.

* The consuning application MJST ensure that the display of the user
interface el ements cannot be distorted by overly |long text or
speci al characters.

6. Credential Type Extension and |Issuer Authorization

When processing credentials, it is inmportant to recognize that the
ability to extend or reference an existing credential type (e.g., a
wel | -known identifier such as urn:ec.eu.x.y.z) does not confer any
inmplicit authorization to issue credentials of that type or its
extensions. |In particular

* *|ssuer Authorization*: Verifiers and wallets MJST NOT assune that
any issuer who issues a credential extending a known type is
authorized to do so. The nmere presence of an extension or
reference to a recogni zed type (e.g., a national type urn:de.bla
ext endi ng a European PID type) does not validate the issuer’s
aut hority.

*  *Rogue |ssuers*: Attackers may issue credentials with types that
extend or mimnmc legitinate types (e.g., urn:attacker extending
urn:ec.eu.x.y.z). Such credentials MJST NOT be accepted solely
based on their type hierarchy or extension relationship.

* *Processing Rules*: Inplenmentations MIST verify the issuer’s
aut hori zation independently of the credential type or its
extensions. This typically involves checking the issuer’s
identity, trust status, and any rel evant accreditation or registry
bef ore accepting a credenti al
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*Reconmmendation:* Verifiers and wallets SHOULD i npl ement explicit
checks for issuer authorization and SHOULD NOT rely on type extension
as a proxy for trust or legitimacy. Credential acceptance decisions
MUST be based on both the credential type and the verified authority
of the issuer.

10.7. Trust in Type Mt adata

Type Metadata associated with an SD-JW VC, e.g., rendering netadata,
is asserted by the publisher of the Type Metadata and trust in this
nmet adat a depends on the trust relationship between its publisher and
the consumer. A consumer MJST NOT assune that Type Metadata is
accurate or neani ngful unless the publisher is recognized as
authoritative for the type in question.

Ecosyst ens SHOULD defi ne governance or accreditation nmechani sns that
speci fy which publishers are authorized to provide Type Metadata for
specific verifiable credential types and under what conditions such
met adata can be relied upon.

Consuners SHOULD treat with reduced trust any Type Metadata if the
publisher is not accredited or otherwise trusted within the
appl i cabl e ecosystem

10.8. Use of Data URIs for O aim Types

The use of data URIs all ows enbedding of data directly within
credential payloads. |Inplenentations SHOULD treat data URIs as
untrusted i nput at the processing and rendering |ayer and apply
appropriate validation and handling. Failure to properly escape,
sanitize or constrain their use can lead to security issues such as
uni nt ended code execution, resource exhaustion, or m suse of enbedded
content. Inplementations SHOULD restrict the set of accepted nmedia
types, enforce reasonable size and content linmts, and avoid
dereferencing or interpreting data URIs in ways that could execute or
render active content, consistent with their overall security nodel.

11. Privacy Considerations
The Privacy Considerations in the SD-JW specification
[1-D.ietf-oauth-selective-disclosure-jw] apply to this

specification. Additionally, the follow ng privacy considerations
need to be taken into account when using SD-JW VCs.
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11.1. Unlinkability

The Privacy Considerations in Section 10.1 of
[1-D.ietf-oauth-selective-disclosure-jw] apply especially to the cnf
claim

11.2. Verifiable Credential Type Identifier

I ssuers and Hol ders have to be aware that while this specification
supports sel ective disclosure of clains of a given SD-JW VC, the vct
claimis not selectively disclosable. In certain situations this
could | ead to unwant ed | eakage of additional context information.

In general, |Issuers are advised to choose vct values follow ng data
m nimzation principles. For exanple, government |ssuers issuing an
SD-JWI VC to their citizens to enable themto prove their age, m ght
consider using a vct value that does not allow third-parties to infer
addi tional personal information about the Holder, e.g., country of
residency or citizenship.

Addi tionally, Holders have to be informed that, besides the actua
requested clainms, the vct information is shared with the Verifier

11.3. |ssuer Phone- Hone

A malicious |Issuer can choose the Issuer identifier of the SD-JW VC
to enabl e tracking the usage behavior of the Holder if the Issuer
identifier is Holder-specific and if the resolution of the key
material to verify the Issuer-signed JW requires the Verifier to
phone home to the Issuer

For exanple, a malicious |Issuer could generate a unique value for the
I ssuer identifier per Holder, e.g., https://exanple.comissuer/

hol der - 1234 and host the JWI VC | ssuer Metadata. The Verifier would

create an HTTP GET request to the Hol der-specific well-known UR when
the SD-JWI VCis verified. This would allow the nmalicious |Issuer to

keep track where and how often the SD-JW VC was used.

Verifiers are advised to establish trust in an SD-JW VC by pinning
specific Issuer identifiers and shoul d nonitor suspicious behavior

such as frequent rotation of those identifiers. |f such behaviour is
detected, Verifiers are advised to reject SD-JW VCs issued by those
| ssuers.

Anot her rel ated concern arises fromthe use of confirmati on nethods
in the cnf claimthat involve retrieving key material froma renote
source, especially if that source is controlled by the issuer. This
includes, but is not linted to, the use of the x5u paraneter in JWKs
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12.

12.

13.

13.

(Section 4.6 of [RFC7517]), the jku paranmeter (Section 3.5 of

[ RFC7800]), and cases where a URL is used in the kid paraneter
(Section 3.4 of [RFC7800]). Future confirmation nethods may al so
introduce renote retrieval nmechanisnms. |ssuers are advised not to

i ssue SD-JWI' VCs with such cnf nethods, and Verifiers and Hol ders are
advi sed not to follow or resolve renote references for key materi al
inthe cnf claim Only confirmation nmethods that do not require
renote retrieval of key material SHOULD be support ed.

Hol ders are advised to reject SD-JWI VCs if they contain easily
correlatable information in the Issuer identifier.

Rel ati onships to O her Docunents

Thi s specification defines validation and processing rules for
verifiable credentials using JSON payl oads and secured by SD-JWr
[1-D.ietf-oauth-selective-disclosure-jw]. Cher specifications
exi st that define their own verifiable credential formats; for
exampl e, WBC Verifiable Credential Data Mdel (VCDM 2.0 [WBC. VCDM
defines a data nmodel for verifiable credentials encoded as JSON-LD,
and 1 SO | EC 18013-5: 2021 [1 SO 18013-5] defines a representation of
verifiable credentials in the nobile docunent (ndoc) format encoded
as CBOR and secured using COSE.

1. Privacy-Preserving Retrieval of Type Mt adata

In Section 6.3, various nmethods for distributing and retrieving Type
Met adata are described. For nmethods which rely on a network
connection to a URL (e.g., provided by an |ssuer), the |Issuer and
other third parties may be able to track the usage of a credential by
observing requests to the Type Metadata URL.

Consuners SHOULD prefer methods for retrieving Type Metadata that do
not |eak information about the usage of a credential to third
parties. The recomrendations in Section 10.4 apply.
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| ANA Consi der ati ons

A. 1. JSON Wb Token d ains Registration

* (Ol aimNanme: "vct

* ClaimDescription: Verifiable credential type identifier

*  Change
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Controller: |ETF
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A 2.

A 2.1

Speci fication Docunment(s): [[ Section 3.2.2.1 of this
specification ]]

Claim Name: "vct#integrity"

ClaimDescription: SDJW VC vct claim"integrity netadata" val ue
Change Controller: |ETF

Speci fication Docunment(s): [[ Section 7 of this specification ]]
Medi a Types Registry

appl i cation/dc+sd-jwt

The Internet nedia type for an SD-JW VC is application/dc+sd-jw.

* %k % % *

A 3.
Thi
in
by

Ter bu,

Type name: application

Subt ype nane: dc+sd-jwt

Requi red paraneters: n/a

Optional parameters: n/a

Encodi ng considerations: 8-bit code points; SD-JW VC val ues are
encoded as a series of base64url -encoded val ues (sone of which may
be the enpty string) separated by period ('.’') and tilde (' ~")
characters.

Security considerations: See Security Considerations in

Section 10.

Interoperability considerations: n/a

Publ i shed specification: [[ this specification ]]

Applications that use this nedia type: Applications that issue,
present, and verify SD JW-based verifiable credentials.

Addi tional information:

- Magic nunber(s): n/a

- File extension(s): n/a

- Mcintosh file type code(s): n/a

Person & enmil address to contact for further information: diver
Terbu oliver.terbu@mttr.global (rmailto:oliver.terbu@rmattr. gl obal)
I nt ended usage: COVMON

Restrictions on usage: none

Author: Odiver Terbu oliver.terbu@mttr. gl obal
(mailto:oliver.terbu@mttr. gl obal)

Change controller: |ETF

Vel | - Known URI Registry
s specification requests the well-known URI defined in Section 5

the 1 ANA "Wl | - Known URIs" registry [I ANA wel | -known] established
[ RFC5785] .
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A.3.1. Registry Contents

URI suffix: jwt-vc-issuer

Change controller: |ETF

Speci fication docunment: [[ Section 5 of this specification ]]
Rel ated i nfornmation: (none)

Status: permanent

* Ok X X

Appendi x B. Exanpl es

I nportant: The followi ng exanples are not normative and provided for

illustrative purposes only. |In particular, neither the structure of
the clains nor the selection of selectively disclosable clains are
nor mat i ve.

Li ne breaks have been added for readability.
B.1. Exanple 1: Person ldentification Data (PID) Credentia

Thi s exanpl e shows how the artifacts defined in this specification
could be used to represent the identity information of a person from
a fictional European country. It |leans on the concept of Person
Identification Data (PID) as defined in the "PlID Rul ebook" in

[ EUDI W ARF], but does not intend to fully conply with that

speci fication.

Key Binding is applied using the Holder’s public key passed in a cnf
claimin the SD JWI.

The foll owi ng data about the citizen conprises the input JW d ains
Set used by the Issuer:
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"iss": "https://pid-issuer.aendgard. exanpl e",
"vct": "urn:eudi: pid:aendgard: 1",
"given_nane": "Astrid",
"fam |y _name": "Hol ngren”,
"birthdate": "1978-04-10",
"address": {
"street_address": "Sj 7 7 gata 12",
"locality": "Viken",
"postal code": "12001",
"country": "Kingdom of J Xdgard"
},
"nationalities": [
"7 X dgar d"
1,

"sex": 2,
"birth famly nane": "Jensen",
"place_of birth": {
"locality": "5 Xdholnt,
"country": "Kingdom of 7 X dgard"

}

ge_equal _or_over": {
"12": true,
"14" . true,
"16": true,
"18": true,
"21": true,
"65": false
},
"age_in_years": 47,
"age_birth_year": 1978,
"portrait": "data:inmagel/png; base64, i VBORWOKGY0oAAAANSUhEUgAAACQAAAA
WAQVAAACSF Kx 9AAAAAXNSROI B2cksf wAAAARNQULBAACK | w 8 YQUAAAAGYOhSTQA
Aei YAAI CEAADG AAAAG Og AAHUWAADG YAAACP g AABAWN L p RPAAAAAZ QTFRFAAAA/ | /
/ pdnf 3QAAAFFJREFUCNdNy | ENgDAQA9ASBJIy EW DBLEOCTpDCpCDhPvexr BM T y
8NG3RMUNWIAI 5p6/ pr/ Zzl cAi 4W RN1Lnl XAesOgheBTSC8JDnND6Z3Wd90f CnTj
j KQAAAABJRUSET kJggg==",
"i ssuance_date": "2024-01-15",
"expiry_date": "2034-01-15",
"issuing_authority": "Kingdomof 7 [Xdgard, Mnistry of Interior",
"issuing_country": "5 [X

}
The following is the issued SD JW:
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eyJhbCci O Al RVMYNTYi LCAI dH W j ogl nRj K3NkKLW»3dCJ9. eyJf c2Q G Bbl j JyMDA
5ZHp2SHVWE T dy Ul hUNW KTWLI bnFFSEhuV2UWTUx W c4UEFUQ gi LCAI MO5kREpZUnd
CcWFFSXI YQOhj bj RhNVI LSnFnUGHJUDBXa2c5QW0yZ0FLZyl s1 Cl 1Znmd2SW Yal VQoUd
RNGLZSHhEZHQ@RRW2Q E3Z1J2R2NKRWETQOVOOEVr | i wgl j ZCek1CazdCGR2I 2b2di bGR
PNzVmVD5MI2pGo G DeW 3bmaxR2hn@Q29r ¢l Ei LCAI OTBDVDhBYUJ QYmd 1WDhuUl hr ZXN
qdTFpMEIxaFdxW N3cUQlak Yt cURHay| sl Cl 5bkV3VXJIkZVo2a2NSYkVONTIRSDNUT1I

t b2l | MFOWOXRNTkI BRXVGdk1VI i wgl khUaDZacj JKOG-pc XBhOTYz YOxr dUt | UURMOUS
WVEZ6TOhoeWbHc FZmVCei LCAI SkNwivksy Trhl LUx FNUwwaj dNRTBMTngt VC1lweDl RRnR
hbVNze GLDVUN4VSI s| CIMi01Hcmhs RGLf YI VXWgxZ2RoUnhUc 3k0ZDR6eXdHenmx TVnD
j U NZMDENI i wgl | VnVWhxNXdoel FI d081OWZWInowZj Bt ¢ XI WOFI QAFULNHNWNGE MZWN
3UWsi LCAI WIBI LUUzaHpLRVWUQXl yaV940OXRUOWst aj RpNj Vhbzl 0a2VFSES5I e@zSSI

sl CJI ekNBbWFUdOkybl BgXzFJaUl zS1pmaUVPUkx| UndoWANNTURNVKI KOGt Bl i wgl nk
WSF8t VOFI d2ZFan4dHFRSDc 0dU9DV3ZxdVkzRnd1WC1r eDRI M JKSDgi LCAI cj FHckg
ONnl BVj Yyc2V6SWLFanhhNnINKU1pNVDI x Mrpy TINI aW/j OXI OTSI s CJyVnoz UkxzNOs
4emRCeTd6WHoX QB1 zOVk2cmBnOHVs TnP6az RGNOSDdUMM i wgl nQLa3AWS&Z4TVIVkZUh
0OQOdSenJLOUdpNVOUMWNIL ZzWZTI sTFRIdUx2Q Q XSwgl m zcyl 61 CJodHRweczovL3B
pZClpc3NLZXI uYW/uZGdhcmQuZXhhbXBsZS| s| CIpYXQ O AxNy gz MDAWMVDAWLCAI ZXh
W j ogMrg4 iz AMVDAWMOWG I nZj dCl 61 CI1cmd6ZXVkaTpwaWe YWuzZGdhen@BMs| si CJ
f c2Rf YWknl j ogl nNoYSOyNTYi LCA Y25m j ogeyJqd2si G B7I nt 0eSl 61 CIFQyl sl CJ
jcnYi O Al UCOYNTYi LCAI eCl 61 CJUQOFFU) ESWhZ1MD91 Rj RqNFcOdnZTVnBl SVAX SUx
pbERsczd2@VHZW,| | i wgl nki G Al WhihgaVdXY!l pNUUdI VI dLVI EOa&I TSW yc1ZndW/
j QU2dDRqVD GwhaUSJ9of X0. NgO- MsOYSRAHgEf J0dI OUWQAr eGLLRAQ _H GMWMI7x3
7dRWMWB_xz 3Ei Z5vyz DEf x@@nmYMwp0Gheyc AWFI Bw~W 1 yROXDNDJz S1F2ZUNmR2Zy
eU5ST]j | 311 wgl mdpdmVuX25hbWJi LCAI QXNOcni ki | 0~WJl bHWANWINM2dTTKI JCEVZ
bnNAQVIBI i wgl mzhbW seVOuYWLI | i wgl khvbGLncnmvul | 0~W 1 2SW3dEOt YTVpVI BH
YmOTNXRt dl ZBI i wgl mIpcnRoZGF0ZSI sl Cl xOTc4ALTAOLTEW | 0~WJI SThaV205UMNbL
UHBOUGVYQOZWS 1 ZGnRI i wgl nNOcnVI dF9hZGRy ZXNzl i wgl | NgXHUWMMGY4Z2FOYSAXM Jd
~WJIRZ19PN R6cUF4ZTQx MrEXMDhpecnBBIl i wgl nxvY2FsaXR51 i wgl | Zpa2vul | 0~WJ
BSngt MDk1VI BycFROT] RRTU9XxUk9BI i wgl nBvc3RhbF9j b2RI I'i wgl j Ey MDAXI | 0~WJ
QYzMz SkOy TGNo Y1 Vf bEhnZ3Zzf dWZRI i wgl m\vdWs0cnki LCAI S21 uZ2RvbSBvZi BcdTA
WYz ZuZGdhceng XQ-W J HVDJI QU3J RZnp GAFE3 SWBWOXNS YW BI | wgl nFkZHI1 ¢3M LCB7
I'19z2ZCl 61 Fsi NN BCMDN3c TAOaGxQndzdnNmdks5SI VAdnVMVRI Vi SI Fz1BCYk9f SDI y
TSI sl Cl 4eWpQUj Ny OGRPNUhXTGE5MMICZULKVFBSZ2t CY2h1cTQzcUg4V2exf Zj Fj 1 wg
I kShemBNHey Tl 85YWbVRWL ThGV) RUpscXgzanhi Y3F4dl Z6QNNCRFgweHM LCAI VS16
RDFESS03W B6VW\O4VWHFSNUhTVESVZWIhaFJDSH k QW/z S09f cOVQYyJdf VO~WJsa2x4
Rj VqTVI sSRIRQUW®2TU5JdkNBI i wgl mBhdd vbrnFsaXRpZXM LCBbI | x 1MDBj Nnbk Z2Fy
ZCIdXQ~-W JuUHW UWBr Uk ZxMDJJ ZUFt NOFUMEZBI i wgl nNI eCl s1 DJd~W 1 1Yl BzMJl x
dVpOYTBoa2FGenp6Vk531 i wgl mIpcnRoX2ZhbW seVOuYWLI | i wgl kpl bnN bi Jd~W1

LYTIXMFOCc nkFWhpntWeLr XzdQc S131 i wgl nkvY2FsaXR51 i wgl | x1VDBj NmbkaGsbSJ
d~W I5MXNW/TV3ZEZKYWWWWZGI3UGITNLIRI i wgl m\vdWs0cnki LCAI S21 uZ2RvbSBvZi

BcdTAWYzZuZGdhenQ XQ-WJI YI EOWDhzcl ZXMLFEeGhJ SmRxeU9BI i wgl nBs YWNI X29
mX2JpcnRol i wgeyJf c2Q O Bbl kpET1I LUzB3MENvZnBt SGpaR3ZyZDdI aXJwW2ZpWUR
BTFU2cj hUXOxFMA¢i LCAI blRacj | FbXk5eGlycGNnUTVaUlU4c3Z4ZE1ZOHKOVElI GXzV
gOVAXdTF5Q8Jdf VO~WJDOUdTh3Vadm KecXVFZ1l mb2pDYj FBl i wgl j Eyl i wgdHI1ZV0
~WJr eDVr Rj E3Vi 14MEpt d1VAOXZndnR31i wgl j EOl i wgdHI 1ZVO~W J1 M28xdXN3UDc
2MEZpMWhl | RRRWQOVRI i wgl j E21 i wgdHI 1ZV0~W JPQkt sVFZsdkxnLUFKd3FZR2JQOFp
Bl i wglj E41i wgdHI1ZVO~W INVEpi NTAONDF1YnJr U3V5ckRUMBhBI i wgl j | xI i wgdHJ
1ZVO~WJEc210S05ncFYOZEFI cGoy Y2FvcOF31i wgl j Y11 i wgZnFsc2Vd~WJl SzVWNX
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Bl Zmd1c FBwhHRgMXFoQUp3I i wgl nFnZV9l cXVhbF9vcel 9vdnmVyl i wgeyJf c2@ O Bbl j
FORW 5el BSWJ9Lc2Y3U3NZRO1nUFpLcO9UMAKRW J4SFhBIVHI 1X0J3a2si LCAI QLZLbm
X5NVASVH KczNFd3RAUW PAFV] enfFYQLI OQTRIY3pSYWock1EZyl s| CJhNDQt ZzJHcj
hf MOFt SncyWFo4a0kxeTBRel 96ZTl pT2NXM ¢z UkxWMEdnI i wgl ndr dnkwRnV2(QkJ2aj
BoczJaTnd4Y3FPbGY4bXUyLW DRTct Tm yUXh1Q Ui LCAi aHIZNEhubUY1Y]j VKdOMsZV
R6 YUZDVWNI SVFBYU kaHIXVWhRTKkNXYnZaSSI s| CISNI NGcl ZGUnl xNTBJ Yl JKdnd U
Fxal FXej BOTA 1QR1NZUBWS3FhekdJl | 19XQ~-WJIQNOFEZG wwVZi MEX p MGNp UGNQMGY
3li wgl nFnzZV9pbl 95ZWFycyl sl DQBXQ~W JIXcHhKckZ1Wbh1U2ky c DRodDA5anZ31 i wg
| TFnZV9i aXJ0aF952Wry | i wgMTk3O0F0~W JhdFNt RKkFDWU1i SI ZLRDA1bzNKZ3RRI i wg
I nBvenRy YW Ol i wgl nRhdGE6aWLhZ2UvcGonG2Jhc2U2NCx pVKJ PUncwsS0dnbOFBQUFO
U1VoRWnQUFBQLFBQUFBVOFRTUFBQUNTZKt 4QUFBQUFBWESTUj BJQ Jj a3NndOFBQUFS
bl FVMUJ BQUN4and2OFI RVUFBQUFNWIBo U1 RRQUFI aVI BQUI DRUFBRDZBQUFBZ09nQUFI
VXd BQURX WUFBQUOWZO FBOnR3bkxwUl BBQUFBQVpPRVEZSRK FBQUEVLY8vcGRt Zj NRQUFB
Rk ZKUk VGVUNOZE55b EVOZORBUUES QVNCSnI FV2NEQk x FMENUC ERDc ENEaFB2ZXhy Qnds
Qy 95CE5HMLINdWS30UFpNXA2L 3By L1p6bGN\BaTRXaVJ OMNEs VEFI ¢ 09naGVCVFNPOEpPE
bk5EN 0z Wyt kOTBmR5UanmpLUUFBQUFCSI JVNUVyaOpnZ2c9PSJd~W I 0S3I SMzJvSVp
OLXpr V3Z&GWVTEL nl i wgl M zc3VhbnNI X2RhdGUi LCAI M Ay NCOWMVBOXNSJd~W Jj aE
JDc3l oeWgt Sj g2SS1hd1FEaUNRI i wgl mV4cd yeVOKYXR 1iwgl j | wivz Q@ MDEt MTUi XQ
~WJInmbESQW\Bj TXo5TCct YzI xTUl 6XzI nl i wgl m zc3Vpbnmdf YXV0a®yaXR5! i wgl kt
pbnmdkb20gb2YgXHUMGVRbmMRNYXJk LCBNaWbpc 3RyeSBvZi BJbnRl cm vei Jd~WJvdm
OVWMXJr aF9BTD4N FxVUFBMKF3I1 i wgl ml zc3Vpbndf Y291bnRyeS| s| ClcdTAwWYzZHI |
0~

This is the payl oad of that SD JW:
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{
"osd"r [
" 2r 009dzvHuVr W RXT5kJ MrHnqEHHNWeOMLVZWB PATB8"
" 3NdDJ YRwBgaEl yXCHcn4a5YKJagPgl POVkg9Aor gAKg"
"5f n6l i Xj UPnmEQ4AmYHx Ddt 6 Ej vBQ7gRv GcdEnSCENSEK"
"6BzMBk7FG vogbl dO75f 3NLw FI i Cgb7nn1GhgCokr Q'
"90CT8AaBPbn5X8nRXkesj uli 0BqhWjZ3wgD4j F- gDk
"OnEwlr deZ6kcRbEj 52QH3nOR- 0i e0_p9t MNI AEuFvMJ'
"HTh6Zr 2J8ai qpa963cLkukKeQ@f 9C00Fz CHhyj GoVf Tg"
" JCp2K2NhH- LESLOj 7MEOLNX- T- px9QFt anSs x nCUCX U'
"LoM& hl Dm bUWUX1gdhRxTsy4d4zyw&zl SVocRSYO1M'
" UgUj g5whz QewCb9f VN Of Ongy V8YPXU54sp4kLecwk"
"YOH E3hzKEUnAyri _x9t T9k-j 4i 65a09hkeEHNexos! "
"ezCAmMaTW 2nPj _11i B3KZf i EORLeRwhZs MVDMVZI J8K A"
"i OH_- WAHWf Ej t 8t gQH74uOCW/ quY3FwuX- kx4e2RIH38"
"r1G H46yDV62sez| nEj xabcJSZMI212j r OSH ec9yt M'
"rV] 3RLs7K8zdNy7zXz1Cr 39Y6r og8ul Nozk4F7NCuC0"
"t 5kpOHf x M51eHNCGRzr K9G 50TZr eg5Ue9l LQ uLvB4"

1,
"iss": "https://pid-issuer.aendgard. exanpl e",
"iat": 1683000000,
"exp": 1883000000,
"vet": "urn:eudi:pid:aendgard: 1",
" sd_alg": "sha-256",
"enf": {
"wk"r |
"kty": "EC',
"crv': "P-256",
"x": "TCAERL19Zvu3CHF4j 4WAvf SVoHI P11 Li | Dl s7vCeGent",
"yt " ZX) | WD ZMQGHVWKKVQAhbSI i r sVf uec CE6t 4] TOF2HZQ'
}
}
}

The digests in the SD-JW payl oad reference the follow ng
Di scl osur es:

*Cl ai m gi ven_nane*:
*  SHA- 256 Hash: 3NdDJYRwBgaEl yXCHcn4a5YKJagPgl POVkg9Aor gAKg
* Disclosure:
W1 yROXDNDIzS1F2ZUNmR2Zy eUsSTj | 31§ wgl ndpdnmVuX25hbWJi LCAI QXNO
cmkllO
* Contents: ["2G.C42sKQueCf GFryNRNOwW', "given_nane", "Astrid"]
*Claimfam |y _nane*:

*  SHA-256 Hash: JCp2K2NhH LE5LOj 7MEOLN- T- px9QFt anBsxmCUCK U
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* Disclosure:
WJl bHWRUINM2ATTKI JOEVZbNNAQVIBI | wgl mZzhbW seVOuYWLI | i wgl khv
bGlncnul | O

* Contents: ["eluV50Qy3gSNI I BEYnsxA A", "fam |y nanme", "Hol ngren"]

*Cl ai m bi rt hdat e*:

*  SHA- 256 Hash: 5fn6li Xj UPmEQ4AmyYHxDdt 6Ej vBQ7gRv GcdEnSCENSEK

* Discl osure:
W1 2SWH3dEOt YTVpVI BHYNDTNXRt dl ZBI i wgl mlpcnRoZGF0ZSI sI Cl xOTc4
LTAOLTEW | O

* Contents: ["6l] 7t M abi VPGhoS5t nvVA", "birthdate", "1978-04-10"]

*Cl ai m street _address*:

*  SHA- 256 Hash: 8yj PR3r8dC6HW.ny1gBeMITPRgkBchuq43qH8W f1c
* Disclosure:
WJIl SThaV205UMBLUHBOUGVOZWS| ZGhRI i wgl nNOcrVI dF9hZGRy ZXNz I i wg
I I NgXHUWMGY4Z2FOYSAXM Jd
*  Contents: ["el 8ZWOMKPpNPeNenHdhQ', "street_address"”,
" Sj \ u00f 8gat a
12"]

*Claimlocality*:

*  SHA- 256 Hash: Nard74w2N _9anVEnS| ecEJl gx3j xbcqxvVzBsBDX0xs

* Disclosure:
WJIRZ19PN R6cUF4ZTQx MExXMDhpen®BI i wgl nkvY2FsaXR51 i wgl | Zpa2Vu
1o

* Contents: ["Qy_064zqAxe412al08iroA", "locality", "Viken"]

*Cl ai m post al _code*:

*  SHA- 256 Hash: 60B30wq04hl PBwsvsf vK9JUxvuLFUbJQF gPBbO _HIr M

* Disclosure:
WJBSnhgt MDk1VI BycFROT] RRTU9xUK9BI i wgl nBvc3RhbF9j b2RI |i wgl j By
MDAXI | O

* Contents: ["AJx-095VPrpTt MAQVOgROA", "postal _code", "12001"]

*Cl ai mcountry*:

SHA- 256 Hash: U zD1Dl - 720z YoxXqy5HSTNUegahRCHy dAesKO_sEPc

* Disclosure:
W JQYzMz SkOy TANo Y1 VF bEhNnZ3Zf dWZRI i wgl n\vdWs0cnki LCAI S2| uZ2Rv
bSBvZi BcdTAWYzZuZGdhcnmQ XQ

* Contents: ["Pc33JM2LchcU | Hggv_uf @', "country", "Ki ngdom of
\ u0Oc6ndgar d"]
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*Cl ai m addr ess*:

*  SHA-256 Hash: i OH_- WAHW Ej t 8t gQH74uOCW/ quY3FwuX- kx4e2RJIH3

* Disclosure:
W J HVDJI QU3 J RZnp GWFE3 SWBWOXNS YWHBI | wgl nFkZHI1 ¢3M LCB71 | 922Cl 6
| Fsi Nj BOMDON3c TAOaGxQndzdnNmdks5SI VAdnVMVRI Vi SI Fnz1BCYk9f SDI y
TSI sl Cl 4eWpQUj Ny OGRPNUhXTGE5MNMICZULKVFBSZ2t CY2h1c TQzcUg4V2xf
Zj Fj 1'i wgl kShcm@BNHcy Tl 85 YWbVWRWLTbGV] RUpscXgzanhi Y3F4dl Z6(nNC
RFgweHM LCAI VS16RDFESS03W B6 W\ 4AWHFSNUNTVESVZWIhaFJDSH k QAVz
S09f cOVQYyJdf VO

* Contents: ["QO2NSrfj FXQr71 o09syaj A", "address", {" _sd":
[ "60B3CwWqg04hl PBwsvsf vK9JUxvuLFUbJCQF gPBbO HIr M',
" 8yj PR3r 8d5HW.ny 1gBeMI TPRgkBchuq43qH8W _f 1c",
"Nar d74w2N_9anVEns| ecEJl qx3j xbcgxvVzBsBDX0xs",
"U zD1Dl - 720z Yox Xqy5HSTNUegahRCHy dAesKO sEPc" ]} ]

*Claimnationalities*:

SHA- 256 Hash: HTh6Zr 2J8ai qpa963cLkuKeQDf 9C00Fz CHhyj GpVf Tg
Di scl osure:
WJIsa2x4R) VgTVI sRIRQW®2TU5JdkNBI i wgl nbhdd vbnFsaXRpZXM LCBb
I | x2NVDBj NnbkZ2FyZCJdXQ

* Contents: ["|KkIxF5j MYl GTPUovMNI vCA", "nationalities",
["\uOOc6ndgard"]]

*Cl ai m sex*:

*  SHA- 256 Hash: 90CT8AaBPbn5X8nRXkesj uli 0BghWjZ3wgD4j F- qDGk
*  Discl osure:

W J uUHW UWSr UkZxMDJJ ZUFt NOFUVEZBI i wgl nNI eCl s| DJd
*  Contents: ["nPuokRFq3BI eAni7ANXFA", "sex", 2]

*Claimbirth_fam |y _nane*:

*  SHA- 256 Hash: t5kpOHf xMS1eHNCGRzr K9G 50TZr eg5Ue9l LQ uLvB4

* Disclosure:
W1 1Yl BzMJ xdVpOYTBoa2FGenp6Vk53I1 i wgl nipcnRoX2ZhbW seVOuYWLI
I'i wgl kpl bnNI bi Jd

* Contents: ["5bPsllquzZNaOhkaFzzzzZNw', "birth_fam |y_nane",
"Jensen"]

*Claimlocality*:

*  SHA- 256 Hash: JDOYKSOWOCof o- H ZGvrd7Hi r pSfi YDALU6r 8T _LElg

* Disclosure:
W1 1YTIXMFOCc nk FWhpneWLr Xzd Qe S131 i wgl nkvY2FsaXR51 i wgl | x 1VDB]
Nnmbka®shbhSJd

* Contents: ["5a2W0_Nrl EZzfqnk_7Pg-w', "locality", "\uOOc6éndhol ni']
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*Clai mcountry*:

*  SHA-256 Hash: oTZr 9Emy9xnr pcf Q6ZSU8svxdMY8y4Xl F_5j 9P1ulyA

* Disclosure:
W IS MXKNW/TV3ZGZKYWWWZGI3UGI TNLIRI i wgl m\vdWs0cnki LCAI S2I uZ2Rv
bSBvZi BcdTAWYzZuZGdhcmQ XQ

*  Contents: ["ylsVUswdf JahVdgwPgS7RQ', "country", "Ki ngdom of
\ u0Oc6ndgar d"]

*Cl ai m pl ace_of _birth*:

*  SHA-256 Hash: r1G H46yDV62sezl nEj xa6cJSZMr212j r CSHi ec9yt M

* Disclosure:
WJI Yl EOWDhzcl ZXMLFEeG5J SmRxeW9BI i wgl nBs YWNI X29mX2JpcnRol i wg
eyJfc2Q O Bbl kpET1l LUzB3MENvZmBt SGpaR3Zy ZDd|l aXJwWU2ZpWIRBTFU2
cj hUXOxFMA¢i LCAI blRacj | FbXk5eGlyc GNmUTVaUlU4c3Z4ZE1ZOHKOVE! G
XzVqOVAXdTF5Q5Jdf VO

*  Contents: ["Ho@4X8sr WBQDxnl JdqyQA", "place_of birth", {" _sd":
[ " IDOYKSOWOCof o- H ZGvr d7Hi r pSfi YDALU6r 8T_LE1g",
"oTZr 9Emy9xnr pcf 6ZSU8svxdMy8y4XI F_5j 9P1ulyA"] }]

*Cl aim 12*:

SHA- 256 Hash: gkvyOFuvBBvj O0hs2ZNwxcqQ f 8mu2- kCE7- Nb2QxuBU
* Disclosure:

W JDOUdTb3Vgdm KcXVFZ1l nb2pDYj FBI i wgl j Eyl i wgdHI1ZV0
* Contents: ["C9GSoujviJquEgYfoj CblA", "12", true]

*Cl ai m 14*:

SHA- 256 Hash: y6SFrVFRyqg501 bRIvi TZqqj QAz0t Li uCnmiveQ0Kgazd
Di scl osure:
WJr eDVr R E3Vi 14MEpt d1V4OXZndnR3I i wgl j EOl i wgdHI1Z2V0

* Contents: ["kx5kF17V-x0IJmMUix9vgvtw', "14", true]

*Claim 16*:

*  SHA- 256 Hash: hr YAHnnF5b5JwC9eTzaFCUcel QAal dhr qUXQNCWbLT ZI
* Discl osure:

WJl M28xdXN3UDc2MVEZpMhil | RRRWMQOVRI i wgl j E21'i wgdHI1Z2V0
* Contents: ["H30luswP760Fi 2yeGdVCEQ', "16", true]

*Claim18*:
*  SHA- 256 Hash: CVKnl y5P90yJs3Ewt xQ O UczaXCYNA4I czRaohr MDg
* Discl osure:

WJIPQKt sVFZsdkxnLUFkd3FZR2JQOFpBI i wgl j E4l i wgdHI1Z2V0
* Contents: ["OBKlI TVI vLg- AdwgYGhP8ZA", "18", true]
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*Claim21*:

*  SHA- 256 Hash: 1t Ei yzPRYOKsf 7Ss YGWPZKsOT1l QZRxHXAOr 5_Bwkk
* Discl osure:

W JINVEpi NTAONDF1YnJr U3V5ckRUMBhBI i wgl j | xIi wgdHI1ZV0
*  Contents: ["MJb57t41lubrkSuyr DT3xA", "21", true]

*Cl ai m 65*:

*  SHA- 256 Hash: a44-g2G 8_3AmIwW2XZ8kl 1y0Qz_ze9i CcV2VBRLpXGy
* Disclosure:

WJIEC210S05ncFYOZEFI cGoyY2FvcOFR3li wgl j Y1l i wgzZnfFsc2vd
* Contents: ["Dsmt KNgpV4dAHpj r caosAwW', "65", fal se]

*Cl ai m age_equal _or_over*:

*  SHA- 256 Hash: 2r009dzvHuVr W RXT5kJMHngEHHNWeOM_VZWBPATBS

* Disclosure:
W JI SzWNXBI Zmd1c FBwbHRgMXFoQUp3I i wgl nFnZV9l cXVhbF9vcl 9vdnivy
i wgeyJf c2Q G Bbl j FORW 5el BSWJ9Lc2Y3U3NZRO1nUFpLcO9UMAKRW J4
SFhBWVHI 1X0J3a2si LCAI QLZLbmk5NVASVH KczNFd3R4AUW PdFV] enfFYQLI O
QTRIY3pSYWoock1EZyl s| CJhNDQ ZzJHcj hf MOFt SncyWFo4a0OkxeTBRel 96
ZTl pT2NXM czUKxWWEdNI i wgl ndr dnkwRnV2(kJ2aj BoczJaTnd4Y3FPbGY4
bXUyLW DRTct T yUxh1Q Ui LCAI aHJZNEhubUY1Y] VKdOMbZVR6 YUZDVVN
SVFBYU kaHIXxVWWhRTKkNXYnZaSS| s| CI5N NGcl ZGUnl xNTBJ Yl JKdm UWhFx
al FXej BOTA 1QR1NZUBwWS3FhekdJl | 19XQ

* Contents: ["eK5o05pHfgupPpltjlghAJw', "age_equal _or_over", {"_sd":
[ "1t B yzPRYOKsf 7SsYGWPZKsOT 1l QZRxHXAOr 5_Bwkk" ,
" CVKnl y5P90yJs3Ewt xQ O UczaXCYNA4l czRaohr MDg",
"ad4-g2G 8_3AmIwW2XZ8kl 1ly0Qz_ze9i CcVWBRLpXGy",
" gkvyOFuvBBvj Ohs2ZNwxcqd f 8nmu2- kCE7- Nb2QxuBU",
"hr YAHNnnF5b5JwC9eTzaFCUcel QAal dhr qUXQNCVBT ZI ",
"y6SFr VFRyq50I1 bRJvi TZqqj QAz0t Li uCmiveQ0KgazG "]}]

*Cl ai mage_in_years*:

SHA- 256 Hash: LoM& hl Dm bUWJX1gdhRxTsy4d4zywGzl SVocRSYO1M
Di scl osure:
WJIgNOFEZG wWVZi MEX pMGNp UGNQVIGV3I i wgl nFnZV9pbl 95ZWFycyl s| DQB
XQ
* Contents: ["j7ADdbOUVLOLI Oci PcPOew', "age_in_years", 47]

*Cl ai mage_birth_year*:
*  SHA- 256 Hash: rVj 3RLs7K8zdNy7zXz1Cr 39Y6r og8ul Nozk4F7NCuCo
* Disclosure:

W JIXcHhKckZ1WDh1U2kycDRodDA5anZ31 i wgl nFnZV9i aXJ0aF95ZWry | i wg
Mrk30F0
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*  Contents: ["WhxJrFuX8uSi 2p4ht 09j vw', "age_birth_year", 1978]
*Claimportrait*:

*  SHA-256 Hash: 9nEwlUr deZ6kcRbEj 52QH3n0OR- 0i e0_p9t MNI AEuFvMJ

* Discl osure:
W JIhdFNt RKFDWULi SI ZLRDA1bzNKZ3RRI i wgl nBvenRy YW Ol i wgl mRhdGE6
aWLhZ2UvcGn2Jhc 2U2NCx pVkJ PUncwS0dnb0FBQUFOUL Vo RWNQUFBQLFB
QUFBVOFRTUFBQUNTZkt 4 QUFBQUFBWESTUj BJQ Jj a3NmdOFBQUFSbI FVMUIB
QUN4and20FI RVUFBQUFnWIBo UL RRQUFI aVI BQUI DRUFBRDZBQUFBZ09nQUFI
VXdBQURX WUFBQUIWZOFBQTR3bkxwU BBQUFBQVpRVEZSRk FBQUEV LY 8vc CRt
Zj NRQUFBRk ZKUK VGVUNQZES55b EVOZORBUUES QVNCSNI FV2NEQK x FMENUC ERD
cENEaFB2ZXhy Qnds Qy95CE5HMLI NdWh3OQUFpNXA2L 3By L1p6bGNBaTRXaVJO
MABSVEEFI c09naGVCVFNPOEPEbKSEN 0z Vyt kOTBmMR5 Uanp L UUFBQUFCSI JV

NUVyaOpnZ2c9PSJd
* Contents: ["at SnFACYMoJVKDO503JgtQ', "portrait", "data:inage/
png; base6

4, i VBORWOKGg0oAAAANSUN EUg AAACQAAAAVAQVAAACST Kx 9AAAAAXNSROI B2¢
ksf WAAAARNQU1BAACK| w8 YQUAAAAGYOhSTQAAei YAAI CEAADS AAAAgOyAAH
UWAADg YAAACP g AABAWNL pRPAAAAAZ QTFRFAAAA/ / | | pdnf 3QAAAFFJREFUCN
dNyl ENgDAQA9ASBJy EVWE DBLEOCTpDCpCDhPvexr Bw C/ y8NG3RMUNwWIAI 5p6
I pr/ Zzl cAi 4W RNLnl XAesOgheBTS08JDNND6Z3Wd90f CnTj j KQAAAABIRU
5Er kJggg=="

*Cl ai missuance_dat e*:

* SHA- 256 Hash: ezCAmaTw 2nPj _11i B3KZf i EORLeRwhZs MVDMEZI J8KA

* Disclosure:
W1 0S3I SMzJvSVpOLXpr V3ZGCWVTEL nl i wgl ml zc3VhbrmNIl X2RhdGUi LCAI
M Ay NCOWMVSO0xNSJd

* Contents: ["4KyR32o0l Zt - zkW/FgbULKg", "issuance_date",
"2024-01-15"]

*Cl ai m expiry_date*:

SHA- 256 Hash: YOH E3hzKEUnAyri _x9t T9k-j 4i 65a09hkeEHNexosl

* Disclosure:
WJj aEIDc3l oeWjt Sj g2SS1hd1FEaUNRI i wgl mvV4cd yeVIKYXRI 1iwglj | w
Mz @t MDEt MTUI XQ

* Contents: ["chBCsyhyh-J86l-awQDi CQ', "expiry_date", "2034-01-15"]

*Cl ai missuing_authority*:

*  SHA- 256 Hash: 6BzMBk7FG vogbl dO75f 3NLw FI i Cgb7nn1GhgCokr Q

* Discl osure:
WJInmbESQWHj TXo5TCet YzI xTU 6XzI nl i wgl m zc3Vpbndf YXV0a®yaXR5
i wgl kt pbndkb20gb2YgXHUWMEMRbRNYXIkLCBNaWbpc3RyeSBvZi BJbnRI
cm vci Jd
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* Contents: ["flNPlncMz9Lg-c9gM z_9g", "issuing_ authority", "Kingdom
of
\u0Océndgard, Mnistry of Interior"]

*Cl ai missuing_country*:

SHA- 256 Hash: Uglj g5whzQewdb9f VNj Of Ongy VB8YPXU54sp4kLecwX
* Disclosure:
WJIvdmdWWXJr aF9BTnD4N) FxVUFBMKF3I i wgl M zc3Vpbndf Y291bnRyeSl s
| ClcdTAWYzZHI | O
* Contents: ["ovoVlrkh ANmB61qUAA2AW', "issuing_country", "\u00c6G']

This shows a presentation of the SD-JW with a Key Binding JW that

di scloses only nationality and the fact that the person is over 18
years ol d:
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eyJhbCci O Al RVMYNTYi LCAI dH W j ogl nRj K3NkKLW»3dCJ9. eyJf c2Q G Bbl j JyMDA
5ZHp2SHVWE I dy Ul hUNW KTWLI bnFFSEhuV2UWTUxWwc4UEFUQ gi LCAI M5k REpZUnd
CcWFFSXI YQOhj bj RANVI LSnFnUGdJ UDBXa2c5QW0yZ0FLZyl sI Cl 1Zmi2SW Yal VQoUd
RNGLZSHhEZHQRRWH2Q E3Z1J2R2NKRWATQOVOOEVr | i wgl j ZCek1CazdGR2| 2b2di bGR
PNz VnrVD5MI2pGo @ DeW 3bmax R2hn@29r ¢l Ei LCAI OTBDVDhBYUJ QYmA 1VWDhuUl hr ZXN
qdTFpMEIxaFdxW N3cUQlak Yt cURHay| sl Cl 5bkV3VXJIkZVo2a2NSYkVONTIRSDNUT1I

t b2I | MFOWOXRNTkI BRXVGdk1VI i wgl khUaDZacj JKOGFpc XBhOT'Yz YOxr dUt | UURMOUS
WVEZ6TOhoeWpHe FZmVGei LCAI SkNwivksy Trhi LUxFNUwmvaj dNRTBMTngt VCIweDl RRnR
hbVNze GLDVUNAVSI s| CIMo01Hecmhs RGLf Y1 VXWgxZ2RoUnhUc 3k0ZDR6eXdHemx TViD
j U NZMDENI T wgl | VnVWhxNXdoel FI d081OAZWIowZj Bt ¢ XI WOFI QAFULNHNWNG MZVWN
3UWsi LCAI WIBI LUUzaHpLRVWUQXl yaV940OXRUOWst aj RpNj Vhbzl 0a2VFSES5I e@zSSI

sl CJI ekNBbWFUdOkybl BgXzFJaUl zS1pmaUVPUkx| UndoWANNTURNVKI KOGt Bl i wgl nk
WSF8t VOFI d2ZFan4dHFRSDc 0dU9DV3ZxdVkzRnd1WC1r eDRI M JKSDgi LCAI cj FHckg
ONnl BVj Yyc2V6SWLFanhhNnINKU1pNVDI x Mrpy TINI aW/j OXI OTSI s CJyVnoz UkxzNOs
4emROeTd6WHox QB1 zOvk2cnmBnOHVs TnD6az RGNOSDAUMM i wgl nQla3AwWSGZ4TVMKZUh
OQLdSenJLOUdpNVWOUW Il ZzWZTI sTFFIdUx2Q Q XSwgl m zcyl 61 CJodHRwczovL 3B
pZClpc3NLZXI uYWuzZCdhcmuzXhhbXBsZSI sl CIpYXQ O AxN gz MDAMVDAWLCAI ZXh
W j ogMrg4 iz AMVDAWMOWG I nZj dCl 61 CI1cmd6ZXVkaTpwaWe YWuzZGdhen@BMs| si CJ
f c2Rf YWknl j ogl nNoYSOyNTYi LCA Y25m j ogeyJqd2si G B7I nt 0eSl 61 CIFQyl sl CJ
jcnYi O Al UCOyNTYi LCAI eCl 61 CJUQDFFU ESWAZ1MD9I Rj RgNFcOdnZTVBIl SVAX SUx
pbERsczd2@VHZW,| | i wgl nki G Ai WihgaVvdXYl pNuUdl VI dLVI EOa&I TSW yc1ZnmdW/
j QU2dDRqVDI GWkhaUSsJof X0. NgO- MsOYSRAHgEf J0dI OUW(QAr eGLLRAQ H GMWMI7x3
7dRWMWB_xz 3Ei Z5vyz DEf x@@nmYMwp0Gheyc AWFI Bw~W JI SzVWINXBI Znd1cFBwbHRg
MXFoQUp3l i wgl nFnZV9l cXVhbF9vcl 9vdniyl i wgeyJf c2Q G Bbl j FORW 5el BSWJIL
c2Y3U3SNZRO1nUFpLcO9UMMRW J4SFhBVHI 1X0J3a2si LCAI QLZLbmx5NVASVHI KczNF
d3R4AUW PdFV] enFYQLI OQTRIY3pSYWock1EZyl s| CJhNDQ ZzJHcj hf MOFt SncyWFo4
aOkxeTBRel 96ZTl pT2NXM czUkxwMEdnI i wgl mdr dnkwRnV2(kJ2aj BoczJaTnd4Y3FP
bGY4bXUyLW DRTct T yUXh1Q Ui LCAI aHIZNEhubUY1Y] VKdOMbZVR6 YUZDVWN SVFB
YUl kaHIXVWhRTKNXYnmzZaSSI sl CI5N NGcl ZGUnl xNTBJYI JKdm UWhFxal FXej BOTA 1
Q@ 1NZUBWS3FhekdJ ! | 19XQ-W JPQkt sVFZsdkxnLUFkd3FZR2JQOFpBI i wgl j E4l i wgd
H11ZV0~WJsa2x4Rj VqTVI sRIRQUW2TU5JdkNBI i wgl nbhdd vbnfFsaXRpZXM LCBbI

| x2MDBj NmbkZ2FyZCJdXQ~eyJhbGei O Al RVMYNTYi LCAI dH W j ogl nti K2p3dCJ9. e
yJub25j ZSI 61 Cl xM MONTY3CODkw i wgl nF1ZCl 61 CJodHRweczovL2V4AYWLwbGUuY29t L
3Zl cm maWWy 1 i wgl ml hdCl 61 DE3Nj ASNzcOMz Qs CJzZF9oYXNol j ogl nti YUJ1X0ELX
ZQAYKNSOTRk M2t oNWVt VniZl c0o5MTT JWKh3QL92SUVgazgi f Q bUF Nj zI Z9vDNzLzkF
KShyeKgr 7VP6y JGOnRz 1Xpg7U_2dE70LPcbSa9l sdkP84PoEZlI EDChP6opy46svE37dA

The following is the payl oad of a correspondi ng Key Bi nding JW:

{
"nonce": "1234567890",

"aud": "https://exanple.comverifier",
"iat": 1760977434,
"sd_hash": "kbaBu_A5_ 48bCR94d3kh5UmVf esJ919Il YxwC vl Ej k8"

}

After validation, the Verifier will have the followi ng processed SD
JWI' payl oad avail abl e for further handling:
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{
"iss": "https://pid-issuer.aendgard. exanpl e",
"iat": 1683000000,
"exp": 1883000000,
"vet": "urn:eudi: pid:aendgard: 1",
"enf": {
"jwk":
"kty": "EC',
"crv': "P-256",
"x": "TCAERL19Zvu3CHF4j 4WAvf SVoHI P11 Li | Dl s7vCeGent",
"yt " ZX) i WD ZMQGGHVWKKVAhbSI i r sVf uec CE6t 4] TOF2HZQ'
}
},
"age_equal _or_over": {
"18": true
1
"nationalities": [
"7 K dgar d"
]
}

B.2. Exanple 2: Type Metadata

The foll owi ng exanple for Type Metadata assunes an SD-JW VC payl oad
structured as foll ows:
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{
"vet": "https://betel geuse. exanpl e. com educati on_credential ",
"vet#integrity": "sha256- 1lodnmyxoVQCuQx8SAynBr WHXba41f M | v/ VIH8VHGNOO=",
"nane": "Zaphod Beebl ebrox",
"address": {
"street _address": "42 Gl axy Way",
"city": "Betelgeuse Cty",
"postal _code": "12345",
"country": "Betel geuse"
1
"degrees": |
{
"field_of _study": "Intergalactic Politics",
"dat e_awarded": "2020-05-15"
H
{
"field_of _study": "Space Navigation",
"dat e_awarded": "2018-06-20"
b
{
"field_of _study": "Quantum Mechanics”,
"dat e_awarded": "2016-07-25"
}
]
}
The Type Metadata for this SD-JW VC coul d be defined as foll ows:
{
"vet": "https://betel geuse. exanpl e. com educati on_credential ",
"name": "Betel geuse Education Credential - Prelimnary Version",
"description": "This is our devel opnent version of the education credential. Don't p
anic.",
"extends": "https://gal axy. exanpl e. com gal acti c-educati on-credenti al -0. 9",
"extends#integrity": "sha256-il OUJsTul t OWMf z7QUcFALaRa3BP/ j el X1ds04kB9yU=",
"display": [
"l ocale": "en-US",
"nanme": "Betel geuse Education Credential",
"description": "An education credential for all carbon-based |life forns on Bete
geusi ans",
"rendering": {
"sinmple": {
"l ogo": {
"uri": "https://betel geuse. exanpl e. com publ i c/ educati on-| ogo. png",
"uri#integrity": "sha256-LnXf h+9cLI INXN+TsM+PnKj Z5t OWRL5ca/ xGgX3c1U=",
"alt _text": "Betel geuse Mnistry of Education | ogo"
}

1ackground_inage": {
"uri": "https://betel geuse. exanpl e. com public/credenti al - background. png",
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"uri#integrity": "sha256-5sBT7nMyl HLW r S/ g@BaHpRAxor aWmAXK6eUVM r r A="
}

ackground_col or": "#12107c",
"text _color": "#FFFFFF"

},
"svg_tenpl ates": [
{
"uri": "https://betel geuse. exanpl e. com public/credenti al -english.svg",
"uri#integrity": "sha256-14JcBGO7Uf r kOBr sV7yt NJAf GuKLGh+e+Z31nt7i Ab4=",
"properties": {
"orientation": "landscape",
"col or_scheme": "light",
"contrast": "high"
}
}
]
}
H
{
"l ocal e": "de-DE",
"nanme": "Betel geuse-Bil dungsnachwei s",
"rendering": {
"sinmple": {
"l ogo": {
"uri": "https://betel geuse. exanpl e. com publ i c/educati on-1 ogo-de. png",
"uri#integrity": "sha256-LmXf h+9cLl INXN+TsM+PnKj Z5t OWRL5ca/ xGgX3c1U=",
"alt_text": "Logo des Betel geusi schen Bil dungsm ni steriuns”
1
"background_i nmage": {
"uri": "https://betel geuse. exanpl e. com publi c/credenti al - backgr ound- de. png
"uri#integrity": "sha256-9cLl INXN+TsM+PnKj 25t OWRL5ca/ x GgX3c1ULmXf h="
}
"background_col or": "#12107c",
"text _color": "#FFFFFF"
},
"svg_tenplates": |
"uri": "https://betel geuse. exanpl e. com public/credenti al - ger man. svg"”,
"uri#integrity": "sha256-14JcBGO7Uf r kOBr sV7yt NJAf GUKLGh+e+Z31nt7i Ab4=",
"properties": {
"orientation": "landscape",
"col or_schene": "light",
"contrast": "high"
}
}
]
}
}
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]

laims": [

"path": ["name"],

"display": [
{
"l ocal e": "de-DE",
"l abel": "Vor- und Nachnane",
"description": "Der Nane des Studenten®
H
{
"l ocale": "en-US",
"l abel ": "Name",
"description": "The nane of the student"”
}
1,
"sd": "always",
"mandatory": true
b
{
"path": ["address"],
"display": [
{
"l ocal e": "de-DE",
"l abel ": "Adresse",
"description": "Adresse zum Zeitpunkt des Abschl usses”
b
{
"l ocal e": "en-US",
"l abel ": "Address",
"description": "Address at the time of graduation"
}
I,
"sd": "al ways"
H
{
"path": ["address", "street_address"],
"display": [
{
"l ocal e": "de-DE",
"l abel": "Stras #"
H
{
"l ocal e": "en-US",
"l abel": "Street Address”
}
1,
"sd": "al ways",
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"svg_id": "address_street_address"
b
{
"path": ["degrees"],
"display": [
{
"l ocal e": "de-DE",
"l abel ": "Abschl 7 ¥ sse",
"description": "Abschl 7 ¥ sse des Studenten”
H
{
"l ocale": "en-US",
"l abel ": "Degrees",
"description": "Degrees earned by the student”
}
1,
"sd": "never"
H
{
"path": ["degrees", null],
"sd": "al ways"
H
{
"path": ["degrees", null, "field of study"],
"display": [
"l ocal e": "de-DE",
"l abel ": "Studienfach"
H
{
"l ocale": "en-US",
"l abel": "Field of Study”
}
1,
"sd": "never"
H
{
"path": ["degrees", null, "date_awarded"],
"display": [
"l ocal e": "de-DE",
"l abel ": "Verl ei hungsdat uni
b
{
"l ocal e": "en-US",
"l abel ": "Date Awarded"
}
1,

Terbu, et al. Expires 23 April 2026

Cct ober 2025

[ Page 57]



Internet-Draft SD-JWr VC Cct ober 2025

nsdn: " al V\ays“
}

]
}

Note that in this exanple, there are four definitions affecting the
degrees claim

1. The degrees array itself is marked as sd: never, meaning the
el ement degrees cannot be selectively disclosed and will al ways
exist in the disclosed SD-JW. Changing this to sd: always woul d
mean that the degrees array itself is selectively disclosable.

2. Each itemin the degrees array (denoted by null in the path) is
mar ked as sd: al ways, nmeani ng each degree object will be
sel ectively disclosed as a whol e.

3. The field of study property of each degree object is nmarked as
sd: never, neaning that if the respective degree object is
di sclosed, the field of study property will always be included
and cannot be hi dden.

4. The date_awarded property of each degree object is marked as sd:
al ways, nmeaning it can be selectively disclosed.
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Appendi x D. Docunent Hi story
-12

* Change lang to locale. Wiile lang is nore accurate, locale is
what has traditionally been used in OpenlD Connect and | ater
rel at ed specs.

*  Renove JSON schenma from Type Met adata

* I ntroduce optional nandatory property for clains

* Explicitly mention that Type Metadata can have additional stuff
that has to be ignored if not understood

* (darify that an SD-JW VC doesn’t contain a KB-JW but rather
m ght have an associ ated one (which nmakes it a SD-JW+KB and Bri an
is still not sure about the termor these words, but it’'s where
we' ve ended up)
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* Renove the requirenent to ignore unknown clainms, as sone
applications may not want to follow this rule

* Fix cnf claimand JW references and nove themto normative

* List vct as one of the required values in type netadata and ensure
that the use of the docunent integrity clains is clear

* Renove discussion of status and Status Provider fromthe
I ntroduction

* Add a background_i nage property to the sinple rendering aligned
with the definition in Openl D4VC

* Recommend to use sd=al ways or sd=never to avoid anbiguity and
i ntroduce rules for sd and nmandatory when extendi ng types

* Provide some guidance on versioning via the vct val ue

* Add security considerations for trust in type nmetadata

* Require data URI's for non-JSON types

* Require x5c to be in the protected header

* (darify presentations of SD-JW VC do not require KB

* Updat ed/ expanded exanpl e for Type Metadata

* Be nore consistent with style for lists of clainms/paraneters/
properties

* Update PID exanmple to make clear that it is not normative

* (Carification on processing of display netadata

-11

Clarify extend support for clai mnetadata
Add privacy concerns regarding the use of x5u paraneter in JVWKs
and simlar renote retrieval nechanisns

* Added a section on Credential Type Extension and |ssuer
Aut hori zati on.

* Fixed an inconsistency to the description of display attribute of
cl ai m net adat a.

* add vct#integrity to the list of clains that cannot be sel ectively
di scl osed

* Drop explicit treatnent of the glue type netadata docunent concept

* FEditorial updates and fixes.

* State that when the status claimis present and using the
status_list nmechanism the associated Status List Token has to be
a JW.

* vyct datatype is now just a string

-10
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-09

-08

*

-07

*

-06

-05

*

*

Ter bu,

Renane ’|ssuer-signed JW Verification Key Validation” to ’'Issuer
Si gnat ure Mechani snms’ and rework some text accordingly. Provide a
web- based netadata resol uti on mechani smand an inline x509
mechanism A DI D-based nmechanismis not explicitly provided
herein but still possible via profile/extension. Be explicit that
the enpl oyed | ssuer Signature Mechanismhas to be one that is
permitted for the Issuer according to policy. Be nore clear that
one permtted |ssuer Signature Mechanismis sufficient.

Fix [...]#integrity claimvalues in exanpl es (Subresource
Integrity uses regul ar base64 encodi ng and some were wong | ength)

Use SD-JWI KB in place of SD-JW with Key Bi nding JWI

Editori al changes

Docunent reasons for not using JSON Pointer or JSON Path (Issue
#267)

Clarify that private clai mnanmes MAY be used

Update PI D Exanpl e

Fi x section nunmbering in a few SD-JW references

Fix formatting issue introduced by the reintroduction of the DID
par agraph in -07

Revert change from previous rel ease that renoved explicit nention
of DIDs in the |ssuer-signed JW Verification Key Validation
section

Renove the requirenent to insert a .well-known part for vct URLS
fix section nunbering in SD-JW references to align with the

| atest -14 version

Update the anticipated nedia type registration request from
application/vc+sd-jw to application/dc+sd-jw

Ti ght ened the exposition of the |Issuer-signed JW Verification Key
Val i dation section

Add the ZE#tatusZifield for the well-known URI registration per

| ANA early review

I ncl ude display and clai mtype netadata
Added exanpl e for type netadata
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* (Carify, add context, or otherw se inproved the exanples
-04

update reference to | ETF Status List

I ncl ude Type Met adata

I ncl ude schema Type Metadata

Editorial changes

Updated term nology to clarify digital signatures are one way to
secure VCs and presentations

* Rework key resolution/validation for x5c

* X X X X

-03
* Include disclosure of age_equal _or_over/18 in the PID exanple
-02

* Made specific rules for public verification key validation
condi tiona

* Finetuned rules for obtaining public verification key

* Editorial changes

* added Brian Canpbel |l as co-author

* Renamed JWI | ssuer Metadata to JWI VC | ssuer Metadata

* ’jat’ is now optional and allowed to be selectively disclosable

* Fix inconstancy in the .well-known path construction

* Added registration request to I ANA for the well-known URI

* Fix sone formatting and text in the nedia type and JW claim
regi stration requests

* Carify the optionality of the cnf claim

* Added rel ationships to other docunents
Added PI D exanpl e

-01

* Introduce rules for type identifiers (Collision-Resistant Nane)

* Renane type to vct

* Rempoved duplicated and inconsistent requirements on KB-JW

* Editorial changes

* Added issuer public verification key discovery section

-00

Upl oad as draft-ietf-oauth-sd-jwt-vc-00
* Aligned term nol ogy and descriptions with |atest version of SDJW

[[ pre Wirking G oup Adoption: ]]
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-00

Initial Version

Renoved WBC VCDM transformation al gorithm
Various editorial changes based on feedback
Adj ust ed term nol ogy based on feedback
Added non-sel ectively disclosable JW VC
Added a note that this is not WBC VCDM

E O

Aut hors’ Addr esses

diver Terbu
MATTR
Email: oliver.terbu@mttr. gl obal

Dani el Fett
Aut hl ete | nc.
Email: nmil @anielfett. de

Bri an Canpbel |
Ping Identity
Emai | : bcanpbel | @i ngi dentity.com
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