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Abst ract

Thi s specification describes data formats as well as validation and
processing rules to express Verifiable Credentials with JSON payl oads
with and wi thout selective disclosure based on the SD-JW
[1-D.ietf-oauth-selective-disclosure-jw] format.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Group mailing list (oauth@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com oaut h- wg/ oaut h-sd-j wt - vc.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 March 2026.
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1.1. Issuer-Holder-Verifier Nodel

In the so-called Issuer-Hol der-Verifier Mdel, |ssuers issue so-
called Verifiable Credentials to a Hol der, who can then present the
Verifiable Credentials to Verifiers. Verifiable Credentials are
cryptographically secured statenments about a Subject, typically the
Hol der .

%
S +

| + R +
| Verifiers ||+ | St at us |
| [ 1]----- optionally ------- >  Provider |
e + | retrieve status of | |
R +| Verifiable Credential +------------ +
S +

Figure 1: Issuer-Hol der-Verifier Mddel with optional Status Provider

Verifiers can check the authenticity of the data in the Verifiable
Credentials and optionally enforce Key Binding, i.e., ask the Hol der
to prove that they are the intended Hol der of the Verifiable
Credential, for exanple, by proving possession of a cryptographic key
referenced in the credential. This process is further described in
[1-D.ietf-oauth-selective-disclosure-jw].

To support revocation of Verifiable Credentials, revocation
information can optionally be retrieved froma Status Provider. The
role of a Status Provider can be fulfilled by either a fourth party
or by the Issuer.
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1.2. SD-JW as a Credential Format

JSON Wb Tokens (JWs) [RFC7519] can in principle be used to express
Verifiable Credentials in a way that is easy to understand and
process as it builds upon established web primtives.

Sel ecti ve Disclosure JW (SDJW)
[1-D.ietf-oauth-selective-disclosure-jw] is a specification that

i ntroduces conventions to support selective disclosure for JWs: For
an SD-JWI docunent, a Hol der can decide which clainms to rel ease

(wi thin bounds defined by the |ssuer).

SD-JW is a superset of JWI as it can al so be used when there are no
sel ectively disclosable clainms and al so supports JW5 JSON
serialization, which is useful for long termarchiving and nulti
signatures. However, SD-JW itself does not define the clainms that
must be used within the payload or their semantics.

Thi s specification uses SD-JW and the wel|-established JW content
rul es and extensibility nodel as basis for representing Verifiable
Credentials with JSON payl oads. These Verifiable Credentials are
called SD-JW VCs. The use of selective disclosure in SD-JW VCs is
OPTI ONAL.

SD-JW's VC can contain claims that are registered in "JSON Wb Token
Clains" registry as defined in [RFC7519], as well as public and
private clains.

Note: This specification does not utilize the WVBC' s Verifiable
Credentials Data Mbdel v1.0, v1.1, or v2.0.

1.3. Requirenents Notation and Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [RFC2119].

1.4. Terns and Definitions
Thi s specification uses the terns "Holder", "lIssuer", "Verifier",
"Di sclosure", "Selectively Disclosable JW (SD-JW)", "Key Binding",
"Key Binding JWI (KB-JWI)", "Selectively Disclosable JWI with Key
Bi ndi ng (SD- JWI+KB) " defi ned by
[1-D.ietf-oauth-selective-disclosure-jw].

Consuner: Applications using the Type Metadata specified in
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Section 6 are called Consunmer. This typically includes |ssuers,
Verifiers, and Wallets.

Verifiable Credential (VC): An assertion with clainms about a Subject
that is cryptographically secured by an Issuer (usually by a
digital signature).

SD- JWI- based Verifiable Credential (SD-JW VC): A Verifiable
Credential encoded using the format defined in
[I-D.ietf-oauth-selective-disclosure-jw]. It nay or may not
contain selectively disclosable clains.

Unsecur ed Payl oad of an SD-JW VC. A JSON object containing all
sel ectively disclosabl e and non-sel ectively disclosabl e clains of
the SD-JWI VC. The Unsecured Payl oad acts as the input JSON
object to issue an SD-JW VC conplying to this specification.

Status Provider: An entity that provides status information (e.qg.
revocation) about a Verifiable Credential.

2. Scope
* This specification defines
- Data nodel and nmedia types for Verifiable Credentials based on

SD- JWI's.
- Validation and processing rules for Verifiers and Hol ders.

3. Verifiable Credentials based on SD-JWI

This section defines encoding, validation and processing rules for
SD- JWI' VGCs.

3.1. Media Type

SD-JWI VCs compliant with this specification MIST use the nmedia type
application/dc+sd-jwt as defined in Section 3. 1.

The base subtype nane dc is nmeant to stand for "digital credential”,
which is atermthat is energing as a conceptual synonym for
"verifiable credential".

3.2. Data Format
SD-JWI VCs MUST be encoded using the SD-JW format defined in
Section 4 of [I-D.ietf-oauth-selective-disclosure-jw]. A
presentation of an SD-JW VC MAY contain a KB-JW.
Note that in sone cases, an SD-JW VC MAY have no sel ectively

di scl osabl e clains, and therefore the encoded SD-JW will not contain
any Discl osures.
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3.2.1. JCSE Header

This section defines JW header parameters for the SD-JW conponent
of the SD-JWI VC.

The typ header paraneter of the SD-JW MJST be present. The typ

val ue MUST use dc+sd-jwt. This indicates that the payl oad of the SD
JWI contains plain JSON and follows the rules as defined in this
specification. It further indicates that the SD-JW is a SD-JW
conmponent of a SD-JW VC.

The following is a non-nornative exanple of a decoded SD-JW header:

"alg": "ES256",
"typ": "dc+sd-jwt”

Note that this draft used vc+sd-jw as the value of the typ header
fromits inception in July 2023 until Novenber 2024 when it was
changed to dc+sd-jw to avoid conflict with the vc nedia type nane
registered by the WBC s Verifiable Credentials Data Mdel draft. In
order to facilitate a mininmally disruptive transition, it is
RECOMVENDED t hat Verifiers and Hol ders accept both vc+sd-jw and
dc+sd-jwt as the value of the typ header for a reasonable
transitional period.

3.2.2. JW dainms Set

This section defines the clains that can be included in the payl oad
of SD-JWI' \GCs.

3.2.2.1. Verifiable Credential Type - vct Claim

Thi s specification defines the new JW claimvct (for verifiable
credential type). The vct value MJIST be a case-sensitive string

val ue serving as an identifier for the type of the SD-JW VC. The
vct value MJST be a Collision-Resistant Nane as defined in Section 2
of [RFC7515].

A type is associated with rul es defining which clains may or nust
appear in the Unsecured Payl oad of the SD-JW VC and whet her they
may, must, or rmust not be selectively disclosable. This

speci fication does not define any vct values; instead it is expected
that ecosystens using SD-JW VCs define such val ues including the
semantics of the respective clains and associated rules (e.g.,
policies for issuing and validating credentials beyond what is
defined in this specification).
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The following is a non-nornmative exanple of how vct is used to
express a type:

}

For exanple, a value of https://credential s. exanpl e. com

identity credential can be associated with rules that define that at
| east the registered JW clains given_nane, fanily nane, birthdate,
and address nust appear in the Unsecured Payl oad. Additionally, the
regi stered JW clainms enmail and phone_nunber, and the private clains
is_over_18, is_over_21, and is_over_65 may be used. The type night
al so indicate that any of the aforenentioned clainms can be

sel ectively discl osabl e.

vcet": "https://credential s. exanple.conlidentity credential"

3.2.2.2. Registered JWI C ai s

SD-JWI' VCs MAY use any claimregistered in the "JSON Web Token
Clains" registry as defined in [ RFC7519].

The followi ng registered JWF clains are used within the SD-JWr
conponent of the SD-JWI VC and MJUST NOT be included in the
Di scl osures, i.e., cannot be selectively disclosed:

* iss
- OPTIONAL. As defined in Section 4.1.1 of [RFC7519] this claim
explicitly indicates the Issuer of the Verifiable Credentia
when it is not conveyed by other neans (e.g., the subject of
the end-entity certificate of an x5c header).
*  nbf
- OPTIONAL. The tinme before which the Verifiable Credential MJST
NOT be accepted before validating. See [RFC7519] for nore
i nformation.
*oexp
- OPTIONAL. The expiry tine of the Verifiable Credential after
which the Verifiable Credential is no |l onger valid. See
[ RFC7519] for more information
* cnf
- OPTIONAL unl ess cryptographic Key Binding is to be supported,
in which case it is REQU RED. Contains the confirmation nethod
i dentifying the proof of possession key as defined in
[RFC7800]. It is RECOMMENDED that this contains a JW as
defined in Section 3.2 of [RFC7800]. For proof of
crypt ographi ¢ Key Binding, the KB-JWI in the presentation of
the SD-JW MUST be secured by the key identified in this claim
* vcet
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- REQU RED. The type of the Verifiable Credential, e.g.,
https://credential s. exanpl e.comidentity_credential, as defined
in Section 3.2.2.1.

* vct#integrity

- OPTIONAL. The hash of the Type Metadata docunent to provide

integrity as defined in Section 7.
* status

- OPTIONAL. The information on howto read the status of the
Verifiable Credential. See [I-D.ietf-oauth-status-list] for
nmore information. Wien the status claimis present and using
the status_|ist nechanism the associated Status List Token
MUST be in JW format.

The followi ng registered JW clains are used within the SD-JWI
component of the SD-JWI VC and MAY be included in Disclosures, i.e.,
can be selectively disclosed:

* sub
- OPTIONAL. The identifier of the Subject of the Verifiable
Credential. The Issuer MAY use it to provide the Subject
identifier known by the Issuer. There is no requirenent for a
bi nding to exist between sub and cnf clai ns.
* jat
- OPTIONAL. The tinme of issuance of the Verifiable Credential.
See [ RFC7519] for nore information.

3.2.2.3. Public and Private JW cl ai ns

Additionally, any public and private clains as defined in Sections
4.2 and 4.3 of [RFC7519] MAY be used.

3.2.2.4. SD-JW VC without Selectively Disclosable dains
An SD-JWI VC MAY have no selectively disclosable clains. In that
case, the SD-JW VC MJST NOT contain the sd claimin the JW body.
It also MUST NOT have any Di scl osures.

3.3. Exanple

The following is a non-normative exanple of the user data of an
unsecured payl oad of an SD-JWI VC.

Terbu, et al. Expires 19 March 2026 [ Page 9]



I nternet-Draft SD-JWr VC Sept enber 2025

{
"vet": "https://credential s.exanple.conlidentity_credential",
"given_nane": "John",
"fam |y _name": "Doe",
"emai | ": "johndoe@xanpl e. cont',
"phone_nunber": "+1-202-555-0101",
"address": {
"street _address": "123 Main St",
"locality": "Anytown",
"region": "Anystate",
"country": "US"
}
"birthdate": "1940-01-01",
"is_over_18": true,
"is_over_21": true,
"is_over_65": true
}

The following is a non-normative exanple of how the unsecured payl oad
of the SD-JW VC above can be used in an SD-JW where the resulting
SD-JW VC contains only clains about the Subject that are selectively
di scl osabl e:
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"osd"r [
"09vKr IMJ yTWMDSj pu_pdOBVBQ@MLY3KhpH515nXkpY"
"2rsj GhaCOky8mrOpJr Pi oWrq0_dawlsX76poUl gOnbl "
" EKOB8dhWdHEJbvUH E_VCeuCOuRELG eLZhh7XbUTt A"
"I'| Dzl Kei ZzdDwmpqpK6Zf by phFvz5FgnWa- sNewqQXCi w'
"JzYj H4svl i HOR3PYEM eZu6Jt 69u5qehZo7F7EPYI SE'
" Por FbpKuVubxynmlagvkFsFXAbRoc2JAE AUA2BA4o7cl "
"TA 40Lbgwd5J QaHy KVQZUQUJGEOWSr t Dsr Zzf Uaonlo”
"j dr TEBYchYA4Ei f ugi hi Ae_BPekxJQZI Cei UQWY9QuxI "
"j su9yVul wQQ hFI M_3J1 zMaSFzgl hQGE0Dpf ay QM_UK4"

| ss": "https://exanpl e.comissuer"”,
"iat": 1683000000,
"exp": 1883000000,

"vet": "https://credentials.exanple.conlidentity credential",
" sd_al g": "sha-256",
"enf": {
Ilj v\kll: {
"kty": "EC',

"crv": "P-256",
"x": "TCAER19Zvu3OHF4j 4WAvf SVoHI P1I Li | DIl s7vCeCGent”,
"yt " ZX) | WD ZMQGGHVWKKVQAhbSI i r sVf uec CE6t 4] TOF2HZQ'
}
}
}

Note that a cnf claimhas been added to the SD-JWI payl oad to express
the confirmation nmethod of the Key Binding.

The followi ng are the Disclosures belonging to the SD-JW payl oad
above:

*Cl ai m gi ven_nane*:

SHA- 256 Hash: j su9yVul wQQ hFI M_3J1 zMaSFzgl hQG0Dpf ay QM_UK4

* Disclosure:
W1 yROXDNDJz S1F2ZUNmR2Zy e U5ST] | 31 i wgl ndpdmvuX25hbWUi LCAI SrrBo
bi Jd

* Contents: ["2CGLC42sKQuveCf GFryNRNOw', "given_name", "John"]

*Claimfam|y_nanme*:

SHA- 256 Hash: TG 4oLbgwd5JQaHy KVQZUOUdCGEOWST t Dsr Zzf UaomLo

* Discl osure:
WJl bHWRNUINM2ATTKI JOEVZbNNAQVIBI i wgl nZzhbW seVOuYWLI | i wgl kKRv
ZSJd

* Contents: ["eluV50g3gSNI I BEYnsxA A", "fam |y nane", "Doe"]
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*Claimemil *:

*  SHA-256 Hash: JzYj H4svl i HOR3PYyEM eZu6Jt 69u5qehZo7F7EPYI SE

* Disclosure:
W1 2SWH3dEOt YTVpVI BHYNDTNXRt dI ZBI i wgl nvt YW sl i wgl npvaGbkb2VA
ZXhhbXBsZS5j b20i XQ

* Contents: ["6])7t M abi VPGhoS5t mvVA", "email ",
"j ohndoe@xanpl e. coni']

*Cl ai m phone_nunber *:

*  SHA-256 Hash: Por FbpKuVu6xymlagvkFsFXAbRoc2Jd AUA2BA4o7cl

* Disclosure:
W JI SThaV205UNbLUHBOUGVOZWEI ZGhRI i wgl nBob251 X251bWl ci I sl Cl r
MBS0y MDI t NTULLTAX MDEI XQ

*  Contents: ["el 8ZWPMKPpNPeNenHdhQ', "phone_nunber",
"+1-202-555-0101"]

*Cl ai m addr ess*:

*  SHA-256 Hash: 11Dzl Kei ZdDwpgpK6Zf byphFvz5FgnWa- sNewgQXCi w

* Disclosure:
WJIRZ19PN R6cUF4ZTQx MEXMDhpen®BI i wgl nFkZHI| ¢3M LCB71 nNOc v
dFOhZCRyZXNzl j ogl j EyMyBNYW ul FNOI i wgl nxvY2FsaXR5l1 j ogl kFueXRv
d24i LCAI cnvnaWul j ogl kFueXNOYXRI |'i wgl m\vdWs0cnki G Ai VWM f VO

* Contents: ["(Qg_064z9Axe412al108iroA", "address", {"street_address":
"123 Main St*, "locality": "Anytown", "region": "Anystate",
"country": "US"'}]

*Cl ai m bi rt hdat e*:

*  SHA- 256 Hash: jdr TE8YcbY4Ei f ugi hi Ae_BPekxJQZI Cei UQAYIQxI
* Discl osure:
WJBSngt MDk1VI BycFROT] RRTU9XxUK9BI i wgl mlpcnRoZGF0ZSI sI Cl xOTQw
LTAXLTAXI | O
*  Contents: ["AJx-095VPrpTt MQVOgROA", "birthdate", "1940-01-01"]

*Claimis_over 18*:
*  SHA-256 Hash: 09vKrJMJ yTWWDsj pu_pdOBVB@MLYy3KhpH515nXkpY

* Disclosure:
WJIQYzMz SkOy TGNo Y1Vf bEhnZ3Zf dWZRI i wgl Ml zX292ZXJf MIgi LCBOcnVI

XQ
* Contents: ["Pc33JM2LchcU | Hggv_uf @', "is_over_ 18", true]
*Claimis_over_ 21*:

*  SHA-256 Hash: 2rsj GbaCOky8mTOpJr Pi oWrq0_dawlsX76poUl gCwbl
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* Disclosure:
W J HVDJ QU3 J RZnp GWFE3 SVWBWOXNS YW BI i wgl ml zX292ZXJf M Ei LCBOcnV
XQ

* Contents: ["QGO2NSr¥j FXQ71 0o09syaj A", "is_over_ 21", true]

*Claimis_over_65*:

SHA- 256 Hash: EkOBdhW)AHEJbvUH E_VCeuCOuRELG eLZhh7XbUTt A

* Discl osure:
WJIsa2x4Rj VgTVI sRIRQW®2TU5JdKkNBI i wgl m zX292zXJf Nj Ui LCBOcnVI
XQ

*  Contents: ["IKkIxF5j MYl GTPUovMNI vCA", "is_over_ 65", true]

The SD-JWI and the Disclosures would then be serialized by the |Issuer
into the following format for issuance to the Hol der:

eyJhbCGci O Al RYMYNTYi LCAI dHI wi j ogl nRj K3NKLWh3dCl sl CIraWQ G Ai Z&9j LXNp
Z25| ci OWNSOyNSOyMDI yI n0. eyJf c2Q O Bbl j A5dkt ySk1PbH UVOOwe2pwdVOwWZE9C
VkJRMkOxeTNLaHBI NTE1bl hr cFki LCAi MhJzakdi YUMha3k4bVQac EpyUd vV1IRXMFIk
YXcxc1g3NnBvVWwn@di SSI sl CIFa084ZGhXMGRI RUpi dl VI bEVF VKNI dUMBAVIFTE9p
ZUxaaGy3WGIVVHRBI i wgl kIl sRHpJ S2VpWIREA3BxcEs2WiZi e XBoRnZ6NUZnbl dhLXNO
NndxUVhDaXci LCAI SnpZakgOc3ZsaUgwlj NQe UVNZmVVadTZKdDY5d TVxZWhabz dGNOVQ
WM TRSI s| CJQ3JGYnBLAVZ1Nnh5bUphZ3Zr RaANGWNEFi UnBj McpHbEFVQTJCQTRYN2NJ
liwgl |l RHZj RTGInd2QLSlI FhSH LVI FaVTl VZEdFMHc1cnREc3JaenZVYVOt TGBi LCAI
anmRy VEUUWWNI WIRFaWz1Z72] oaUFl X0JQZW 4SI FaSUN aVWRd1k5UXF4SSI s Clqc3Us
eVZ1bHdRUWk o Rmx NXz NKbHp NYVNGe nds aFFHVERWZF5 UXdMVUs Ol | Os1 CIpc3M G A
aHROCHWBLY9I eGFt cGxl LmNvbS9pc3N1ZXI i LCAIi aWFOI j ogMI'Y4 Mz AMVDAWMOW | nv4
cCl 61 DE4OCDMMVDAWVDAS| CJ2Y3Q O Ai aHROCHMBLY9j cnivkZWb0aWFscy 51 eGFt cGxl
Lm\vbS9pZGvudd 0eV9j cnvkZWo0aWFs | i wgl | 9z2ZF9hbGei O Ai c2hhLTI 1N | sl CJj
bni G B7I np3ay| 61 Hsi a3R5! j ogl kVDI i wgl m\ydi | 61 CJQLTI 1Ni | sl CJ4lj ogl | RD
QUVSMIT adnUz TOhGNGo0Vz R2ZI NbOhJUDFJITA sRGxzN3zDzudl bWM LCAi eSI 61 Cla
eGpVidi VK1RROhWOt WUTRoY!l NJaXJzVniZ1ZWNDRTZONGpUOUYY SFpRI n19f Q. Uj mur
uCl Al Gb_73Zl UFbk8D47xZBf Hr FDoshHyVYev2hot n_HUe9S- | OKHI ani LOB THEK52WV
T1l cpQVE4r AXw~W 1 yROXDNDJz S1F2ZUNmR2Zy e UsSTj | 31 wgl ndpdmVuX25hbWJi LC
Ai SnBobi Jd~WJI bHWWUONM2ATTKI JOEVZbnNAQVIBI i wgl nZhbW seVOuYWLI | i wgl
kRvZSJd~WI 2SW3dEOt YTVpVI BHYmOTNXRt dl ZBI i wgl mvt YW s| i wgl npvaGEkb2VA
ZXhhbXBsZS5j b20i XQ-WJI SThaV205UWsL UHBOUGVOZWEI ZGhRI i wgl nBob251 X251b
W ci | sl Cl r M5S0y MDI t NTULLTAXMDEI XQ-WJRZ19PNj R6c UF4ZTQx MrEXNMDhpc DBl i
wgl nFkZHJl ¢3M LCB71 nNOcnMl dF9hZGRyZXNz1 j ogl j Ey MyBNYW ul FNOI i wgl mxv'Y2
FsaXR5!1 j ogl kFueXRvd24i LCAi cnivnaVWul j ogl kFueXNOYXRI |1 wgl n\vdWs0cnki O
Al VWM f VO~WJBSngt MDk1VI BycFROT] RRTU9X UK9BI i wgl mlpcnRoZG-0ZSI sl Cl xOT
QM TAXLTAXI | 0~WJQYzMz SkOy TGNoY1Vf bEhnZ3Zf dWZRI i wgl ml zX292ZXJf MIgi LC
BOcnVI XQ~W JHVDIOU3J RZmp GAFE3 SWBWOXNS YWHBI | wgl ml zX2927XJf M Ei LCBOcnV
| XQ-WJsa2x4Rj VqTVI sRIRQUW2TU5JdkNBI i wgl m zX292ZXJf Nj Ui LCBOcnVI XQ-

Exanmpl es of what presentations of SD-JW VCs mght |ook like are
provided in Section 4. 2.
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3.4. Verification and Processing

The recipient (Holder or Verifier) of an SD-JW VC MJST process and
verify an SD-JW VC as described in Section 7 of
[1-D.ietf-oauth-selective-disclosure-jw]. The check in point 2.3 of
Section 7.1 of [I-D.ietf-oauth-selective-disclosure-jw], which

val i dates the Issuer and ensures that the signing key belongs to the
| ssuer, MJST be satisfied by deternmining and validating the public
verification key used to verify the Issuer-signed JW, enploying an

| ssuer Signature Mechanism (defined in Section 3.5) that is pernmtted
for the Issuer according to policy.

If Key Binding is required (refer to the security considerations in
Section 9.5 of [I-D.ietf-oauth-selective-disclosure-jw]), the
Verifier MJUST verify the KB-JW according to Section 7.3 of
[1-D.ietf-oauth-selective-disclosure-jw]. To verify the KB-JW, the
cnf claimof the SD-JW MJST be used.

If a schema is provided in the Type Metadata, a recipient MIST
val i date the schema as defined in Section 6.5.

If there are no selectively disclosable clains, there is no need to
process the _sd claimnor any Disclosures.

If status is present in the verified payload of the SD-JW, the
status SHOULD be checked. It depends on the Verifier policy to
reject or accept a presentation of a SD-JW VC based on the status of
the Verifiable Credential.

Any claims used that are not understood MJST be ignored.

Addi tional validation rules MAY apply, but their use is out of the
scope of this specification.

3.5. Issuer Signature Mechani snms

An | ssuer Signature Mechani sm defines how a Verifier deternines the
appropri ate key and associ ated procedure for verifying the signature
of an Issuer-signed JWI. This allows for flexibility in supporting
different trust anchoring systens and key resol uti on net hods wit hout
changi ng the core processing nodel.

A recipient MJST determi ne and validate the public verification key
for the Issuer-signed JW using a supported |ssuer Signature
Mechanismthat is permitted for the given Issuer according to policy.
This specification defines the following two |ssuer Signature

Mechani sns:
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* JW VC I ssuer Metadata: A nechanismto retrieve the Issuer’s
public key using web-based resolution. Wen the value of the iss
claimof the Issuer-signed JW is an HTTPS URI, the recipient
obtains the public key using the keys from JW VC | ssuer Metadata
as defined in Section 5.

* X.509 Certificates: A mechanismto retrieve the Issuer’s public
key using the X. 509 certificate chain in the SD-JW header. When
the header of the Issuer-signed JW contains the x5c header
paraneter, the recipient uses the public key fromthe end-entity
certificate of the certificates fromthe x5¢c header paraneter and
val idates the X 509 certificate chain accordingly. |In this case,
the Issuer of the Verifiable Credential is the subject of the end-
entity certificate.

To enabl e different trust anchoring systens or key resol ution

met hods, separate specifications or ecosystemregul ations may define
addi tional |ssuer Signature Mechani sns; however, the specifics of
such mechani sms are out of scope for this specification. See
Section 10.2 for related security considerations.

If a recipient cannot validate that the public verification key
corresponds the |ssuer of the |ssuer-signed JW using a pernitted
| ssuer Signature Mechanism the SD-JW VC MJUST be rejected.

4. Presenting Verifiable Credentials

This section defines encoding, validation and processing rules for
presentati ons of SD-JW VGCs.

4.1. Key Binding JWI
If the presentation of the SD-JW VC is encoded as an SD-JW+KB, the
KB- JWI MUST adhere to the rules defined in Section 4.3 of
[1-D.ietf-oauth-selective-disclosure-jw].

The KB-JWI MAY include additional clains which, when not understood,
MJST be ignored by the Verifier.

4.2. Exanples
The following is a non-normative exanple of a presentation of the SD
JWI shown in Section 3.3 including a KB-JWI. In this presentation,

the Hol der provides only the Disclosures for the address and
is over_65 clains. Qher clains are not disclosed to the Verifier
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eyJhbCGeci O Al RVMyNTYi LCAI dH w j ogl R} K3NKLWH3dCl sl CIraWQ G Al Z&j LXNp
Z25| ci OWNSOyNSOyMDI yI n0. eyJf ¢2Q O Bbl j A5dkt ySk1PbH UVOOwe2pwdVOwWZE9C
VKkIJRMKOxeTNLaHBI NTE1bl hr cFki LCAI MhJzakdi YUMha3k4bVQac Epy Ud vV1IRXMFIk
YXcxc1g3NnBvWwn@Bdi SSI sl CIFa084ZCGhXMCERI RUpi dl VI bEVF VKNI dUMBAVIFTE9p
ZUxaaGy3WGEI VVHRBI i wgl kIl sRHpJ S2VpWYRED3Bx cEs2WhZi e XBoRnZ6NUZnbl dhLXNO
NndxUVvhDaXci LCAI SnpZakgOc3ZsaUgwlj NQe UVNZnVad TZKdDY5d TVxZWhabz dGNOVQ
WM TRSI s| CJQ3JGYnBLAVZ1Nnh5bUphZ3Zr RaNGWEFi UnBj McpHb EFVQTICQTRYN2NJ
liwgl | RHZj RvTGInd2QLSI FhSH LVI FaVTl VZEdFMHc 1cnREc3JaenZVYWOt TGBi LCAI
amRy VEUAWWN WIRFaWz1Z2| oaUFI X0JQZW 4Sl FaSUN aVVRA1k5UXF4SSI sl CJqc3U5
eVZ1bHd RUW 0 Rmx NXz NKb Hp NYVNGe mds aFFHVERWZmF5 UXdMVUs Ol | Osl CIpc3M O Ai
aHROCcHMBLY9I eGFt cGxl LNvbS9pc3N1ZXI i LCAI aWFOI j ogMTY4Mz AMVDAWMOWG I V4
cCl 61 DE4 ODMMVDAWMVDAS | CJ2Y3Q O Ai aHROCcHMBLY9j cnvkZWs0aWFscy 5l eGRt ¢ Gxl
Lm\vbS9pZGvudd@ 0eV9j cnivkZWs0aWFsl i wgl | 9z2ZF9hbGeci G Ai c2hhLTI 1N | sl CJj
bmyi G B71 np3ayl 61 Hsi a3R51 j ogl kVDI i wgl mNydi | 61 CJQLTI INi | sl CJ41j ogl | RD
QUVSMIT adnUz TOhGNGo0OVzR2ZI NWOhJUDFJTAE sRGxzN3ZDzZUdl bWM LCAI eSI 61 Cla
eCGppVlidi VK 1RROhWOt WUTRoYl NJaXJzVmZ1ZWNDRTZONGo UOUYY SFpRI n19f Q. Uj rur
ud Al Gb_73Zl UFbk8D47xZBf Hr FDoshHyVYev2hot n_HUe9S- | OKHI ani LO5 THEKS2WV
T1l cpQVE4Ar AXw~WJsa2x4R VqTVI sRLRQWO2TUSJdkNBI i wgl m zX292ZXJf Nj Ui LC
BOcnVI XQ~WJRZ19PN) R6c UF4ZTQx MTExMDhpcn®BlI i wgl nFkZHII ¢3M LCB71 nNOcnV
| dFOhZCRyZXNz1 j ogl j EyMyBNYW ul FNOI i wgl nkvY2FsaXR51 j ogl kFueXRvd24i LCA
i cnvnaV@ul j ogl kFueXNOYXRI I'i wgl mM\vdWe0cnki G Ai VWM f VO~eyJhbCGci O Al RVM
yNTYi LCA dH Wi j ogl nti K2p3dCJ9. eyJub25j ZSI 61 Cl xM MONTY30ODkw i wgl nF1ZC
| 61 CJodHRwczovL2VAYWLWhGUUY29t L3ZI cml maWyl i wgl ml hdCl 61 DESNTc5NTQLOT
Msl CJzZF90YXNol j ogl ml DVDUy YTZi 31 zU2J1 SONmVGhXMIES QW4 L XBKAWZNTGE TVW
J1alJFVOEi f Q uSysWwH Al npsf CM gshvj oDnFqGA8eepMway- HH3Zbi e LFqxmAO
cLx_j 6SBt EUt ged- FGEGW_j - EK4Yaw

After validation, the Verifier will have the followi ng processed SD
JWI' payl oad avail able for further handling:
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"iss": "https://exanple.comissuer",

"iat": 1683000000,

"exp": 1883000000,

"vet": "https://credentials.exanple.conlidentity credential",
"enf": {

"jwk":

"kty": "EC',

"crv': "P-256",

"x": "TCAERL19Zvu3CHF4j 4WAvf SVoHI P11 Li | Dl s7vCeGent",

y" " ZXj i WD ZMQGHWKVQAhbSI i r sVf uec CE6t 4] TOF2HZQ!

}

is_over 65": true,

"address": {

"street _address": "123 Main St",
"locality": "Anytown",

"region": "Anystate",

"country": "US"

}

}
}

The foll owi ng exanpl e shows a presentation of a (simlar but
different) SD-JW w thout a KB-JW:

eyJhbCci O Al RVMyNTYi LCAI dH W j ogl mRj K3NkLW»3dCJ9. eyJf c2Q O Bbl j A5dkt

ySk1PbH UVOOwc 2pwdVOWZEICVk JRMkOxeTNLaHBI NTEL1bl hr cFki LCAI MhJzakdi YUM
wa3k4bVonec EpyUd vVIRXMFIK YXexc1g3NnBvWkn(@Bdi SSI s| CIFa084ZGh XMGRI RUp
i dl VI bEVFf VKN dUMBdVJIFTE9pZUxaaGg3WEI VVHRBI | wgl kI sRHpJ S2VpWrRED3BXxCcESs
2WhZi e XBoRnZ6NUZnbl dhLXNONndx UvhDaXci LCAi SnpZakgOc3ZsaUgwlj NQe UVNZmV
adTZKdDY5dTVxZWhabz dGNOVQNM TRSI s1 CIQb3JGYnBLAVZ1Nnh5bUphZ3Zr RnNGWEF
i Umd) MkpHbEFVQTICQTRVNZNII i wgl | RHZj R TAINd2QLS| FhSH LVl FaVTI VZEdFMHc
1lcnREc3JaenZVYWt T&Bi LCAI anRy VEUAWAN WITRFaWZ1Z2| oaUFI X0JQZW 4Sl FaSUN
| aVWRd1k5UXF4SSI sl CJgc3UseVZ1bHdRUW 0 Rmx NXz NKbHpNYVNGe mds aFFHVERWZ
5UXdMVUsOI | Osl CIpc3M O Al aHROcCHMBLY 9l eGFt cGxl LmNvbS9pc3NLZXI i LCAI aWF
0l j ogMrY4 e AMVDAWMOWG I nv4c Cl 61 DE4ODMMVDAWIVDAS I CI2Y3Q O Al aHROcHMVBLY9
j cmvkzZWb60aWFscy5l eGRt cGxl LniNvbS9pzGvudd 0eV9j cmivkZWe60aWFs | i wgl | 92 ZF9
hbGci G Ai ¢2hhLTI 1Ni J9. i 49l P_dA2sFg5880CkneWsYJOAE- LaFnxV_El EoeuRl wKqg7
0i N_F9H2SgAhRYLvzBnYRo66W 2et RqO EU7i uLg~WJsa2x4R VgTVI sRLRQW®2TU5
JAKNBI i wgl m zX292zXJf Nj Ui LCBOcnVI XQ~WJRZ19PN R6cUF4ZTQxMTEXMDhpcdB
i wgl nFkZHJI ¢3M LCB71 nNOcrmVl dFOhZCRyZXNz | j ogl j Ey MyBNYW ul FNOI i wgl nxv
Y2FsaXR5!1 j ogl kFueXRvd24i LCAIi cmivnaVWul j ogl kFueXNOYXRI | i wgl m\vdWs0cnki

G Al VWM f VO~

The Verifier will have the followi ng processed SD-JW payl oad after
val i dati on:
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"iss": "https://exanple.comissuer",
"iat": 1683000000,
"exp": 1883000000,
"vet": "https://credentials.exanple.conlidentity credential",
"is_over_65": true,
"address": {
"street _address": "123 Main St",
"locality": "Anytown",
"region": "Anystate",
"country": "US"

5. JW VC | ssuer Metadata

Thi s specification defines the JWI VC Issuer Metadata to retrieve the
JWI VC | ssuer Metadata configuration of the |ssuer of the SD-JW VC
The Issuer is identified by the iss claimin the JW. Use of the JW
VC | ssuer Metadata is OPTI ONAL.

| ssuers publishing JWI VC | ssuer Metadata MJST nake a JWI VC | ssuer
Met adata configuration avail able at the | ocation forned by inserting
the well-known string /.well-known/jw-vc-issuer between the host
component and the path conponent (if any) of the iss claimvalue in
the JWI. The iss MIST be a case-sensitive URL using the HTTPS schemne
that contains schene, host and, optionally, port number and path
conponents, but no query or fragment components.

5.1. JWI VC | ssuer Metadata Request

A JWI VC | ssuer Metadata configuration MIST be queried using an HTTP
GET request at the path defined in Section 5.

The following is a non-nornative exanple of an HTTP request for the
JWI VC | ssuer Metadata configuration when iss is set to
https://exanpl e. com

GET /.well -known/jwt-vc-issuer HITP/ 1.1
Host: exanpl e. com

If the iss value contains a path conponent, any terminating / MJST be
renoved before inserting /.well-known/ and the well-known URI suffix
bet ween the host conmponent and the path component.

The following is a non-nornative exanple of an HTTP request for the

JWI VC | ssuer Metadata configuration when iss is set to
https://exanpl e. conitenant/ 1234:
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GET /.well -known/jwt-vc-issuer/tenant/ 1234 HTTP/ 1.1
Host: exanpl e. com

5.2. JWI VC |ssuer Metadata Response

A successful response MJST use the 200 OK HTTP and return the JWI VC
| ssuer Metadata configuration using the application/json content

type.
An error response uses the applicable HITP status code val ue.

This specification defines the follow ng JW VC | ssuer Mt adata
configuration paraneters:

* jssuer
- REQUI RED. The Issuer identifier, which MJUST be identical to
the iss value in the JW.
* o jwks_uri
- OPTIONAL. URL string referencing the Issuer’s JSON Wb Key
(JWK) Set [RFC7517] docunment which contains the Issuer’s public
keys. The value of this field MIST point to a valid JW Set
docunent .
*  Jwks
- OPTIONAL. Issuer’s JSON Wb Key Set [RFC7517] docunment val ue,
whi ch contains the Issuer’s public keys. The value of this
field MUST be a JSON object containing a valid JW Set.

JWI VC | ssuer Metadata MJST include either jwks uri or jwks in their
JWI VC | ssuer Metadata, but not both.

It is RECOWENDED that the JW contains a kid JW header paraneter
that can be used to |l ook up the public key in the JWK Set included by
val ue or referenced in the JWI VC | ssuer Met adat a.

The following is a non-nornative exanple of a JWI VC | ssuer Metadata
configuration including jwks:
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{
"issuer":"https://exanple.cont,
"jwks": {
"keys": [
{
"ki d":"doc-si gner-05-25-2022",
"kty": "EC', "crv": "P-256",
"x": "b28d4MAZM w8- 00CEHAXT nn9SLMMMLISI qZpVb_uNt Q'
"y": " Xv5zWwoaTgdS6hV43yl 6gBwTnj ukmFQNJ_kCxzqgk8"
H
{
"ki d":"doc-si gner-06-05-2025",
"kty": "EC', "crv": "P-256",
"x":"Df j UxdWHBds 61vCGhqUGhsy3FGX13f AS13QWh2EHI kX8" ,
"y":"NfgJt 9KpOEA93xq9ysBODRZ_hCd | Sz- pYLgv4RFvg"
}
]
}
}

The following is a non-normative exanple of a JWI VC | ssuer Metadata
configuration including jwks uri:

{
"issuer":"https://exanple.cont,
"jwks_uri":"https://jw-vc-issuer.exanple.com ny_public_keys.jwks"
}
Addi tional JW VC | ssuer Metadata configuration paraneters MAY al so
be used.

5.3. JW VC |ssuer Metadata Validation

The i ssuer value returned MIUST be identical to the iss value of the
JWI. |If these values are not identical, the data contained in the
response MJUST NOT be used.

6. SD-JW VC Type Metadata

An SD-JWI VC type, i.e., the vct value, is associated with Type

Met adata defining, for exanple, information about the type or a
schenma defining (see Section 6.5.1) which clains MAY or MJUST appear
in the SD-JW VC, and how credential s are displ ayed.

This section defines Type Metadata that can be associated with a type
of an SD-JW VC, as well as a nethod for retrieving the Type Mt adata
and processing rules. This Type Metadata is intended to be used,
among ot her things, for the foll owi ng purposes:
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* Devel opers of Issuers and Verifiers can use the Type Metadata to
under stand the semantics of the type and the associated rul es.
VWhile in sone cases, Issuers are the parties that define types,
this is not always the case. For exanple, a type can be defined
by a standardi zati on body or a community.

* Verifiers can use the Type Metadata to determ ne whether a
credential is valid according to the rules of the type. For
exanple, a Verifier can check whether a credential contains all
required clainms and whether the clains are selectively
di scl osabl e.

* \Wallets can use the netadata to display the credential in a way
that is consistent with the intent of the provider of the Type
Met adat a.

Type Metadata can be retrieved as described in Section 6. 3.
6.1. Type Metadata Exanpl e
Al'l exanples in this section are non-nornative.

The following is an exanple of an SD-JW VC payl oad, containing a vct
claimwi th the value https://betel geuse. exanpl e. com
education_credenti al :

{

"vet": "https://betel geuse. exanpl e. com educati on_credenti al ",
"vet#integrity": "sha256- WRL5ca/ xGgX3c1VLnXf h+9cLl JNXN+TsM+PnKj Z5t 0=",

}

Type Metadata for the type https://betel geuse. exanpl e. con!
education_credential can be retrieved using various mechani sms as
described in Section 6.3. For this exanple, the vct value is a URL
as defined in Section 6.3.1 and the follow ng Type Mt adata docunent
is retrieved fromit:

{

"vet":"https://betel geuse. exanpl e. conf educati on_credential ",
"nanme": " Bet el geuse Education Credential - Prelimnary Version",
"description":"This is our devel opnent version of the education credential. Don’t pa

"extends":"https://gal axy. exanpl e. conf gal acti c-educati on-credential -0.9",
"extends#integrity":"sha256-il OUJsTul t OMf z7QUcFALaRa3BP/ j el X1ds04kB9yU=",
"schema_uri":"https://exanpl euni versity. com public/credential -schema-0.9",
"schema_uri#integrity":"sha256- He4f NeAdxvj Lbh/ e+r d9HW3| 60054t El i HE7NDYXRwWA="

This exanple is shortened for presentation, a full Type Mt adata
exampl e can be found in Appendix B. 2.
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Not e: The hash of the Type Metadata docunent shown in the second
exanpl e must be equal to the one in the vct#integrity claimin the
SD-JWI' VC payl oad, WRL5ca/ xGgX3c1VLnXf h+9cLl INXN+TsM+PnKj Z5t 0=.

6.2. Type Metadata Fornmat

The Type Metadata docunent MUST be a JSON object. The follow ng
properties are defined:

*  name
- OPTIONAL. A human-readabl e nane for the type, intended for
devel opers readi ng the JSON docunent.
* description
- OPTIONAL. A human-readabl e description for the type, intended
for devel opers reading the JSON docunent.
* extends
- OPTIONAL. A URI of another type that this type extends, as
described in Section 6.4.
* display: An array of objects containing display information for
the type, as described in Section 8  This property is OPTI ONAL.
* clainms: An array of objects containing claiminformation for the
type, as described in Section 9. This property is OPTI ONAL.
* schemn
- OPTIONAL. An enbedded JSON Schema docunent describing the
structure of the Verifiable Credential as described in
Section 6.5.1. schema MUST NOT be used if schema_uri is
present.
* schema_uri
- OPTIONAL. A URL pointing to a JSON Schena docunent descri bing
the structure of the Verifiable Credential as described in
Section 6.5.1. schema_uri MJST NOT be used if schema is
present.

An exanpl e of a Type Metadata docunent is shown in Appendi x B. 2.
6.3. Retrieving Type Metadata
6.3.1. Froma URL in the vct Claim

A URl in the vct claimcan be used to express a type. |If the type is
a URL using the HTTPS schene, Type Metadata MAY be retrieved fromit.

The Type Metadata is retrieved using the HTTP GET nethod. The
response MJST be a JSON object as defined in Section 6. 2.

If the claimvct#integrity is present in the SD-JW VC, its val ue

vct#integrity MIUST be an "integrity netadata" string as defined in
Section Section 7.
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6.3.2. Froma Registry

A Consumer MAY use a registry to retrieve Type Metadata for a SD-JWI
VC type, e.g., if the type is not an HITPS URL or if the Consuner
does not have access to the URL. The registry MJST be a trusted
registry, i.e., the Consuner MJST trust the registry to provide
correct Type Metadata for the type.

The regi stry MIST provide the Type Metadata in the sanme format as
described in Section 6. 2.

6.3.3. Using a Defined Retrieval Method

Ecosystens MAY define additional nmethods for retrieving Type

Met adata. For exanple, a standardization body or a comunity MAY
define a service which has to be used to retrieve Type Metadata based
on a URN in the vct claim

6.3.4. Froma Local Cache

A Consumer MAY cache Type Metadata for a SD-JW VC type. |If a hash
for integrity protection is present in the Type Metadata as defined
in Section 7, the Consuner MAY assunme that the Type Metadata is
static and can be cached indefinitely. Gherw se, the Consumer MJST
use the Cache-Control header of the HITP response to deternine how

| ong the netadata can be cached.

6.4. Extending Type Mt adata

An SD-JWI VC type can extend anot her type. The extended type is
identified by the URI in the extends property. Consunmers MJST
retrieve and process Type Metadata for the extended type before
processing the Type Metadata for the extending type.

The extended type MAY itself extend another type. This can be used
to create a chain or hierarchy of types. The security considerations
described in Section 10.3 apply in order to avoid problens with
circul ar dependenci es.

6.5. Schema Type Met adata

6.5.1. Schema Definition
Schermas for Verifiable Credentials are contained in the schema or
retrieved via the schema_uri Type Metadata parameters (as defined in

Section 6.2). A schema MJST be represented by a JSON Schena docunent
according to draft version 2020-12 [ JSON. SCHEMA. 2020- 12] or above.
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The scherma of a Verifiable Credential MJST include all properties
that are required by this specification and MJST NOT override their
cardinality, JSON data type, or semantic intent.

The following is a non-nornmative exanple of a JSON Schenma docunent
for the exanple in Section 3.3 requiring the presence of the cnf
claimin an SD-JW VC presentation

"$schema":"https://json-schema. org/draft/2020- 12/ schema",
"type":"object",
"properties":{
"vet " {
"type":"string"

"iss":{
"type":"string"

}1

"nbf":{
"type": " nunber"

}1

"exp”: {

"type": " nunber"

"énf":{
"type":"object”

"étatus":{
"type": "object"

"éiven_nane":{
"type":"string"

"%anily_nane":{
"type":"string"
} i)
"email ":{
"type":"string"
}

,hone_nunber":{
"type":"string"

"address": {
"type":"object",
"properties”:{

"street _address":{
"type":"string"

’
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"locality":{
"type":"string"
}1
"region":{
"type":"string"
"&ountry":{
"type":"string"
}
}1
"birthdate": {
"type":"string"
}1

"is_over_18":{
"type": "bool ean"

"is_over_zrﬁ{
"type": "bool ean"

"fs_over_65":{
"type": "bool ean"

}

"required":|
"iss",
"vet",
"cnf"

]
}

6.5.2. Schema Validation

If a schema or schema_uri property is present, a Consumer MJST
val i date the Processed SD-JWI Payl oad JSON docunent resulting from
the SD-JWI verification algorithm (as defined in Section 7.3 of
[1-D.ietf-oauth-selective-disclosure-jw]) against the JSON Schema
docunent provided by the schema or schema_uri property.

If an extends property is present, the schema of the extended type
MUST al so be validated in the same manner. This process includes
validating all subsequent extended types recursively until a type is
encountered that does not contain an extends property in its Type

Met adata. Each schema in this chain MJST be evaluated for a specific
Verifiable Credenti al

If the schema validation fails for any of the types in the chain, the
Consumer MUST reject the Verifiable Credential
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The following is a non-normati ve exanple of a result JSON docunent
after executing the SD-JW verification algorithmthat is validated
agai nst the JSON Scherma document in the exanple provided in

Section 6.5. 1:

{
"vet":"https://credentials.exanpl e.comidentity_credential",
"iss":"https://exanple.conissuer”,
"iat":1683000000,
"exp": 1883000000,
"sub":"6c5c0a49- b589- 431d- bae7-219122a9ec2c",
"address": {
"country":"DE"
},
"cnf":{
"jwk"
"kty":"EC',
"crv":"P-256",
"x": " TCAER19Zvu30HF4j 4WAvf SVoHI P11 Li | DI s7vCeGent",
"yt Zx) 1 W ZMQGHVWAKVQAhbSI i r sV uec CE6t 4] TOF2HZQ'
}
}
}
Not e, the exanpl e above does not contain any _sd _alg, _sd, or
cl ai ns.

7. Docunent Integrity

Both the vct claimin the SD-JW VC and the various URIs in the Type
Met adat a MAY be acconpani ed by a respective claimsuffixed with
#integrity, in particular:

* vyct as defined in Section 3.2.2.2,

* extends as defined in Section 6.4

* uri as used in two places in Section 8.1
* schema_uri as defined in Section 6.5

The val ue MJUST be an "integrity netadata” string as defined in
Section 3 of [WBC.SRI]. A Consuner of the respective docunents MJST
verify the integrity of the retrieved docunent as defined in

Section 3.3.5 of [WBC SRI].
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8. Display Mtadata

The di splay property is an array containing display information for
the type. The array MUST contain an object for each | anguage that is
supported by the type. The consum ng applicati on MIST use the

| anguage tag it considers npost appropriate for the user

The objects in the array have the follow ng properties:

* lang: A language tag as defined in Section 2 of [RFC5646]. This
property i s REQU RED.

* npame: A human-readabl e name for the type, intended for end users
This property i s REQU RED.

* description: A human-readabl e description for the type, intended
for end users. This property is OPTI ONAL.

* rendering: An object containing rendering information for the
type, as described in Section 8.1. This property is OPTI ONAL.

8.1. Rendering Metadata

The rendering property is an object containing rendering information
for the type. The object MJIST contain a property for each rendering
met hod that is supported by the type. The property nane MJST be a
rendering nethod identifier and the property val ue MJUST be an obj ect
containing the properties defined for the rendering mnethod.

8.1.1. Rendering Method "sinple"

The sinple rendering nmethod is intended for use in applications that
do not support SVG rendering. The object contains the follow ng
properties:

* | ogo: An object containing information about the |logo to be
di spl ayed for the type, as described in Section 8.1.1.1. This
property is OPTI ONAL.

* background_col or: An RGB color value as defined in [ WC. CSS- COLCR]
for the background of the credential. This property is OPTI ONAL.

* text_color: An RGB color value as defined in [WBC. CSS-COLOR] val ue
for the text of the credential. This property is OPTI ONAL.

8.1.1.1. Logo Metadata
The | ogo property is an object containing information about the |ogo
to be displayed for the type. The object contains the follow ng
properties:

* uri: A URl pointing to the logo inmage. This property is REQU RED.
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8.

1.

* uri#integrity: An "integrity netadata" string as described in
Section 7. This property is OPTI ONAL.

* alt_text: A string containing alternative text for the | ogo inmage.
This property is OPTI ONAL.

2. Rendering Method "svg_tenpl ate"

The svg_tenplate rendering nethod is intended for use in applications
that support SVG rendering. The object MJST contain an array of

obj ects containing informati on about the SVG tenpl ates avail able for
the type. Each object contains the follow ng properties:

* uri: A URI pointing to the SVGtenplate. This property is
REQUI RED.

* uri#integrity: An "integrity netadata" string as described in
Section 7. This property is OPTI ONAL.

* properties: An object containing properties for the SVG tenplate,
as described in Section 8.1.2.1. This property is REQURED if
more than one SVGtenplate is present, otherwise it is OPTI ONAL.

8.1.2.1. SVG Tenplate Properties

The properties property is an object containing properties for the
SVG tenpl ate. Consum ng applications MJST use these properties to
find the best SVG tenpl ate available for display to the user based on
the display properties (landscape/portrait) and user preferences
(col or scheme, contrast). The object MJST contain at |east one of
the follow ng properties:

* orientation: The orientation for which the SVGtenplate is
optinmized, with valid values being portrait and | andscape. This
property is OPTI ONAL.

* col or_schene: The col or schene for which the SVG tenplate is
optimzed, with valid values being |ight and dark. This property
is OPTI ONAL.

* contrast: The contrast for which the SVGtenplate is optin zed,
with valid val ues being normal and high. This property is
OPTI ONAL.

8.1.2.2. SVG Rendering

Consum ng applicati on MIST preprocess the SVG tenplate by repl acing
pl acehol ders in the SVG tenmplate with properly escaped val ues of the
clainms in the credential. The placeholders MJST be defined in the
SVG tenpl ate using the syntax {{svg_id}}, where svg_id is an
identifier defined in the claimmetadata as described in Section 9.
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Pl acehol ders MJUST only be used in the text content of the SVG
tenpl ate and MUST NOT be used in any other part of the SVG tenpl ate,
e.g., in attributes or conments.

A consuning application MUST ensure that all special characters in
the claimvalues are properly escaped before inserting theminto the
SVG tenplate. At least the followi ng characters MJUST be escaped:

as &anp;
as &t;
as &gt;
as &quot;
as &apos;

* % %k Ok F
TV AR

If the svg_id is not present in the claimnetadata, the consum ng
application SHOULD reject not render the SVG tenplate. If the svg_id
is present in the claimnetadata, but the claimis not present in the
credential, the placehol der MJUST be replaced with an enpty string or
a string appropriate to indicate that the value is absent.

The foll owi ng non-normative exanple shows a mninmal SVG w th one
pl acehol der using the svg_id value address_street _address which is
defined in the exanple in Appendi x B. 2:

<svg xm ns="http://ww. w3. org/ 2000/ svg" w dt h="100" hei ght="100">
<text x="10" y="20">Street address: {{address_street_ address}}</text>
</ svg>

When rendering the SVG tenplate, the consum ng applicati on MJST
ensure that malicious schema providers or issuers cannot inject
executabl e code into the SVG tenpl ate and thereby conpronise the
security of the consuming application. The consum ng application
MJUST NOT execute any code in the SVGtenplate. |f code execution
cannot be prevented reliably, the SVG di splay MIUST be sandboxed.

9. daim Mtadata

The clainms property is an array of objects containing information
about particular clainms for displaying and validating the clains.

The array MAY contain an object for each claimthat is supported by
the type. Each object contains the follow ng properties:

* path: An array indicating the claimor clainms that are being
addressed, as described below. This property is REQU RED.

* display: An array containing display information for the claimor
clains that are being addressed, as described in Section 9. 2.
This property is OPTI ONAL.
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* sd: A string indicating whether the claimis selectively
di scl osabl e, as described in Section 9.3. This property is
OPTI ONAL.

* svg_id: Astring defining the ID of the claimfor reference in the
SVG tenpl ate, as described in Section 8.1.2.2. The I D MJST be
unique within the type netadata. It MJST consist of only
al phanumeri c characters and underscores and MJST NOT start with a
digit. This property is OPTI ONAL.

9.1. dCdaimPath

The path property MJST be a non-enpty array of strings, null val ues,
or non-negative integers. It is used to select a particular claimin
the credential or a set of claims. A string indicates that the
respective key is to be selected, a null value indicates that al

el ements of the currently selected array(s) are to be selected, and a
non- negati ve integer indicates that the respective index in an array
is to be selected.

The foll owi ng shows a non-normative, reduced exanple of a credential

{

"vet": "https://betel geuse. exanpl e. com educati on_credential ",
"name": "Arthur Dent",
"address": {

"street _address": "42 Market Street",

"city": "MIliways",

"postal code": "12345"

},
"degrees": [
{
"type": "Bachel or of Science",
"university": "University of Betel geuse”
H
{
"type": "Master of Science",
"university": "University of Betel geuse"
}
I,
"nationalities": ["British", "Betel geusian"]

}

The foll owi ng shows exanpl es of path values and the respective
selected clains in the credential above:

* ["name"]: The claimname with the value Arthur Dent is selected.

* ["address"]: The claimaddress with its sub-clains as the value is
sel ect ed.
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* ["address", "street_address"]: The claimstreet_address with the
val ue 42 Market Street is selected.
* ["degrees", null, "type"]: Al type clainms in the degrees array

are sel ect ed.

In detail, the array is processed fromleft to right as foll ows:

1. Select the root elenent of the credential, i.e., the top-Ieve
JSON obj ect .

2. Process the path conponents fromleft to right:

1. |If the path conponent is a string, select the elenment in the
respective key in the currently selected element(s). |If any
of the currently selected elenent(s) is not an object, abort
processing and return an error. |If the key does not exist
any element currently selected, renove that elenment fromthe
sel ecti on.

2. If the path component is null, select all elenents of the
currently selected array(s). |If any of the currently

sel ected elenent(s) is not an array, abort processing and
return an error.

3. If the path conponent is a non-negative integer, select the
el ement at the respective index in the currently sel ected
array(s). |If any of the currently selected el enment(s) is not

an array, abort processing and return an error. |f the index

does not exist in a selected array, renove that array from
the sel ection.

4. 1f the set of elenments currently selected is enpty, abort
processing and return an error.

The result of the processing is the set of elenments to which the
respective clai mnetadata applies.

The path property MJST point to the respective claimas if al

sel ectively disclosable clains were disclosed to a Verifier. That
means that a consum ng application which does not have access to al
di scl osures may not be able to identify the claimwhich is being
addr essed.

Note: This specification intentionally does not use JSON Pointer
[ RFC6901] for selecting clainms, as JSON Pointer requires string
parsi ng and does not support wldcard selection of array el enents.

It does not use JSON Path [ RFC9535] as that introduces a considerable

complexity and brings in nmany features which are not needed for the
use case of selecting clainms in a credential. There are also
security concerns with sone inplenentations.
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Cl ai m Di spl ay Met adat a

The di splay property is an array containing display information for
the claim The array MJST contain an object for each |anguage that
is supported by the type. The consuning application MJST use the

| anguage tag it considers nost appropriate for the user.

The objects in the array have the follow ng properties:

* lang: A language tag as defined in Section 2 of [RFC5646]. This
property i s REQU RED.

* |abel: A human-readable |abel for the claim intended for end
users. This property is REQU RED.

* description: A human-readabl e description for the claim intended
for end users. This property is OPTI ONAL.

Cl ai m Sel ecti ve Disclosure Mtadata

The sd property is a string indicating whether the claimis
sel ectively disclosable. The follow ng val ues are defi ned:

* always: The Issuer MUST nmake the claimselectively disclosable.
* allowed: The |Issuer MAY nake the claimselectively disclosable.
* never: The Issuer MJUST NOT nake the claimselectively disclosable.

If omtted, the default value is all owed.
Ext endi ng C ai m Met adat a

The extends property allows a type to inherit claimnetadata from
anot her type. Wen present, all claimnetadata fromthe extended
type MIUST be respected and are inherited by the child type. The
child type can extend the clai mnetadata by addi ng new cl ai ns or
properties. |If the child type defines claimnmetadata with the sane
path as in the extended type, the child type's object will override
the correspondi ng object fromthe extended type.

Suppose we have a base type netadata docunent:
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{
"vet": "https://exanpl e.con base-type-netadata",
"claims": [
{
"path": ["name"],
"display": [{"label": "Full Nanme", "lang": "en"}]
}s
{
"path": ["address", "city"],
"display": [{"label": "Cty", "lang": "en"}]
}
]
}

And a child type metadata document that extends the base type

{

"vet": "https://exanpl e. com customtype- netadata",
"extends": "https://exanpl e.coni base-type-nmetadata”,
"claims": [
{ .
"path": ["address", "city"],
"display": [{"label": "Town", "lang": "en"}]
}1
{ S
"path": ["nationalities"],
"display": [{"label”: "Nationalities", "lang": "en"}]
}

]
}

In this exanmple, the child type inherits the nane claimnetadata from
the base type, but overrides the address.city claimnetadata with its
own definition. It also adds a new claimnetadata for nationalities.
The final effective claimnetadata for the child type is:
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{ _
"claims": [
"path": ["name"],
"display": [{"label": "Full Nanme", "lang": "en"}]
"path": ["address", "city"],
"display": [{"label": "Town", "lang": "en"}]
"path": ["nationalities"],
"display": [{"label": "Nationalities", "lang": "en"}]
}
]
}

Security Considerations

The Security Considerations in the SD-JW specification
[1-D.ietf-oauth-selective-disclosure-jw] apply to this
specification. Additionally, the follow ng security considerations
need to be taken into account when using SD-JW VCs:

1. Server-Side Request Forgery

The JWI VC | ssuer Metadata configuration is retrieved fromthe JW VC
| ssuer by the Holder or Verifier. Simlar to other netadata
endpoints, the URL for the retrieval MJST be considered an untrusted
val ue and could be a vector for Server-Side Request Forgery (SSRF)

att acks.

Bef ore making a request to the JW VC | ssuer Metadata endpoint, the
Hol der or Verifier MJUST validate the URL to ensure that it is a valid
HTTPS URL and that it does not point to internal resources. This
requires, in particular, ensuring that the host part of the URL does
not address an internal service (by IP address or an internal host
nane) and that, if an external DNS nanme is used, the resolved DNS
nane does not point to an internal IPv4 or |Pv6 address.

When retrieving the netadata, the Holder or Verifier MJST ensure that
the request is nmade in a tinme-bound and si ze-bound manner to prevent
deni al of service attacks. The Holder or Verifier MJST al so ensure
that the response is a valid JW VC | ssuer Metadata configuration
docunent before processing it.

Addi ti onal considerations can be found in [ OMSP_SSRF] .
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10. 2. Ecosystemspecific Public Key Verification Methods

VWhen defining ecosystemspecific rules for resolution and
verification of the public key, as outlined in Section 3.5, it is
critical that those rules maintain the integrity of the relationship
bet ween the iss value of the SD-JW, if present, and the public keys
of the Issuer.

It MJUST be ensured that for any given iss value, an attacker cannot
i nfluence the type of verification process used. QOherw se, an
attacker could attenpt to nmake the Verifier use a verification
process not intended by the Issuer, allowi ng the attacker to
potentially manipulate the verification result to their advantage.

10.3. Gircul ar "extends" Dependenci es of Types

A type MJUST NOT extend another type that extends (either directly or
with steps in-between) the first type. This would result in a
circul ar dependency that could lead to infinite recursion when
retrieving and processing the netadat a.

Consuners MUST detect such circul ar dependencies and reject the
credenti al .

10.4. Robust Retrieval of Type Mt adata

In Section 6.3, various nmethods for distributing and retrieving

nmet adata are described. Methods relying on a network connection may
fail due to network issues or unavailability of a network connection
due to offline usage of credentials, tenporary server outages, or
deni al - of -service attacks on the netadata server

Consumers SHOULD therefore inplenment a | ocal cache as described in
Section 6.3.4 if possible. Such a cache MAY be popul ated with
met adat a before the credential is used.

These neasures all ow the Consuners to continue to function even if
the metadata server is tenmporarily unavail able and avoid privacy
i ssues as described in Section 12.1

10.5. Risks Associated with Textual [nformation

Sone claims in the SD-JW VC and properties in the Type Metadata,
e.g., display, allows issuers and providers of nmetadata to specify
human-readabl e i nformati on. These can contain arbitrary textua
informati on that may be displayed to end users and devel opers. As
such, any consum ng applicati on MIST ensure that nmaliciously crafted
i nformati on cannot be used to conpronmi se the security of the
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application or the privacy of the user. To this end, the follow ng
consi derations apply:

* The consuning application MJST ensure that the text is properly
escaped before displaying it to the user or transferring it into
ot her contexts. For exanple, if the data is displayed in an HTM.
docunent, the text MUST be properly escaped to prevent Cross-Site
Scripting (XSS) attacks.

* The consum ng application MIST ensure that the display of the user
interface el ements cannot be distorted by overly long text or
speci al characters.

10.6. Credential Type Extension and |ssuer Authorization

When processing credentials, it is inmportant to recognize that the
ability to extend or reference an existing credential type (e.g., a
wel | -known identifier such as urn:ec.eu.x.y.z) does not confer any
inplicit authorization to issue credentials of that type or its
extensions. In particular

* *]ssuer Authorization*: Verifiers and wallets MJST NOT assune that
any issuer who issues a credential extending a known type is
authorized to do so. The nere presence of an extension or
reference to a recogni zed type (e.g., a national type urn:de.bla
ext endi ng a European PID type) does not validate the issuer’s
aut hority.

* *Rogue |ssuers*: Attackers may issue credentials with types that
extend or mimc legitinate types (e.g., urn:attacker extending
urn:ec.eu.x.y.z). Such credentials MJST NOT be accepted solely
based on their type hierarchy or extension relationship.

*  *Processing Rul es*: Inplenmentations MIST verify the issuer’s
aut hori zation independently of the credential type or its
extensions. This typically involves checking the issuer’s
identity, trust status, and any rel evant accreditation or registry
bef ore accepting a credenti al

*Reconmmendation:* Verifiers and wallets SHOULD inpl ement explicit
checks for issuer authorization and SHOULD NOT rely on type extension
as a proxy for trust or legitimacy. Credential acceptance decisions
MUST be based on both the credential type and the verified authority
of the issuer.

11. Privacy Considerations
The Privacy Considerations in the SD-JW specification
[1-D.ietf-oauth-selective-disclosure-jw] apply to this

specification. Additionally, the follow ng privacy considerations
need to be taken into account when using SD-JW VCs.

Terbu, et al. Expires 19 March 2026 [ Page 36]



I nternet-Draft SD-JWr VC Sept enber 2025

11.1. Unlinkability

The Privacy Considerations in Section 10.1 of
[1-D.ietf-oauth-selective-disclosure-jw] apply especially to the cnf
claim

11.2. Verifiable Credential Type Identifier

I ssuers and Hol ders have to be aware that while this specification
supports sel ective disclosure of clains of a given SD-JW VC, the vct
claimis not selectively disclosable. In certain situations this
could | ead to unwant ed | eakage of additional context information.

In general, |Issuers are advised to choose vct values follow ng data
m nimzation principles. For exanple, government |ssuers issuing an
SD-JWI VC to their citizens to enable themto prove their age, m ght
consider using a vct value that does not allow third-parties to infer
addi tional personal information about the Holder, e.g., country of
residency or citizenship.

Addi tionally, Holders have to be informed that, besides the actua
requested clainms, the vct information is shared with the Verifier

11.3. |ssuer Phone- Hone

A malicious |Issuer can choose the Issuer identifier of the SD-JW VC
to enabl e tracking the usage behavior of the Holder if the Issuer
identifier is Holder-specific and if the resolution of the key
material to verify the Issuer-signed JW requires the Verifier to
phone home to the Issuer

For exanple, a malicious |Issuer could generate a unique value for the
I ssuer identifier per Holder, e.g., https://exanple.comissuer/

hol der - 1234 and host the JWI VC | ssuer Metadata. The Verifier would

create an HTTP GET request to the Hol der-specific well-known UR when
the SD-JWI VCis verified. This would allow the nmalicious |Issuer to

keep track where and how often the SD-JW VC was used.

Verifiers are advised to establish trust in an SD-JW VC by pinning
specific Issuer identifiers and shoul d nonitor suspicious behavior

such as frequent rotation of those identifiers. |f such behaviour is
detected, Verifiers are advised to reject SD-JW VCs issued by those
| ssuers.

Anot her rel ated concern arises fromthe use of confirmati on nethods
in the cnf claimthat involve retrieving key material froma renote
source, especially if that source is controlled by the issuer. This
includes, but is not linted to, the use of the x5u paraneter in JWKs
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([ RFC7517, section 4.6]), the jku paraneter ([RFC7800, section 3.5]),
and cases where a URL is used in the kid paraneter ([RFC7800, section
3.4]). Future confirmation nmethods may al so introduce renote
retrieval mechanisnms. |ssuers are advised not to issue SD-JW VCs
with such cnf methods, and Verifiers and Hol ders are advised not to
follow or resolve renote references for key material in the cnf
claim Only confirmation nethods that do not require renote
retrieval of key material SHOULD be support ed.

Hol ders are advised to reject SD-JWI VCs if they contain easily
correlatable information in the Issuer identifier.

Rel ati onships to O her Docunents

Thi s specification defines validation and processing rules for
verifiable credentials using JSON payl oads and secured by SD-JWr
[1-D.ietf-oauth-selective-disclosure-jw]. Cher specifications

exi st that define their own verifiable credential formats; for
exampl e, WBC Verifiable Credential Data Mdel (VCDM 2.0 [WBC. VCDM
defines a data nmodel for verifiable credentials encoded as JSON-LD,
and 1 SO | EC 18013-5: 2021 [1 SO 18013-5] defines a representation of
verifiable credentials in the nobile docunent (ndoc) format encoded
as CBOR and secured using COSE.

1. Privacy-Preserving Retrieval of Type Mt adata

In Section 6.3, various nmethods for distributing and retrieving Type
Met adata are described. For nmethods which rely on a network
connection to a URL (e.g., provided by an |ssuer), the |Issuer and
other third parties may be able to track the usage of a credential by
observing requests to the Type Metadata URL.

Consuners SHOULD prefer methods for retrieving Type Metadata that do
not |eak information about the usage of a credential to third
parties. The recomrendations in Section 10.4 apply.
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Appendi x A. | ANA Consi derations
A.1. JSON Wb Token d aims Registration

* C aimNane: "vct

* ClaimDescription: Verifiable credential type identifier
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A 2.

A 2. 1.

Change Controller: |ETF

Speci fication Docunment(s): [[ Section 3.2.2.1 of this
specification ]]

Claim Name: "vct#integrity"

ClaimDescription: SD-JW VC vct claim"integrity metadata" val ue
Change Controller: |ETF

Speci fication Docunment(s): [[ Section 7 of this specification ]]
Medi a Types Registry

application/dc+sd-jwt

The Internet nedia type for an SD-JW VC is application/dc+sd-jw.

* ok X X *

Ter bu,

Type name: application

Subt ype nane: dc+sd-jwt

Required paraneters: n/a

Optional paraneters: n/a

Encodi ng consi derations: 8-bit code points; SD-JW VC val ues are
encoded as a series of base64url-encoded val ues (sone of which may
be the enpty string) separated by period ('.’) and tilde (' ~")
characters.

Security considerations: See Security Considerations in

Section 10.

Interoperability considerations: n/a

Publ i shed specification: [[ this specification ]]

Applications that use this nedia type: Applications that issue,
present, and verify SD-JW-based verifiable credentials.

Addi tional information

- Magic nunber(s): n/a

- File extension(s): n/a

- Mcintosh file type code(s): n/a

Person & email address to contact for further information: Qiver
Terbu oliver.terbu@mttr.global (mailto:oliver.terbu@mttr. gl obal)
I nt ended usage: COVMON

Restrictions on usage: nhone

Author: Odiver Terbu oliver.terbu@mttr. gl oba
(rmailto:oliver.terbu@rattr. gl obal)

Change controller: |ETF
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A 3. Well-Known URI Registry

Thi s specification requests the well-known URI defined in Section 5
in the | ANA "Wl | -Known URIs" registry [IANA wel |l - known] established
by [ RFC5785] .

A.3.1. Registry Contents

URI suffix: jwt-vc-issuer

Change controller: |ETF

Speci fication docunment: [[ Section 5 of this specification ]]
Rel ated i nformation: (none)

Status: permanent

* Ok X F

Appendi x B. Exanpl es

I nportant: The followi ng exanples are not normative and provided for

illustrative purposes only. |In particular, neither the structure of
the clains nor the selection of selectively disclosable clains are
nor mat i ve.

Li ne breaks have been added for readability.

B.1. Exanple 1: Person ldentification Data (PID) Credential
Thi s exanpl e shows how the artifacts defined in this specification
could be used to represent the concept of a Person Identification
Data (PID) as defined in the "PID Rul ebook"” in [EUDIWARF]. This
exanpl e uses fictional data of a German citizen.

Key Binding is applied using the Holder’s public key passed in a cnf
claimin the SD JW.

The foll owi ng data about the citizen conprises the input JW d ains
Set used by the |ssuer:
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"iss": "https://pid-issuer.bund. de. exanpl e",
"vct": "urn:eudi:pid:de:1",
"given_nane": "Erika",
"fam |y _nane": "Misternann",
"birthdate": "1963-08-12",
"address": {
"street_address": "Heidestrax % 17",
"locality": "K7 #1ln",
"postal code": "51147",
"country": "DE"

}

"nationalities": [

" DE"

I,

"sex": 2,

"birth famly nane": "Gabler",

"place_of birth": {
"locality": "Berlin",
"country": "DE"

}

ge_equal _or_over": {

"12": true,

"14" . true,

"16": true,

"18": true,

"21": true,

"65": false

},

"age_in_years": 62,
"age_birth_year": 1963,

"i ssuance_date": "2020-03-11",
"expiry_date": "2030-03-12",
"issuing authority": "DE",
"issuing _country": "DE"

}
The following is the issued SD JW:

eyJhbGeci G Al RVMyNTYi LCAi dH wi j ogl mRj K3NKLW3dCJ9. eyJf c2Q G Bbl j Bl Wil
ulol Qej MzN2t TV2U3Qz MDbCOt ODhnek ppLWCSj JWel 91 SndBVGei LCAI MUNybj AzV21
VZVJXc DR6d1B2dk NLWBASWIFRC Clj ZFFWK2d1 ZGFHULdvdy| s1 Cl ycj AWOWR6dkh1vnd
Xcl JYVDVr Sk1t SGxRUNI bl dl MELMI p3OFBBVEI 41 i wgl j ZaTkl TRHNONj J5b\Wy TOF
r YWRGZEQLWVs VDVBM k5Sj c4U0x0TVOf T3M LCAi NzhqZzc3LUdZQmVYOE! RZnOFTFB
5TDBEW/Bk b\WZabz BKZ1ZpVj Bf bEt DTSI s| CI SMENUOEFhQ Bi bj VYOGESWR | c2p1MAK
WQnFoV3FaMBdx RDRgRi 1xREdr | i wgl kkwMGZj R W RFhDAWRWNXI 5MhVgcVBz cORWR2F
XTnl VbQA Cel 9hdOQwzZ2M LCAi S2pBWGIBQTI ONVdl RUROUKI oNHUL TWIX WiNXaXhoaFd
BaVgt QTRRaXdnQS! s| CJMYWk2SVU2ZDdHUWFNWFI 3QXZHVHI uWGd ThGQz ej hFSWAT ZnY
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zZk9aMvdnl i wgl kxI enphYl JxaVpPWHp FWAL WY4 Uk 1pOXhBa2Qz X00x TFo4VTdFNHM
zdTQ LCAI U R6MBFUbUZOSGIW3JyT0lalz xRj BNG GcVI2M3ZJUHF0aDZQWWsS TSI

s| CIXMIRYSGIVZnz6dVc0OSUZNanBTVA xbW/sV3hWW2YOTI 9vMrkka2t JcVWAI i wgl | d
Uc Ek3UMNNMRd4WhJ 1UnBYenvV6U2Jr Yk 9y OTNQVK Z2V3g4d29KMRox YOUi LCAI X290SI Z
JUUI Cc1U0dXBKTI MDX3c0S21 x TUuhx Sj BMOXFMR3NoV3E2SI hReyl sI CI5SNTBj emMWSVN
DaH f YnNi YTFK TVWOVdUFPUTVBTWLPU2ZHbOVI CDF2MUZVI | 0sl CJpc3M G Ai aHROcHM
6Ly 9naW aXNz dW/y Lm) 1bmQuZGUuZXhhbXBsZSI sl CIpYXQ G AxNj gz MDAWVDAWL CA
i ZXhwl j ogMIr'g4Mz AMVDAWMOWg | nZj dCl 61 CJ1cmi6ZXVkaTpwaWeZGU6MSI s| CIf c2R
f YWknl j ogl nNoYSOyNTYi LCAI Y25m j ogeyJqd2si O B71 nt 0eSl 61 CJFQyl sl CJj cnY
i O Al UCOYNTYi LCAI eCl 61 CJUQOFFU] ESWNZ1MD9I Rj RgNFcOdnZTVBl SVAXSUXpbER
sczd2@VHZWLj | i wgl nki O Al WhhgaVdXY!l pNuudl VI dLVI EOa&I TSW yc1ZnmdW/j QOU
2dDRgVDI GWhaUSJ9f X0. 5Dck3qcl ZnQroUs| QOqvP50y_0OY6! | j MIhTUEQUUCH- bd 2
S9kNb8X8nncyeVZcVKGEC5] vpwhVyxUz USX0pxg~W 1 yROXDNDIz S1IF2ZUNTR2Zy e U5 S
Tj 1 31'i wgl mdpdmVuX25hbWJi LCAI RXJpa2Ei XQ~WJI bHVWANUINM2dTTkI JOEVZbnNAQ
VIBI i wgl mzhbW seVOuYWLI | i wgl k11c3R cnilhbrmdi XQ~-WI 2SW3dEOt YTVpVI BHYm
9TNXRt dI ZBI i wgl mIpcnRoZGF0ZSI s| Cl xOTYzLTA4LTEyI | 0~WJIl SThaV205UW5L UH
BOUGVOZWBI ZGhRI i wgl nNOcmVI dFOhZCRy ZXNzI i wgl khl aWRl ¢ 3Ry YVx 1VDBk Zmg MT
ci XQ-WJIRZ19PN R6cUF4ZTQx MrEXNDhpcn®BI i wgl nkvY2FsaXR51 i wgl kt cdTAWZj Z
sbi Jd~WJBSngt MDk1VI BycFROT] RRTU9XxUk9BI i wgl nBvc3RhDbF9j b2Rl 11 wgl j UXMT
@I 1 0~WJIQYzMz SkOy TGNoY1Vf bEhnZ3Zf dWZRI i wgl m\vdWs0cnki LCAI REUI XQ~WJ
HVDJ QU3 J RZnp GAWFE3SVWBWOXNS YWHBI | wgl nFkZHI| ¢3M LCB71 1 9z2ZCl 61 Fsi QUxaRVJ
zU241V05pRVhkQt zVzhINXFRdzNf TnBBbl JxcFNBWKR1ZGd30C!I s| CIEX19XX3VZY3Z
Sej NOdI VuSUp2(QkRI aVR] NONf X3FI ZDB4Tkt 3SXNf dz!l r i wgl miVCc ENYVTFKNWRo SDJ
NNHA UVI Ovz VFe FVB QXhWmI s Wk b0xZb1Bobz Ai LCAI eE9QeTkt ZOpBTES2VWI XS0Z
MJj g1YO9CeVWEMFi TndGZzNIMLI nUUVF SSJdf VO~WJsa2x4Ri VqTVI sRIRQWE2TUS
JdkNBI i wgl nbhd@ vbnFsaXRpzZXM LCBbl kRFI | 1d~W JuUHW UWBr UkZx MDJJ ZUFt NO
FUVEZBI i wgl nNI eCl sl DJd~WI 1Yl BzMJ xdVpOYTBoa2FGenp6Vk531 i wgl mlpcnRoX
2ZhbW seVOuYWLI |i wgl kdhYnx! ci Jd~W I 1YTIXMF9COc mx FWhpncWLr XzdQc S131i wg
I mkvY2FsaXR51 i wgl kJI crxpbi Jd~WJ5MXKNWTV3ZGZKYWAWWZGA3UGATNLIRI i wgl mN
vdWs0cnki LCAI REUI XQ-WJI YI EOWDhzcl ZXMLFEeG5J SnRxeW9BI i wgl nBs YWNI X29m
X2JpcnRol i wgeyJf c2Q@ O Bbl kt Wi hYUxuWrvVqUO1MOTBHM | PTOXFTI Bi YI hmaFNg
ULlBNal phR2t 4QUUi LCAI W\ z VDBTNz ZW VhDVNnNK MApVU2x 3S1BEZ2 1 BTGVCMXVaY2x G
SFhLVWTUSJdf VO~WJIDOUdTb3Vgdm KecXVFZ1l nb2pDyYj FBI i wgl j Eyl i wgdHI1Z2V0~
WJreDVr R} E3Vi 14MEpt d1V4AOXZndnR3I i wgl j EOl i wgdHI1ZVO~WJI M28xdXN3UDc 2
MEZpMnl | RRWQOVRI i wgl j E21 i wgdHI1ZV0~W JPQkt sVFZsdkxnLUFkd3FZR2JQOFpB
l'i wglj E4l'i wgdHJ1ZVO~W JNVEpi NTAONDF1YnJr U3V5ckRUMBhBI i wgl j | x1 i wgdHJ1
Z\VO~WJEc210S05ncFYOZEFI cGoy Y2FvcOF3li wgl j Y1l i wgZnFsc2Vd~WJl Sz\VWNXB
I Zmd1c FBwbHRgMXFoQUp3I i wgl nFnZV9l cXVhbF9vcl 9vdmvyl i wgeyJf c2Q QG Bbl j F
ORW 5el BSWU9Lc2Y3U3NZRO1nUFpLcO9QUMMRW J4SFhBVHI 1X0J3a2si LCAI QLZLbmx
5NVASVHI KczNFd3R4AUW PdFV) enFYQLI OQTRIY3pSYWDock1EZyl s| CJhNDQX ZzJHcj h
f MOFt SncyWFo4aOkxeTBRel 96ZTI pT2NXM cz UkxWWMEdnNI i wgl nmdr dnkwRnV2QkJ2aj B
oczJaTnd4Y3FPbGY4bXUy LW DRTct Tl yUXh1Q Ui LCAIi aHIZNEhubUY1Yj VKAOM6ZVR
6 YUZDVWN SVFBYU kaHIxVWhRTKkNXYnZaSS| sI CI5NI NGcl ZGUnl xNTBJYI JKdm UMF
xal FXej BOTA 1Q1NzUBwWS3FhekdJ! | 19XQ~WJgNOFEZG wWVZi MEX p MGNp UGNQVIGY3
I'i wgl nFnZV9pbl 95ZWFycyl s| DYy XQ~W JXcHhKckZ1Wbh1U2ky c DRodDAS5anZ3l i wgl

nFnzZV9i aXJ0aF952ZWry | i wgMTk2MLO~W JhdFNt Rk FDWULi SI ZLRDA1bzNKZ3RRI i wgl

m zc3VhbmNl X2RhdGUI LCAI M Ay MCOWMYy OxVBJd~W 1 0S3l SMz Jv SVpOLXpr V3ZGc WV
TEt nl i wgl nv4cd yeVIKYXRI i wgl j | wivk At MDM MTT i XQ~-WJj aEJDc3l oeWjt Sj g2S
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S1hd1FEaUNRI i wgl m zc3Vpbmdf YXVOa@&@yaXR51 i wgl kRFI | 0~WJInbESQWABj TXo5T
CGet YzI xTU 6Xzl nl i wgl M zc3Vpbndf Y291bnRyeSI s| CJERSJd~

This is the payl oad of that SD JW:

{
" _sd":
"OHZmMSI Pz337kSWe7C34l - - 88gzJi - eBJ2Vz_HIWATg",
" 1Cr n0O3WrJe RWh4zwPvv CKXI 9Za@p- cdQV_gHdaGSWwow',
" 2r 009dzvHuVr W RXT5kJ MrHnqEHHNWeOMLVZWB PATB8" ,
"6ZNl SDst 62yl r OAkadj dD5Zul T5A299J78SLhM__Cs",
" 78] g77- GYBeX8| ¥ oELPyLODYPdnf Zo0JgVi VO_| KCM',
" 90CT8AaBPbn5X8nRXkesj uli 0BqhWjzZz3wgD4j F- gDGK" ,
"1 00f cFUoDXCucp5yy2uj qPssDVGaWNi Ul i Nz_awD0gc",
" Kj AXgAAINSWHEDE RI h4u5Mh1ZsW xhhWAI X- A4Q wgA",
"Lai 61 Usd7GQagXR7AvGTr nXgSl d3z8El g_f v3f Qz1Wgy",
"Lezj abRgi ZOXzEYnVzf 8RM 9xAkd3_MLLZ8U7E4s3u4",
"RTz3gTnFNHbpW r OMZS41F474kFgRv3vl Pgt h6PUNI M',
"WLAXHOUf f zuWAl FM pSTblmel WKUW 4N_o2l dkkl gqc8",
"WI'pl 7RcM3gxZr uRpXzez SbkbOr 93PVFvVW8woJ3j 1cE",
" _0ohJVI Q BsU4updNS4_w4Kb1MHgJOL9gLGshWj6IXB",
"y50czcOl SChy_bsbaldMoUuAOCBGAMYOSE GoEe81vi1FU'
1,
"iss": "https://pid-issuer.bund. de. exanpl e",
"iat": 1683000000,
"exp": 1883000000,
"vcet": "urn:eudi:pid:de:1",
" sd_al g": "sha-256",
"enf": |
"jwk":
"kty": "EC',
"crv': "P-256",
"x": "TCAER19Zvu3CHF4j 4WAvf SVoHI P11 Li | Dl s7vCeGent",
y" " Zx) i WD ZMQGHWKVQAhbBSI i r sVf uec CE6t 4] T9F2HZQ'

}
}
}

The digests in the SD-JW payl oad reference the follow ng
Di scl osures:

*Cl ai m gi ven_name*:

*  SHA- 256 Hash: OHZmnSI Pz337kSWe7C34l - - 88gzJi - eBJ2Vz_HIWATg

* Discl osure:
W1 yROXDNDIz S1F2ZUNmR2Zy e UsST]j | 31§ wgl ndpdnmVuX25hbWUi LCAI RXJp
a2Ei XQ

* Contents: ["2G.C42sKQueCf GFryNRNOw', "given_nane", "Erika"]
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*Caimfam | y_nane*:

*  SHA- 256 Hash: 100f cFUoDXCucp5yy2uj qPssDVGaWNi Ul i Nz_awD0gc
* Disclosure:
W Il bHWWRNUINM2ATTKI JOEVZbnNAQVIBI | wgl nizhbW seVOuYWLI 1§ wgl k11
c3Rl cmlhbn¥i XQ
*  Contents: ["eluV5033gSNI | 8EYnsxA A", "fami|ly_name", "Misternmann"]

*Cl ai m bi rt hdat e*:

*  SHA- 256 Hash: Lai 61 Usd7GQagXR7AvGTr nXgSl d3z8El g f v3f OZ1W

* Discl osure:
W1 2SWo3dEOt YTVpVI BHYmMDTNXRt dI ZBI i wgl mlpcnRoZGF0ZSI sI Cl xOTYz
LTAALTEYII O

* Contents: ["6lj7tMa5i VPGhoS5t mvVA", "birthdate", "1963-08-12"]

*Cl ai m street _address*:

SHA- 256 Hash: ALZERsSn5WNi EXdCksWBI 5qQn3_NpAnRqpSAZDudgws
Di scl osure:
WJl SThaV205UWsLUHBOUGVOZWS1 ZGhRI | wgl nNOcnvl dF9hZGRy ZXNz ! i wg
I khl aWRl c3Ry YVx1MDBKkZmJgMTci XQ
*  Contents: ["el 8ZWHOMKPpNPeNenHdhQ@', "street address",
"Hei destra\u00dfe 17"]

*Claimlocality*:

*  SHA-256 Hash: D_WuYcvRz3t vUnl JvBDH Tc7C__qgHJOXNKwW s_wok

* Disclosure:
WJIRZ19PN R6cUF4ZTQx MrEXMDhpen®BI i wgl nkvY2FsaXR51 i wgl kt cdTAw
Zj Zshi Jd

* Contents: ["(Qg_064zgAxe412al108iroA", "locality", "K\ u0O0f6ln"]

*Cl ai m postal _code*:

SHA- 256 Hash: xOPy9- gJALK6UbWKFLR85¢c OBy UD3AbNwWFg31 3Yf QE_I

* Disclosure:
WJBSngt MDk 1Vl BycFROTj RRTU9x UK9BI i wgl nBvc3RhbF9j b2RI I'i wgl j Ux
MIreaI | 0

*  Contents: ["AJx-095VPrpTt MdQVOgROA", "postal code", "51147"]

*Cl ai mcountry*:
*  SHA- 256 Hash: eBpCXU1J5dhH2g4t 8QYNWSEXS9AXUVbl UodoLYoPhoO
* Disclosure:

W JQYzMz SkOy TGNo Y1 VFf bEhnZ3Zf dWZRI i wgl m\vdWs0cnki LCAI REUI XQ
* Contents: ["Pc33JM2LchcU | Hggv_uf @', "country", "DE"]
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*Cl ai m addr ess*:

*  SHA-256 Hash: RTz3qTnFNHopW r OVZS41F474kFgRv3vI Pgt h6PUhI M

* Disclosure:
W J HVDJI QU3 J RZnp GWFE3 SWBWOXNS YWHBI | wgl nFkZHI1 ¢3M LCB71 | 922Cl 6
I Fsi QUxaRVJzU241V05pRVhk @t zVzhINXFRdzNf ThBBbl JxcFNBWR1ZGd3
OCl sl CJEX19XX3VZY3ZSej NOdI VuSUp2QkRI aVR] NONf X3FI ZDB4Tkt 3SXNf
dzl r I'i wgl mVCc ENYVTFKNWRo SDJ nNHQ4 UVI OVz VFe FVMB QXxhWml s VWO kb0x Z
b1BobzAi LCAI eE9QeTkt ZOpBTES2VW XS0ZMJj g1Y09CeVWEMIFi TndGZzNJ
MLl mUUVE SSJdf VO

* Contents: ["QO2NSrfj FXQr71 o09syaj A", "address", {" _sd":
[ " ALZERs Sn5VWNi EXdCksWBI 5qQa3_NpAnRqpSAZDudgws" ,
"D__WuYcvRz3t vunl JvBDH Tc7C__qHJOXNKwW s_wok",
" eBpCXULJ5dhH2g4t 8QYNWSEX S9AX UVbl UodoLYoPhoO",
" x OPy 9- gJALK6 UbVKFLR85¢c OBy UD3AbNwWFg3I1 3YF QE_| "]} ]

*Claimnationalities*:

SHA- 256 Hash: y50czcO0l SChy_bsbaldvbUuAOCBAMYOSF GoEe81v1FU
Di scl osure:
WJIsa2x4R) VgTVI sRIRQW®2TU5JdkNBI i wgl nbhdd vbnFsaXRpZXM LCBb
| kRFI'| 1d
*  Contents: ["IKkIxF5j MYl GTPUovMNI vCA", "nationalities", ["DE"]]

*Cl ai m sex*:

*  SHA- 256 Hash: 90CT8AaBPbn5X8nRXkesj uli 0BqhWjZ3wgD4j F- qDGk
* Discl osure:

W JuUHW UWBr UKk Zx MDJJ ZUFt NOFUMEZBI i wgl nNl eCl s DJd
*  Contents: ["nPuokRFq3BI eAni7AnNXFA", "sex", 2]

*Claimbirth_famly_name*:

*  SHA- 256 Hash: Kj AXgAAINSVHEDt RI h4u5Mh1ZsW xhhWAI X- A4Q wgA

* Disclosure:
W1 1Yl BzMJ xdVpOYTBoa2FGenp6Vk53I1 i wgl mipcnRoX2ZhbW seVOuYWLI
I'i wgl kdhYnx! ci Jd

* Contents: ["5bPsll quZNaOhkaFzzzzZNw', "birth_fam |y _name",
"CGabl er"]

*Claimlocality*:

SHA- 256 Hash: KUVi aaLnY5j SM_L90G2900LENPbbXf hSj SPM ZaGkxAE
Di scl osure:
W1 1YTIXMFOCc mxk FWhpntWLr XzdQc S131 i wgl nkvY2FsaXR51 i wgl kJl crmxp
bi Jd
* Contents: ["5a2W_Nrl EZzfqnk_7Pg-w', "locality", "Berlin"]
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*Clai mcountry*:

*  SHA- 256 Hash: YbsT0S76VgXCVsdlj USI wKPDgmALeBluZcl FHXf - USQ
* Disclosure:

W J5MXNW/TV3ZGZKYWAWZGD3UGATNLIRI i wgl m\vdWs0cnki LCAI REUI XQ
*  Contents: ["ylsVUbwdfJahVdgwPgS7RQ', "country", "DE"]

*Claimplace_of _birth*:

*  SHA-256 Hash: 1Cr n0O3WrlJeRWh4zwPvv CKXI 9Za@p- cdQV_gHdaGSWww

* Disclosure:
WJIl Yl EOWDhzcl ZXMLFEeG5J SnRxeW9BI i wgl nBs YWNI X29mX2JpcnRol i wy
eyJf c2@Q O Bbl kt Wil hYUxuWrvqUOLMOTBHM | PTOXFTI Bi YI hmaFNqU1BN
al phR2t 4QUUI LCAI WA z VDBTNz ZWe VhDVnNk MAh VU2 Xx 3S1BEZ2 1BTGVCMXVa
Y2x GSFhmLWTUSJdf VO

*  Contents: ["Ho4X8sr WBQDxnl JdgyQA", "place_of birth", {" _sd":
[ "KWVi aaLnY5] SM_.90&R900OLENPbbXf hSj SPM ZaGkxAE",
" YbsTOS76VgXCVsd1j US| wkPDgmALeBluZcl FHXf - USQ'] }]

*Claim12*:

* SHA- 256 Hash: gkvyOFuvBBvj Ohs2ZNwxcqd f 8mu2- kCE7- Nb2QxuBU
* Discl osure:

W JDOUdTh3Vqdm KeXVFZ1l mb2pDYj FBI i wgl j Eyl i wgdHI1ZV0
* Contents: ["C9GSoujvi JquEgYfoj Cb1A", "12", true]

*Cl aim 14*:

*  SHA-256 Hash: y6SFr VFRyg50! bRIvi TZqqj QA20t Li uCmveQOKgazQd
* Disclosure:

WJr eDVr Rj E3Vi 14MEpt d1VAOXZndnR31 i wgl j EOl i wgdHI1ZV0
* Contents: ["kx5kF17V-x0JmMUx9vgvtw', "14", true]

*Claim 16*:
SHA- 256 Hash: hr Y4HnnF5b5JwC9eTzaFCUcel QAal dhr qUXQNCVBT ZI
* Disclosure:
WJl M28xdXN3UDc2MVEZpMhil | RRRWQOVRI i wgl j E21'i wgdHI1ZV0
* Contents: ["H30luswP760Fi 2yeGdVCEQ', "16", true]
*Cl ai m 18*:
SHA- 256 Hash: CVKnl y5P90yJs3Ewm xQ O UczaXCYNA4I czRaohr MDg
Di scl osure:
WJIPQkt sVFZsdkxnLUFkd3FZR2JQOFpBI i wgl j E4l i wgdHI1Z2V0
* Contents: ["OBKI TVI vLg- AdwgYGhP8ZA", "18", true]

*Claim21*%:
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SHA- 256 Hash: 1t Ei yzPRYOKsf 7SsYGWPZKsOT1l QZRxHXAOr 5_Bwkk
Di scl osure:
W JINVEpi NTAONDF1YnJr U3V5ckRUVBhBI i wgl j | xI'i wgdHI1ZVO0

* Contents: ["MJb57t41lubrkSuyrDT3xA", "21", true]

*Cl ai m 65*:

*  SHA- 256 Hash: a44-g2G 8_3AmIw2XZ8kl 1y0Qz_ze9i CcVVBRLpXGg
* Discl osure:

WJIEC210S05ncFYOZEFI cGpyY2FvcOFR3li wgl j Y1l i wgZnfFsc2Vvd
* Contents: ["DsntKNgpVAdAHpjrcaosAw', "65", fal se]

*Cl ai m age_equal _or_over *:

*  SHA-256 Hash: 2r009dzvHuVr W RXT5kJMrHngqEHHNWeOMLVZW8PATBS

* Disclosure:
WJl SzVWNXBI Znd1c FBwbHRgMXFoQUp3I i wgl nFnZV9l ¢ XVhbF9vcl 9vdmvy
I'i wgeyJf c2@ QO Bbl j FORW 5el BSWJ9Lc2Y3U3NZRO1nUFpLcO9QUMMRW J4
SFhBWVHI 1X0J3a2si LCAI QLZLbmk5NVASVH KczNFd3R4AUW PdFVj enfFYQLI O
QTRIY3pSYWoock1Ezyl sI CJhNDQ ZzJHcj hf MOFt SncyWFo4a0OkxeTBRel 96
ZTI pT2NXM czUkxWWEdnI i wgl mdr dnkwRnV2(kJ2aj BoczJaTnd4Y3FPbGY4
bXUyLW DRTct Tl yUXh1d Ui LCAI aHJZNEhubUY1Yj VKdOM6ZVREYUZDVVWNI
SVFBYU kaHIXVWWhRTKNXYnzaSSI sl CI5NI NGel ZGUnl xNTBJ Yl JKdm UWhFx
al FXej BOTA 1QR1NZUSWS3FhekdJI | 19XQ

* Contents: ["eK505pHfgupPpltjlghAJw', "age_equal _or_over", {"_sd":
[ "1t BEi yzPRYCKsf 7Ss YGWOPZKsOT 1l QZRxHXAOr 5_Bwkk" ,
" CVKnl y5P90yJs3Ewm xQ O UczaXCYNA4| czRaohr MDg",
"ad44- g2G 8_3AmMIW2XZ8kl 1y0Qz_ze9i CcV@VBRLpX&g",
"gkvyOFuvBBvj O0hs2ZNwxcqd f 8nmu2- kCE7- No2QxuBU',
"hr YAHnnF5b5JwC9eTzaFCUcel QAal dhr gUXQNCWbT ZI
"y6SFr VFRyg50!1 bRIvi TZqqj QAz0t Li uCniveQ0Kgazd "] }]

*Cl ai m age_i n_year s*:

*  SHA- 256 Hash: WIpl 7RcMBgxZr uRpXzez SbkbOr 93PVFVWk8woJ 3] 1cE

* Disclosure:
W JIgNOFEZQ wWVZi MEXpMENp UGNQMGV3I i wgl nFnZV9pbl 95ZWFycyl sl DYy
XQ

* Contents: ["j7ADdbOUVLOLi Oci PcPOew', "age_in_years", 62]

*Clai mage_birth_year*:

SHA- 256 Hash: Lezj abRgi ZOXzEYnVZf 8RM 9xAkd3_MLLZ8U7E4s3u4
Di scl osure:
W JIXcHhKckZ1Wh1U2kycDRodDASanZ3l i wgl nFnZV9i aXxJ0aF95ZWryl i wg
MIk2MLO
*  Contents: ["WhxJr FuX8uSi 2p4ht 09j vw', "age_birth_year", 1963]
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*Cl ai missuance_dat e*:

*  SHA- 256 Hash: WLAXHbUf f zuwWil FM pSTbhlnel WKUW 4N_o2l dkkl qc8

* Disclosure:
W JIhdFNt RKFDWU1i S| ZLRDA1bz NKZ3RRI i wgl ml zc3VhbnNI X2RhdGUi LCAI
M Ay MCOWMy Ox MSJ d

* Contents: ["at STFACYMbJVKDO503Jgt Q', "issuance_date",
"2020-03-11"]

*Cl ai m expiry_date*:

* SHA- 256 Hash: 78j g77- GYBeX8| X oELPyLODYPdnf Zo0JgVi VO_| KCM

* Di scl osure:
W1 0S31 SMzJvSVpOLXpr V3ZGcW VTEL nl i wgl mvacd yeVIOKYXRI 1iwgljlw
Mz At MDM MT1 i XQ

2025

* Contents: ["4KyR320lZt-zkWFgbULKg", "expiry date", "2030-03-12"]

*Cl ai missuing_authority*:

*  SHA- 256 Hash: 6ZNl SDst 62yn r OAkadj dD5Zul T5A299J78SLhM__Cs
* Disclosure:
WJj aEJDc3l oeWjt Sj g2SS1hd1FEaUNRI i wgl ml zc3Vpbndf YXV0a&yaXR5
liwgl kRFI'1 O

* Contents: ["chBCsyhyh-J86l-awQDbi CQ', "issuing_authority", "DE"]

*Clai missuing_country*:

*  SHA- 256 Hash: _ohJVI Q BsUW4updNS4_w4Kb1MHgJOL9gLGshWj6JX(s

* Disclosure:
WInmbESQWBj TXo5TGet YzI xTU 6Xzl nl i wgl M zc3Vpbndf Y291bnRyeSl s
| CJERSJd

* Contents: ["flNPlncMz9Lg-c9gM z_9g", "issuing_country", "DE"]

This shows a presentation of the SD-JW with a Key Binding JW that

di scloses only nationality and the fact that the person is over
years ol d:

18
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eyJhbCGeci O Al RVMyNTYi LCAI dH w j ogl R} K3NkKLWH3dCJ9. eyJf c2Q O Bbl j Bl Wil
uU0l Qej MzN2t TV2U3QzMDbCOt CDhnekppLW/CSj JWel 91 SndBVCGei LCAI MUNybj AzV21
VZVJI Xc DR6d1B2dk NLWBWSWYFRCc Clj ZFFWK2dI ZGFHULdvdyl s| Cl ycj AwWOWR6dkh1VnJ
Xcl JYVDVr Sk1t SG5xRUNI bl dI MELMVI p3OFBBVEI 41 i wgl j ZaTkl TRHNONj J5bVWy TOF
r YWRQZEQLWIVsVDVBM k5Sj c4U0xoTVOf T3M LCAI NzhqZzc3LUdZOnVYCElI RZnBFTFB
5TDBEW/BkbWZabz BKZ1ZpVj Bf bEt DTSI sI CI 5SMENUCEFhQ Bi bj VYOGESWE | c2p1MAK
wnFoV3FaM3dxRDRgRi 1xREdr | i wgl kkwMGZj R W RFhDAWAWNXI 5vhVgcVBz cORNR2F
XTm Vbd Cel 9hdOQwZ2M LCAI S2pBWEIBQTI ONVdI RUROUKI o NHUL TWAXxWhNXaXhoaFd
BaVgt QTRRaXdn@sl s| CIMYWk 2 SVU2ZDd HUWFnWFI 3QXZHVHIUMWGATbGQzej hFSWf ZnY
zZk9aMvdnl i wgl kxI enphYl JxaVpPWHp FWALWVY4 Uk 1pOXhBa2Qz X00x TFo4VTdFNHM
zdTQ LCAI U R6MBFUbUZOSGIWV3JyT0lalz xR} @BNG GcVI2MBZIJUHFOaDZQWWsS TSI

s| CIXMIRYSGIVZnz6dVe0SUZNanBTVGAE xbW/sV3hW2Y0TI 9vMxka2t JcWwl i wgl | d
Uc Ek 3UMNNMRd4WhJ 1UnBYermvV6U2Jr Yk 9y OTNQVK Z2V3g4d29KMox YOUi LCAI X290SI Z
JUU Cc1U0dXBKTI MDX3c0S21 x TUhx Sj BMOXFMR3NoV3E2S| hReyl sI CISNTBj emMAWSVN
DaH f YnNi YTFkTWAVdUFPUTVBTWLPU2ZHbOVI ODF2MJZVI | O0sl CJpc3M G Al aHROcHM
6Ly 9waW aXNz dW/yLml 1bmQuZGUuZXhhbXBsZSI sl CIpYXQ O AxN gz MDAWMVDAW. CA
i ZXhwl j ogMTg4 Mz AMVDAWMOWg I nZj dCl 61 CJ1lcnmi6ZXVkaTpwaWeZGUEVSI sI CIf c2R
f YWknl j ogl nNoYSOyNTYi LCA Y25m j ogeyJqd2si G B71 nt OeSl 61 CJFQyl sl CJj cnY
i O Al UCOYNTYi LCAI eCl 61 CJUQFFUj ESWAZ1MD9I Rj RgNFcOdnZTVBl SVAXSUxpbER
sczd2@@VHZWj | i wgl nki O Al WhhgaVdXY!l pNuudl VI dLVI EOa&I TSW yc1ZmdW/j QOU
2dDRqVDI GwhaUSsJ9f X0. 5Dck3qcl ZnQroUs| QOqvP50y_0OY6I | j MIhTUEQUUCOH- bd 2
s9kNb8X8nncyeVZcVKkGGEC5j vpwhVyxUz U5 X0pxg~WJl Sz VW NXBI Znd1c FBwbHRgMXFo
QUp3li wgl nFnzZVal cXVhbF9vcl 9vdnmyl i wgeyJf c2Q O Bbl j FORW 5el BSW9Lc2Y3
U3SNZRO1nUFpLcO9UMARW J4SFhBIVHI 1X0J3a2si LCAI QLZLbmx5NVASVH KczNFd3R4
UW PdFVj enFYQLI OQTRIY3pSYWock1Ezyl sI CJhNDQ ZzJHcj hf MOFt SncyWFo4a0kx
eTBRel 96ZTI pT2NXM cz UkxWWEdnI i wgl mdr dnkwRnV2(kJ2aj BoczJaTnd4Y3FPbGY4
bXUyLW DRTct Tl yUXh1Q Ui LCAI aHJZNEhubUY1Y] VKdOMbZVR6 YUZDVWWN SVFBYU k
aHIXVWhRTKNXYnzZaSSI s| CI5N NGcl ZGUnl xNTBJYI JKdm UWhFxal FXej BOTA 1@R1N
ZUBWS3FhekdJl | 19XQ-WJPQkt sVFZsdkxnLUFkd3FZR2JQOFpBI i wgl j E4l i wgdHI1Z
VO~WJsa2x4R VqTVI sRIRQW2TU5JdkNBI i wgl nbhdd vbnFsaXRpZXM LCBbl kRF

| 1d~eyJhbGci G Al RVMyNTYi LCAI dH wi j ogl nti K2p3dCJ9. eyJub25j ZSI 61 Cl xM M
ONTY3ODkw i wgl nF1ZCl 61 CJodHRwczovL2VAYWLwWoGUUY29t L3ZI cml maWy i wgl mi

hdCl 61 DESNTc5NTQLOTMs| CJ1zZF90YXNol j ogl kpPYnmB85aWLLRzI | bVBpWFFgaj huV29
MUESWeFJI aFpQY1A2bnl RUShTAFUI f Q nV6vczLT7LVUawES50uGx30YFKKTOq3ghFMFF
| gHACHR3NnVzhc1kol1PzZJhbLY4x0Jl 9gDWO qGZk73b_t 7St Q

The following is the payl oad of a correspondi ng Key Binding JW:

{
"nonce": "1234567890",

"aud": "https://exanple.comverifier",

"iat": 1757954593,

"sd_hash": "JObo9i nK&@enPi XQg j 8nVWLPNVXRehZPcP6ny QSx St U
}

After validation, the Verifier will have the followi ng processed SD
JWI' payl oad avail able for further handling:
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{
"iss": "https://pid-issuer.bund. de. exanpl e",
"iat": 1683000000,
"exp": 1883000000,
"vet": "urn:eudi:pid:de:1",
"enf": {
"jwk":
"kty": "EC',
"crv': "P-256",
"x": "TCAERL19Zvu3CHF4j 4WAvf SVoHI P11 Li | Dl s7vCeGent",
"yt " ZX) i WD ZMQGGHVWKKVAhbSI i r sVf uec CE6t 4] TOF2HZQ'
}
},
"age_equal _or_over": {
"18": true
1
"nationalities": [
" DE"
]
}
B.2. Exanmple 2: Type Metadata
{
"vet": "https://betel geuse. exanpl e. com educati on_credential ",
"name": "Betel geuse Education Credential - Prelimnary Version",
"description": "This is our devel opnent version of the education credential. Don't p
anic.",
"extends": "https://gal axy. exanpl e. com gal acti c- educati on-credenti al -0. 9",
"extends#integrity": "sha256-il OUJsTul t OMfz7QUcFALaRa3BP/ j el X1ds04kB9yU=",
"display": [
"l ang": "en-US",
"nane": "Betel geuse Education Credential",
"description": "An education credential for all carbon-based |ife forns on Bete
geusi ans",
"rendering": {
"sinmple": {
"l ogo":
"uri": "https://betel geuse. exanpl e. com publ i c/ educati on-| ogo. png",
"uri#integrity": "sha256- LmXf h+9cLl INXN+TsM+PnKj Z5t OWRL5ca/ xGgX3c1U=",
"alt _text": "Betel geuse Mnistry of Education | ogo"
}

1ackground_co|or": "#12107c",
"text _color": "#FFFFFF"

}

,vg_tenplates": [

"uri": "https://betel geuse. exanpl e. com public/credenti al -english.svg",
"uri#integrity": "sha256-14JcBGO7Uf r kOBr sV7yt NJAf GUKLGh+e+Z31nt7i Ab4=",
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"properties": {

"orientation": "landscape",
"col or_schene": "light",
"contrast": "high"
}
}
]
}
b
{
"l ang": "de-DE",
"nanme": "Betel geuse-Bil dungsnachwei s",
"rendering": {
"sinmple": {
"l ogo":
"uri": "https://betel geuse. exanpl e. com publ i c/ educati on-1| ogo-de. png"”,
"uri#integrity": "sha256- LmXf h+9cLl INXN+TsM+PnKj Z5t OWRL5ca/ xGgX3c1U=",
"alt _text": "Logo des Betel geusi schen Bil dungsm ni steriuns"”
1
"background_col or": "#12107c",
"text_color": "#FFFFFF"
1
"svg_tenplates": |
"uri": "https://betel geuse. exanpl e. com public/credenti al - ger man. svg",
"uri#integrity": "sha256-14JcBGO7Uf r kOBr sV7yt NJAf GUKLGh+e+Z31nt7i Ab4=",
"properties": {
"orientation": "landscape",
"col or _schene": "light",
"contrast": "high"
}
}
]
}
}
1,
"claims": [

"path": ["name"],

“display": [
{
"l ang": "de-DE",
"l abel ": "Vor- und Nachnane",
"description": "Der Nane des Studenten"
} ]
{

"l ang": "en-US",
"l abel ": " Name",
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"description": "The nane of the student"”
}
I,
"sd": "all oned"
H
{
"path": ["address"],
"display": [
{
"l ang": "de-DE",
"l abel ": "Adresse",
"description": "Adresse zum Zeitpunkt des Abschl usses”
b
{
"lang": "en-US",
"l abel ": "Address",
"description": "Address at the tinme of graduation"
}
1,
"sd": "al ways"
b
{
"path": ["address", "street_address"],
"display": [
{
"l ang": "de-DE",
"l abel": "Stras %"
H
{
"lang": "en-Us",
"l abel": "Street Address"
}
I,
"sd": "al ways",
"svg_id": "address_street_address"
H
{
"path": ["degrees", null],
"display": [
{
"l ang": "de-DE",
"l abel ": "Abschl uss",
"description": "Der Abschluss des Studenten"
b
{
"l ang": "en-Us",
"l abel ": "Degree",
"description": "Degree earned by the student"
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}
] i)
"sd": "all owed"
| }
" chema_uri": "https://exanpl euniversity.conil public/credential-schenma-0.9",

"schema_uri #integrity": "sha256- He4f NeAdxvj Lbh/ e+r d9HwW3] 60054t El i HE7 NDYXRWA="
}
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Appendi x D. Document Hi story
-11

Clarify extend support for clai mnetadata

* Add privacy concerns regarding the use of x5u paraneter in JWKs
and simlar renote retrieval nechanisns

* Added a section on Credential Type Extension and |ssuer
Aut hori zati on.

* Fixed an inconsistency to the description of display attribute of
cl ai m net adat a.

* add vct#integrity to the list of clains that cannot be selectively
di scl osed

* Drop explicit treatment of the glue type netadata docunment concept

* Editorial updates and fixes.

* State that when the status claimis present and using the
status_|ist nmechanism the associated Status List Token has to be
a JW.

* vyct datatype is now just a string

-10

Terbu, et al. Expires 19 March 2026 [ Page 55]



I nternet-Draft SD-JWr VC Sept enber 2025

-09

-08

*

-07

*

-06

-05

*

*

Ter bu,

Renane ’|ssuer-signed JW Verification Key Validation” to ’'Issuer
Si gnat ure Mechani snms’ and rework some text accordingly. Provide a
web- based netadata resol uti on mechani smand an inline x509
mechanism A DI D-based nmechanismis not explicitly provided
herein but still possible via profile/extension. Be explicit that
the enpl oyed | ssuer Signature Mechanismhas to be one that is
permitted for the Issuer according to policy. Be nore clear that
one permtted |ssuer Signature Mechanismis sufficient.

Fix [...]#integrity claimvalues in exanpl es (Subresource
Integrity uses regul ar base64 encodi ng and some were wong | ength)

Use SD-JWI KB in place of SD-JW with Key Bi nding JWI

Editori al changes

Docunent reasons for not using JSON Pointer or JSON Path (Issue
#267)

Clarify that private clai mnanmes MAY be used

Update PI D Exanpl e

Fi x section nunmbering in a few SD-JW references

Fix formatting issue introduced by the reintroduction of the DID
par agraph in -07

Revert change from previous rel ease that renoved explicit nention
of DIDs in the |ssuer-signed JW Verification Key Validation
section

Renove the requirenent to insert a .well-known part for vct URLS
fix section nunbering in SD-JW references to align with the

| atest -14 version

Update the anticipated nedia type registration request from
application/vc+sd-jw to application/dc+sd-jw

Ti ght ened the exposition of the |Issuer-signed JW Verification Key
Val i dation section

Add the ZE#tatusZifield for the well-known URI registration per

| ANA early review

I ncl ude display and clai mtype netadata
Added exanpl e for type netadata
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* (Carify, add context, or otherw se inproved the exanples
-04

update reference to | ETF Status List

I ncl ude Type Met adata

I ncl ude schema Type Metadata

Editorial changes

Updated term nology to clarify digital signatures are one way to
secure VCs and presentations

* Rework key resolution/validation for x5c

* X X X X

-03
* Include disclosure of age_equal _or_over/18 in the PID exanple
-02

* Made specific rules for public verification key validation
condi tiona

* Finetuned rules for obtaining public verification key

* Editorial changes

* added Brian Canpbel |l as co-author

* Renamed JWI | ssuer Metadata to JWI VC | ssuer Metadata

* ’jat’ is now optional and allowed to be selectively disclosable

* Fix inconstancy in the .well-known path construction

* Added registration request to I ANA for the well-known URI

* Fix sone formatting and text in the nedia type and JW claim
regi stration requests

* Carify the optionality of the cnf claim

* Added rel ationships to other docunents
Added PI D exanpl e

-01

* Introduce rules for type identifiers (Collision-Resistant Nane)

* Renane type to vct

* Rempoved duplicated and inconsistent requirements on KB-JW

* Editorial changes

* Added issuer public verification key discovery section

-00

Upl oad as draft-ietf-oauth-sd-jwt-vc-00
* Aligned term nol ogy and descriptions with |atest version of SDJW

[[ pre Wirking G oup Adoption: ]]
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-00

Initial Version

Renoved WBC VCDM transformation al gorithm
Various editorial changes based on feedback
Adj ust ed term nol ogy based on feedback
Added non-sel ectively disclosable JW VC
Added a note that this is not WBC VCDM

E O

Aut hors’ Addr esses

diver Terbu
MATTR
Email: oliver.terbu@mttr. gl obal

Dani el Fett
Aut hl ete | nc.
Email: nmil @anielfett. de

Bri an Canpbel |
Ping Identity
Emai | : bcanpbel | @i ngi dentity.com

Terbu, et al. Expires 19 March 2026 [ Page 58]



