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Abstract
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t okens whose audience is an QAuth 2.0 authorization server to address
a security vulnerability identified in the previous requirenents for
those audi ence values in multiple QAuth 2.0 specifications.
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1. Introduction

Multiple QAuth 2.0 specifications use tokens (al so known as
"assertions") that are sent to authorization servers. These tokens
contain an audience value or values intended to identify the
recipients that the token is intended for. Wen the token is a JSON
Web Token (JWI) [JW], the audience value(s) are contained in the aud
(audi ence) claim

When perfornmng a security analysis of a pre-final version of the
Qpenl D Federation specification [Openl D. Federation], University of
Stuttgart security researchers Pedram Hosseyni, Dr. Ralf Kiisters, and
TimWiirtel e discovered a vulnerability affecting multiple OpenlD and
QAut h specifications caused by anbiguities in the audi ence val ues of
tokens sent to authorization servers. The vulnerability was

di sclosed to the QAuth working group in an interimneeting in January
2025 called for that purpose, including providing a description of

the vulnerability [private _key jwt.Disclosure]. A paper they
publ i shed describing the attack is [Audience.lnjection].
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Thi s specification updates the affected QAuth specifications to
address the security vulnerability identified. Specifically, it
elimnates forner anbiguities in the audi ence val ues of tokens sent
to QAuth 2.0 authorization servers.

A general description of the update nmade to each specification is for
it torequire that the issuer identifier URL of the authorization
server, as defined in [ RFC8414], be used as the sole value of the

t oken audi ence. Furthernore, the authorization server MJST reject
any such token that does not contain its own issuer identifier as the
sol e audi ence value. An explicit type for each affected kind of
token, as defined in [RFC8725], is also defined to facilitate

di stingui shing between tokens produced in accordance wth

speci fications published prior to these updates and those
incorporating them Specific updates nade to each affected
specification fol |l ow.

1.1. Notational Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Term nol ogy
Al terns are as defined in the followi ng specifications: "The QAuth
2.0 Authorization Framework" [RFC6749], "Assertion Franework for
QAuth 2.0 Cdient Authentication and Authorization Gants" [RFC7521],
and "JSON Wb Token (JWN)" [JW].

2. Updates to RFC 7521
Thi s section updates "Assertion Franework for QAuth 2.0 Cient
Aut hentication and Authorization Grants" [RFC7521] to tighten its
audi ence requirenents.

The description of the Audi ence parameter in Section 5.1 of [RFC7521]
(Assertion Metanopdel) is replaced by:
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3.

Audi ence
A value that identifies the party intended to process the
assertion. The audi ence value MJST identify the authorization
server as the intended audience. It is the responsibility of the
client to use only audience values that are specific to the
aut hori zati on server being used. This MAY be the issuer
identifier of the authorization server. The authorization server
MJST reject any assertion that does not contain its own identity
as the intended audi ence.

The description of the Audience paranmeter in Section 5.2 of [RFC7521]
(Ceneral Assertion Format and Processing Rules) is replaced by:

The assertion MJST contain an audi ence value that identifies the
aut hori zation server as the intended audience. It is the
responsibility of the client to use only audience values that are
specific to the authorization server being used. The

aut hori zati on server MJST reject any assertion that does not
contain its own identity as the intended audi ence.

Updates to RFC 7522

This section updates "Security Assertion Markup Language (SAM.) 2.0
Profile for QAuth 2.0 dient Authentication and Authorization Gants"
[ RFC7522]. It tightens its audience requirenents for SAM

aut horization grants and it deprecates the use of SAM. assertions for
client authentication

The text and exanple in Section 2.2 of [RFCr522] (Using SAM
Assertions for Client Authentication) is replaced by:

It is RECOMMENDED t hat SAM. Bearer Assertions not be used for for
client authentication

The description of the Audience elenent in Item2 of Section 3 of
[ RFC7522] (Assertion Format and Processing Requirenents) is replaced
by:

The Assertion MJST contain a <Conditions> elenent with an

<Audi enceRestriction> elenent with an <Audi ence> el enent that
identifies the authorization server as the intended audi ence. It
is the responsibility of the client to use only audi ence val ues
that are specific to the authorization server being used. This
MAY be the issuer identifier of the authorization server, the
token endpoint URL of the authorization server, or a SAML Entity
ID. Section 2.5.1.4 of "Assertions and Protocols for the OASI S
Security Assertion Markup Language (SAM.) V2.0"

[ QASI S. saml - core-2.0-0s] defines the <Audi enceRestriction> and
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I'n

<Audi ence> el ements. The authorization server MJST reject any
assertion that does not contain its own identity as the intended
audi ence.

Section 4 of [RFC7522] (Authorization G ant Exanple), the

sent ence:

In

Jones,

The intended audi ence of the Assertion is https://sam -

sp. exanpl e.net, which is an identifier for a SAML Service Provider
with which the authorization server identifies itself.

repl aced by:

The intended audi ence of the Assertion is
https://authz. exanpl e.net, which is the authorization server’s

i ssuer identifier.

the same section, the SAML 2.0 Assertion exanple is replaced by:
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<Assertion |ssuel nstant="2025-07-17T00: 53: 34. 6192"

| D="ef 1xsbZxPV2o0qj d7HTLRLI Bl Bb7"
Ver si on="2. 0"
xm ns="urn: oasi s: names: tc: SAM.: 2. 0: assertion">

<l ssuer>https://sam -i dp. exanpl e. conx/ | ssuer >

<ds: Signature xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
[...omitted for brevity...]

</ ds: Si gnat ur e>

<Subj ect >
<Nanel D

For mat =" ur n: oasi s: nanmes: tc: SAML: 1. 1: nanei d-f or nat : enai | Addr ess" >

bri an@xanpl e. com
</ Nanel D>
<Subj ect Confi rmati on
Met hod="ur n: oasi s: nanes: tc: SAM.: 2. 0: cm bearer" >
<Subj ect Confi rmati onDat a
Not OnOr Af t er =" 2025-07-17T00: 58: 34. 619Z7"
Reci pi ent ="htt ps://aut hz. exanpl e. net/t oken. oaut h2"/ >
</ Subj ect Conf i rmati on>
</ Subj ect >
<Condi ti ons>
<Audi enceRestricti on>
<Audi ence>ht t ps://aut hz. exanpl e. net </ Audi ence>
</ Audi enceRestriction>
</ Condi ti ons>
<Aut hnSt at emrent Aut hnl nst ant =" 2025-07-17T00: 53: 34. 371Z7" >
<Aut hnCont ext >
<Aut hnCont ext Cl assRef >
urn: oasi s: names: tc: SAML: 2. 0: ac: cl asses: X509
</ Aut hnCont ext Cl assRef >
</ Aut hnCont ext >
</ Aut hnSt at enent >
</ Assertion>

Figure 1. Exanple SAML 2.0 Assertion
4. Updates to RFC 7523

Thi s section updates "JSON Wb Token (JWI) Profile for QAuth 2.0

Client Authentication and Authorization Grants" [RFC7523] to tighten

its audi ence requirenents.

In Section 2.2 of [RFC7523] (Using JWs for Cient Authentication),

the exanple is replaced by:
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POST /token.oauth2 HTTP/ 1.1

Host :

as. exanpl e. com

Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=aut hori zati on_code&

code=n0esc3NRze7LTCu7i YzS6a5acc3f 0ogp4&
client_assertion_type=urn%3Ai et f “8Apar ans¥3Aoaut h%3A
client-assertion-type%3A wt-beareré&

client_assertion=eyJ0eXAi O Jj bA | bnQ YXV0aGvudG j YXRpb24r andOl i wi YW
nlj oi RVMYNTYi LCIraWwg O | xNi J9.
e2F1ZDpodHRwezovL2F1dGheLnvVAYWLWo GUUbMVOLA[ . . . omitted...].

cC4hi UPo[...omitted for brevity...]

In Section 3 of [RFC7523] (JW Format and Processing Requirenents),
Item 3, which describes the audience value, is replaced by:

Jones,

The JWI MUST contain an aud (audi ence) claimcontaining a val ue

t hat

identifies the authorization server as the intended audi ence.

Two cases are differenti ated:

a.

For the authorization grant, it is the responsibility of the
client to use only audience values that are specific to the
aut hori zati on server being used. This MAY be either the

i ssuer identifier of the authorization server or the token
endpoint URL of the authorization server. The authorization
server MJST reject any JW that does not contain its own
identity as the intended audience, and if the value of aud is
an array, all array values MJUST identify the authorization
server as the intended audience.

For client authentication, the aud (audi ence) claimvalue MJST
use the issuer identifier [RFC8414] of the authorization
server as its sole value. The authorization server MJST have
an issuer identifier to be used with this specification.

Unli ke the aud value specified in [ RFC7523], there MJST be no
val ue other than the issuer identifier of the intended

aut hori zati on server used as the audience of the JWI;, this

i ncludes that the token endpoint URL of the authorization
server MJST NOT be used as an audience value. To sinmplify

i mpl ementations, the aud claimvalue MJST be a JSON string,
and not a single-valued JSON array. The authorization server
MUST reject any JW that does not contain its issuer
identifier as its sol e audi ence val ue.

In the absence of an application profile specifying otherw se,
appl i cations MJST conpare the audi ence val ues using the Sinple
String Conparison nmethod defined in Section 6.2.1 of RFC 3986
[ RFC3986] .
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In Section 3.2 of [RFC7523] (dient Authentication Processing), the
foll owi ng requirement i s added

Client authentication JW's MJST be explicitly typed by using the
typ header paraneter val ue client-authentication+jw another nore
specific explicit type value defined by a specification profiling
this specification. dient authentication JWs not using the

explicit type value MJST be rejected by the authorization server.

In Section 4 of [RFC7523] (Authorization G ant Exanple), the
sent ence:

The intended audi ence of the JW is https://jwt-rp.exanple. net,
which is an identifier with which the authorization server
identifies itself.

is replaced by:

The intended audi ence of the JWI is https://authz. exanpl e. net,
which is the authorization server’s issuer identifier.

In the sane section, the JWI Clainms Set exanple is replaced by:

{"aud":"https://authz. exanpl e. net",
"iss":"https://jw-idp. exanple.cont,
"sub":"mailto: mke@xanpl e. cont',
"iat":1731721541,

"exp": 1731725141,
"http://clains. exanpl e. conl nenber": true

Figure 2: Exanple JW d ai ns Set
In the list of agreenents required by participants in Section 5 of
[ RFC7523] (Interoperability Considerations), an agreenent on
"audi ence identifiers" is no longer needed for client authentication

JW's.

The additional exanple in the foll owi ng subsection is added after
Section 4 of [RFC7523]

4.1. dient Authentication JW Exanple

The followi ng exanple illustrates what a client authentication JW
and token request using it would | ook Iike.
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The exanpl e shows a JWI issued and signed by the systementity
identified as https://jwt-idp. exanple.com The subject of the JW is
identified by emai|l address as m ke@xanmple.com The intended

audi ence of the JWI is https://authz. exanple.net, which is the

aut hori zation server’s issuer identifier. The JW is sent as part of
a token request to the authorization server’s token endpoint at
https://aut hz. exanpl e. net/t oken. oaut h2

Bel ow i s an exanpl e JSON obj ect that could be encoded to produce the
JWI Claims Set for a client authentication JW:

{"aud":"https://authz. exanpl e. net",
"iss":"https://jw-idp. exanple.cont,
"sub":"mailto: mke@xanpl e. cont',

"iat": 1752702206,
"exp": 1752705806,
"http://clai ns. exanpl e. coni nenber": true

}

The foll owi ng exanpl e JSON obj ect, used as the header paraneters of a
JWI, declares that the JW is a client authentication JW, is signed
with the Elliptic Curve Digital Signature Al gorithm (ECDSA) P-256

wi th SHA-256, and was signed with a key identified by the kid val ue
16.

{"typ":"client-authentication+tw","alg":"ES256", "kid":"16"}

To present the JWI with the clains and header paraneters shown above
as part of an access token request, for exanple, the client night
make the followi ng HTTPS request (with extra line breaks for display
pur poses only):

POST /token. oauth2 HTTP/ 1.1
Host: aut hz. exanpl e. net
Cont ent - Type: application/ x-ww-form url encoded

grant _type=aut hori zati on_code&

code=n0esc3NRze7LTCu7i YzS6a5acc3f 0ogp4&

client_assertion_type=urn%3Ai et f “8Apar ans¥3Aoaut h%3A
client-assertion-type%3A wt -bearer&

client_assertion=eyJOeXA G Jj bd | bnQ YXV0aGvudd j YXRpb24r andOl i wi YW
nljoi RVMYNTYi LCIraWg O | xNi J9.

e2F1ZDpodHRwczovL2F1dGh6LmVAYWL WO GUUbMVOLA] . . .omi tted. . .].

JOl -ZhwP[ .. .omitted for brevity...]
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5

7

7

Updates to RFC 9126

This section updates "QAuth 2.0 Pushed Authorizati on Requests”
[ RFC9126] to tighten its audi ence requirenents.

The paragraph describing the audience value in Section 2 of [RFC9126]
(Pushed Aut horization Request Endpoint) is replaced by:

Thi s update resol ves the potential ambiguity regarding the
appropri ate audi ence value to use when enpl oying JW client
assertion-based authentication (as defined in Section 2.2 of

[ RFC7523] and as updated by Section 4 with the private key jwt or
client_secret_jw authentication nmethod names per Section 9 of

[ Openl D. Core]) that was described in [RFC9126]. To address that
anbiguity, the issuer identifier URL of the authorization server
according to [ RFC8414] MJST be used as the sole value of the

audi ence. The authorization server MJST reject any such JW that
does not contain its own issuer identifier as the sole audience
val ue.

Security Considerations

The security considerations described within the foll ow ng
specifications are all applicable to this docunent: "Assertion
Framework for QAuth 2.0 Client Authentication and Authorization
Grants" [RFC7521], "Security Assertion Markup Language (SAM) 2.0
Profile for QAuth 2.0 Cient Authentication and Authorization G ants"
[ RFC7522], "JSON Wb Token (JWI) Profile for QAuth 2.0 dient

Aut hentication and Authorization Gants" [RFC7523], "QAuth 2.0 Pushed
Aut hori zation Requests" [RFC9126], "The QAuth 2.0 Authorization
Framewor k" [ RFC6749], and "JSON Wb Token (JWN)" [JWI].

This specification tightens token audi ence requirenments to prevent
attacks that could result from exploiting audi ence anbiguities
previously all owed by [ RFC7521], [RFC7522], [RFC7523], and [ RFC9126].
These attacks are described in [private key jwt.Di sclosure] and

[ Audi ence. | nj ection].

I ANA Consi derati ons
1. Media Type Registration
This section registers the followi ng nedia type [ RFC2046] in the

"Media Types" registry [I ANA. Medi aTypes] in the manner described in
[ RFC6838] .
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7.1.1.

* Ok X X

* 0 X X

* %

* X X X X

Regi stry Contents

Type name: application
Subt ype nanme: client-authentication+jw
Required paraneters: n/a
Optional paraneters: n/a
Encodi ng consi derations: binary; A client authentication JW is a
JWI; JWI val ues are encoded as a series of base64url -encoded
val ues (sonme of which may be the enpty string) separated by period
(’.") characters
Security considerations: See Section 6 of this specification
Interoperability considerations: n/a
Publ i shed specification: Section 4 of this specification
Applications that use this nedia type: Applications that use this
speci fication
Fragnment identifier considerations: n/a
Addi tional information:
Magi ¢ nunber(s): n/a
File extension(s): n/a
Maci ntosh file type code(s): n/a
Person & email address to contact for further information:
M chael B. Jones, nichael b _jones@otmail.com
I nt ended usage: COVMON
Restrictions on usage: none
Aut hor: M chael B. Jones, nichael _b_jones@otmil.com
Change controller: |ETF
Provi sional registration? No
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Appendi x A, Docunent Hi story
[[ to be removed by the RFC Editor before publication as an RFC ]]
-02

* Added Filip Skokan as an aut hor.
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* Applied Brian Canpbell’s suggestions nmade at | ETF 122.
Speci fically:
-  Focused RFC 7523 updates on JW client authentication case.
- Described client responsibilities for the audi ence val ue of
aut horization grants. No |onger nandate that the audi ence for
aut hori zation grants be the issuer identifier, so as to nake a

m ni mum of breaki ng changes.

- Deprecated the use of SAM. assertions for client
aut henti cati on.

-01
* Reworked to make updates to RFC 7523, rather than replacing it.
* Renoved updates to RFC 9101.

* Added reference to the University of Stuttgart paper
[ Audi ence. I nj ecti on].

-00

* |nitial working group draft, replacing draft-jones-oauth-
rfc7523bi s- 00.
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