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Abst ract

Thi s specification defines a mechanismto preserve identity and
aut hori zation information across trust domains that use the QAuth 2.0
Fr amewor k.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Goup mailing list (oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com oaut h- wg/ oaut h-i dentity-chai ni ng.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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I nt roducti on

Applications often require access to resources that are distributed
across multiple trust domai ns where each trust domain has its own
QAuth 2.0 authorization server. A request may transverse nultiple
resource servers in nultiple trust donmai ns before conmpleting. Al
protected resources involved in such a request need to know on whose
behal f the request was originally initiated (i.e. the user), what

aut hori zati on was granted and optionally which other resource servers
were called prior to making an authorization decision. This

i nformati on needs to be preserved, even when a request crosses one or
nmore trust dommins. This docunent refers to this as "chaining" and
defines a comon pattern for conbining QAuth 2.0 Token Exchange

[ RFC8693] and the JSON Wb Token (JWI) Profile for QAuth 2.0 Cdient
Aut henti cati on and Authorization Grants [ RFC7523] to access resources
across multiple trust domains while preserving identity and

aut hori zation information.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here
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I dentity and Authorization Chaining Across Domai ns

Thi s specification describes a combination of QAuth 2.0 Token
Exchange [ RFC8693] and JWI Profile for QAuth 2.0 dient

Aut hentication and Authorization Grants [ RFC7523] to achieve identity
and aut hori zation chai ni ng across domai ns.

Aclient in trust domain A that needs to access a resource server in
trust domain B requests a JWI authorization grant fromthe

aut hori zation server for trust domain A using a profile of QAuth 2.0
Token Exchange [RFC8693]. The client in trust domain A then presents
the received grant as an assertion to the authorization server in
trust domain B, using the JW authorization grant feature of

[ RFC7523], to obtain an access token for the protected resource in
trust domain B.

In sone depl oynents, the client in trust domain A may obtain a JWI
aut horization grant using a proprietary APl or interface other than
the QAuth 2.0 Token Exchange protocol [RFC8693]. The details of such
an interface are out of scope for this docunent but an alternative
means of acquiring the JW authorization grant is not precluded by
this docunment. A JWI authorization grant, regardl ess of how it was
obt ai ned, MJST be used to request an access token fromthe

aut hori zation server in trust domain B as described in Section 2.4 of
thi s docunent.

1. Overview

The identity and authorization chaining flow outlined bel ow descri bes
how a conbi nati on of QAuth 2.0 Token Exchange [ RFC8693] and JWI
Profile for QAuth 2.0 dient Authentication and Authorization Gants
[ RFC7523] are used to address the use cases identified.

Conceptual ly, this is an exchange within the first domain that
produces a JW authorization grant intended for use in acquiring an
access token fromthe second domain.
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R + R + R S I +
| Aut hori zati on| | dient | | Aut hori zati on| | Protected|
| Server | | Trust | | Server | | Resource
| Trust | | Domai n A | Trust | | Trust
| Domai n A | | | | Domai n B | | Domain B
S + T + S S R +

I I I I
I |----+ I I
| (1) discover | | |
| Aut hori zation | <---+ | |
| Server | | |
| Trust Domain B | |
I I I I
| (2) exchange token | | |
| [ RFC 8693] | | |
| <o | | |
I I I I
| (3) <authorization | | |
| grant JWIr> | | |
| - - - | |
| | | |
| | (4) present | |
| | authorization grant | |
| | [RFC 7523] | |
| | e > |
I I I I
| | (5) <access token> | |
| | < -] |
I I I I
| | (6) access |
| | o >
I I I I
Figure 1: Identity and Authorization Chaining Flow
The flowillustrated in Figure 1 shows the steps the client in trust

domain A needs to performto access a protected resource in trust

domai n B.
an aut hori zat

as defined in Token Exchange (Section 2.3).
this token is out of scope of this specification

In this flow,

the client

ion server will accept

is in possession of a token that
as part of a token exchange fl ow
How t he client obtained
The client has a

way to discover the authorization server in domain B and a trust

rel ati onshi p exists between domain A and domain B. It

fol | owi ng:

1. The client

Di scovery (Section 2.2).

Schwenkschust er,

et al.

Expi res 12 Novenber 2026

i ncludes the

in trust domain A discovers the |ocation of the
aut hori zati on server of trust donmin B.

See Aut horization Server
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2. The client in trust domain A exchanges a token it has inits
possession with the authorization server in trust domain A for a
JWI aut horization grant that can be used at the authorization
server in trust domain B. See Token Exchange (Section 2.3)

3. The authorization server of trust domain A processes the request
and returns a JWI aut horization grant that the client can use
with the authorization server of trust domain B. This requires a
trust rel ationship between the authorization servers in trust
domain A and trust domain B. Such a trust relationship typically
mani f ests as the exchange of key naterial, whereby the
aut hori zation server in domain B trusts the public key(s) of
domain A, which are used to verify JW authorization grants
signed with the correspondi ng private key(s).

4. The client in trust domain A presents the authorization grant to
the aut horization server of trust domain B. See Access Token
Request (Section 2.4.1).

5. Authorization server of trust domain B validates the JWI
aut hori zation grant and returns an access token. Validating the
JWI aut horization grant requires trusting the public key(s) of
domain A and its authority to issue authorization grants. This
m ght take the formof configuration and policy in domain B that
associ ates a set of public keys with domain A. O might rely on
the keys published at domain A's jwks_uri as listed inits
Aut hori zation Server Metadata [ RFC8414].

6. The client in trust domain A uses the access token received from
the authorization server in trust donain B to access the
protected resource in trust domain B.

2.2. Authorization Server Discovery

Thi s specification does not define authorization server discovery. A
client may use the authorization_servers property as defined in OQAuth
2.0 Protected Resource Metadata [ RFC9728], nmintain a static mapping
or use other nmeans to identify the authorization server.

2.3. Token Exchange

The client in trust domain A performnms token exchange as defined in

[ RFC8693] with the authorization server in trust domain Ain order to
obtain a JW authorization grant that can be used with the

aut hori zation server of trust domain B as specified in Section 1.3 of
[ RFC6749] .
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3.

3.

1. Token Exchange Request

The paraneters described in Section 2.1 of [RFC8693] apply here with
the following restrictions:

scope
Addi tional scopes to indicate scopes included in the returned JW
aut horization grant, if required. See Cains transcription
(Section 2.5).

resource
URI of authorization server for trust donmmin B.

audi ence
Vel | known/l ogi cal nane of authorization server for trust domain
B

One of resource or audience is REQU RED to indicate the intended
aut hori zation server in trust domain B.

2. Processing rules

* |f the request itself is not valid or if the given resource or
audi ence are unknown, or are unacceptabl e based on policy, the
aut hori zation server in trust domain A MJST deny the request as
defined in Section 2.2.2 of [RFC8693].

*  The authorization server in trust domain A can add, renove or
change clains. See Clains transcription (Section 2.5).

2.3.3. Token Exchange Response

Al of Section 2.2 of [RFC8693] applies. In addition, the follow ng
applies to inplenentations that conformto this specification.

* The "aud" claimin the returned JW authorization grant MJST
identify the requested authorization server in trust domain B.
This corresponds with RFC 7523 Section 3, Point 3
(https://datatracker.ietf.org/doc/htm /rfc7523#section-3) and is
there to reduce msuse and to prevent clients from anobng other
things, presenting access tokens as an authorization grant to an
aut hori zation server in trust domain B.

* The "aud" claimincluded in the returned JWI authorization grant
can identify multiple authorization servers, provided that trust
rel ati onships exist with them However, it is RECOMMENDED t hat
the "aud" claimis restricted to a single authorization server in
trust domain B to prevent an authorization server from presenting

Schwenkschuster, et al. Expires 12 Novenber 2026 [ Page 7]



Internet-Draft QAuth ldentity and Authorization Chainin May 2026

the client’s authorization grant to an authorization server in a
different trust domain. For exanple, this will prevent the

aut hori zation server in trust domain B from presenting the
authorization grant it received fromthe client in trust domain A
to the authorization server for trust donain C

2.3.4. Exanple

The exanpl e bel ow shows the nmessage i nvoked by the client in trust

domain A to performtoken exchange with the authorization server in
trust domain A (https://as.a.exanple/auth) to receive a JW

aut hori zation grant for the authorization server in trust donmain B
(https://as.b. exanpl e/ aut h).

POST /auth/token HTTP/ 1.1
Host: as. a.exanpl e
Cont ent - Type: application/ x-wwform url encoded

grant _type=ur n¥BAi et f ¥8Apar ans¥B8Aoaut h¥BAgr ant -t ype¥3At oken- exchange
& esour ce=htt ps¥8AWRFY2Fas. b. exanpl e%2Faut h
&subj ect _t oken=ey. .
&subj ect _token_type=
ur n9BAI et f ¥BApar ans%3Aoaut h%BAt oken-t ype%BAaccess_t oken

Figure 2: Token exchange request

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_token":"eyJhbCci G JI Uzl INi | sl nR5cCl 61 kpXVCJ9. eyJpc3M G Jo

dHRwczovL2FzLmEub3JnL2F1dCGgi LCII eHAI G E20TUy ODQAOTI s| ml hdCl 6MTY5N
TI 4Nz Y5M wi c3Vi | j oi anmBobl 9kb2VAYS5venti LCIhdWQ O JodHRwezovL2FzLm
I ub3JnL2F1dGgi f Q 304Pv9e6PnzcQPzz14z- k2ZyZvDt PSW RKYPScwdHM " |
"token_type":"N_A",
"issued_token_type":"urn:ietf:parans: oaut h: t oken-type:jw",
"expires_in":60

Fi gure 3: Token exchange response
2.4. JWI Authorization Gant
The client in trust domain A uses the JW authorization grant
obtained fromthe authorization server in trust domain A as an

assertion to request an access token fromthe authorization server in
trust domain B, as described in [ RFC7523].
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2.4.1. Access Token Request

The JWI aut horization grant is used to request an access token as
defined in Section 2.1 of [RFC7523]. The follow ng required
paraneters are described additionally here:

grant _type
As defined in Section 2.1 of [RFC7523] the val ue
urn:ietf:paramnms: oauth: grant-type:jw-bearer indicates the request
is a JW bearer assertion authorization grant.

assertion
The JWI aut horization grant returned by the authorization server
for domain A (see Token Exchange (Section 2.3) response).

The client in trust donmain A can indicate the protected resource it
is trying to access through the scope paraneter or the resource
parameter defined in [ RFC8707].

2.4.2. Processing rules

The aut horization server in trust domain B MJUST validate the JWI
aut hori zation grant as specified in Sections 3 and 3.1 of [RFC7523].
The foll owi ng processing rules al so apply:

* The "aud" claimMJST identify the authorization server in trust
domain B as a valid intended audi ence of the assertion using
either the token endpoint as described Section 3 of [RFC7523] or
the issuer identifier as defined in Section 2 of [RFC8414].

* The authorization server in trust domain B MJST deny the request
if it is not able to identify the subject.

* Due to policy the request MAY be denied (for instance if a trust
relationship with trust domain A is not established).

Section 3.1 of [RFC7523] describes the error response used in request
deni al cases.

2.4.3. Access Token Response
When the authorization grant has been validated, the authorization

server in trust domain B responds with an access token as descri bed
in Section 5.1 of [RFC6749].

Schwenkschuster, et al. Expires 12 Novenber 2026 [ Page 9]



Internet-Draft QAuth ldentity and Authorization Chainin May 2026

2.4.4. Exanple

The exampl es bel ow show how the client in trust domain A presents an
aut horization grant to the authorization server in trust domain B
(https://as.b.exanpl e/auth) to receive an access token for a
protected resource in trust domain B.

POST /auth/token HTTP/ 1.1
Host: as. b.exampl e
Cont ent - Type: application/ x-ww-form url encoded

grant _type=ur n%BAi et f ¥%8Apar ans¥B8Aoaut h%8Agr ant -t ype¥38Aj wt - bear er
&assertion=ey. .

Figure 4: Assertion request

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_token":"eyJhbCGci G JI Uzl INi | sI nR5cCl 61 kpXVCJ9. eyJpc3M G Jo

dHRwczovL2FzLm ub3JnL2F1dGgi LCII eHAI G E20TUy ODQWOTI sl m hdCl 6MTY5N
TI 4Nz Y5M wi c3Vi | j oi anmBobi 5kb2UuUMTI z1 i wi YXVKI j oi aHROCHVBLY9i LBy Zy
9hc ki f Q CIBuUv6sr 6Snj 9i n5T8f 7g1luB61Q 8bt Ji ROl Xv50eJg”,
"token_type":"Bearer",

"expires_in":60

Figure 5: Assertion response
2.5. dains transcription

Clains transcription is notivated by the need to propagate user and
client identifiers, authorization context, and other relevant
informati on across trust boundaries. This enables the various
entities involved to determ ne on whose behalf the request is being
made, what authorization has been granted, and, potentially, which
ot her resource servers were previously invol ved.

Aut hori zation servers may transcribe clainms when either producing JW
aut horization grants in the token exchange flow or access tokens in
the assertion flow Transcription of clainms nmay be required for the
foll owi ng reasons:

* *Transcribing the subject identifier*: The subject identifier can

differ between the parties involved. For exanple, a user is
identified in trust domain A as "johndoe@. exanpl e" but in trust
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domain B they are identified as "doe.john@. exanpl e". The mappi ng
fromone identifier to the other can either happen in the token
exchange step and the updated identifier is reflected in the
returned JWI aut horization grant or in the assertion step where
the updated identifier would be reflected in the access token. To
support this, both authorization servers can add, change or renpve
claims as descri bed above.

* *Data M nimzation*: Authorization servers can renove or hide
certain clains due to privacy requirenments or reduced trust
towards the targeting trust domain. One exanple is a financial
institution that integrates with a third-party paynent gateway
Domain A (the financial institution) includes detailed clains such
as "account type: premunt and "transaction limt: $10,000" in the
JWI aut horization grant. However, domain B (the paynment gateway)
only needs clains like "transaction limt" for its access contro
policies. Domain A transcribes the clains to exclude unnecessary
i nformation, ensuring that domain B receives only the clains
relevant to its operations.

* *Controlling scope*: Cients can use the scope parameter to
control transcribed clains (e.g. downscoping). Authorization
Servers SHOULD verify that the requested scopes are not higher
privileged than the scopes of the presented subject token. For
exanpl e, a cloud-based devel opnent platformthat all ows devel opers
to access APlIs across multiple trust domains where a devel oper in
domai n A requests access to an APl in domain B but only needs
limted perm ssions, such as "read-only" access. The
aut hori zation server in domain A transcribes the claims into the
JWI aut horization grant to reflect the downscoped perni ssions,
removing higher-privileged clains like "wite" or "adnmin." This
ensures that the access token issued by domain B aligns with the
devel oper’s intended scope of access.

* *]ncluding JW authorization grant clainms*: The authorization
server in trust domain B which is perforning the assertion flow
can |l everage clains fromthe JW authorization grant presented by
the client in trust domain A and include themin the returned
access token.

The representation of transcribed clains and their format is not
defined in this specification

When transcribing clainms, it’s inportant that both the place where

the clains are given and where they are interpreted agree on the
semantics and that the access controls are consistent.
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3.

4.

4.

4.

4.

Aut hori zati on Server Metadata

The foll owi ng authorization server netadata paraneter is defined by
this specification and is registered in the "OAuth Authorization
Server Metadata" registry established in "QAuth 2.0 Authorization
Server Metadata" [RFC8414].

i dentity_chaini ng_requested_token_types_supported
OPTI ONAL. JSON array containing a list of Token Types that can be
requested as a requested _token_type in the Token Exchange request
when performng Identity and Authorization Chai ning Across
Domains. In situations where it mght be an information
di scl osure concern, authorization servers MAY choose not to
adverti se sone supported requested token types even when this
paraneter is used, and | ack of a value does not necessarily nean
that the token type i s unsupported.

I ANA Consi derations
1. CQAuth Authorization Server Metadata Registry
Thi s specification requests registration of the followi ng paraneter
in the "QAuth Authorization Server Metadata" registry established in
[ RFC8414] .
1.1. Registry Contents
* NMetadata Nane: identity_ chai ning_requested_token types supported
* Metadata Description: JSON array containing a |list of Token Type
Identifiers supported as a requested_token_type in an Identity and
Aut hori zati on Chai ni ng Token Exchange ([ RFC3693]) request.
* Change Controller: |ETF

* Specification Docunent(s): Section 3 of [[this docunent]]

The paraneter indicates the supported token types that can be
requested in an [ RFC8693] Token Exchange.

2. Media Types

Thi s specification does not define any new nedia types.

Profiles or depl oynent-specific inplementations can adopt explicit
typing as defined in JSON Wb Token Best Current Practices [RFC8725]

and define a new nedia type [ RFC2046] in the "Media Types" registry
[ 1 ANA. nedi a-types] in the manner described in [ RFC6838].
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5. Security Considerations
5.1. dient Authentication

Aut hori zation Servers should follow Section 2.5 of the Best Current
Practice for QAuth 2.0 Security [RFC9700] for client authentication

5.2. Sender Constraining Tokens

Aut hori zation Servers should follow the Best Current Practice for
QAuth 2.0 Security [RFC9700] for sender constraining tokens,

acknow edgi ng, however, that bearer tokens renmin the predom nantly
depl oyed access token type.

5.3. Authorized use of Subject Token

The aut horization server in trust domain A can performclient

aut hentication and verify that the client in trust domain Ais
authorized to present the token used as a subject_token in the token
exchange fl ow before issuing an authorization grant. By doing so, it
mnimzes the risk of an attacker making a lateral nove by using a
stol en token fromtrust domain A to obtain an authorization grant
with which to authenticate to an authorization server in trust domain
B and request an access token for a resource server in trust donmain
B. Such authorization policy nmight not be present in all

depl oynents, and is of reduced utility for public clients, but it is
a recomrended security measure for deployments that can support it.

5.4. Refresh Tokens

The aut horization server in trust domain B SHOULD NOT issue refresh
tokens to the client in trust domain A within the scope of this
specification. Wen the access token has expired, clients can re-
submit the original JWI Authorization Gant (if not expired and reuse
is allowed) to obtain a new Access Token. |If the JW Authorization
G ant is unusable, the client can request a new grant fromthe

aut hori zation server in trust domain A before presenting it to the
aut hori zation server in trust domain B. The issuance of Refresh
Tokens by the authorization server in trust domain B introduces a
redundant credential requiring additional security neasures, and
creating unnecessary security risks. 1t also allows the client to
obtain access tokens within trust domain B, even if the initial
session in trust domain A has finished (e.g. the user has | ogged out
or access has been revoked). This is consistent with Section 4.1 of
[ RFC7521] which di scourages but does not prohibit the issuance of
refresh tokens in the context of assertion grants.
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The advice of this section is only applicable to refresh token

i ssuance across domains in the context of an assertion grant. It
does not relate to the issuance of refresh tokens by the

aut hori zation server in trust domain Ato the client in trust domain
A

5.5. Replay of Authorization G ant

The authorization grant obtained fromthe Token Exchange process is a

bearer token. |If an attacker obtains an authorization grant issued
toaclient in trust domain A it could replay it to an authorization
server in trust domain B to obtain an access token. Inplenentations

must evaluate this risk and depl oy appropriate mitigations based on
their threat nodel and depl oynent environment. Mtigations include,
but are not limted to:

* |ssuing short-lived authorization grants to mninize the w ndow of
exposure.

* Limting authorization grants to a single use to prevent repeated
repl ay.

* Requiring client authentication to ensure the client presenting
the grant is known to the authorization server in trust donain B.

Aut hori zation servers in trust donmain B can enforce these
mtigations.

I mpl enentati ons and profiles of this specification MAY define
additional mtigations tailored to specific use cases and operationa
cont exts.

6. Privacy Considerations

In addition to the privacy considerations outlined in [ RFC8693] and
[ RFC7523], additional privacy considerations apply to this
speci fication.

Thi s specification enables the exchange of tokens and cl ai ns between
di sparate trust domamins. |f excessive or unnecessary user data is
included in these tokens, it nmay |ead to unintended privacy
consequences. As noted in [RFC38693] and [ RFC7523], depl oynents
shoul d deterni ne the mni rum anount of information necessary to
compl ete the exchange and ensure that only that information is
included in the token
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7.

7.

I nconsi stent user privacy practices can result from varying
interpretations and inplenentations of the protocol across

aut hori zation servers in different trust domains. This inconsistency
can lead to a | ack of transparency and user control over what data is
shared and with whom To mitigate this, trust relationships between
domai ns nmust be carefully established and nai ntained with user
privacy in mnd. This includes verifying that privacy policies are
al i gned across trust dommins and clearly define how user data is
col l ected, used, and protected.
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Use cases

Thi s appendi x outlines sone use cases where the identity and

aut hori zati on chai ning described in this docunment can be applied.

The use cases described are not exhaustive, but are representative of
the type of use cases enabled by this specification. Qher use cases
may al so be supported by this specification.
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A 1. Preserve User Context across Multi-cloud, Miulti-Hybrid
envi ronment s

A user attenpts to access a service that is inplenmented as a nunber
of on-prem se and cl oud-based workl oads. Both the on-prem se and

cl oud- based services are segnmented by nmultiple trust boundaries that
span one or nore on-prem se or cloud service environments. Each
wor kl oad can apply an authorization policy that takes the context of
the original user, as well as intermediary services into account,
irrespective of where the workl oads are running and even when a
wor kl oad in one trust donmmin calls another service in another trust
domai n.

A.2. Continuous Integration Accessing External Resources

A continuous integration systemneeds to access external resources,
for exanple to upload an artifact or to run tests. These resources
are protected by different authorization servers. The identity
informati on of the build, for exanple netadata such as conmit hashes
or repository, should be preserved and carried across the domain
boundary. This not just prevents mmintaining credentials it also
all ows fine-grained access control at the resource.

A. 3. APl Security Use Case

A home devi ces company provides a "Canera API" to enable access to
hone caneras. Partner conpanies use this Canera APl to integrate the
canera feeds into their security dashboards. Using QAuth between the
partner and the Camera APlI, a partner can request the feed froma
hone canera to be displayed in their dashboard. The user has an
account with the camera provider. The user nmay be logged in to view
the partner provided dashboard, or they may authorize energency
access to the camera. The hone devices conpany nust be able to

i ndependently verify that the request originated and was authorized
by a user who is authorized to view the feed of the requested hone
caner a.

A 4. Extend Single Sign-On to APl Access

A user that authenticated to an enterprise ldentity Provider (I1dP)
does not have to sign in to multiple SaaS applications if the SaaS
applications are configured to trust the enterprise IdP. It is
possible to extend this SSO relationship to APl access by all ow ng
the Client to contact the enterprise |IdP and exchange the identity
assertion (I D Token or SAM. Token) that it previously received from
the enterprise IdP for an authorization grant. The authorization
grant can be used to obtain an access token fromthe SaaS
application’s authorization server, provided that a trust
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rel ati onshi p has been established between the enterprise |dP which

i ssues the authorization grant and the SaaS authorization server. As
a result SaaS servers that trust the enterprise IdP do not require
the user to conplete an interactive del egated QAuth 2.0 flow to
obtain an access token to access the SaaS provider’s APIs.

A.5. Cross-domain APl authorization

An email client can be used with arbitrary email servers, w thout
requiring pre-established rel ationships between each email client and
each email server. An email client obtains an identity assertion (ID
Token or SAML token) froman IdP. Wen the email client needs access
to a separate API, such as a third-party cal endaring application, the
emai |l client exchanges the identity assertion for an authorization
grant and uses this authorization grant to obtain an access token for
the third-party calendaring application fromthe authorization server
trusted by the third-party cal endaring application. |If the

aut hori zation server trusts the issuer of the authorization grant,
the email client obtains an access token w thout any additional user

i nteraction.

Appendi x B. Exanpl es

Thi s appendi x contains two exanpl es, denonstrating how this
specification may be used in different environnents with specific
requirenents. The first exanple shows the resource server acting as
the client and the second exanpl e shows the authorization server
acting as the client.

B.1. Resource server acting as client

As part of conpleting a request, a resource server in trust domain A
may need to access a resource server in trust domain B. This
requires the resource server in trust domain A to obtain an Access
Token from an authorization server in trust domain B, which it may
then present to the resource server in trust domain B. A resource
server in trust domain A may use the flows described in this
specification by assuming the role of a client when attenpting to
access the resource server in trust domain B. Resource servers may
act as clients if the following is true

* The resource server has the ability to determine the authorization
server of the protected resource outside trust domain A

* The authorization server in trust domain B is reachable by the

resource server in trust domain A and is able to performthe
appropriate client authentication (if required).
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The flow woul d | ook |ike this:

S + T + S + Femmm oo +
| Aut hori zati on| | Resour ce Server| | Aut hori zation| | Protected,|
| Server | | Trust Dormain A | | Server | | Resource

| Trust | | (acting as | | Trust | | Trust

| Domai n A | | a client) | | Domai n B | | Domain B |
o m e e e oo - + o m e e e oo - + o m e e e oo - G s +

|
| (1) request protected resource
I

| |
I I
| nmet adat a |
| | o >
| | <]
I I I I
| (2) exchange token | | |
| [ RFC 8693] | | |
| <o | | |
I I I I
| (3) <authorization | | |
| gr ant > | | |
|- | |
I I I I
| | (4) present | |
| | authorization | |
| | grant [RFC 7523] | |
| |- > |
| | | |
| | (5) <access token> | |
| <= - - -] |
I I I I
| | (6) access |
| | o >
| |

Figure 6: Resource server acting as client
The flow contains the follow ng steps:

The resource server of trust domain A needs to access protected
resource in trust donmain B. It requires an access token to do so.
In order to obtain the required access token, the resource server in
trust domain Awll act as a client.

1. The resource server (acting as a client) in trust domain A
requests protected resource netadata fromthe resource server in
trust domain B as described in [RFC9728]. It uses the resource
netadata to di scover information about the authorization server
for trust domain B. This step MAY be skipped if discovery is not
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B. 2.

needed and ot her neans of discovery MAY be used. The protected
resource in trust domain B returns its metadata along with the
aut hori zation server information in trust domain A

Once the resource server (acting as a client) in trust domain A
identified the authorization server for trust domain B, it
requests a JW authorization grant for the authorization server
in trust domain B fromthe authorization server in trust domain A
(its own authorization server). This happens via the token
exchange protocol (See Token Exchange (Section 2.3)).

If successful, the authorization server in trust domain A returns
a JW authorization grant to the resource server (acting as
client) in trust domain A

The resource server (acting as client) in trust domain A presents
the JWI authorization grant to the authorization server in trust
domai n B.

The aut hori zation server in trust domain B uses clains fromthe
JWI aut horization grant to identify the user and establish

addi tional authorization context. |If access is granted, the
aut hori zation server in trust donain B returns an access token.

The resource server (acting as a client) in trust domain A uses
the access token to access the protected resource in trust domain
B

Aut hori zation server acting as client

Aut hori zation servers may act as clients too. This can be necessary
because of follow ng reasons:

*

Clients in trust domain A may not have know edge of authorization
servers in trust domain B.

Clients in trust domain A may not have network access to other
aut hori zation servers in trust domain B.

Strict access control on resources in trust domain B is required.
This access control is enforced by authorization servers in trust
domai n B.

Aut hori zation servers in trust domain B require client
aut henti cation, but are unable to manage clients outside of trust
domai n B.
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Under these conditions, an authorization server in trust donmain A may
obtain an access token froman authorization server in trust domain B
on-behal f-of any client in trust domain A. This enables clients in
trust domain A to access a protected resource server in trust domain
B. Resource servers in trust domain A nmay act as a client to the

aut hori zation server in trust domain A in order to obtain an access
token to access a protected resource in trust domain B in order to
compl ete a request.

The authorization server in trust domain A nay use the flows
described in this specification by acting first as a client to itself
to obtain an assertion grant and then act as a client to the

aut hori zation server in trust domain B to request an access token for
a protected resource in trust domain B. The fl ow when authorization
servers act as a client on-behalf of another client inits own trust
domain i s shown bel ow.
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Figure 7: Authorization server acting as client
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|
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|
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5) <access token>

The flow contains the follow ng steps:

1. The client

donmai n A.

profil e of Token Exchange [ RFC8693] nay be used.
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in trust domain A requests a token for the protected
resource in trust domain B fromthe authorization server in trust
Thi s specification does not define this step. A
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2. The authorization server for trust domain A determ nes the
aut hori zation server for trust domain B. This could have been
passed by the client, is statically maintained or dynam cally
resol ved.

3. Once the authorization server in trust domain B is deternined,
the aut hori zation server in domain A generates a JWI
aut hori zation grant suitable for presentations to the
aut hori zation server in trust domain B.

4. The authorization server in trust domain A acts as a client and
presents the JWI authorization grant to the authorization server
for trust domain B. This presentation happens between the
aut hori zation servers. The authorization server in trust donain
A may be required to performclient authentication while doing
so. This reflects the Access Token Request (Section 2.4.1) in
this specification.

5. The authorization server of trust domain B returns an access
token for the protected resource in trust domain B to the
aut hori zation server (acting as a client) in trust domain A

6. The authorization server of trust domain A returns the access
token to the client in trust domain A

7. The client in trust domain A uses the received access token to
access the protected resource in trust domain B.

B. 3. Delegated Key Binding

In some environments, there is a need to bind the access token issued
by the authorization server in trust domain B to a private key held
by the client in trust domain A, This is so that the resource server
in trust domain B can verify the proof of possession of the private
key of the client in trust domain A when the client in trust domain A
presents the token to the resource server in trust domain B. Any
application in trust domain A nay act as a client, including
applications that are resource servers in trust domain A and need to
access resource servers in trust domain B in order to conplete a
request.

In the case where the resource server in trust domain Ais acting as
the client, the access token nay be constrained using existing
techni ques as described in Security Considerations (See Sender
Constraini ng Tokens (Section 5.2)).
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The case where the authorization server in trust domain Ais acting
as a client is nmore conplicated since the authorization server in
trust domain A (acting as client) does not have access to the key
material of the client on whose behalf the access token is being
request ed.

However, the trust relationship between the authorization server in
trust domain A and the authorization server in trust donain B can be
| everaged to sender constrain the access token issued by the

aut hori zation server in trust domain B. This can be achi eved as
foll ows.

* The authorization server in trust domain A verifies proof of
possession of the key presented by the client.

* The authorization server in trust donmain A then conveys the key of
the client in trust domain Ain the token request sent to the
aut hori zation server in trust domain B. This can, for exanple, be
acconpl i shed by including a "requested_cnf" claimthat contains
the "cnf" claimof the client in trust domain A, in the assertion
aut hori zation grant sent to the authorization server in trust
domai n B.

* The authorization server in trust donmain B then includes a "cnf"
claimthat matches the value of the "requested_cnf" claimincluded
in the authorization grant in the returned access token

* The client in trust domain A that presents the access token nust
use the key matching the "cnf" claimto generate a DPoP proof or
set up a MILS session when presenting the access token to a
resource server in trust domain B.
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Appendi x D. Docunent Hi story

[[ To be renmoved fromthe final specification ]]

-12

* GENART review comments addressed

-11
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* ARTART revi ew coments addressed
-10

*  NMove Aaron Parecki fromcontributors to authors in acknow edgenent
of significant contributions

-09
* AD coments (hopefully) addressed
-08

* Change sone references frominformative to normative and renove
the unused QAuth 2.1 one

- 07

* Add a (hopefully hel pful) sentence to the end of the first
par agr aph of the Overview

* Reword bullet (C of the Overview (because you cannot use public
keys to sign)

* Explicitly reference RFC8693 Section 2.2.2 for token exchange
error

* Try and better explain that the access token request content is
nmore desricption of Sec 2.1 RFC7523 and del ete the enpty scope
par aret er

* Explicitly reference RFC7523 Section 3.1 for authorization grant
error

* Renpve a seem ngly nonsensical sentence about preventing injection
of invalid clains

* Try and explain why ASs m ght not want to advertise sone supported
requested token types

* Endeavor to qualify the SHOULDs on client auth and sender
constrai ned tokens

* Qualify the only SHOULD NOT on RTs from assertion grants being
inline with historical decisions in RFC7521

* Quality the Authorized use of Subject Token security
recomrendations a bit
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*

-06

Change Intended Status to Standards Track from I nformati ona

Use | ANA nedi a-types so the tooling can find the nedia types
registry without an explicit target

Mention that the RFC8693 token exchange is not strictly necessary,
if trust domain A's platform provides other means to obtain a JWI
aut hori zati on grant

Better describe the trust relationship necessary (donmain B has to
trusts domain A to issue JW authz grants and trust its signing
key(s)) and nention that AS Metadata’'s jwks_uri can be used to
obtain the verification keys for trust domain A

add a note about agreeing on semantics etc. when transcri bing
cl ai ns

Editorial fixes

Editorial pass on Appendi x for consistency
Clarified introduction

Added security considerations for unconstrained authorization
grants.

Updat ed sone contributors’ affiliation and contact information
Added examples in clainms transcription text

Sinplify some text in the JWI Authorization Gant section

Fi x some tool chain conplaints and other nitpicks

Added sone Privacy Considerations

Move M. Parecki from acknow edgenents to contributors in
acknow edgement of his contributions

Added Aut horization Server Metadata registry to publish supported
Token Exchange requested token types

-04
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* (Carified diagrans and description of authorization server acting
as a client.
* Renove references to sd-jw.
* Added text to recommend use of explicit typing.
* Added security consideration on preventing |ateral noves.

* Editorial updates to be consistent about the trust domain for a
client, authorization server or resource server

* Added sender constraining of tokens to security considerations
-03

* Editorial updates

-02

* renove recomendation to not use RFC8693' s requested_token_type

* Corrected discrepancy between al phabetic nunbering of the di agram
and text in the resource acting as client exanple

-01

* limt the authorization grant format to RFC7523 JWI
* mnor exanple fixes

* editorial fixes

* added Aaron Parecki to acknow edgenents

* renamed section headers to be nore explicit

* use nore specific term"JW authorization grant”

* changed nanme to "QAuth ldentity and Authorizati on Chai ni ng Across
Domai ns"

* nove use cases to appendi x and add continuous integration use case
-00

* initial working group version (previously draft-schwenkschuster-
oaut h-i denti ty-chai ni ng)
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