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1. Introduction

I'n many depl oyments, applications are configured for single sign-on
to a common identity provider (IdP) using Openl D Connect or SAM.
Thi s enabl es users to access multiple applications using a single
account at the 1dP, and enabl es the operator of that IdP to nmanage
whi ch users can access whi ch applications and enforce policy for
access to those applications. Enterprise workforce identity

provi ders are one conmon exanple, but the same trust pattern can al so
arise in custoner identity, platformidentity, and other federated
appl i cation ecosystens.

When one application wants to access a user’'s data at anot her
application, it will start an interactive QAuth flow [ RFC6749] to
obtain an access token for the application on behalf of the user
This QAuth flow enabl es a direct app-to-app connection between the
two apps, and is not visible to the IdP used to log in to each app

Thi s specification defines Cross-App Access (XAA): a pattern in which
an application’s access to another application’s APl is nediated by
the 1dP that both applications already trust for SSO and subj ect
resolution. XAA extends the IdP's role fromsingle sign-on to
brokering cross-domain APl access, using the same trust relationships
that already exist for SSO

XAA is built on top of QAuth 2.0 by profiling "ldentity Chaining
Across Trust Domains" [I-D.ietf-oauth-identity-chaining], which
conbi nes QAuth 2.0 Token Exchange [ RFC8693] and the JSON Web Token
(JWI) Profile for QAuth 2.0 Cient Authentication and Authorization
G ants [ RFC7523] to chain a JW authorization grant across trust
domains. ldentity Chaining intentionally | eaves nmany details
unspecified in order to support multiple use cases. This
specification profiles it for XAA by defining:

* the Token Exchange request used to obtain an Identity Assertion
JWI Aut horization Grant (Section 3);

* the IDDJAGitself, including its clains and fornmat;

* the processing rules applied by the Resource Authorization Server
when exchangi ng an | D-JAG for an Access Token; and

* the authorization server and client netadata used to discover
support for the profile.

In particular, this profile requires an ldentity Assertion (such as

an Openl D Connect | D Token or SAM.L 2.0 assertion) as the Token
Exchange subj ect token input.
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Unlike profiles in which the 1dP issues access tokens directly to be
consunmed by the Resource Server (such as the QAuth 2.0 JWI Profile
for Access Tokens [RFC9068]), this specification preserves the
Resour ce Authorization Server as the issuer of access tokens for its
protected resources. This lets the IdP centralize federated
identity, SSO trust, and the decision to broker cross-app access,
whil e the Resource Authorization Server keeps independent contro
over its own access tokens. The Resource Authorization Server

det erm nes whether to honor a given I D-JAG what scopes or

aut horization details to grant, and what access token to issue,
applying its own | ocal policy.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. 1. Rol es

Client The application that wants to obtain an QAuth 2.0 access
token on behal f of a signed-in user to an external/3rd party
application’s APl (Resource Server below). In
[I-Dietf-oauth-identity-chaining], this is the Client in trust
domain A.  The application has a direct relationship with the I1dP
Aut hori zation Server for single sign-on as a Relying Party and
anot her independent QAuth 2.0 client relationship with the
Resource Authorization Server in trust domain B.

I dP Aut horization Server (1dP) An Qpenl D Connect Provider (OP)
[Openl D.Core] or SAML 2.0 ldentity Provider that issues ldentity
Assertions for single sign-on and cross-domain authorization
grants Section 3 for a set of trusted applications in an
application ecosystem In this specification, the IdP is the
i ssuer that the Resource Authorization Server already trusts for
SSO and subject resolution for the target user accounts. In
[I-D.ietf-oauth-identity-chaining], this is the Authorization
Server in trust domain A which is also trusted by the Resource
Aut hori zation Server in trust donmin B.

Resource Authorization Server (AS) Issues QAuth 2.0 access tokens
for protected resources provided by the Resource Server. In
[I-D.ietf-oauth-identity-chaining], this is the Authorization
Server in trust domain B, and trusts cross-donain authorization
grants Section 3 fromthe | dP Authorization Server
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2

2

Resource Server (RS) Hosts protected resources and validates access
tokens issued by the Resource Authorization Server. In
[I-D.ietf-oauth-identity-chaining], this is the Protected Resource
in trust domain B. The Resource Server has no direct trust
relationship with the IdP Authorization Server. |Instead, it
val i dat es access tokens issued by its trusted Resource
Aut hori zation Server to determ ne who shoul d have access to
resour ces

Ter s
The following terms are used in this docunent:

Conmon QAut h and token processing terns such as client, authorization
server, resource server, resource owner, access token, refresh token
token, grant, assertion, subject token, subject_token_ type,
actor_token, and actor_token type are used as defined in QAuth 2.0

[ RFC6749], JSON Web Token (JWI) [RFC7519], JSON Web Token (JWI)
Profile for QAuth 2.0 dient Authentication and Authorization Gants
[ RFC7523], QAuth 2.0 Token Exchange [ RFC8693], and QAuth 2.0

Aut hori zation Server Metadata [ RFC8414], unless otherw se specified
by this docunent.

Openl D Connect terms such as end-user, Relying Party, OpenlD
Provi der, I D Token, subject identifier, and pairw se subject
identifier are used as defined in Qpenl D Connect Core 1.0

[ Openl D. Core], unless otherw se specified by this docunent.

ldentity Assertion A security token issued by the | dP Authorization
Server that conveys clainms about the End-User and can be used as
the subject_token input to Token Exchange. |In this specification,
the ldentity Assertion is typically an Openl D Connect |D Token or
a SAML 2.0 assertion

Trust Dormain A depl oynent-specific security and administrative
boundary within which a set of entities, identifiers, credentials,
and policy decisions are nutually trusted according to established
trust relationships. 1In this specification, the I dP Authorization
Server operates in trust domain A while the Resource
Aut hori zation Server and Resource Server operate in trust domain
B

Cross-Domain Involving two or nore trust domains where an assertion,
grant, or authorization decision produced in one trust domain is
relied upon in another. In this specification, the IdP
Aut hori zation Server operates in trust domain A while the
Resource Authorization Server and Resource Server operate in trust
domai n B.
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3.

Cross- App Access (XAA) The application-ecosystem name for the
pattern this specification profiles, in which an application
obt ai ns an access token at another application’s APl by
coordi nating through the 1dP both applications trust for SSO XAA
is realized over QAuth 2.0 by using an ldentity Assertion JW
Aut hori zation Grant (Section 3) as a specific instance of cross-
domain identity chaining ([I-D.ietf-oauth-identity-chaining]).

Subj ect Resolution The process by which the Resource Authorization
Server determ nes which | ocal subject represents the End-User
identified by the ID-JAG  Subject resolution can use stable
identifiers and other trusted clains in the ID-JAG such as iss,
sub, tenant, aud_sub, emmil, or deploynent-specific clains, and
can include JIT provisioning when permtted by policy.

JIT provisioning The process by which the Resource Authorization
Server or a relying service creates a new | ocal account or subject
record, or updates an existing one, using trusted identity clains
presented during the transaction rather than requiring separate
pre-provisioning. In this specification, JIT provisioning may
occur as part of subject resolution when permtted by policy.

Tenant A depl oynent-specific adm nistrative, organizational, or
custonmer boundary within an issuer or relying service that scopes
subj ects, clients, policy, and other identifiers. In single-
tenant depl oynents, the issuer may uniquely identify the tenant
context; in multi-tenant deployments, the tenant context may need
to be conveyed explicitly, for exanple by the tenant or aud_tenant
claim

Identity Assertion JW Authorization G ant

The ldentity Assertion JW Authorization Gant (ID-JAG is a profile
of the JWI Authorization Gant [RFC7523] that grants a client

del egat ed access to a resource in another trust domain on behalf of a
user without a direct user-approval step at the authorization server
In addition to traditional QAuth scope-based authorization, this
specification can be extended with R ch Authorization Requests (RAR)

[ RFC9396], allowing clients to request |imted authorization using
structured authorization details.

An ID-JAG is issued and signed by an | dP Authorization Server simlar
to an 1D Token [ Openl D. Core], and contains clainms about an End- User.

I nstead of being issued for a Cient (Relying Party in [OpenlD. Core])
as the intended audi ence for the assertion, it is instead issued with
an audi ence of an Authorization Server in another trust domain
(Resource Authorization Server). It replaces the need for the client
to obtain an authorization code fromthe Resource Authorization
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Server to del egate access to the client, and instead uses the IdP
Aut hori zation Server that is trusted by the Resource Authorization
Server for SSO and subject resolution to del egate access to the

client. The Resource Authorization Server still applies |ocal policy
when deci di ng whether to honor the I D-JAG and what access token to
i ssue.

As described in [Openl D.Core], ID Tokens are only intended to be
processed by the Relying Party (indicated by the I D Token audi ence)
or the Issuer (e.g. for revocation), and not by other actors in a
different trust domain such as an Authorization Server.

3.1. |IDJAG d ains

The following clains are used within the Identity Assertion JW
Aut hori zation G ant:

iss: REQU RED - The issuer identifier of the IdP Authorization
Server as defined in [ RFC8414].

sub: REQUI RED - Subject ldentifier. An identifier within the IdP
Aut hori zation Server for the End-User, which is intended to be
consuned by the Cient as defined in [OQpenlD. Core]. The sub claim
identifies the End-User in the subject nanespace of the |ID JAG
i ssuer. \When the Resource Authorization Server uses a different
subj ect namespace for SSO, such as a SAML Assertion Subject
<Nanel D> nanmespace, the |1 D-JAG MAY include sub_id to carry the SSO
subject identifier. Wen both sub and sub _id are present, they
MUST identify the sane End-User. A public subject identifier MJST
be uni que when scoped with issuer (iss+sub) for a single-tenant
i ssuer and MJST be uni que when scoped with issuer and tenant
(i ss+tenant +sub) for multi-tenant issuer. See Section 5 for
addi ti onal considerations.

sub_id: OPTIONAL - Subject ldentifier as defined in [ RFC9493]. The
sub_id claimMAY be used to identify the sane End-User as the sub
claimusing a different identifier nanespace fromthe ID-JAG i ss
and sub. This is useful when the Resource Authorization Server
resol ves users by a non-JW subject identifier, such as a SAML
Assertion Subject <NanelD>, inits SSOtrust relationship with the
| dP Authorization Server. See Section 3.2.1 for the SAM. Nanel D
Subj ect ldentifier Format defined by this specification, and
Section 3.2.2 for processing rules.

aud: REQUIRED - The issuer identifier of the Resource Authorization
Server as defined in [ RFC8414].

client_id: REQURED - The client identifier of the QAuth 2.0
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[ RFC6749] client at the Resource Authorization Server that will
act on behal f of the resource owner (sub). This identifier MAY be
different that client identifier of the QAuth 2.0 client
requesting an ID-JAG fromthe | dP Section 4.3 of [RFC8693] as it
represents and i ndependent client relationship to another

Aut hori zation Server in a different trust domain. See Section 5
for additional considerations.

jti: REQURED - Unique ID of this JW as defined in Section 4.1.7 of
[ RFC7519] .

exp: REQUIRED - as defined in Section 4.1.4 of [RFC7519].
iat: REQU RED - as defined in Section 4.1.6 of [RFC7519].

resource: OPTIONAL - The Resource ldentifier (Section 2 of
[ RFC8707]) of the Resource Server (either a single URI or an array
of URIs).

scope: COPTIONAL - a JSON string containing a space-separated |ist of
scopes associated with the token, in the format described in
Section 3.3 of [RFC6749].

aut hori zation_details: OPTIONAL - A JSON array of authorization
detail objects as defined in Section 2 of [RFC9396]. This claim
enabl es Rich Authorizati on Requests (RAR) support, allow ng
structured authorization requests beyond sinple scope strings.

act: OPTIONAL - Actor claimas defined in Section 4.1 of [RFC8693].
When present, this claimidentifies the actor that is acting on
behal f of the subject (sub).

tenant: OPTIONAL - JSON string that represents the tenant identifier
for a nulti-tenant issuer as defined in [QpenlD. Enterprise]

auth_time: OPTIONAL - Tinme when End-User authenticated as defined in
[ Openl D. Core] .

acr: OPTIONAL - Authentication Context C ass Reference that was
sati sfied when authenticating the End-User as defined in
[ Openl D. Core] .

anr: OPTIONAL - Identifiers for authentication nmethods used when
aut henticating the End-User as defined in [ OpenlD. Core].

aud_tenant: OPTIONAL - A JSON string that represents a Resource
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Aut hori zati on Server tenant identifier. This claimis only

i ncl uded when the Resource Authorization Server is nulti-tenant
and the IdP knows the tenant identifier. Wen aud_ tenant is
present, the aud sub claimrepresents the identifier the Resource
Aut hori zation Server has for the account within the context of
that specific Resource Authorization Server tenant. The

combi nation of aud + aud_tenant and aud_sub MJST be unique within
the Resource Authorization Server.

aud_sub: OPTIONAL - The Resource Authorization Server’'s identifier
for the End-User as defined in [OpenlD. Enterprise].

email: OPTIONAL - End-User’s e-nmmil address as defined in
Section 5.1 of [OpenlD. Core].

The typ of the JW indicated in the JWI header MJUST be oauth-id-
jagtjw. Using typed JWs is a recomendati on of the JSON Wb Token
Best Current Practices as described in Section 3.11 of [RFC8725].

A non-normative exanple JW with expanded header and payl oad cl ai ns

is bel ow
{
"typ": "oauth-id-jag+jw"
}
{
"jti": "9e43f81b64a33f20116179",
"iss": "https://acne.idp.exanple",
"sub": "U019488227",
"aud": "https://acne. chat.exanplel/",
"client _id": "f53f191f9311af 35",
"exp": 1311281970,
"iat": 1311280970,
"resource": "https://acne.chat.exanpl e/ api",
"scope": "chat.read chat. history",
"auth_time": 1311280970,
"anr":
"nfa",
"phrh",
"hwk",
"user™
]
}
signature
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The 1 D-JAG may contain additional authentication, identity, or

aut hori zation clains that are valid for an I D Token [ Openl D. Core] as
the grant functions as both an lIdentity Assertion and authorization
del egation for the Resource Authorization Server

It is RECOWENDED that the I D-JAG contain an enmil [OpenlD. Core] and/
or aud_sub [OpenI D. Enterprise] claim The Resource Authorization
Server MAY use these clains for subject resolution, including JIT
provi sioning, for example when the user has not yet SSOd into the
Resource Authorization Server. Additional Resource Authorization
Server specific identity clainms MAY be needed for subject resolution

3.2. SAML Narel D Subject ldentifier
3.2.1. Subject Identifier Format

Thi s specification defines the SAML Nanel D Subj ect Identifier Fornmat
for use in the sub_id claim[RFC9493]. The SAML Nanel D Subj ect
Identifier Format is identified by the nane sam -naneid and
identifies a subject using a SAML 2.0 Assertion Subject <Nanel D>
value within the context of a SAM. issuer [QOASIS. sam -core-2.0-0s].

This format is intended for deploynments where the Resource
Aut hori zation Server resolves users using SAM. SSO subj ect
identifiers rather than the ID-JAG issuer’s iss and sub val ues.

A Subject ldentifier in this format MJST contai n:

format: A JSON string containing the value sanl-naneid identifying
this Subject Identifier Format, as defined in [ RFC9493].

issuer: A JSON string containing the SAML issuer entity identifier
for the assertion or configured mappi ng containing the SAM
Assertion Subject <Nanel D>, as defined by Section 8.3.6 of
[ OASI S. sam -core-2.0-0s]. SAM. <lssuer> attributes are not
represented by this format.

naneid: A JSON string containing the SAM. Assertion Subject <Nanel D>
val ue as defined in [QASIS. sam -core-2. 0-0s].

A Subject lIdentifier in this format MAY contain:

naneid _format: A JSON string containing the value of the Format
attribute on the SAML Assertion Subject <NamelD> as defined in
[ QASI S. saml - core- 2. 0-0s] .

nane_qualifier: A JSON string containing the value of the
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NameQual i fier attribute on the SAML Assertion Subject <Namel D> as
defined in [ OASI S. sam -core-2. 0-0s].

sp_nane_qualifier: A JSON string containing the value of the
SPNaneQual i fier attribute on the SAM. Assertion Subject <Nanel D>
as defined in [OASIS. san - core-2. 0-0s].

sp_provided_id: A JSON string containing the value of the
SPProvidedl D attri bute on the SAML Assertion Subject <Nanel D> as
defined in [OASI S. sam -core-2. 0-0s].

The following is a non-nornative exanple of a sub_id claimusing the
SAM. Nanel D Subj ect Identifier Format:

"sub_id": {
“fornmat": "sanl -naneid",
"issuer": "https://idp.exanple.con exk33qwj cwbDda7l uk346",
"nanei d": "foo@xanpl e. cont',
"namei d_format": "urn:oasis:nanes:tc: SAM.: 1. 1: nanei d- f or mat : ermai | Addr ess”,
"sp_nane_qualifier": "https://resource. exanpl e.com sam /sp”
}

3.2.2. Subject ldentifier Processing

When the Resource Authorization Server resolves users by SAML
Assertion Subject <Nanel D>, the |dP Authorization Server MAY include
a sub_id claimusing the SAML Nanel D Subj ect Identifier Format
(Section 3.2.1). The sub_id claimidentifies the same subject as the
I D-JAG sub claim but in the SAM. subject nanespace used by the
Resour ce Aut horization Server for SSO

When constructing a SAML Nanel D Subject ldentifier, the 1dP

Aut hori zation Server MJUST derive its nenbers fromthe SAML Assertion
Subj ect <Nanel D> value it would use for SSOto the target Resource
Aut hori zation Server, or froman equival ent configured mappi ng that
records the SAML <Namel D> val ue and attributes the I1dP Authorization
Server would issue for that subject and Resource Authorization
Server. Each optional field MIJST be included exactly when the
corresponding attribute is present on that <NanelD> or in the
configured mapping. The SAM. Nanel D sub_id MJST identify the sane
subj ect as the ID-JAG sub claim

The Resource Authorization Server MAY use sub_id for subject

resol ution when it supports the indicated Subject ldentifier Format.
The Resource Authorization Server MJST conpare every nenber of the
SAML Nanel D Subject Identifier that is part of the set of identifier
fields it uses for subject resolution for that SAM. issuer. The
Resour ce Aut horization Server MJST NOT resol ve the subject using only
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4.

4.

the naneid val ue unless local policy explicitly defines naneid al one
as the subject identifier for that SAM. issuer. |In particular, when
the SAML Assertion Subject <NamelD> is scoped to a Service Provider,
the sp_name_qualifier value is part of the subject nanespace.

If the Resource Authorization Server requires a SAML Nanel D Subj ect
Identifier for subject resolution, it MJST reject the token request
with an invalid grant error as defined in Section 5.2 of [RFC6749] if
any of the following is true:

* the I D-JAG does not contain a sub_id claimusing the SAML Nanel D
Subj ect ldentifier Format;

* the sub_id claimis malforned or uses a Subject ldentifier Format
that the Resource Authorization Server does not support;

* the sub id claimis not authorized by local policy for the
val i dated | D- JAG i ssuer

See Section 9.5 and Section 9.6 for security considerations on the
sub_id claim

Cr oss- Domai n Access
1. Overview

The example flowis for an enterprise acne, which uses a multi-tenant
wi ki app and chat app fromdifferent vendors, both of which are
integrated into the enterprise’s nulti-tenant Identity Provider using
Qpenl D Connect. Enterprise is a comopn depl oynent shape for this
profile, but it is not the only one. The sane pattern applies
anywhere the Resource Authorization Server already trusts the issuing
I dP for SSO and subject resol ution

Parecki, et al. Expi res 22 Novenber 2026 [ Page 13]



I nternet-Draft I D JWI Authz Grant May 2026
| Rol e | App URL | Tenant URL | Description |
[ ool e s e oo e s s s s s
| dient | https://w ki.exanpl e | https://acme. w ki . exanpl e] Wki app that |
| | | | enbeds content |
| | | | fromone or |
| | | | more resource |
| | | | servers |
S o e e e e e e e e oo o - o e e e e e e oo o e e -
| Resour ce | htt ps://chat. exanpl e | htt ps://acne. chat. exanpl e| Aut hori zati on |
| Aut hori zati on| | | Server for an |
| Server | | | chat and |
| | | | communi cation |
I I I | app I
S o e e e e e e e e oo o - o e e e e e e oo o e e -
| Identity | https://idp. exanpl e | https://acne.idp. exanple | Enterprise |
| Provi der | | | Identity |
| Aut hori zati on| | | Provi der |
| Server | | | |
o m e e e oo - o e e e e e a oo St S
| Resour ce | https://api.chat.exanpl e| https://api.chat.exanple |Public APl for|
| Server | | | the chat and |
| | | | communi cati ons|
I I I | app I
R o o e e e e a e oo oo o e e o -
Table 1
Sequence Di agram
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1. User authenticates with the IdP Authorization Server, the dient

obtains an ldentity Assertion (e.g. Openl D Connect

| D Token or

SAM. 2.0 Assertion) for the user and optionally a Refresh Token

(when using Openl D Connect) and signs the user in
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2. dient uses the Identity Assertion or a previously issued Refresh
Token fromthe 1dP to request an ldentity Assertion JW
Aut hori zation Gant for the Resource Authorization Server from
the I dP Authori zation Server

3. dient exchanges the Identity Assertion JW Authorization G ant
for an Access Token at the Resource Authorization Server’'s token
endpoi nt

4. Cient makes an APl request to the Resource Server with the
Access Token

This specification is constrained to depl oynents where the Cient has
a Relying Party relationship with the IdP Authorization Server for
SSO, and the Resource Authorization Server independently trusts that
sanme | dP Authorization Server for SSO and subject resolution for the
user represented in the ID-JAG The |IdP Authorization Server
provides the trusted identity context that allows the Resource

Aut hori zati on Server to evaluate the ID-JAG The Resource

Aut hori zation Server not only del egates user authentication to that
IdP, but also relies on the IdP-issued grant as input to del egated
aut hori zation for the scopes, resources, and authorization details
conveyed in the ID-JAG The Resource Authorization Server does not
need to obtain user consent directly fromthe resource owner again at
the token exchange step. The Resource Authorization Server still
applies local policy to decide whether to honor the grant, whether to
narrow or reject the requested access, and what access token to

i ssue. A deploynent MAY trust nore than one | dP Authorization Server
for this purpose, but for each trusted issuer the Resource

Aut hori zation Server MJUST be configured to recognize that issuer,
resolve identities asserted by that issuer to the appropriate |ocal
account or principal, and associate the ID-JAG with the correct
client relationship.

4.2. User Authentication

The Client initiates an authentication request with the IdP
Aut hori zation Server using Openl D Connect or SAM.

The followi ng is an exanpl e using Openl D Connect

302 Redirect
Location: https://acme.idp. exanpl e/ aut hori ze?response_t ype=code&scope=openi d¥200of fl i ne_ac
cessé&client id=...

The user authenticates with the IdP, and is redirected back to the
Client with an authorization code, which it can then exchange for an
I D Token and optionally a Refresh Token when offline_access scope is
requested per [OpenlD. Core].
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4. 3.

Par

Not e: The I dP Authorization Server may enforce security controls such
as multi-factor authentication before granting the user access to the
Cient.

POST /token HTTP/ 1.1
Host: acne.idp. exanpl e
Cont ent - Type: application/ x-wwmwform url encoded

grant _type=aut hori zati on_code
&code=. .. ..

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"id_token": "eyJraWQ G JzMrZzOcVNt CDhwRE04V&ZCXzdr SEt Q. . . ",

"token_type": "Bearer",

"access_token": "7SliwCQPlbr Gdj Bt savhXo",
"refresh_token": "t Gv3JOKFOXGEXX2TI KW A"
"scope": "openid offline_access"

}
Token Exchange

The Cient makes a Token Exchange [ RFC8693] request to the I1dP
Aut hori zation Server’s Token Endpoint with the foll ow ng paraneters:

requested_token_type: REQUI RED - The val ue
urn:ietf:parans: oauth:token-type:id-jag indicates that an ldentity
Assertion JW Authorization Grant is being requested.

audi ence: REQUI RED - The identifier of the Resource Authorization
Server in another trust domamin as the intended audi ence for the
ID-JAG | dP Authorization Servers MJST support the issuer
identifier of the Resource Authorization Server as defined in
Section 2 of [RFC8414]. |dP Authorization Servers MAY al so
support inplenmentation-specific audi ence val ues, such as URNs,
that identify pre-established trust relationships with Resource
Aut hori zation Servers. Wen such a value is used, the IdP
Aut hori zation Server resolves it to the correspondi ng Resource
Aut hori zation Server identifier and issues the ID-JAG with that
identifier in the aud claim

resource: OPTIONAL - The Resource ldentifier of the Resource Server
as defined in Section 2 of [RFC8707].

scope: OPTIONAL - The space-separated |list of scopes at the Resource
Server that is being requested.

ecki, et al. Expi res 22 Novenber 2026 [ Page 17]



I nternet-Draft I D JWI Authz Grant May 2026

aut hori zation_details: OPTIONAL - A JSON string containing a JSON
array of authorization detail objects as defined in Section 2 of
[ RFC9396]. This paraneter enables Rich Authorization Requests
(RAR) support, allow ng structured authorization requests beyond
sinmpl e scope strings.

subj ect _token: REQUI RED - Either the Identity Assertion (e.g. the
Openl D Connect I D Token or SAML 2.0 Assertion) for the target
resource owner, or a Refresh Token previously issued by the I1dP
Aut hori zation Server for that resource owner. |nplenentations of
this specification MIUST accept ldentity Assertions. They MAY
additionally accept Refresh Tokens to allow the client to obtain a
new | D- JAG wi t hout perform ng a new single sign-on round trip when
the ldentity Assertion has expired.

subj ect _token type: REQUI RED - An identifier, as described in
Section 3 of [RFC8693], that indicates the type of the security
token in the subject token paraneter. For an Openl D Connect |ID
Token: wurn:ietf:parans:oauth:token-type:id_token, for a SAML 2.0
Assertion: urn:ietf:parans:oauth:token-type:sam 2, and for a
Refresh Token (when supported): urn:ietf:paramns: oaut h: t oken-
type: refresh_t oken.

When a Refresh Token is used as the subject token, the client stil
requests requested_token_type=urn:ietf:params: oaut h:token-type:i d-
jag; this allows the client to refresh an ldentity Assertion JW
Aut hori zation Gant without fetching a new Identity Assertion from
the user-facing SSO fl ow.

actor _token: OPTIONAL - A security token that identifies the actor,
as described in Section 2.1 of [RFC8693].

actor _token_type: REQU RED when actor_token is present, as described
in Section 2.1 of [RFC8693] - An identifier, as described in
Section 3 of [RFC8693], that indicates the type of the security
token in the actor_token paraneter.

Thi s specification does not define normative processing requirenments
for actor_token or whether an act claimis included in the issued |ID
JAG  Future profiles or extensions MAY define how actor_token is

val idated, how it influences policy evaluation, and whether it
results in an act claimin the issued | D JAG

This specification profiles the audi ence and resource paraneters of
QAuth 2.0 Token Exchange [ RFC8693] for interoperable use with ID JAG
In this profile, audience identifies the Resource Authorization
Server to which the ID-JAGis issued, and resource identifies the
protected resource for which access is requested. This profile uses
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audi ence for the Resource Authorization Server rather than defining a
new parameter. The ID-JAGis issued by the IdP Authorization Server
for processing by the Resource Authorization Server, and the Resource
Aut hori zation Server validates the aud claimto determ ne whether the
I D-JAG was issued for it. The resource paraneter continues to
identify the protected resource, as defined in [RFC8707]. This
convention provides a single interoperable interpretation of audi ence
and resource, including deploynents in which one Resource

Aut hori zation Server governs nultiple protected resources or tenant-
speci fic resources.

For exanple, if a SaaS provider operates a Resource Authorization
Server at https://authorization-server.saas-tool.exanmple/ and
protected resources at https://api.saas-tool.exanple/files and
https://api.saas-tool . exanpl e/ messages, a client requesting access to
the Files APl uses:

audi ence=htt ps://aut hori zati on-server. saas-t ool . exanmpl e/
resource=https://api.saas-tool.exanple/files

If a Resource Authorization Server at https://|ogin. saas-

t ool . exanpl e/ governs tenant-specific resources such as
https://api.saas-tool . exanpl e/acnme/ and https://api.saas-

t ool . exanpl e/ fabri kanmi, the audi ence val ue renai ns the Resource

Aut hori zation Server identifier and the resource val ue di stinguishes
the protected resource. For exanpl e:

audi ence=https://Ilo0gi n. saas-t ool . exanpl e/
resour ce=https://api.saas-tool.exanpl e/ acne/

and:

audi ence=https://I| ogi n. saas-t ool . exanpl e/
resour ce=https://api.saas-tool.exanpl e/ fabrikam

If the I dP Authorization Server supports an inplenentation-specific
audi ence val ue such as urn:exanpl e:idp: saas-tool for that sane
Resource Authorization Server, the client MAY send

audi ence=ur n: exanpl e: i dp: saas-t ool
resource=https://api.saas-tool.exanple/files

In that case, the IdP Authorization Server resolves the requested
audi ence value to https://authorization-server.saas-tool.exanple/ and
issues the IDDJAGwth aud set to https://authorization-server.saas-
t ool . exanpl e/ .
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Client authentication to the Resource Authorization Server is done
usi ng the standard mechani sms provi ded by QAuth 2.0. Section 2.3.1
of [RFC6749] defines password-based authentication of the client
(client_id and client_secret), however, client authentication is

ext ensi bl e and ot her nmechani sns are possible. For exanple, [RFC7523]
defines client authentication using bearer JSON Wb Tokens using
client_assertion and client_assertion_type.

4.3.1. Exanple: Token Exchange using | D Token

Thi s exanpl e uses an | D Token as the subject _token and a JW Bearer
Assertion [RFC7523] for client authentication (tokens truncated for
brevity):

POST /oaut h2/token HTTP/ 1.1
Host: acne.idp. exanpl e
Cont ent - Type: application/ x-wwform url encoded

grant _type=urn:ietf: parans: oaut h: grant-type:token-exchange

& equest ed_t oken_type=urn:ietf:parans: oaut h:token-type:id-jag

&audi ence=htt ps://acne. chat . exanpl e/

& esour ce=https://api.chat.exanpl e/

&scope=chat.read+chat. hi story

&subj ect _t oken=eyJraWQ O JzMIZ0cVNt ODhwRE04VGEZCXzdr SEL Q. . .

&subj ect _token_type=urn:ietf:parans: oaut h:token-type:id_token

&client _assertion_type=urn:ietf:paramnms:oauth:client-assertion-type:jw -bearer
&client _assertion=eyJhbCGci O JSUzI 1Ni | sl mt pZCl 611yl nO. .

4.3.2. Exanple: Token Exchange using Refresh Token

Thi s non-normative exanpl e shows using a Refresh Token as the
subj ect _token (when supported by the IdP Authorization Server) to
obtain an I D-JAG wi thout acquiring a new ldentity Assertion

POST / oaut h2/token HTTP/ 1.1
Host: acne.idp. exanpl e
Cont ent - Type: application/ x-wwmwform url encoded

grant _type=urn:ietf:parans: oaut h: grant-type:token- exchange

& equest ed _token_type=urn:ietf:parans: oauth:token-type:id-jag

&audi ence=htt ps://acne. chat . exanpl e/

& esour ce=https://api.chat.exanpl e/

&scope=chat . read+chat. hi story

&subj ect _t oken=t Gzv3JOKFOXG 2Tl KW A

&subj ect _token_type=urn:ietf:parans: oaut h:token-type:refresh_token

&client _assertion_type=urn:ietf:parans:oauth:client-assertion-type:jw-bearer
&client _assertion=eyJhbGci O JSUzI 1IN | sl mt pZCl 611yl nO0..
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4.3.3. Processing Rules
The 1dP MJUST validate the subject token

* |f the subject token is an ldentity Assertion, the |dP MJST
validate the assertion and MJST validate that the audience of the
assertion (e.g. the aud claimof the ID Token or SAM. Audi ence)
mat ches the client _id of the client authentication of the request.

* |f the subject token is a Refresh Token, the IdP MJUST validate it
the sane way it would for a standard refresh_token grant at the
t oken endpoint: the token is issued by the |dP, bound to the
aut henticated client, unexpired, not revoked, and the requested
scopes and audi ence remain within the authorization context of the
Refresh Token.

* |f the subject token is a Refresh Token, the IdP Authorization
Server SHOULD retrieve or assenble the subject’s clainms needed for
the ID-JAGin the same way it would when issuing a new Identity
Assertion during a token request, so that the resulting I D JAG
reflects current subject attributes and policy.

If an actor_token is present, any processing of it is outside the
scope of this specification. Future profiles or extensions MAY
define validation requirenments, policy evaluation rules, and issued
token content related to actor_token

The 1dP Aut horization Server eval uates adm ni strator-defined policy
for the token exchange request and deternines if the client should be
granted access to act on behal f of the subject for the target

audi ence, resources, scopes, and authorization details.

VWhen processing the request:

* |f resource is present, the I dP MJUST process it according to
Section 2 of [RFC8707] and evaluate policy to determ ne the
granted resources. The granted resources MAY be a subset of the
requested resources based on policy.

* |f scope is present, the I1dP MJST process it according to
Section 3.3 of [RFC6749] and evaluate policy to determ ne the
granted scopes. The granted scopes MAY be a subset of the
request ed scopes based on policy.
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* |f authorization_details is present, the IdP MIST parse it as a
JSON array and process each authorization detail object according
to [ RFC9396]. The 1dP evaluates policy for each authorization
detail and deternines which authorization details to include in
the issued ID-JAG The 1dP MAY nodify, filter, or omt
aut hori zation details based on policy.

* |f both resource and authorization_details are present, the IdP
MJST process both. The IdP SHOULD ensure consistency between the
resource identifiers and authorization details, as they may
represent overl appi ng authorization requests. The |dP MAY derive
resource identifiers fromauthorization details or vice versa, or
process them i ndependently based on policy.

* |f both scope and authorization_details are present, the I dP MJST
process both. The I dP SHOULD ensure consi stency between the
scopes and authorization details, as they may represent
over | appi ng aut hori zation requests. The |dP MAY derive scopes
fromauthorization details or vice versa, or process them
i ndependent |y based on policy.

* The 1dP MJUST include the granted resource (if any), scope (if
any), and authorization details (if any) in the issued IDJAG |If
the 1dP nodifies the requested resources, scopes, or authorization
details, it MIST reflect the granted values in the |ID JAG

The 1dP may al so introspect the authentication context described in
the SSO assertion to determine if step-up authentication is required.

4.3.4. Response

If access is granted, the IdP creates a signed Identity Assertion JW
Aut hori zation Gant (Section 3) and returns it in the token exchange
response defined in Section 2.2 of [RFC8693]:

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"issued_token_ type": "urn:ietf:parans:oauth:token-type:id-jag",
"access_token": "eyJhbGci G JI Uzl INilIsl...",
"token_type": "N_A",
"scope": "chat.read chat. history”
"expires_in": 300
}
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i ssued_token_type: REQUIRED - urn:ietf:paranms:oauth:token-type:id-
Jag

access_token: REQU RED - The Ildentity Assertion JW Authorization
Grant. (Note: Token Exchange requires the access_token response

paraneter for historical reasons, even though this is not an QAuth
access token.)

token_type: REQUI RED - N_A (because this is not an QAuth access
t oken.)

scope: OPTIONAL if the scope of the issued token is identical to the
scope requested by the client; otherwise, it is REQU RED. Various
policies in the 1dP may result in different scopes being issued
fromthe scopes the application requested.

aut horization_details: OPTIONAL - A JSON array of authorization
detail objects as defined in Section 2.2 of [RFC9396]. This
paraneter MJST be included if the client requested authorization
details and the IdP granted authorization details that differ from
what was requested, or if the 1dP nodified the authorization
details.

expires_in: RECOMMENDED - The lifetime in seconds of the
aut hori zation grant.

refresh_t oken: OPTIONAL according to Section 2.2 of [RFC38693]. In
the context of this specification, this paranmeter SHOULD NOT be
used.

4.3.4.1. Issued ldentity Assertion JW Authorization G ant

The following is a non-normative exanple of the issued token
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{
"typ": "oauth-id-jag+jw"”
}
{
"jti": "9e43f81b64a33f20116179",
"iss": "https://acne.idp.exanmple/",
"sub": "U019488227",
"aud": "https://acne. chat.exanple/",
"client_id": "f53f191f9311af 35",
"exp": 1311281970,
"iat": 1311280970,
"resource": "https://api.chat.exanple/",
"scope": "chat.read chat. history"
"auth_tinme": 1311280970,
"anr":
"nfa",
"phrh",
"hwk",
"user"
]
}
signature

4.3.4.2. Exanple with R ch Authorization Requests (RAR)

The following is a non-nornative exanpl e denbnstrating the use of
Ri ch Authorization Requests (RAR) [ RFC9396] with I D JAG

Token Exchange Request with authorization_details:

POST /oaut h2/token HTTP/ 1.1
Host: acne.idp. exanpl e
Cont ent - Type: application/ x-ww-form url encoded

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange

& equest ed_t oken_type=urn:ietf:parans: oaut h:token-type:id-jag

&audi ence=htt ps://acne. chat . exanpl e/

&aut hori zation_detail s=[{"type":"chat _read","actions":["read"],"locations":["https://api
chat . exanpl e/ channel s"]1},{"type": "chat history","actions":["read"], "datatypes":["nessage"
1}]

&subj ect _t oken=eyJraWQ O JzMIZ0cVNt ODhwRE04VGEZCXzdr SEt Q. . .

&subj ect _token_type=urn:ietf:parans: oaut h:token-type:id_token

&client _assertion_type=urn:ietf:paramnms:oauth:client-assertion-type:jw -bearer

&cl i ent _assertion=eyJhbGci G JSUzIl 1IN | sl mt pzZCl 611yl n0. .

Token Exchange Response:

Parecki, et al. Expires 22 Novenber 2026 [ Page 24]



I nternet-Draft I D JWI Authz Grant May 2026

HTTP/ 1.1 200 &K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"issued_token_type": "urn:ietf:parans:oauth:token-type:id-jag",
"access_token": "eyJhbGci G Jl Uzl INiIsl...",
"token_type": "N_A",
"aut hori zation_details": [
{
"type": "chat_read",
"actions": ["read"],
"l ocations": ["https://api.chat.exanpl e/ channel s"]

"type": "chat_history",
"actions": ["read"],
"dat atypes": ["message"]
}
o
"expires_in": 300

}

I ssued lIdentity Assertion JW Authorization Gant with
aut hori zati on_detail s:
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"typ": "oauth-id-jag+jw"”

"jti": "9e43f81b64a33f20116179",
"iss": "https://acne.idp.exanmple/",
"sub": "U019488227",
"aud": "https://acne. chat.exanple/",
"client_id": "f53f191f9311af 35",
"exp": 1311281970,
"iat": 1311280970,
"aut hori zation_details": [
{

"type": "chat_read",

"actions": ["read"],

"l ocations": ["https://api.chat.exanpl e/ channel s"]

o N——

"type": "chat _history"
"actions": ["read"],
"dat atypes": ["nmessage"]

| }

"1uth_tine": 1311280970

}

éignature

Access Token Request:

POST /oaut h2/token HTTP/ 1.1

Host: acne. chat. exampl e

Aut hori zation: Basic yZSlyYWkb20t c2Vj cmVOv3JCkFOXGQx2
Cont ent - Type: application/ x-ww-form url encoded

grant _type=urn:ietf:paranms: oaut h: grant-type:jw -bearer
&asserti on=eyJhbCci G JI Uzl INi I sl . .

Access Token Response:
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HTTP/ 1.1 200 &K

Cont ent - Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"token_type": "Bearer",
"access_token": "2Yot nFZFEj r 1zCsi cMApAA",
"expires_in": 86400,
"aut hori zation_details": [
{
"type": "chat_read",
"actions": ["read"],
"l ocations": ["https://api.chat.exanpl e/ channel s"]
H
{
"type": "chat_history"
"actions": ["read"],
"dat atypes": ["message"]
}
]
}

4.3.4.3. FError Response

On an error condition, the IdP returns an QAuth 2.0 Token Error
response as defined in Section 5.2 of [RFC6749], e.qg:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{

"error": "invalid_grant",
"error_description": "Audience validation failed"

}

4.4. Access Token Request
The Client makes an access token request to the Resource
Aut hori zation Server’'s token endpoi nt using the previously obtained
Identity Assertion JW Authorization Gant as a JW Bearer Assertion
as defined by [ RFC7523].

grant _type: REQU RED - The value of grant_type is
urn:ietf:parans: oauth: grant-type:jw-bearer

assertion: REQUI RED - The ldentity Assertion JWI Authorization G ant
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obtained in the previous token exchange step

The Client authenticates with its credentials as registered with the
Resource Authorization Server

For exanpl e:

POST /oaut h2/token HTTP/ 1.1

Host: acne. chat. exampl e

Aut hori zation: Basic yZSlyYWkb20t c2Vj cmVOv3JCkFOXGQx2
Cont ent - Type: applicati on/ x-ww-form url encoded

grant _type=urn:ietf:params: oaut h: grant-type:jw -bearer
&asserti on=eyJhbCci G JI Uzl INi I sl . .

4.4.1. Processing Rules

Al'l of Section 5.2 of [RFC7521] applies, in addition to the follow ng
processing rul es:

* Validate the JWI typ is oauth-id-jag+w (per Section 3.11 of
[ RFC8725])

* The Resource Authorization Server MJST validate the aud (audi ence)
claimof the IDJAG The aud claim MJST contain the issuer
identifier of the Resource Authorization Server as defined in
[ RFC8414]. The aud claim MAY be a string containing a single
i ssuer identifier, or an array containing a single issuer

identifier. |If the aud claimis an array, it MJST contain exactly
one el enent, and that el enent MUST be the issuer identifier of the
Resource Authorization Server. |f the aud clai mdoes not match

the Resource Authorization Server’'s issuer identifier, the
Resource Authorization Server MJST reject the JWI with an

invalid grant error as defined in Section 5.2 of [RFC6749]. This
val idation prevents audi ence injection attacks and ensures the | D
JAG was intended for this specific Resource Authorization Server

* The client_id claimMJIST identify the same client as the client
aut hentication in the request. The Resource Authorization Server
MUST validate that the client _id claimin the | D-JAG matches the
authenticated client making the request. |f they do not natch,
the Resource Authorization Server MJST reject the request with an
invalid _grant error. This client continuity requirenment preserves
the QAuth client binding across the exchange, but it does not by
itself identify or authenticate any actor represented in an act
claim
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If the Resource Authorization Server uses the sub_id claimfor
subj ect resolution, it MJST process the claimaccording to the
i ndi cated Subject ldentifier Format. For SAML Nanel D subj ect

identifiers, the Resource Authorization Server MJST apply the

processing rules in Section 3.2.2.

When processing authorization information fromthe | D JAG

*

If the resource claimis present, the Resource Authorization
Server MUST process it according to Section 2 of [RFC8707]. The
Resource Authorization Server evaluates the resource identifiers
and determ nes which resources to grant access to based on policy.
The granted resources MAY be a subset of the resources in the ID
JAG i ssued by the I dP Authorization Server.

If the scope claimis present, the Resource Authorization Server
MUST process it according to Section 3.3 of [RFC6749]. The
Resource Authorization Server eval uates the scopes and deternines
whi ch scopes to grant in the access token based on policy. The
granted scopes MAY be a subset of the scopes in the I D JAG issued
by the I dP Authorization Server.

If the authorization details claimis present, the Resource

Aut hori zation Server MJST parse it as a JSON array and process
each aut hori zation detail object according to [ RFCO396]. The
Resource Authorization Server evaluates policy for each

aut hori zation detail and determ nes which authorization details to
grant. The Resource Authorization Server MAY nodify, filter, or
omt authorization details based on policy.

If both resource and authorization_details clains are present, the
Resource Authorization Server MJST process both. The Resource

Aut hori zation Server SHOULD ensure consi stency between the
resource identifiers and authorization details when issuing the
access token. The Resource Authorization Server MAY derive
resource identifiers fromauthorization details or vice versa, or
process them i ndependently based on policy.

If both scope and authorization_details clains are present, the
Resource Authorization Server MJST process both. The Resource

Aut hori zation Server SHOULD ensure consi stency between the scopes
and aut hori zation details when issuing the access token. The
Resour ce Aut horization Server MAY derive scopes from authorization
details or vice versa, or process themindependently based on

policy.
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* The Resource Authorization Server MJST include the granted
resource (if any), scope (if any), and authorization_details (if
any) in the access token response. The response format foll ows
Section 2 of [RFC8707] for resource, Section 5.1 of [RFC6749] for
scope, and Section 2.2 of [RFC9396] for authorization_details.

2. Response

The Resource Authorization Server’s token endpoint responds with an
QAuth 2.0 Token Response, e.g.:

HTTP/ 1.1 200 K

Cont ent - Type: application/json;charset=UTF-8
Cache-Control : no-store

Pragma: no-cache

{
"token_type": "Bearer",
"access_token": "2YotnFZFEj r 1zCsi cMApAA",
"expires_in": 86400,
"scope": "chat.read chat. history”
}
.3. Refresh Token

The Resource Authorization Server SHOULD NOT return a Refresh Token
when an Identity Assertion JW Authorization is exchanged for an
Access Token per Section 5.2 of [I-D.ietf-oauth-identity-chaining].

When the access token has expired, clients MAY re-subnit the original
Identity Assertion JW Authorization Gant to obtain a new Access
Token. The I D-JAG replaces the use of Refresh Token for the Resource
Aut hori zation Server.

If the ID-JAG has expired, the Cdient SHOULD request a new | D-JAG
fromthe 1dP Authorization Server before presenting it to the
Resour ce Aut horization Sever using the original ldentity Assertion
fromthe 1dP (e.g | D Token)

If the ID Token is expired, the dient MAY use the Refresh Token
obtained fromthe 1dP during SSOto obtain a new I D Token which it
can exchange for a new ID-JAG |If the Cient is unable to obtain a
new ldentity Assertion with a Refresh Token then it SHOULD re-

aut henticate the user by redirecting to the |dP.
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If the I dP Authorization Server supports Refresh Tokens as a

subj ect _token in Token Exchange, the client can skip renew ng the
ldentity Assertion and directly request a new I D-JAG by presenting
the Refresh Token (see Section 4.3.2).

4.5. SAML 2.0 Subject Token Interoperability

Clients using SAML 2.0 for SSOw th the I dP Authorization Server can
obtain an |1 D-JAG wi t hout changing their SSO protocol to OpenlD
Connect by first exchanging the SAML 2.0 assertion for a Refresh
Token usi ng Token Exchange. This enables protocol transition to
QAuth and allows the client to |ater use the Refresh Token as a

subj ect _token to obtain an I D-JAG wi thout pronpting the user for a
new I dentity Assertion.

The Openl D Connect scopes openid of fline_access SHOULD be requested
(additional scopes are allowed) when requesting a Refresh Token from
the 1dP Authorization Server.

The 1dP Aut horization Server MJST map the SAML Audi ence to a dient
ID and ensure the client’s authentication matches that mapping before
i ssuing the Refresh Token.

The foll owi ng non-normative exanpl e shows a SAML 2.0 assertion where
the Audi ence val ue (from Audi enceRestriction) corresponds to the
Service Provider Entity ID (SPAuthority / SPEntityl D) and MJST be
mapped to the QAuth Cient ID that the 1dP Authorization Server
associates with that SAML SP registration.
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<sam 2: Assertion xm ns: sam 2="ur n: oasi s: nanmes: tc: SAM.: 2. 0: assertion"
| D="_123456789" | ssuel nst ant="2025-03-01T12: 34: 56Z" Versi on="2.0">
<sam 2: | ssuer>https://idp. exanpl e. conl </ sam 2: | ssuer >
<saml 2: Subj ect >
<sam 2: Nanel D For mat ="ur n: oasi s: nanmes: tc: SAM.: 1. 1: nanei d- f or mat : enmai | Addr ess" >
al i ce@xanpl e. com
</ sam 2: Nanel D>
<saml 2: Subj ect Confi rmati on Met hod="urn: oasi s: nanmes: tc: SAM.: 2. 0: cm bearer">
<saml 2: Subj ect Confi rmati onDat a
Not OnOr Af t er =" 2025- 03- 01T12: 39: 562"
Reci pient="https://client.exanpl e.com assertion-consuner"/>
</ sam 2: Subj ect Confirmati on>
</ sam 2: Subj ect >
<sam 2: Condi ti ons Not Bef or e="2025- 03-01T12: 34: 56Z" Not OnOr Aft er =" 2025- 03- 01T13: 34: 56Z" >
<sanl 2: Audi enceRestriction>
<sanl 2: Audi ence>https://client.exanple.conlsp-entity-id</sam 2: Audi ence>
</ sam 2: Audi enceRestri cti on>
</ sam 2: Condi ti ons>
<sam 2: Attri but eSt at ement >
<sam 2: Attri bute Name="gi ven_name" >
<sam 2: Attri but eVal ue>Al i ce</ sam 2: Attri but eVal ue>
</sam 2: Attri but e>
</sam 2: Attri but eSt at enrent >
<saml 2: Aut hnSt at enent  Aut hnl nst ant =" 2025- 03- 01T12: 30: 00Z" >
<sam 2: Aut hnCont ext >
<sanl 2: Aut hnCont ext Cl assRef >
urn: oasi s: nanes:tc: SAM.: 2. 0: ac: cl asses: Passwor dPr ot ect edTr ansport
</ sam 2: Aut hnCont ext Cl assRef >
</ sam 2: Aut hnCont ext >
</ sam 2: Aut hnSt at enent >
</ sam 2: Assertion>

When this assertion is used as the subject_token in Token Exchange,
the 1dP Authorization Server MJST verify that the Audience /
SPEntityl D maps to the QAuth Cient IDthat is authenticated for the
token request. This prevents a client frompresenting an assertion
i ssued for a different SAML SP.
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POST /oaut h2/token HTTP/ 1.1
Host: acne.i dp. exanpl e
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange

& equest ed_token_type=urn:ietf:parans: oauth:token-type:refresh_token
&scope=openi d+of f I i ne_access+enai |

&subj ect _t oken=PHNhbWwOkFzc2Vydd vbi BAbWuczp. . . c2Ft bDppc3N1ZXI +PCOzYWLsCkFzc2Vydd vbj 4=
&subj ect _token_type=urn:ietf:parans: oaut h:token-type: sam 2

&client _assertion_type=urn:ietf:parans:oauth:client-assertion-type:jw-bearer

&client _assertion=eyJhbGci O JSUzI 1INi | sl mt pZCl 611yl n0..

HTTP/ 1.1 200 &K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"issued_token_type": "urn:ietf:parans:oauth:token-type:refresh_token",
"access_token": "vFodft4qniTcXkz26zL8b6u",
"token_type": "N_A",
"scope": "openid offline access email",
"expires_in": 1209600
}

5. Cross-Domain dient |ID Handling

There are three separate OQAut h/ Openl D Connect/ SAM. rel ati onshi ps
involved in this flow

* Client to IdP Authorization Server (OpenlD Connect or SAM)
* Cient to Resource Authorization Server (QAuth)

* Resource Authorization Server to IdP Authorization Server (OpenlD
Connect or SAM.)

Each relationship is typically represented by independent client

regi strations between each party. For exanple, the IdP Authorization
Server typically issues a Client ID for both the Client and Resource
Aut hori zation Server to use for single sign-on with Openl D Connect as
a Relying Party. Simlarly, the Resource Authorization Server
typically issues a Client IDfor the Client to use for APl access to
the Resource Server. The dient may choose to use different client
credentials with each registration
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In this flow, the IdP Authorization Server accepts a Token Exchange
request fromthe Cient, and issues an ID-JAG that will be consuned
by the Resource Authorization Server. This neans the IdP

Aut hori zation Server needs to know about the rel ationship between the
Client and the Resource Authorization Server, in order to include a
client _id claimin the IDDJAGthat will be recogni zed by the Resource
Aut hori zation Server.

This can be handl ed by the I dP Authorization Server maintaining a
record of each client id used between Cients and Resource

Aut hori zation Servers, which will need to be obtained by out-of-band
mechani sms. The Cient still needs to authenticate using its

regi stered credential with the Resource Authorization Server when
presenting the I D-JAG for the mapped client_id. Requiring a
confidential client helps to prevent the IdP Authorization Server
from del egating access to any of the valid clients for the Resource
Aut hori zati on Server

Note: The | dP Authorization Server is also responsible for nmapping
subject identifiers across Cients and trust domains in the | D JAG
The sane user may have a pairw se subject identifier issued in an ID
Token for SSOto the Cient and another with SSO to the Resource

Aut hori zation Server as a Relying Party. The Resource Authorization
Server needs consistent subject identifiers for subject resolution
across both SSO and APl access. The I dP Authorization Server needs
to ensure that the subject identifier issued in the IDDJAGis the
same identifier for the user that it would have included in an ID
Token intended for the Resource Authorization Server

Alternatively, if clients use "Client | D Metadata Docunent™”
[1-D.ietf-oauth-client-id-netadata-docunment] as their client
identifiers, this acts as a shared gl obal nanespace of Cient |IDs and
renmoves the need for the 1dP Authorization Server to maintain a
mappi ng of each client registration.

6. Tenant Rel ationships with Issuer and Cient ID
In multi-tenant depl oynents, the relationship between tenants,
issuers, and client identifiers is critical for proper identity and
aut hori zati on managenent. This section explains how these conponents
relate to each other in the context of ldentity Assertion JW
Aut hori zation G ants.

6.1. |Issuer and Tenant Rel ationship

An Aut hori zation Server nmay operate as either a single-tenant or
mul ti-tenant issuer
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* *Single-tenant issuer*: The issuer identifier (iss) uniquely
identifies both the Authorization Server and the tenant. Al
clients and users belong to a single tenant context. The issuer
identifier alone is sufficient to identify the tenant.

* *Multi-tenant issuer*: The issuer identifier (iss) identifies the
Aut hori zation Server, but multiple tenants may be hosted by the
same issuer. In this case, the tenant identifier (tenant) claim
is used in conjunction with the issuer identifier to uniquely
identify the tenant context. The conbination of iss + tenant
uniquely identifies the tenant.

When an |1 dP Authorization Server issues an ID-JAG it MJST include
the tenant claimif the issuer is multi-tenant and the tenant context
is relevant for the Resource Authorization Server. The |IdP MJST
determ ne the appropriate tenant identifier based on the subject’s
tenant nenbership and the target Resource Authorization Server’s
tenant requirenents.

6.2. dient ID and Tenant Rel ationship

The rel ationship between client _id and tenant depends on the
depl oynent nodel :

* *Tenant-scoped client identifiers*: In some depl oynents, the
client_id is unique only within a tenant context. The same
client_id value may exist in different tenants, and the
conbi nation of tenant + client_id (or iss + tenant + client_id for
mul ti-tenant issuers) uniquely identifies the client registration

* *Jobal client identifiers*: In other deploynments, the client_id
is globally unique across all tenants. The client_id al one
uniquely identifies the client, regardl ess of tenant context.

The | dP Aut horization Server MJST understand the client identifier
nodel used by the Resource Authorization Server when including the
client_id claimin an I1D-JAG For tenant-scoped client identifiers,
the IdP MJUST ensure that the client id included in the IDDJAGis
valid within the tenant context indicated by the tenant claim(if
present) or the issuer’s tenant context.

6.3. Subject Identifier Uniqueness with Tenants

As specified in Section 3, subject identifiers (sub) have different
uni queness requi rements based on tenant configuration

* For single-tenant issuers: The subject identifier MJST be uni que
when scoped with issuer (iss + sub).
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* For multi-tenant issuers: The subject identifier MJST be unique
when scoped with issuer and tenant (iss + tenant + sub).

The 1dP Authorization Server MJST ensure that the sub claimin the

I D-JAG foll ows the appropriate uni queness rules for the target
Resource Authorization Server. When the Resource Authorization
Server is multi-tenant, the 1dP MJUST include the tenant claimin the
I D-JAG to ensure proper subject identifier scoping.

6.4. Tenant Context in Token Exchange

Wien a Cient requests an | D JAG via Token Exchange, the |dP
Aut hori zation Server determ nes the tenant context from

1. The subject token (e.g., ID Token or SAML assertion) used in the
t oken exchange request, which may contain tenant information

2. The authenticated client’s tenant nenbership
3. The target Resource Authorization Server’s tenant requirenents

The 1dP MUST evaluate policy to determine if the requested audi ence
(Resource Authorization Server) requires tenant information, and if
so, which tenant identifier to include in the issued | D-JAG The
tenant identifier in the I1D-JAG MUST natch the tenant context that
the Resource Authorization Server expects for the specified client_id
and sub.

7. Authorization Server Mtadata

There are two conpl enmentary metadata paranmeters that can be used by
the two different authorization servers.

i dentity_chaini ng_requested_token_types_supported indicates which
token types an | dP Authorization Server can issue for identity

chai ning, while authorization_grant_profiles _supported indicates
whi ch aut horization grant profiles a Resource Authorization Server
can process.

7. 1. | dP Aut horization Server Mt adata

An | dP Authorization Server can advertise the identity chaining token
types it can issue in its QAuth Authorization Server Metadata

[ RFC8414]. Identity and Authorization Chaining Across Domains
[I-D.ietf-oauth-identity-chaining] defines the

i dentity_chaini ng_requested_token_types_supported netadata paraneter
for this purpose.
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To advertise support for issuing an ldentity Assertion JW

Aut hori zation Gant via Token Exchange, the | dP Authorization Server
SHOULD i nclude the follow ng value in

i dentity_chaining _requested token_types supported:

urn:ietf:parans: oaut h:token-type:id-jag
7.2. Resource Authorization Server Mt adata

A Resource Authorization Server can advertise support for

aut hori zation grant profiles in its QAuth Authorization Server

Met adat a [ RFC8414] using the authorization_grant profiles_supported
met adat a par anet er.

The val ue of authorization_grant_profiles_supported MJST be a JSON
array of strings. Each string MJST identify a supported
aut hori zation grant profile.

Inclusion of a profile identifier in
aut hori zation_grant _profil es_supported indicates only that the
Resource Authorization Server inplements the processing rules for

that profile. It does not indicate that any particul ar issuer,
tenant, client, subject, audience, or authorization request will be
accept ed.

To advertise support for the ldentity Assertion JW Authorization
Grant profile, the Resource Authorization Server SHOULD include the
followi ng value in the authorization_grant_profiles_supported

property:
urn:ietf:paranms: oauth: grant-profile:id-jag

A Resource Authorization Server that includes

urn:ietf:parans: oauth:grant-profile:id-jag in

aut hori zation_grant _profiles_supported for this specification MJST
al so include urn:ietf:parans: oauth: grant-type:jw-bearer in

grant _types_support ed.

8. dient Mtadata

A client can advertise support for authorization grant profiles in
its client nmetadata using the authorization_grant_profil es_supported
paraneter. This paranmeter MAY be registered via QAuth 2.0 Dynanic
Client Registration [ RFC7591] or published in a dient I D Metadata
Docunent [I-D.ietf-oauth-client-id-metadata-docunment].
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The val ue of authorization_grant_profiles_supported MJST be a JSON
array of strings. FEach string MJST identify an authorization grant
profile that the client inplenments.

Inclusion of a profile identifier in

aut hori zation_grant_profiles _supported indicates only that the client
i npl ements the processing rules for that profile. 1t does not
indicate that any particular 1dP Authorization Server, Resource

Aut hori zation Server, audience, resource, or scope wll be requested.

To advertise support for the lIdentity Assertion JWI Authorization
G ant profile, the client SHOULD include the following value in the
aut hori zation_grant _profil es_supported property:

urn:ietf:params:oauth:grant-profile:id-jag

A client that includes urn:ietf:parans:ocauth:grant-profile:id-jag in
aut hori zation_grant_profiles_supported for this specification MJST

al so include both urn:ietf:parans: oaut h: grant-type:token-exchange and
urn:ietf:params:oauth: grant-type:jw-bearer in its grant_types, since
the client uses Token Exchange to obtain the I1D-JAG fromthe 1dP

Aut hori zation Server and the JWI Bearer Token grant to redeemit at

t he Resource Authorization Server

Security Considerations
1. dient Authentication

Thi s specification SHOULD only be supported for confidential clients.
Public clients SHOULD use the existing authorization code grant and
redirect the user to the Resource Authorization Server with an QAuth
2.0 Authorization Request where the user can interactively consent to
the access del egati on.

2. Step-Up Authentication

In the initial token exchange request, the IdP may require step-up
aut hentication for the subject if the authentication context in the
subj ect’s assertion does not neet policy requirenents. An

i nsufficient_user_authentication QAuth error response nay be returned
to convey the authentication requirenments back to the client simlar
to QAuth 2.0 Step-up Authentication Challenge Protocol [RFC9470].
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{
"error": "insufficient _user_authentication",
"error_description": "Subject doesn’'t neet authentication requirements",
"max_age": 5

}

The Cient would need to redirect the user back to the IdP to obtain
a new assertion that neets the requirenents and retry the token
exchange.

TBD: It may nmake nore sense to request the ldentity Assertion JW
Aut hori zation Grant in the authorization request if using OpenlD
Connect for SSO when performing a step-up to skip the need for
addi tional token exchange round-trip.

9.3. Cross-Dommin Use

This specification is intended for cross-domain uses where the
Client, Resource Authorization Server, and IdP are in different trust
domains. In particular, the IdP MJUST NOT issue access tokens in
response to an ID-JAG it issued itself in the sane domain. Doing so
could |l ead to unintentional broadening of the scope of authorization
Thi s does not preclude a single piece of software from being both an
IdP issuing ID-JAGs as well as a Resource Authorization Server
consunming | D-JAGs, as long as the I D JAG crosses a trust domain such
as a tenant or customer boundary.

An ID-JAG is specific to the trust rel ationship between the issuing

I dP Aut horization Server and the Resource Authorization Server
identified by the aud claim \Wen a depl oynent involves additiona
downstream hops, the sanme | D-JAG MJUST NOT be reused as the

aut hori zation grant for a different downstream Resource Authorization
Server. For each subsequent hop, a new | D-JAG MAY be issued by the

I dP Aut horization Server trusted by that downstream Resource

Aut hori zation Server for SSO and subject resolution, or other
mechani sns MAY be used

9.4. Metadata Disclosure
Advertising issuer-specific trust relationships in publicly
accessi bl e netadata can discl ose federation topol ogy, business

rel ati onshi ps, tenant configuration, or other deploynent-sensitive
i nformation.
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Resour ce Aut horization Servers MJST NOT use
aut hori zation_grant_profiles_supported to disclose issuer allowlists
or other profile-specific trust relationships.

Resource Authorization Servers MAY provide a protected di scovery
mechani sm by which an authenticated client can determni ne whether an
Identity Assertion JW Authorization Gant froma particular issuer
woul d be accepted for that client. |If such a mechanismis provided,
the Resource Authorization Server MIST require client authentication
bef ore disclosing issuer-specific acceptance information. The
response MUST be specific to the authenticated client and MAY al so be
scoped by tenant, resource, or other |ocal policy context.

9.5. Subject ldentifier Trust

When the ID-JAG includes a sub_id claim the Resource Authorization
Server MUST NOT use the sub_id.issuer value to establish trust in the
I D-JAG i ssuer. The ID-JAG MJUST first be validated using the iss
claim signature, audience, expiration, and client binding according
to this specification.

The Resource Authorization Server MJST use a SAML Nanel D sub_id only
when the validated I1D-JAG issuer is explicitly associated with the
SAM. i ssuer identified by sub_id.issuer through |ocal configuration
or trusted federati on netadata.

9.6. Subject Identifier D sclosure

The 1dP Authorization Server SHOULD i nclude sub_id only when needed
by the target Resource Authorization Server for subject resolution.
Because the ID-JAGis visible to the Cient that presents it, sub_id
can di sclose additional user identifiers, such as email -address

Nanel Ds or stable enterprise account identifiers, that the dient

m ght not otherwi se receive. The |IdP Authorization Server SHOULD
mnimze the subject identifiers included in the ID-JAG to those
required by the Resource Authorization Server.

9.7. Actor Del egation Extensions

This specification allows Token Exchange requests for ID-JAGto carry
actor_token, but it does not define nornmative processing requirenents
for it. Future profiles or extensions can define how actor_token is

val i dated, authorized, and reflected in the issued | D-JAG including

whet her an act claimis included.
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Profiles or extensions that define use of actor_token need to

consi der delegation risks. |In particular, a client could attenpt to
conmbine a valid subject_token with an unrelated or |ess-trusted
actor _token to obtain an ID-JAG that overstates the actor’s
authority.

Such profiles or extensions should define how actor_token is
val i dated, how the rel ati onship between the authenticated client,
subj ect, and actor is authorized, how any resulting act claimis
derived, and how unnecessary disclosure of actor identity or
attributes is mninized across trust domains.

When such profiles or extensions use an act claim they should
preserve the distinction between the actor identified by act and the
resource owner identified by sub. The authenticated client identity
is also not a substitute for actor identity.

9.8. Sender Constraining Tokens
9.8.1. Proof-of-Possession

Identity Assertion JWI Authorization Gant nmay support key binding to
enabl e sender-constrai ned tokens as described in Section 4 of
[I-D.ietf-oauth-identity-chaining] and

[1-D. parecki-oaut h-jwt-dpop-grant]. This provides additiona

security by binding tokens to a specific cryptographic key,
preventing reuse by parties that do not have access to the private
key.

Pr oof - of - possession is denonstrated by the client presenting a DPoP
proof JWI (as defined in [ RFC9449]) in a DPoP HTTP header. The DPoP
proof demponstrates that the client possesses the private key
corresponding to a public key. This public key can be bound to
tokens, ensuring that only the holder of the private key can use
those tokens.

The cnf (confirmation) claim as defined in [RFC7800], is used to
bind a public key to a JWI. Wen an I D JAG contains a cnf claimwth
a jkt property as defined in [RFC9449], it indicates that the I D JAG
is bound to that specific key (identified by its JWK SHA- 256
Thunbprint), and proof of possession of the corresponding private key
MUST be denonstrated when using the | D JAG

The foll owi ng sections describe the processing rules for proof-of-
possession at two stages: during the Token Exchange (when requesting
an I|D-JAG fromthe IdP) and during the | D-JAG exchange (when
exchanging the I D-JAG for an access token at the Resource

Aut hori zati on Server).
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9.8.1.1. Proof-of-Possessi on During Token Exchange

VWhen a client requests an I D-JAG fromthe | dP Authorization Server
via Token Exchange, the client MAY include a DPoP proof in the
request. This denobnstrates possession of a key that can be bound to
the 1 D-JAG

The client generates a key pair and includes a DPoP proof JWI in the
DPoP header of the Token Exchange request:

POST /oaut h2/token HTTP/ 1.1

Host: acne.idp. exanpl e

Cont ent - Type: application/ x-wwmwform url encoded
DPoP: eyJ0eXAi O Jkc@wK2p3dCl sl nFszyl 61 kVTM U2l i wi andr | j p71 mt 0eSl 61 kVDI . . .

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange

& equest ed_token_type=urn:ietf:parans: oauth:token-type:id-jag
&audi ence=htt ps://acme. chat . exanpl e/

& esource=https://api.chat.exanpl e/

&scope=chat . read+chat. hi story

&subj ect _t oken=eyJraWQ O JzMIZ0cVNt ODhwRE04VEZCXzdr SEL Q. . .
&subj ect _token_type=urn:ietf:parans: oaut h:token-type:id_token

The 1dP Authorization Server processes the request as follows:

1. If a DPoP proof is present, the IdP MJST validate it according to
Section 4.3 of [RFC9449]. The htm clai m MUST be POST, and the
htu cl ai m MUST match the token endpoi nt URL.

2. |If the DPoP proof is valid, the IdP MIST include a cnf claimin
the issued I D-JAG containing a jkt property with the JWK SHA- 256
Thunmbprint conputed fromthe DPoP proof’s jwk header paranmeter as
defined in Section 6.1 of [RFC9449]. This enables the Resource
Aut hori zation Server to validate the key binding for the | D JAG
usi ng sinple string conparison of the JWK SHA-256 Thunbpri nt.

The cnf claimformat follows Section 6.1 of [RFC9449]:
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}

"jti": "9e43f81b64a33f20116179",
"iss": "https://acme.idp.exanple”,
"sub": "U019488227",

"aud": "https://acne.chat.exanplel/",

"client_id": "f53f191f9311af 35",
"exp": 1311281970,
"iat": 1311280970,

"resource": "https://api.chat.exanple/",
"scope": "chat.read chat. history",
"enf": {

"j kt": " 0ZcOCORZNYy- DWqq30j ZyJ GHTNOd2Hgl BV3ui guAdl "

The t oken exchange response does not explicitly indicate whether
key bi ndi ng was successfully perforned by the 1dP. The
token_type response paraneter for an ID-JAG is always N _A per
Section 2.2.1 of [RFC8693]. The client SHOULD i nspect the I D JAG
to determine if a cnf claimis present and whether it represents
the sane key as the DPoP proof. This enables the client to
detect if the IdP successfully processed the DPoP proof in the

t oken exchange request and bound the issued | D-JAG preventing
the IdP fromsilently ignoring the DPoP proof and nitigating
downgr ade attacks.

If no DPoP proof is presented, the IdP issues an I D-JAG wi thout a
cnf claim

9.8.1.2. Proof-of-Possession During | DJAG Exchange

When a client exchanges an I D-JAG for an access token at the Resource
Aut hori zation Server, the processing rul es depend on whether the ID
JAG contains a cnf claimand whether the client presents a DPoP

pr oof .

9.8.1.2.1. |IDJAG Contains cnf C aimand DPoP Proof is Presented

If the ID-JAG contains a cnf claimand the client presents a DPoP
proof, the Resource Authorization Server MJST:

1.

2.

Val i date the DPoP proof according to Section 4 of [RFC9449].

Extract the JW SHA-256 Thumbprint fromthe DPoP proof by
computing the thunbprint of the jwk header paraneter in the DPoP
proof according to [ RFC7638].
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3. Extract the JW SHA-256 Thunmbprint fromthe jkt property of the
cnf claimin the | D JAG

4. Conpare the two thunbprints. They MJUST match exactly. [|f they
do not match, the request MJUST fail with an invalid _grant error.

5. If the thunmbprints match, the Resource Authorization Server NMNAY
i ssue a sender-constrai ned access token (e.g., a DPoP-bound
token) per the Resource Server configuration. The issued access
t oken SHOULD be bound to the sane key.

Exanpl e request:

POST /oaut h2/token HTTP/ 1.1

Host: acne. chat. exampl e

Cont ent - Type: applicati on/ x-ww-form url encoded
DPoP: eyJ0eXAi O Jkc@wK2p3dCl sl nFszyl 61 kVTM U2l i wi andr | j p71 mt 0eSl 61 kVDI . . .

grant _type=urn:ietf:parans: oaut h: grant-type:jw -dpop
&asserti on=eyJhbCci G JI Uzl 1Ni | sl nR5cCl 61 nBhdXRoLW kLWhhZyt qd3Q fQ . .

Exanpl e successful response with DPoP-bound token:

HTTP/ 1.1 200 K

Cont ent - Type: application/json;charset=UTF-8
Cache-Control : no-store

Pragma: no-cache

{
"token_type": "DPoP",
"access_token": "2YotnFZFEj r 1zCsi cMApAA",
"expires_in": 86400,
"scope": "chat.read chat. history”
}

9.8.1.2.2. 1D JAG Contains cnf C aimbut DPoP Proof is Not Presented
If the ID-JAG contains a cnf claimbut the client does not present a
DPoP proof, the Resource Authorization Server MJIST reject the request
with an invalid grant error, as the I D JAG requires proof of
possessi on.

Exanpl e error response:
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{
"error": "invalid_grant",
"error_description": "Proof of possession required for this authorization grant”
}
9.8.1.2.3. |D JAG Does Not Contain cnf C aimand DPoP Proof is
Present ed

If the ID-JAG does not contain a cnf claimbut the client presents a
DPoP proof, the Resource Authorization Server:

1. MJST validate the DPoP proof according to Section 4 of [RFC9449].

2. MAY issue a sender-constrained access token (e.g., a DPoP-bound
token) per the Resource Server configuration at the Authorization
Server, binding the access token to the key denonstrated in the
DPoP pr oof .

3. The access token response will indicate the token type (e.qg.,
DPoP for DPoP-bound tokens, or Bearer for unconstrained tokens).

9.8.1.2.4. | D- JAG Does Not Contain cnf C aimand DPoP Proof is Not
Pr esent ed

If the I D-JAG does not contain a cnf claimand the client does not
present a DPoP proof:

1. The Resource Authorization Server MAY issue an unconstrai ned
Bear er token.

2. However, if the Resource Server configuration at the
Aut hori zation Server requires constrained tokens for that
Resource Server, the request MJST fail with an invalid_grant
error.

Exanpl e error response when constrai ned tokens are required:
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HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{

"error": "invalid_grant",
"error_description": "Sender-constrained tokens required for this resource server"

}

10. | ANA Consi derations

10.1. Media Types
This section registers oauth-id-jag+w, a new nedia type [ RFC2046]
in the "Media Types" registry [IANA nedi a-types] in the nmanner
described in [RFC6838]. It can be used to indicate that the content
is an ldentity Assertion JW Authorization G ant.

10.2. QAuth URI Registration
This section registers urn:ietf:paranms: oauth:token-type:id-jag in the
"QAuth URI" subregistry of the "QAuth Paraneters" registry
[ 1 ANA. oaut h- paranet ers] .
* URN: urn:ietf:parans: oaut h:token-type:id-jag

* Common Name: Token type URI for an ldentity Assertion JW
Aut hori zation Grant

* Change Controller: |IETF

* Specification Docunent: This docunent

This section registers urn:ietf:parans:oauth:grant-profile:id-jag in
the "QAuth URI" subregistry of the "QAuth Paraneters" registry

[ I ANA. oaut h- paranet er s] .

* URN: urn:ietf:parans:oauth:grant-profile:id-jag

* Common Name: Authorization grant profile identifier for an
ldentity Assertion JW Authorization G ant

* Change Controller: IETF

* Specification Docunent: This docunent
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10.

10.

10.

3. CQAuth Authorization Server Metadata Registration

This section registers authorization_grant_profiles_supported in the
"QAut h Aut horization Server Metadata" registry of the "QAuth

Par anet ers" registry [l ANA oaut h- paranet ers].

* Metadata Name: authorization_grant_profil es_supported

* Metadata Description: JSON array of supported authorization grant
profile identifiers

* Change Controller: |IETF

* Specification Docunent: This docunent

4. QAuth Dynamic Cient Registration Metadata Registration

This section registers authorization grant_profiles_supported in the
"QAuth Dynamic Client Registration Metadata" registry of the "QAuth
Par armet ers" regi stry [l ANA. oaut h- paraneters], established by

[ RFC7591] .

* Metadata Nane: authorization _grant _profiles_supported

* Metadata Description: JSON array of authorization grant profile
identifiers supported by the client

* Change Controller: |ETF

* Specification Docunment: Section 8

5. JSON Wb Token O ains Registration

This section registers the following clains in the "JSON Wb Token
Clai ns" subregistry of the "JSON Wb Token (JWI)" registry
[TANA.jwt]. The "JSON Wb Token C ainms" subregistry was established
by [ RFC7519].

* (C ai mNane: resource

* (C aimDescription: Resource

* Change Controller: IETF

* Specification Docunent(s): Section 3

* C aimNane: aud_tenant
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* ClaimDescription: Resource Authorization Server tenant identifier
* Change Controller: IETF
* Specification Docunent(s): Section 3

10.6. Security Event ldentifier Format Registration

This section registers the sam -nanmeid Subject Identifier Format in
the "Security Event ldentifier Formats" registry established by
[ RFC9493] .

* Format Nane: sam -naneid
* Format Description: SAML Namel D Subject Ildentifier Format
* Change Controller: |IETF
* Reference: Section 3.2.1
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endi x A Use Cases

The foll owi ng use cases are illustrative and not exhaustive.
Enterprise workforce identity is a common depl oynent context, but
this profile can also apply where the | dP Authorization Server
trusted by the Resource Authorization Server for SSO and subj ect
resolution is a ClAM |l ayer, platformidentity system or other
application-domain identity provider.

Ent erpri se Depl oynent

Enterprises often have hundreds of SaaS applications. SaaS
applications often have integrations to other SaaS applications that
are critical to the application experience and jobs to be done. Wen
a SaaS app needs to request an access token on behalf of a user to a
3rd party SaaS integration’s APlI, the end-user typically needs to
conplete an interactive del egated QAuth 2.0 flow, as the SaaS
application is not in the same security or policy domain as the 3rd
party SaaS integration.

It is industry best practice for an enterprise to connect their
ecosystem of SaaS applications to their Identity Provider (1dP) to
centralize identity and access nmanagenent capabilities for the
organi zation. End-users get a better experience (SSO and

adm nistrators get better security outcones such multi-factor

aut hentication and zero-trust. SaaS applications today enable the
adm nistrator to establish trust with an 1dP for user authentication

Thi s specification can be used to extend the SSO rel ati onshi p of
mul ti pl e SaaS applications to include APl access between these
applications as well. This specification enables federation for

Aut hori zation Servers across policy or admnistrative boundari es.

The sane enterprise I1dP that is trusted by applications for SSO can
be extended to broker access to APIs. This enables the enterprise to
centralize nore access decisions across their SaaS ecosystem and
provi des better end-user experience for users that need to connect

mul tiple applications via QAuth 2.0.

1. Precondi ti ons

* The Client has a registered QAuth 2.0 Client with the IdP
Aut hori zation Server

* The Cient has a registered QAuth 2.0 Cient with the Resource
Aut hori zation Server
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* Enterprise has established a trust relationship between their |dP
and the Cient for SSO and Identity Assertion JW Authorization
G ant

* Enterprise has established a trust relationship between their |1dP
and the Resource Authorization Server for SSO and ldentity
Assertion JWI Aut horization G ant

* Enterprise has granted the Client permission to act on behalf of
users for the Resource Authorization Server with a set of scopes

Customer ldentity for Devel oper SaaS Conponents

I n depl oynents where the shared identity |ayer serves customer-facing
applications, the 1dP is a Custoner ldentity and Access Managenent
(CAM platformthat signs end-users into a custoner-facing
application or suite of first-party applications rather than a

wor kf orce | dP used to sign enployees into internal or SaaS
productivity tools.

These custoner applications often enbed or depend on third-party
devel oper SaaS conponents such as communi cations, anal ytics, fraud
det ection, document processing, support tooling, or |ogging and
observability services. A first-party application may need to
request an access token on behalf of the signed-in custoner so that
these conponents can be invoked seam essly as part of the product
experience, without interrupting the custonmer with separate del egated
QAut h aut hori zation pronpts for each downstream servi ce.

Thi s specification can be used in these deploynments when the Cl AM

pl atform serves as the common identity layer trusted by the first-
party applications and by the authorization servers for the third-
party devel oper SaaS conponents. |In that nodel, the CIAM platform
can broker an Identity Assertion JW Authorization Gant that allows
the conponent provider to i ssue an access token scoped to the
custonmer and to the specific conponent APlIs needed by the first-party
appl i cation.

A 2. 1. Precondi ti ons

A.2.1.1. Deploynent and Client Preconditions

Par

* The first-party application has a registered QAuth 2.0 Cient with
the Cl AM I dP Aut horization Server

* The first-party application has a registered QAuth 2.0 Cient with
the Resource Authorization Server for the devel oper SaaS conponent
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* The Resource Authorization Server is able to nmap the custoner
identity conveyed by the CtAM platformto the correspondi ng
account, tenant, or subject established through JIT provisioning
at the devel oper SaaS conponent

.1.2. Trust Relationship Preconditions

* The organi zation operating the custonmer application has
established a trust relationship between its CI AM pl atform and t he
first-party application for custoner sign-in and issuance of
identity assertions

* The organi zation operating the customer application and the
devel oper SaaS provi der have established a trust rel ationship
between the CI AM pl atform and the Resource Authorization Server
for ldentity Assertion JWI Authorization G ant

* The organi zation operating the custoner application has granted
the first-party application pernission to act on behalf of signed-
in customers for the devel oper SaaS conponent with a defined set
of scopes

Enmai | and Cal endaring Applications

Emai|l clients can be used with arbitrary email servers, and cannot
require pre-established rel ati onshi ps between each email client and
each email server. Wen an email client uses QAuth to obtain an
access token to an emmil server, this provides the security benefit
of being able to use strong multi-factor authentication nethods
provided by the email server’s authorization server, but does require
that the user go through a web-based flowto log in to the emil
client. However, this web-based flowis often seen as disruptive to
the user experience when initiated froma desktop or nobile native
application, and so is often attenpted to be mnimzed as nmuch as
possi bl e.

When the email client needs access to a separate APlI, such as a
third-party cal endaring application, traditionally this would require
that the email client go through anot her web-based QAuth redirect
flow to obtain authorization and ultinmately an access token

To stream ine the user experience, this specification can be used to
enable the email client to use the Identity Assertion to obtain an
access token for the third-party cal endaring application w thout any
user interaction.
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A 3. 1.

*

Al

Precondi ti ons

The Client does not have a pre-registered QAuth 2.0 client at the
I dP Aut horization Server or the Resource Authorization Server

The Cient has obtained an ldentity Assertion (e.g. |ID Token) from
the IdP Authori zation Server

The Resource Authorization Server is configured to allow the
ldentity Assertion JW Authorization Gant from unregistered
clients

Al Agent using External Tools

agents are designed to performconpl ex tasks on behal f of users,

often requiring integration with external tools provided by SaaS
applications, internal services, or enterprise data sources. Wen
accessing these systens, the agent often operates on behalf of the
end user, and its actions are constrained by the user’s identity,

r ol

e, and permi ssions. |n agentic systems, the relevant 1dP for a

given I D-JAG hop is the IdP Authorization Server the downstream
Resource Authorization Server already trusts for SSO and subject
resolution at that boundary. That may be an enterprise workforce
IdP, a CIAM or product identity layer, or an internal platformIdP
dependi ng on the depl oynment.

A 4.1

A 4. 1.

*

Precondi ti ons
1. Deploynent and Client Preconditions

The Enterprise IdP at idp.cyberdyne-corp.exanple authenticates the
enterprise’'s users, issues identity assertions, and is the 1dP

Aut hori zation Server trusted by the External Tool Resource

Aut hori zation Server for SSO and subject resolution for this hop

The External Tool APl (resource server) at api.saas-tool.exanple
and its authorization server at authorization-server.saas-
tool . exanpl e are operated by a SaaS tool vendor, in a different
trust domain fromthe enterprise 1dP

The Al Agent is an QAuth 2.0 client with client ID https://ai-
agent - app. exanpl e/

The Enterprise 1dP (idp.cyberdyne-corp. exanple) recognizes the Al
Agent (https://ai-agent-app.exanple/) as a trusted client, either
through static registration or dynam c discovery via
[1-D.ietf-oauth-client-id-netadata-docunent]
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A 4. 2.

The External Tool Resource Authorization Server (authorization-
server.saas-tool . exanpl e) recogni zes the Al Agent (https://ai-
agent - app. exanpl e/) as a trusted client, either through static
regi stration or dynanic discovery via
[1-D.ietf-oauth-client-id-netadata-docunent]

Note: This exanple uses a URL as the client ID, follow ng the
Client Identity Metadata Docunment pattern
[I-D.ietf-oauth-client-id-netadata-docunent] to allow servers to
dynami cal |y discover client nmetadata. Alternatively, clients may
be statically registered at the | dP and authorizati on server and
given static opaque client IDs, with metadata configured directly
in the IdP and Authorization Server.

.2. Trust Relationship Preconditions

The enterprise has established a trust relationship between their
I dP (i dp. cyberdyne-corp. exanple) and the Al Agent for SSO

The enterprise has established a trust relationship between their
I dP (i dp.cyberdyne-corp. exanple) and the External Tool Resource
Aut hori zation Server (authorization-server.saas-tool.exanple) for
SSO and ldentity Assertion JW Authorization G ant

The enterprise has granted the Al Agent permission to act on
behal f of users for the External Tool Resource Authorization
Server with a specific set of scopes

Exanpl e Sequence

The steps bel ow descri be the sequence of the Al Agent obtaining an
access token using an ldentity Assertion JW Authorization G ant
(Section 3).

A 4. 2.

Al

1. Al Agent establishes a User ldentity with Enterprise |dP

Agent (https://ai-agent-app.exanple/) discovers the Enterprise

IdP' s (idp.cyberdyne-corp. exanpl e) Openl D Connect Provider
configuration based on a configured issuer that was previously
est abl i shed.

Note: |1dP discovery where an agent discovers which |dP the agent
shoul d use to authenticate a given user is out of scope of this
speci fication.
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GET /.wel | - known/ openi d-confi guration
Host: idp. cyberdyne-corp. exanpl e
Accept: application/json

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

ge”

"issuer": "https://idp.cyberdyne-corp. exanple/",
"aut hori zation_endpoint": "https://idp.cyberdyne-corp. exanpl e/ oaut h2/ aut hori ze",
"token_endpoint": "https://idp.cyberdyne-corp. exanpl e/ oaut h2/t oken",
"userinfo_endpoint": "https://idp.cyberdyne-corp. exanpl e/ oaut h2/ useri nfo",
"jwks_uri": "https://idp.cyberdyne-corp. exanpl e/ oaut h2/ keys",
"registration_endpoint": "https://idp.cyberdyne-corp. exanpl e/ oaut h2/regi ster”,
"scopes_supported": [

"openid", "email", "profile"
1,
"response_types_supported": [

"code"
1,
"grant _types_supported": [

"aut hori zation_code", "refresh_token", "urn:ietf:parans: oaut h: grant-type:token-exchan
1,
"identity_chaini ng_requested_token_types_supported": ["urn:ietf:parans: oauth:token-type

id-jag"],

}

Al Agent discovers all necessary endpoints for authentication as well
as support for the identity chaining requested token type
urn:ietf:params: oaut h: token-type:id-jag

A 4.2.2. |1dP Authorization Request (with PKCE)

Al Agent (https://ai-agent-app.exanple/) generates a PKCE
code_verifier and a code_challenge (usually a SHA256 hash of the
verifier, base64url-encoded) and redirects the end-user to the
Enterprise 1dP (idp.cyberdyne-corp.exanple) with an authorization
request

GET /aut hori ze?
response_t ype=code
&client _id=https://ai-agent-app. exanpl e/
& edirect _uri=https://ai-agent-app. exanpl e/ cal | back
&scope=openi d+profi | e+enmi |
&st at e=xyzABC123
&code_chal | enge=E9Mel hoa20Omw Fr EMIJguCHaoeK1t 8URWUGI Sst w- cM
&code_chal | enge_net hod=S256
Host: idp. cyberdyne-corp. exanpl e
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A 4.2.3. User authenticates and authorizes Al Agent

Enterprise 1dP (idp.cyberdyne-corp.exanple) authenticates the end-
user and redirects back to the Al Agent’'s registered redirect UR
with an authorization code:

https://ai-agent - app. exanpl e/ cal | back?code=Spl x| OBeZQQYbYS6WShl A&st at e=xyzABC123

Al Agent (https://ai-agent-app.exanple/) exchanges the code and PKCE
code verifier to obtain an I D Token and Access Token for the I1dP' s
User | nfo endpoi nt

POST / oaut h2/t oken

Host: idp. cyberdyne-corp. exanpl e

Aut hori zation: Basic yZSlyYWkb20t c2Vj cmVOv3JCkFOXGQx2
Cont ent - Type: applicati on/ x-ww-form url encoded

grant _t ype=aut hori zati on_code
&code=Spl x| OBeZQQYbYS6W Shl A

& edirect _uri=https://ai-agent-app. exanpl e/ cal | back
&code_verifier=dBj ftJeZ4CVP- nBO2K27uhbUJUlplr wWWLgFWFOE] Xk

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"id_token": "eyJraWQ O JzMrZ0cVNt CDhwRE04VGZCXzdr SEt Q. . . ",
"token_type": "Bearer",
"access_token": "7SliwCQPlbr Gdj Bt savhXo",
"scope": "openid profile email"
}

Al Agent validates the ID Token using the published JWKS for the
Enterprise 1dP (idp.cyberdyne-corp. exanple)

{
"iss": "https://idp.cyberdyne-corp. exanple/",
"sub": "1997e829- 2029- 41d4- a716- 446655440000",
"aud": "https://ai-agent-app.exanplel/",
"exp": 1984448400,
"iat": 1984444800,
"auth_time": 1984444800,
"nanme": "John Connor",
"email": "john.connor @yberdyne-corp. exanpl e",
"emai|l _verified': true

}

Al Agent now has an identity binding for context
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A 4.2.4. A Agent calls External Too

Al Agent (https://ai-agent-app.exanple/) calls the External Tool API
(Resource Server) at api.saas-tool.exanple without a valid access
token and is issued an authentication challenge per Protected
Resource Metadata [ RFC9728].

Not e: How agents di scover available external tools is out of scope
of this specification

GET /tools
Host: api.saas-tool.exanpl e
Accept: application/json

HTTP/ 1.1 401 Unaut hori zed
WAV Aut henti cat e: Bearer resource_netadat a=
"https://api.saas-tool.exanpl e/.well-known/ oaut h- prot ect ed-resource"

Al Agent fetches the External Tool API's QAuth 2.0 Protected Resource
Met adat a per [ RFC9728] to dynamically discover an authorization
server that can issue an access token for the resource.

GET /.wel | - known/ oaut h- pr ot ect ed-resource
Host: api.saas-tool.exanpl e
Accept: application/json

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"resource":
"https://api.saas-tool.exanplel",
"aut hori zati on_servers":
[ "https://authorization-server.saas-tool.exanple/" ],
"bear er et hods_support ed":
["header", "body"],
"scopes_supported":
["agent.read", "agent.wite"],
"resource_docunentation”:
"https://api.saas-tool.exanpl e/ resource_docunentation. htm "
}

Al Agent discovers the External Tool Resource Authorization Server
(aut hori zati on-server. saas-tool . exanpl e) configuration per [RFC8414]
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GET /.wel | - known/ oaut h- aut hori zati on- server
Host: authorization-server. saas-tool.exanmpl e
Accept: application/json

HTTP/ 1.1 200 Ok
Cont ent - Type: application/json

{
"issuer": "https://authorization-server.saas-tool.exanple/",
"aut hori zation_endpoint”: "https://authorization-server. saas-tool.exanpl e/ oaut h2/ aut hor
ize",
"token_endpoint": "https://authorization-server. saas-tool.exanpl e/ oaut h2/token",
"jwks_uri": "https://authorization-server.saas-tool.exanpl e/ oaut h2/ keys",
"registration_endpoint": "https://authorization-server.saas-tool.exanpl e/ oauth2/registe
P
"scopes_supported": |
"agent.read", "agent.wite"
]1
"response_types_supported": [
"Code"
]1
"grant _types_supported": [
"aut hori zation_code", "refresh_token", "urn:ietf:parans:oauth:grant-type:jwt-bearer"
]1
"aut hori zation_grant _profiles_supported": ["urn:ietf:paramnms:oauth:grant-profile:id-jag"
]1
}

Al Agent has |earned all necessary endpoints and supported
capabilities to obtain an access token for the external tool

If the urn:ietf:paranms: oauth:grant-profile:id-jag authorization grant
profile is supported, the Al Agent can first attenpt to silently
obtain an access token using an Identity Assertion JW Authorization
G ant fromthe I1dP Authorization Server trusted by the External Too
Resour ce Aut horization Server for SSO otherwise it can fallback to
interactively obtaining a standard aut horization_code fromthe

Ext ernal Tool Resource Authorization Server.

A.4.2.5. Al Agent obtains an ldentity Assertion JW Authorization G ant
for External Tool fromthe Enterprise |IdP

Al Agent (https://ai-agent-app.exanple/) makes an Identity Assertion
JWI Aut horization Grant Token Exchange [ RFC8693] request to the
Enterprise 1dP (idp.cyberdyne-corp.exanple) using the I D Token
obt ai ned when establishing an identity binding context, along with
scopes and the resource identifier for the External Tool API

(api .saas-tool .exanple) that was returned in the external tool’s
QAuth 2.0 Protected Resource Metadata
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POST /oaut h2/token HTTP/ 1.1
Host: idp. cyberdyne-corp. exanpl e
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange

& equest ed_token_type=urn:ietf:parans:oauth:token-type:id-jag

&audi ence=https://authorizati on-server. saas-t ool . exanpl e/

& esour ce=https://api.saas-tool.exanpl e/

&scope=agent . read+agent. wite

&subj ect _t oken=eyJraWQ O JzMIZ0cVNt ODhwRE04VGZCXzdr SEL Q. . .

&subj ect _token_type=urn:ietf:parans: oaut h:token-type:id_token

&client _assertion_type=urn:ietf:parans: oauth:client-assertion-type:jw-bearer
&cl i ent _assertion=eyJhbGci G JSUzIl 1IN | sl nt pZCl 611yl nO. .

If access is granted, the Enterprise I1dP (idp.cyberdyne-corp. exanple)
creates a signed ldentity Assertion JW Authorization Gant and
returns it in the token exchange response defined in Section 2.2 of

[ RFC8693] :

HTTP/ 1.1 200 XK

Cont ent - Type: application/json
Cache-Control: no-store
Pragma: no-cache

{
"issued_token_type": "urn:ietf:parans:oauth:token-type:id-jag",
"access_token": "eyJhbGci G Jl Uzl INilIsl...",
"token_type": "N A",
"scope": "agent.read agent.wite",
"expires_in": 300
}

ldentity Assertion JW Authorization Gant clains:
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{
"al g": "ES256",
"typ": "oauth-id-jag+jw"”

}

{
"jti": "9e43f81b64a33f20116179",
"iss": "https://idp.cyberdyne-corp. exanple/",
"sub": "1997e829-2029-41d4-a716-446655440000",
"aud": "https://authorization-server.saas-tool.exanple/",
"resource": "https://api.saas-tool.exanple/",
"client _id": "https://ai-agent-app.exanple/",
"exp": 1984445160,
"iat": 1984445100,
"scope": "agent.read agent.wite"

}

signature

A 4.2.6. Al Agent obtains an Access Token for External Too

Al Agent (https://ai-agent-app.exanple/) nakes a token request to the
External Tool Resource Authorization Server (authorization-

server. saas-tool . exanpl e) token endpoint using the Identity Assertion
JWI' Aut hori zati on G ant obtained fromthe Enterprise |dP
(idp.cyberdyne-corp. exanple) as a JW Assertion as defined by

[ RFC7523] .

Note: How the Al Agent registers with the External Tool Resource
Aut hori zation Server (e.g static or dynamc client registration),
and whether or not it has credentials, is out-of-scope of this
speci fication

POST /oaut h2/token HTTP/ 1.1

Host: authorization-server. saas-tool.exanpl e

Aut hori zation: Basic yZSlyYWkb20t c2Vj cmVOv3JCkFOXG5Qx2
Cont ent - Type: application/ x-wwmwform url encoded

grant _type=urn:ietf:paranms: oaut h: grant-type:jw - bearer
&assertion=eyJhbCGeci G JI Uzl INi | sl . .

Ext ernal Tool Resource Authorization Server (authorization-
server.saas-tool . exanple) validates the Identity Assertion JWI
Aut hori zation G ant using the published JWKS for the trusted
Enterprise 1dP (idp.cyberdyne-corp. exanple)
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HTTP/ 1.1 200 &K

Cont ent - Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"token_type": "Bearer",
"access_token": "2Yot nFZFEj r 1zCsi cMApAA",
"expires_in": 86400,
"scope": "agent.read agent.wite"
}

A 4.2.7. A Agent nmakes an authorized External Tool request

Al Agent (https://ai-agent-app.exanple/) calls the External Tool API
(Resource Server) at api.saas-tool.exanple with a valid access token

CGET /tools

Host: api.saas-tool.exanpl e

Aut hori zation: Bearer 2YotnFZFEjr1zCsi cM\pAA
Accept: application/json

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
}
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-04
* Carified XAAvs ID-JAGtermnology in abstract and intro

* Added conpatibility via new sub_id claimfor Resource Apps
configured with SAML SSO and tightened definition of sub
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* Added client netadata property for DCR and Cl MD

* Clarified cross-domain use restriction

-03

* Added a section defining ternms used in the docunent

* Updated | anguage to be |less specific to "enterprise” and nore
about the relationships between the 1dP and Resource Authorization

Server

* (Carified the use of the resource and audi ence paraneters in the
t oken exchange request

* Renoved | anguage di scouraging the use of the actor_token in the
t oken exchange request

* Added a new AS net adata paraneter
aut hori zation_grant_profiles_supported to enable a Resource
Aut hori zation Server to publish support for this profile
-02

* Added reference and exanpl es of a RAR authorization_details object
in the Token Exchange and | D JAG

* Added refresh token as an optional subject token input to the
Token Exchange for SAM. interop

* Described how to use DPoP with the | D JAG exchange

* Added aud_tenant and aud_sub clainms to ID-JAG to support multi-
tenant systens

* Mved ID-JAG definition to docunent root instead of nested under
Token Exchange

* Added proposed Openl D Connect tenant claim
* Added authentication clainms fromI|D Token

* Adopted standard QAuth 2.0 rol e nanmes instead of Resource App or
Resource App’s Aut horization Server

* Updat ed sequence di agram

Parecki, et al. Expi res 22 Novenber 2026 [ Page 64]



I nternet-Draft I D JWI Authz Grant May 2026
* Updated all inconsistent references of IDJAGto "ldentity
Assertion JW Authorization Gant"
* Updated section references with nore specific |inks
* Added reference to scope paraneter in I D JAG processing rul es

* Added a section discussing client |ID mapping and reference to
Client | D Metadata Docunent

* Added recommendations for refresh tokens
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