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1. Introduction

In typical enterprise scenarios, applications are configured for
single sign-on to the enterprise identity provider (1dP) using OpenlD
Connect or SAM.. This enables users to access all the necessary
enterprise applications using a single account at the 1dP, and
enabl es the enterprise to manage which users can access which
appl i cations.

When one application wants to access a user’s data at anot her
application, it will start an interactive QAuth flow ([ RFC6749]) to
obtain an access token for the application on behalf of the user
This QAuth flow enabl es a direct app-to-app connection between the
two apps, and is not visible to the IdP used to log in to each app

Thi s specification enables this kind of "Cross App Access" to be

managed by the enterprise 1dP, simlar to how the |IdP nanages single
sign-on to individual applications.
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The draft specification Identity Chaining Across Trust Domai ns
[I-D.ietf-oauth-identity-chaining] defines howto request a JW

aut hori zation grant from an Authorization Server and exchange it for
an Access Token at another Authorization Server in a different trust
domai n. The specification conmbines QAuth 2.0 Token Exchange

[ RFC8693] and JSON Wb Token (JWI) Profile for QAuth 2.0 dient

Aut henti cation and Authorization Grants [ RFC7523]. The draft
supports nultiple different use cases by | eaving many details of the
t oken exchange request and JWI aut horization grant unspecifi ed.

Thi s specification defines the additional details necessary to
support interoperable inplenentations in enterprise scenarios when
two applications are configured for single sign-on to the sane
enterprise identity provider. |In particular, this specification uses
identity assertions as the input to the token exchange request. This
way, the sane enterprise identity provider that is trusted by
applications for single sign-on can be extended to broker access to
APl s.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2.1. Roles

Client The application that wants to obtain an QAuth 2.0 access
token on behal f of a signed-in user to an external/3rd party
application’s APl (Resource Server below). In
[I-Dietf-oauth-identity-chaining], this is the Cient in trust
domain A. This is also sonetines referred to as the "Requesting
Appli cation".

Resource Application The application that provides an QAuth 2.0
Protected Resource. In [I-D.ietf-oauth-identity-chaining], this
is the Protected Resource in trust domain B. The Resource
Application is made up of both an Authorization Server and a
Resource Server as defined in Section 1.1 of [RFC6749].

Aut hori zation Server (1dP) The Identity Provider that is trusted by
a set of applications in an organi zation's app ecosystem In
[I-D.ietf-oauth-identity-chaining], this is the Authorization
Server in trust domain A which is also trusted by the
Aut hori zation Server of the Protected Resource in trust donmin B.
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3. Overview

The example flowis for an enterprise acne, which uses a w ki app and
chat app fromdifferent vendors, both of which are integrated into
the enterprise’s ldentity Provider using OpenlD Connect.

| Rol e | App URL | Tenant URL | Description |

[S oo b oo oo ey oo o e sy e e

| dient | https://w ki.exanmpl e| https://acne. w ki.exanpl el Wki app that|
| | | enbeds |

| | content from |
| | one or nore |
| | resource |
|

| appl i cations |

S o e e e e oo o e e e e e e e e oo oo S +
| Resour ce | https://chat. exanpl e| https://acne. chat. exanpl e|] Chat and |
| Application| | | communi cati on|
I | app I

N Fom e e e e oo o St o m e e e oo - +
| Identity | https://idp.exanple | https://acme.idp.exanple |ldentity |
| Provi der | | | Provi der |
Fom e o e e e e o s o m e e e e e e aao o Fom e o - +

Table 1

Sequence Di agram
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S T + . I TR TeII e I CISIE RS +
| | | | | Resour ce | Resour ce |
| | | I dP | | Application | | Application |
| dient | | Authorization| | Authorization | | Resour ce |
| | | Server | | Server | Server |
R e dememaas S S I S + - S +
I
I
I >
1 User SSO
| D Token
<- - - - - - - -

I
I
|
I
I
I
I
I
|
2 Token Exchange |
I
I
I
|
I
I
I
I

3 Present | D-JAG

1. User logs into the Cient, the ient obtains the Identity
Assertion (e.g. Openl D Connect |ID Token or SAM. assertion)

2. dient uses the Identity Assertion to request an ldentity
Assertion Authorization Gant for the Resource Application from
the 1dP

3. dCdient exchanges the ldentity Assertion Authorization Gant JW
for an Access Token at the Resource Application’s token endpoint
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4. dient makes an APl request with the Access Token

This specification is constrained to depl oynents where all Resource
Application Resource Servers are |everaging the sane |dP

Aut hori zation Server for Single-Sign-On (SSO and session nanagenent
services. The IdP provides a consistent trust boundary enabling the
set of Resource Application Authorization Servers to honor the JW
Aut hori zation Gant (ID-JAG issued by the I1dP. This specification
al so assunes that the Resource Server Authorization Servers del egate
user authorization authority to the 1dP (e.g. the IdP is trusted to
ensure the scopes identified in the | D-JAG have been correctly

aut hori zed before issuing the | D JAG token).

4, User Authentication

The Client initiates an authentication request with the IdP using
Openl D Connect or SAM..

The following is an exanpl e using Openl D Connect

302 Redirect
Location: https://acne.idp. exanpl e/ aut hori ze?r esponse_t ype=code&scope=openi d&cl i ent i d=..

The user authenticates with the IdP, and is redirected back to the
Client with an authorization code, which it can then exchange for an
I D Token.

Note: The Enterprise 1dP may enforce security controls such as nulti-
factor authentication before granting the user access to the dient.

POST /token HTTP/ 1.1

Host: acne.idp. exanpl e

Cont ent - Type: application/ x-ww-form url encoded
grant _type=aut hori zati on_code

HTTP/ 1.1 200 Ck
Cont ent - Type: application/json

{
"id_token": "eyJraWQ O JzMrZ0cVNt ODhwRE04VGZCXzdr SEt Q. . . ",
"token_type": "Bearer",
"access_token": "7S|iwCQPlbr Gdj Bt savhXo",
"scope": "openid"
}
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5

Token Exchange

The Cient makes a Token Exchange [ RFC8693] request to the 1dP s
Token Endpoint with the follow ng paraneters:

requested_token_type: REQUI RED - The val ue
urn:ietf:paramnms: oaut h:token-type:id-jag indicates that an ID
Assertion JWI is being requested.

audi ence: REQUIRED - The |ssuer URL of the Resource Application’'s
aut hori zati on server as defined in Section 2 of [ RFC8414].

resource: OPTIONAL - The Resource ldentifier of the Resource
Application’s resource server as defined in Section 2 of
[ RFC8707] .

scope: OPTIONAL - The space-separated |list of scopes at the Resource
Application that is being requested.

subj ect _token: REQU RED - The identity assertion (e.g. the OpenlD
Connect 1D Token or SAM. assertion) for the target end-user

subj ect _token type: REQU RED - An identifier, as described in
Section 3 of [RFC8693], that indicates the type of the security
token in the subject _token paranmeter. For an Openl D Connect |ID
Token: wurn:ietf:paramns: oaut h:token-type:id_token, or for a SAM.
assertion: urn:ietf:parans: oaut h:t oken-type: san 2.

The additional paraneters defined in Section 2.1 of [RFC8693]
actor_token and actor_token_type are not used in this specification.

Client authentication to the authorization server is done using the
st andard nechani sns provided by QAuth 2.0. Section 2.3.1 of

[ RFC6749] defines password-based authentication of the client
(client_id and client_secret), however, client authentication is
extensi bl e and other mechani sms are possible. For exanple, [RFC7523]
defines client authentication using bearer JSON Wb Tokens using
client_assertion and client_assertion_type.

The exanpl e bel ow uses an I D Token as the lIdentity Assertion, and
uses a JWI Bearer Assertion ([RFC7523]) as the client authentication
met hod, (tokens truncated for brevity):
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POST /oaut h2/token HTTP/ 1.1
Host: acne.i dp. exanpl e
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange

& equest ed_token_type=urn:ietf:parans:oauth:token-type:id-jag

&audi ence=ht t ps: // acne. chat . exanpl e/

&scope=chat . read+chat. hi story

&subj ect _t oken=eyJraWQ O JzMIZ0cVNt ODhwRE04VEZCXzdr SEL Q. . .

&subj ect _token_type=urn:ietf:parans: oaut h:token-type:id_token

&client _assertion_type=urn:ietf:parans:oauth:client-assertion-type:jw-bearer
&cl i ent _assertion=eyJhbGci G JSUzIl 1N | sl nt pZCl 611yl nO. .

5.1. Processing Rules

The 1dP MUST validate the subject token, and MJUST validate that the
audi ence of the Subject Token (e.g. the aud claimof the ID Token)
mat ches the client_id of the client authentication of the request.

The 1dP eval uates adm ni strator-defined policy for the token exchange
request and determines if the client should be granted access to act
on behal f of the subject for the target audi ence and scopes.

The 1dP may al so introspect the authentication context described in
the SSO assertion to determine if step-up authentication is required.

5.2. Response

If access is granted, the I1dP creates a signed ldentity Assertion
Aut hori zation Grant JW and returns it in the token exchange response
defined in Section 2.2 of [RFC8693]:

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control: no-store
Pragma: no-cache

{
"issued_token_type": "urn:ietf:parans:oauth:token-type:id-jag",
"access_token": "eyJhbGciQ Jl Uzl INiIsl...",
"token_type": "N A",
"scope": "chat.read chat. history"
"expires_in": 300
}
i ssued_t oken_type: REQUI RED - urn:ietf:parans: oauth:token-type:id-

j ag
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access_token: REQU RED - The ldentity Assertion Authorization G ant
JWI.  (Note: Token Exchange requires the access_token response
paraneter for historical reasons, even though this is not an QAuth
access token.)

token_type: REQU RED - N_A (because this is not an QAuth access
t oken.)

scope: OPTIONAL if the scope of the issued token is identical to the
scope requested by the client; otherwise, it is REQU RED. Various
policies in the IdP may result in different scopes being issued
fromthe scopes the application requested.

expires_in: RECOWENDED - The lifetine in seconds of the
aut hori zation grant.

refresh_token: OPTIONAL according to Section 2.2 of [RFC8693]. In
the context of this specification, this parameter SHOULD NOT be
used.

5.2.1. Error Response

On an error condition, the IdP returns an QAuth 2.0 Token Error
response as defined in Section 5.2 of [RFC6749], e.qg:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{

"error": "invalid_grant",
"error_description": "Audience validation failed"

}

5.3. ldentity Assertion Authorization Gant JW

The ldentity Assertion Authorization Gant JW is issued and signed
by the I1dP, and describes the intended audi ence of the authorization
grant as well as the client to which it was issued and the subject
identifier of the resource owner, using the foll ow ng clains:

iss: REQURED - The IdP issuer URL as defined in Section 4.1.1 of
[ RFC7519]

sub: REQUI RED - The subject identifier (e.g. user ID) of the

resource owner at the Resource Application as defined in
Section 4.1.2 of [RFC7519]
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aud: REQUI RED - The Issuer URL (Section 2 of [RFC8414]) of the
Resource Application’ s authorization server as defined in
Section 4.1.3 of [RFC7519]

resource: OPTIONAL - The Resource ldentifier (Section 2 of
[ RFC8707]) of the Resource Application s resource server (either a
single URI or an array of URISs)

client_id: REQURED - An identifier of the client that this JW was
i ssued to, which MJUST be recogni zed by the Resource Application's
aut hori zation server. For interoperability, the client identifier
SHOULD be a client_id as defined in Section 4.3 of [RFC8693].

jti: REQURED - Unique ID of this JW as defined in Section 4.1.7 of
[ RFC7519]

exp: REQUI RED - as defined in Section 4.1.4 of [RFC7519]

iat: REQU RED - as defined in Section 4.1.6 of [RFC7519]

scope: COPTIONAL - a JSON string containing a space-separated |ist of
scopes associated with the token, in the format described in
Section 3.3 of [RFC6749]

The typ of the JW indicated in the JW header MJST be oaut h-i d-

jagtjwt. Using typed JWs is a recomendation of the JSON Wb Token

Best Current Practices [ RFC8725].

An exanpl e JWI shown with expanded header and payload clains is

bel ow

{
"typ": "oauth-id-jag+jw"”

}

L,
"jti": "9e43f81b64a33f20116179",
"iss": "https://acme.idp.exanple",
"sub": "U019488227",
"aud": "https://acne.chat.exanplel/",

“client_id": "f53f191f 9311af 35",
"exp": 1311281970,

"iat": 1311280970,

"scope": "chat.read chat. history"

}

signature
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The aut horization server MAY add additional clains as necessary.
I mpl enent ati on not es:

* If the IdP is nmulti-tenant and uses the sane issuer for all
tenants, the Resource Application will already have |dP-specific
logic to determine the tenant fromthe Openl D Connect |D Token
(e.g. a customhd claimin Google) or SAML assertion, and wl|l
need to use that if the 1dP also has only one client registration
for the Resource Application.

* sub should be an opaque ID, as iss+sub is unique. The |IdP m ght
want to also include the user’s email here, which it should do as
a new email claim This would let the app dedupe existing users
who may have an account with an emmil address but have not done
SSO yet .

6. Access Token Request
The Cient makes an access token request to the Resource
Application’s token endpoint using the previously obtained lIdentity

Assertion Authorization Gant as a JW Assertion as defined by
[ RFC7523] .

grant _type: REQU RED - The value of grant_type is
urn:ietf:params: oaut h: grant-type:jw -bearer

assertion: REQU RED - The Identity Assertion Authorization Gant JW
obtained in the previous token exchange step

The Client authenticates with its credentials as registered with the
Resource Application’s authorization server.

For exanpl e:

POST /oaut h2/token HTTP/ 1.1

Host: acne. chat. exanpl e

Aut hori zation: Basic yZSlyYWkb20t c2Vj cmVOv3JCkFOXG5Qx2

grant _type=urn:ietf:parans: oaut h: grant-type:jw -bearer
assertion=eyJhbGci O JI Uzl INi I sl . ..

6.1. Processing Rules

Al of Section 5.2 of [RFC7521] applies, in addition to the follow ng
processing rul es:

* Validate the JWI typ is oauth-id-jag+w (per [RFC8725])
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* The aud claim MJST identify the Issuer URL of the Resource
Application’s authorization server as the intended audi ence of the
JWI.

* The client _id claimMJST identify the sane client as the client
aut hentication in the request.

6.2. Response

The Resource Application token endpoint responds with an QAuth 2.0
Token Response, e.g.:

HTTP/ 1.1 200 K

Cont ent - Type: application/json;charset=UTF-8
Cache-Control : no-store

Pragma: no-cache

{
"token_type": "Bearer",
"access_token": "2Yot nFZFEj r 1zCsi cMApAA",
"expires_in": 86400,
"scope": "chat.read chat. history"
}

7. Authorization Server (1dP) Metadata

An I dP can advertise its support for this profile in its QAuth

Aut hori zation Server Metadata [ RFC8414]. |Identity and Authorization
Chai ning Across Domains [I-D.ietf-oauth-identity-chaining] defines a
new net adata property

i dentity_chaini ng_requested_token_types_supported for this purpose.

To advertise support for the ldentity Assertion Authorization G ant,
the aut horization server SHOULD include the follow ng value in the
i dentity_chaining_requested token_types supported property:
urn:ietf:paramnms: oaut h:token-type:id-jag

8. Security Considerations

8.1. dient Authentication
Thi s specification SHOULD only be supported for confidential clients.

Public clients SHOULD redirect the user with an QAuth 2.0
Aut hori zati on Request.
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8.2. Step-Up Authentication

In the initial token exchange request, the IdP may require step-up
authentication for the subject if the authentication context in the
subj ect’s assertion does not neet policy requirenents. An

i nsufficient_user_authentication QAuth error response nay be returned
to convey the authentication requirenments back to the client simlar
to QAuth 2.0 Step-up Authentication Challenge Protocol [RFC9470].

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control: no-store

"error”: "insufficient_user_authentication”,
"error_description": "Subject doesn’t neet authentication requirenents”,
"max_age": 5

}

The Client would need to redirect the user back to the IdP to obtain
a new assertion that neets the requirenents and retry the token
exchange.

TBD: It may nake nore sense to request the ldentity Assertion
Aut hori zation Gant in the authorization request if using OpenlD
Connect for SSO when performing a step-up to skip the need for
addi ti onal token exchange round-trip.

8.3. Cross-Donain Use

This specification is intended for cross-domain uses where the
Client, Resource App, and ldentity Provider are all in different
trust domains. In particular, the lIdentity Provider MJST NOT issue
access tokens in response to an ID-JAG it issued itself. Doing so
could | ead to unintentional broadening of the scope of authorization.

9. | ANA Consi derations

9.1. Media Types
This section registers oauth-id-jag+w, a new nedia type [ RFC2046]
in the "Media Types" registry [|IANA nedi a-types] in the nanner

described in [RFC6838]. It can be used to indicate that the content
is aldentity Assertion Authorization Gant JW.
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9.2. (QAuth URI Registration
This section registers urn:ietf:paranms: oauth:token-type:id-jag in the
"QAuth URI" subregistry of the "QAuth Paraneters" registry
[ 1 ANA. oaut h- paranet ers].
* URN: urn:ietf:parans: oaut h:token-type:id-jag

* Common Nane: Token type URI for a ldentity Assertion JW
Aut hori zation Grant

* Change Controller: |IETF
* Specification Docunent: This docunent
9.3. JSON Wb Token O ains Registration
This section registers resource in the "JSON Wb Token d ai ns"
subregistry of the "JSON Wb Token (JWI)" registry [IANA. jwt]. The
"JSON Wb Token d ai ns" subregistry was established by [ RFC7519].
* Claim Name: resource
* ClaimDescription: Resource
* Change Controller: |IETF
* Specification Docunent(s): Section 5.3
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Appendi x A. Use Cases
A. 1. Enterprise Depl oynent

Enterpri ses often have hundreds of SaaS applications. SaaS
applications often have integrations to other SaaS applications that
are critical to the application experience and jobs to be done. Wen
a SaaS app needs to request an access token on behalf of a user to a
3rd party SaaS integration’s APlI, the end-user typically needs to
conplete an interactive delegated QAuth 2.0 flow, as the SaaS
application is not in the same security or policy domain as the 3rd
party SaaS integration.

It is industry best practice for an enterprise to connect their
ecosystem of SaaS applications to their Identity Provider (1dP) to
centralize identity and access managenent capabilites for the

organi zation. End-users get a better experience (SSO and

adm nistrators get better security outcones such multi-factor

aut hentication and zero-trust. SaaS applications today enable the
adm nistrator to establish trust with an IdP for user authentication.
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This specification can be used to extend the SSO rel ati onship of

mul tiple SaaS applications to include APl access between these
applications as well. This specification enables federation for

Aut hori zation Servers across policy or admnistrative boundari es.

The sane enterprise IdP that is trusted by applications for SSO can
be extended to broker access to APIs. This enables the enterprise to
centralize nore access decisions across their SaaS ecosystem and
provi des better end-user experience for users that need to connect

mul tiple applications via QAuth 2.0.

1. Preconditions

* The Cient has a registered QAuth 2.0 Cient with the IdP
Aut hori zati on Server

* The Client has a registered QAuth 2.0 Client with the Resource
Appli cation

* Enterprise has established a trust relationship between their |dP
and the Cient for SSO and Identity Assertion Authorization G ant

* Enterprise has established a trust relationship between their 1dP
and the Resource Application for SSO and ldentity Assertion
Aut hori zation G ant

* Enterprise has granted the Client pernmission to act on behal f of
users for the Resource Application with a set of scopes

Enmai | and Cal endaring Applications

Emai|l clients can be used with arbitrary email servers, and cannot
require pre-established rel ati onshi ps between each email client and
each email server. Wen an email client uses QAuth to obtain an
access token to an emmil server, this provides the security benefit
of being able to use strong multi-factor authentication nethods
provided by the email server’s authorization server, but does require
that the user go through a web-based flowto log in to the emil
client. However, this web-based flowis often seen as distruptive to
the user experience when initiated froma desktop or nobile native
application, and so is often attenpted to be mnimzed as nmuch as
possi bl e.

When the email client needs access to a separate APlI, such as a
third-party cal endaring application, traditionally this would require
that the email client go through anot her web-based QAuth redirect
flowto obtain authorization and ultinmately an access token
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To stream ine the user experience, this specification can be used to
enable the email client to use the identity assertion to obtain an
access token for the third-party cal endaring application w thout any
user interaction.

1. Preconditions

* The Cient does not have a pre-registered QAuth 2.0 client at the
I dP Aut horization Server or the Resource Application

* The Client has obtained an ldentity Assertion (e.g. |D Token) from
the 1dP Authorization Server

* The Resource Application is configured to allow the Identity
Assertion Authorization Gant fromunregistered clients

LLM Agent using Enterprise Tools

Al agents, including those based on | arge | anguage nodel s (LLMs), are
desi gned to manage user context, nmenory, and interaction state across
mul ti-turn conversations. To perform conplex tasks, these agents
often integrate with external systens such as SaaS applications,
internal services, or enterprise data sources. Wen accessing these
systens, the agent operates on behalf of the end user, and its

actions are constrained by the user’ s identity, role, and pernissions
as defined by the enterprise. This ensures that all data access and
operations are properly scoped and conpliant with organizationa

access control s.

1. Preconditions

* The LLM Agent has a registered QAuth 2.0 Cient (com exanple.ai-
agent) with the Enterprise IdP (cyberdyne.idp. exanple)

* The LLM Agent has a registered QAuth 2.0 Client (4960880b83dc9)
with the External Tool Application (saas.exanple. net)

* Enterprise has established a trust relationship between their |dP
and the LLM Agent for SSO

* Enterprise has established a trust relationship between their |dP
and the External Tool Application for SSO and Identity Assertion
Aut hori zation G ant

* Enterprise has granted the LLM Agent pernission to act on behal f

of users for the External Tool Application with a specific set of
scopes
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A.3.2. LLM Agent establishes a User ldentity with Enterprise |dP

LLM Agent discovers the Enterprise 1dP s Openl D Connect Provider
configuration based on a configured issuer that was previously
est abl shed.

Note: 1dP di scovery where an agent discovers which |dP the agent
shoul d use to authenticate a given user is out of scope of this
speci fication.

GET /.wel | - known/ openi d-confi guration
Host: cyberdyne.idp. exanpl e
Accept: application/json

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"issuer": "https://cyberdyne.idp.exanple/",
"aut hori zati on_endpoint": "https://cyberdyne.idp. exanpl e/ oaut h2/ aut hori ze",
"token_endpoint": "https://cyberdyne.idp. exanpl e/ oaut h2/t oken",
"userinfo_endpoint": "https://cyberdyne.idp. exanpl e/ oaut h2/ useri nfo",
"fwks_uri": "https://cyberdyne.idp. exanpl e/ oaut h2/ keys",
"registration_endpoint": "https://cyberdyne.i dp. exanpl e/ oaut h2/regi ster",
"scopes_supported": [
"openid", "email", "profile"
]1
"response_types_supported": [
"code"
]1
"grant _types_supported": [
"aut hori zati on_code", "refresh_token", "urn:ietf:parans: oaut h: grant-type:token-exchan
ge"
o . .
"identity chaining requested token_ types supported": ["urn:ietf:parans: oauth:token-type
tid-jag'],
}

LLM Agent discovers all necessary endpoints for authentication as
wel | as support for the Identity Chaining requested token type
urn:ietf:parans: oaut h:token-type:id-jag

A.3.3. IdP Authorization Request (w th PKCE)
LLM Agent generates a PKCE code verifier and a code_chal |l enge
(usually a SHA256 hash of the verifier, base64url-encoded) and

redirects the end-user to the Enterprise 1dP with an authorization
request
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GET /aut hori ze?
response_t ype=code
&cl i ent _i d=com exanpl e. ai - agent
& edirect _uri=https://ai-agent.exanpl e.conf oaut h2/ cal | back
&scope=openi d+profi | e+enmi |
&st at e=xyzABC123
&code_chal | enge=E9Mel hoa20Ow Fr EMIJguCHaoeK1t 8URWUGI Sst w- cM
&code_chal | enge_mnet hod=S256
Host: cyberdyne.i dp. exanpl e

A.3.4. User authenticates and authorizes LLM Agent

Enterprise IdP authenticates the end-user and redirects back to the
LLM Agent’s registered client redirect URI with an authorization
code:

https://ai-agent. exanpl e. conf oaut h2/ cal | back?code=Spl x| OBeZQQYbYS6WkShl A&st at e=xyzABC123

LLM Agent exchanges the code and PKCE code_verifier to obtain an ID
Token and Access Token for the 1dP s Userlnfo endpoint

POST / oaut h2/t oken
Host: cyberdyne.i dp. exanpl e
Cont ent - Type: application/ x-wwmwform url encoded

grant _type=aut hori zati on_code

&code=Spl x| OBeZQQYbYS6WShl A

& edirect _uri=https://ai-agent.exanpl e.conl oaut h2/ cal | back
&cl i ent _id=com exanpl e. ai - agent
&code_verifier=dBjftJezZ4CVP- nBO2K27uhbUJUlplr wWWLgFWFOE] Xk

HTTP/ 1.1 200 Ok
Cont ent - Type: application/json

{
"id_token": "eyJraWQ O JzMrz0cVNt ODhwRE04VGZCXzdr SEt Q. . . ",
"token_type": "Bearer",
"access_token": "7SliwCQPlbr Gdj Bt savhXo",
"scope": "openid profile email™
}

LLM Agent validates the I D Token using the published JVWKS for the IdP
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{
"iss": "https://cyberdyne.idp.exanple/",
"sub": "1997e829-2029-41d4- a716- 446655440000",
"aud": "com exanpl e. ai -agent",
"exp": 1984444800,
"fat": 1684441200,
"auth_tinme": 1684440000,
"name": "John Connor",
"email": "john.connor @yberdyne. exanpl e",
"emai | _verified": true

}

LLM Agent now has an identity binding for context
A.3.5. LLM Agent calls Enterprise External Too

LLM Agent tool calls an external tool provided by an Enterprise SaaS
Application (Resource Server) without a valid access token and is

i ssued an aut hentication chall enge per Protected Resource Metadata

[ RFC9728] .

Not e: How agents di scover available tools is out of scope of this
speci fication

GET /tools
Host: saas. exanpl e. net
Accept: application/json

HTTP/ 1.1 401 Unaut hori zed
WA Aut hent i cat e: Bearer resource_netadat a=
"https://saas. exanpl e. net/. wel | - known/ oaut h- pr ot ect ed-r esour ce"

LLM Agent fetches the external tool resource’s QAuth 2.0 Protected

Resource Metadata per [RFC9728] to dynanmically di scover an
aut hori zati on server that can issue an access token for the resource.
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GET /.wel | - known/ oaut h- pr ot ect ed-resource
Host: saas. exanpl e. net
Accept: application/json

HTTP/ 1.1 200 Ok
Cont ent - Type: application/json

{
"resource":
"https://saas. exanpl e. net/",
"aut hori zati on_servers":
[ "https://authorization-server.saas.com" ],
"bear er _met hods_support ed"
["header", "body"],
"scopes_supported":
["agent.tool s.read", "agent.tools.wite"],
"resource_docunent ation":
"https://saas. exanpl e. net/tool s/ resource_docunentation. htm "
}
LLM Agent di scovers the Authorization Server configuration per
[ RFC8414]

CGET /. wel | -known/ oaut h- aut hori zati on- server
Host: aut hori zati on-server. saas. com
Accept: application/json

HTTP/ 1.1 200 Ck
Cont ent - Type: application/json

{
"issuer": "https://authorization-server.saas.com"
"aut hori zati on_endpoint”: "https://authorization-server.saas.com oaut h2/ aut horize",
"token_endpoint": "https://authorization-server. saas. com oaut h2/t oken",
"fwks_uri": "https://authorization-server.saas. conf oaut h2/ keys",
"registration_endpoint": "authorization-server.saas.coni oauth2/register",
"scopes_supported": [
"agent.read", "agent.wite"
]1
"response_types_supported": |
"COde"
]1
"grant _types_supported": [
"aut hori zati on_code", "refresh_token", "urn:ietf:parans: oauth:grant-type:jwt-bearer”
]1
}
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LLM Agent has | earned all necessary endpoints and supported
capabilites to obtain an access token for the external tool

If the urn:ietf:parans: oauth:grant-type:jw-bearer grant type is
supported the LLMcan first attenpt to silently obtain an access
token using an ldentity Assertion Authorization Gant fromthe
Enterprise’s 1dP otherwise it can fallback to interactively obtaining
a standard authorization_code fromthe SaaS Application’s

Aut hori zation Server

Note: This woul d benefit froman Authorization Server Metadata

[ RFC8414] property to indicate whether the lIdentity Assertion

Aut hori zation Grant form of jwt-bearer woul d be accepted by this
aut hori zation server. There are other uses of jwt-bearer that may
be supported by the authorization server as well, and is not
necessarily a reliable indication that the Identity Assertion

Aut hori zation Grant woul d be supported. See issue #16
(https://github. com aaronpk/draft-parecki-oauth-identity-
assertion-authz-grant/issues/16).

A.3.6. LLM Agent obtains an Identity Assertion G ant for Enterprise
External Tool fromthe Enterprise IdP

LLM Agent nakes an ldentity Assertion Grant Token Exchange [ RFC8693]
request for the external tool’s resource fromthe user’'s Enterprise
IdP using the I D Token the LLM Agent obtai ned when establishing an
identity binding context along with scopes and the resource
identifier for the external tool that was returned in the tool’s
QAuth 2.0 Protected Resource Metadata

POST /oaut h2/token HTTP/ 1.1
Host: cyberdyne.i dp. exanpl e
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange

& equest ed_token_type=urn:ietf:parans: oauth:token-type:id-jag

&audi ence=htt ps://aut horizati on-server. saas. conf

& esour ce=htt ps://saas. exanpl e. net/

&scope=agent . read+agent. wite

&subj ect _t oken=eyJraWQ O JzMIZ0cVNt ODhwRE04VGZCXzdr SEL Q. . .

&subj ect _token_type=urn:ietf:parans: oaut h:token-type:id_token

&client _assertion_type=urn:ietf:parans: oauth:client-assertion-type:jw-bearer
&cl i ent _assertion=eyJhbGci G JSUzIl 1IN | sl nt pZCl 611yl nO. .

If access is granted, the Enterprise 1dP creates a signed ldentity

Assertion Authorization Gant JW and returns it in the token
exchange response defined in Section 2.2 of [RFC8693]:
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HTTP/ 1.1 200 &K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"issued_token_type": "urn:ietf:parans:oauth:token-type:id-jag",
"access_token": "eyJhbGci G Jl Uzl INiIsl...",
"token_type": "N_A",
"scope": "agent.read agent.wite",
"expires_in": 300
}
ldentity Assertion Authorization Gant JW clains:
{
"al g": "ES256",
"typ": "oauth-id-jag+ wt"
}
{
"jti": "9e43f81b64a33f20116179",
"iss": "https://cyberdyne.idp.exanpl e",
"sub": "1l b-b4c0- 0000-8000-t 800b4ck0000",
"aud": "https://authorization-server.saas.cont,
"resource": "https://saas.exanple.net/",
"client_id": "com exanpl e. ai -agent"”
"exp": 1984445160,
"fat": 1984445100,
"scope": "agent.read agent.wite"
}
signature

A.3.7. LLM Agent obtains an Access Token for Enterprise External Too

LLM Agent nakes a token request to the previously di scovered external
tool’s Authorization Server token endpoint using the ldentity
Assertion Authorization G ant obtained fromthe Enterprise IdP as a
JWI Assertion as defined by [ RFC7523].

The LLM Agent authenticates with its client credentials that were
registered with the SaaS Aut hori zation Server

Note: How the LLM Agent registers with the Authorization Server

(e.g static or dynamic client registration), and whether or not it
has credentials, is out-of-scope of this specification
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PCST /oaut h2/token HTTP/ 1.1
Host: authori zation-server. saas.com
Aut hori zation: Basic yZSlyYWkb20t c2Vj cmVOv3JCkFOXGEQx2

grant _type=urn:ietf:parans: oaut h: grant-type:jw -bearer
assertion=eyJhbCGci O JI Uzl INi I sl . ..

SaaS Aut horization Server validates the ldentity Assertion
Aut hori zation G ant using the published JWKS for the trusted
Enterprise IdP

HTTP/ 1.1 200 K

Cont ent - Type: application/json;charset=UTF-8
Cache-Control : no-store

Pragma: no-cache

{
"token_type": "Bearer",
"access_token": "2YotnFZFEj r 1zCsi cMApAA",
"expires_in": 86400,
"scope": "agent.read agent.wite"
}

A.3.8. LLM Agent makes an authorized External Tool request

LLM Agent tool calls an external tool provided by the Enterprise SaaS
Application (Resource Server) with a valid access token

CGET /tools

Host: saas. exanpl e. net

Aut hori zation: Bearer 2YotnFZFEj r1zCsi cMApAA"
Accept: application/json

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
}
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