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Abst ract

Thi s docunent defines the Authorization Chall enge Endpoi nt, which
supports a first-party client that wants to control the process of
obt ai ning authorization fromthe user using a native experience.

In many cases, this can provide an entirely browserless QAuth 2.0
experience suited for native applications, only delegating to the
browser in unexpected, high risk, or error conditions.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://drafts. oauth. net/oauth-first-party-apps/draft-ietf-oauth-
first-party-apps.htnl. Status information for this docunment may be
found at https://datatracker.ietf.org/doc/draft-ietf-oauth-first-
party-apps/.

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Group mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com oaut h-wg/ oaut h-first-party-apps.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1.

1.

I nt roducti on

Thi s docunent, QAuth for First-Party Apps (Fi PA), extends the QAuth
2.0 Authorization Framework [ RFC6749] with a new endpoint,

aut hori zati on_chal | enge_endpoint, to support first-party applications
that want to control the process of obtaining authorization fromthe
user using a native experience.

The client collects any initial information fromthe user and POSTs
that information as well as information about the client’s request to
the Authorization Chall enge Endpoi nt, and receives either an

aut hori zation code or an error code in response. The error code may
indicate that the client can continue to pronpt the user for nore
informati on, or can indicate that the client needs to | aunch a
browser to have the user conplete the flowin a browser.

The Aut hori zation Chall enge Endpoint is used to initiate the QAuth
flowin place of redirecting or launching a browser to the
aut hori zati on endpoi nt.

VWi le a fully-del egated approach using the redirect-based

Aut hori zation Code grant is generally preferred, this draft provides
a mechanismfor the client to directly interact with the user. This
requires a high degree of trust between the authorization server and
the client, as there typically is for first-party applications. It
shoul d only be considered when there are usability concerns with a
redi rect - based approach, such as for native nobile or desktop
appl i cations.

This draft also extends the token response (typically for use in
response to a refresh token request) and resource server response to
al l ow the authorization server or resource server to indicate that
the client should re-request authorization fromthe user. This can
i ncl ude requesting step-up authentication by including paraneters
defined in [ RFC9470] as wel | .

1. Usage and Applicability

Thi s specification MIST only be used by first-party applications,
which is when the authorization server and application are controlled
by the sane entity and the user understands them both as the sane
entity.

Thi s specification MUST NOT be used by third party applications, and
the aut horization server SHOULD t ake neasures to prevent use by third
party applications. (e.g. only enable this grant for certain client

I Ds, and take neasures to authenticate first-party apps when
possi bl e.)
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Using this specification in scenarios other than those described wll
| ead to unintended security and privacy problens for users and
service providers.

This specification is designed to be used by first-party native
appl i cations, which includes both nobile and desktop applications.

If you provide multiple apps and expect users to use multiple apps on
the sane device, there may be better ways of sharing a user’s login
bet ween the apps other than each app inplenenting this specification
or using an SDK that inplenents this specification. For exanple,

[ Openl D. Nati ve- SSO@ provi des a nechani smfor one app to obtain new

t okens by exchangi ng tokens from anot her app, w thout any user
interaction. See Section 9.7 for nore details.

1.2. Limtations of this specification

The scope of this specificationis |limted to first-party
applications. Please reviewthe entirety of Section 9, and when nore
than one first-party application is supported, Section 9.7.

Wiile this draft provides the framework for a native QAuth
experience, each inplenentation will need to define the specific
behavior that it expects from QAuth clients interacting with the

aut hori zation server. Wile this lack of clearly defining the
details would typically lead to less interoperability, it is
acceptable in this case since we intend this specification to be
deployed in a tightly coupled environnent since it is only applicable
to first-party applications.

1.3. User Experience Considerations

It is inportant to consider the user experience inplications of
different authentication challenges as well as the device with which
the user is attenpting to authori ze.

For exanple, requesting a user to enter a password on a linited-input
device (e.g. TV) creates a |lot of user friction while al so exposing
the user’s password to anyone else in the room On the other hand,
usi ng a chal |l enge nethod that involves, for exanple, a fingerprint
reader on the TV renpote allowing for a FIDO2 passkey authentication
woul d be a good experi ence.

The Aut horization Server SHOULD consi der the user’s device when
presenting authentication chall enges and devel opers SHOULD consi der
whet her the device inplenenting this specification can provide a good
experience for the user. |f the conbination of user device and

aut henti cation chall enge nethods creates a |lot of friction or
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2.

3.

1.

1.

security risk, consider using a specification Iike QAuth 2.0 Device
Aut hori zation Gant [RFC8628]. |If selecting QAuth 2.0 Device

Aut hori zation G ant [RFC8628] which uses a cross-device authorization
mechani sm pl ease incorporate the security best practices identified
in Cross-Device Flows: Security Best Current Practice
[1-D.ietf-oauth-cross-device-security].

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy
This specification uses the terms "Access Token", "Authorization
Code", "Authorization Endpoint", "Authorization Server" (AS),
"Cient", "Cient Authentication", "Client Identifier", "Cient
Secret", "G ant Type", "Protected Resource", "Redirection UR ",
"Refresh Token", "Resource Omer", "Resource Server" (RS) and "Token

Endpoi nt" defined by [ RFC6749].
TODO. Repl ace RFC6749 references with QAuth 2.1
Prot ocol Overvi ew

There are three primary ways this specification extends various parts
of an QAuth system

Initial Authorization Request
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Figure: First-Party Cient Authorization Code Request

*

(A) The first-party client starts the flow, by presenting the user
with a "sign in" button, or collecting information fromthe user,
such as their email address or usernane.

(B) The client initiates the authorization request by naking a
POST request to the Authorization Chall enge Endpoint, optionally
with information collected fromthe user (e.g. email or usernane)
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* (C) The authorization server determ nes whether the informtion
provided to the Authorization Chall enge Endpoint is sufficient to
grant authorization, and either responds with an authorization
code or responds with an error. 1In this exanple, it determ nes
that additional information is needed and responds with an error
The error may contain additional information to guide the dient
on what information to collect next. This pattern of collecting
information, submitting it to the Authorization Chall enge Endpoi nt
and then receiving an error or authorization code may repeat
several tinmes.

* (D) The client gathers additional information (e.g. signhed passkey
chal l enge, or one-tinme code fromenuail) and makes a POST request
to the Authorization Chall enge Endpoint.

* (E) The Authorization Challenge Endpoint returns an authorization
code.

* (F) The client sends the authorization code received in step (E)
to obtain a token fromthe Token Endpoint.

* (G The Authorization Server returns an Access Token fromthe
Token Endpoi nt.

3.2. Refresh Token Request
VWhen the client uses a refresh token to obtain a new access token,
the aut horization server MAY respond with an error to indicate that
re-aut hentication of the user is required.

3.3. Resource Request
VWhen making a resource request to a resource server, the resource
server MAY respond with an error according to QAuth 2.0 Step-Up
Aut henti cation Chall enge Protocol [RFC9470], indicating that re-
aut hentication of the user is required.

4. Protocol Endpoints

4.1. Authorization Chall enge Endpoint
The aut hori zation chal |l enge endpoint is a new endpoint defined by
this specification which the first-party application uses to obtain
an aut hori zation code.
The authori zation chall enge endpoint is an HITP APl at the

aut hori zati on server that accepts HTTP POST requests with paraneters
in the HTTP request nessage body using the application/x-ww-form
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url encoded format. This format has a character encoding of UTF-8, as
described in Appendi x B of [RFC6749]. The authorization chall enge
endpoi nt URL MJST use the "https" schene.

If the authorization server requires client authentication for this
client on the Token Endpoint, then the authorization server MJST al so
require client authentication for this client on the Authorization
Chal | enge Endpoint. See Section 9.4 for nore details.

Aut hori zation servers supporting this specification SHOULD i ncl ude
the URL of their authorization challenge endpoint in their
aut hori zation server netadata docunent [RFC8414] using the
aut hori zati on_chal | enge_endpoi nt paraneter as defined in Section 8.

The endpoi nt accepts the authorization request paranmeters defined in
[ RFC6749] for the authorization endpoint as well as all applicable
ext ensions defined for the authorization endpoint. Sonme exanpl es of
such extensions include Proof Key for Code Exchange (PKCE) [RFC7636],
Resource I ndicators [ RFC8707], and Openl D Connect [OpenlD. It is
important to note that sone extension paranmeters have neaning in a
web context but don’t have meaning in a native nechanism (e.qg.
response_node=query). It is out of scope as to what the AS does in
the case that an extension defines a paraneter that has no neaning in
this use case

The client initiates the authorization flow with or w thout
information collected fromthe user (e.g. a signed passkey chal |l enge
or MFA code).

The aut hori zation chal | enge endpoi nt response is either an
aut hori zati on code or an error code, and may al so contain an
aut h_session which the client uses on subsequent requests.

Further conmmuni cation between the client and authorization server MAY
happen at the Authorization Chall enge Endpoi nt or any ot her
proprietary endpoints at the authorization server

4.2. Token endpoi nt
The token endpoint is used by the client to obtain an access token by
presenting its authorization grant or refresh token, as described in
Section 3.2 of QAuth 2.0 [RFC6749].
Thi s specification extends the token endpoint response to allow the

authori zation server to indicate that further authentication of the
user is required.
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5. Authorization lnitiation

A client may wish to initiate an authorization flow by first
pronpting the user for their user identifier or other account
informati on. The authorization challenge endpoint is a new endpoint
to collect this login hint and direct the client with the next steps,
whet her that is to do an MFA flow, or performan QAuth redirect-based
flow

In order to preserve the security of this specification, the

Aut hori zation Server MJUST verify the "first-partyness"” of the client
before continuing with the authentication flow. Please see

Section 9.1 for additional considerations.

5.1. Authorization Chall enge Request

The client nmakes a request to the authorization challenge endpoi nt by
addi ng the followi ng paraneters, as well as paraneters from any

ext ensi ons, using the application/x-ww-formurlencoded format with a
character encoding of UTF-8 in the HITP request body:

"client id": REQURED if the client is not authenticating with the
aut hori zation server and if no auth_session is included.

"scope": OPTIONAL. The QAuth scope defined in [ RFC6749].

"auth_session": OPTIONAL. |If the client has previously obtained an
auth session, described in Section 5.3.1

"code_chal l enge": OPTIONAL. The code chal |l enge as defined by
[ RFC7636]. See Section 5.2.2.1 for details.

"code_chal | enge_net hod": OPTIONAL. The code chal |l enge nethod as
defined by [ RFC7636]. See Section 5.2.2.1 for details.

Specific inplenmentations as well as extensions to this specification
MAY define additional paraneters to be used at this endpoint.

For exanple, the client makes the followi ng request to initiate a
fl ow given the user’s phone nunber, |ine breaks shown for
illustration purposes only:

POST /aut hori ze-chal |l enge HTTP/ 1.1
Host: server. exanpl e. com
Cont ent - Type: applicati on/ x-wwform url encoded

| ogi n_hi nt =92B1- 310- 123- 4567&scope=profile
&client id=bbl16c14c73415
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5.2. Authorization Chall enge Response

The aut horization server deternines whether the information provided
up to this point is sufficient to issue an authorization code, and if
so responds with an authorization code. If the information is not
sufficient for issuing an authorization code, then the authorization
server MJST respond with an error response.

5.2.1. Authorization Code Response

The aut horization server issues an authorization code by creating an
HTTP response content using the application/json nedia type as
defined by [RFC8259] with the follow ng paraneters and an HTTP 200
(OK) status code

"aut hori zation_code": REQU RED. The authorization code issued by
the aut horization server

For exanpl e,

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control: no-store

"aut hori zation_code": "uY29t L2F1dGhl bnRpY"
}

5.2.2. FError Response

If the request contains invalid paraneters or incorrect data, or if
the authorization server wishes to interact with the user directly,
the aut horization server responds with an HTTP 400 (Bad Request)
status code (unl ess specified otherwi se bel ow) and includes the
foll owi ng parameters with the response

"error": REQU RED. A single ASCII [USASCII] error code fromthe
fol | owi ng:

"invalid request": The request is mssing a required paraneter,
i ncl udes an unsupported paraneter val ue, repeats a paraneter,
includes nultiple credentials, utilizes nmore than one nechani sm
for authenticating the client, or is otherw se nalforned.

"invalid_client": dient authentication failed (e.g., unknown
client, no client authentication included, or unsupported
aut hentication nmethod). The authorization server MAY return an
HTTP 401 (Unauthorized) status code to indicate which HTTP
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aut henti cati on schenes are supported. |If the client attenpted
to authenticate via the Authorization request header field, the
aut hori zati on server MJST respond with an HTTP 401
(Unaut hori zed) status code and include the WNWV¥ Aut henticate
response header field matching the authentication schene used
by the client.

"unaut horized client": The authenticated client is not authorized
to use this endpoint.

"invalid session": The provided auth_session is invalid, expired,
revoked, or is otherw se invalid.

"invalid_scope": The requested scope is invalid, unknown,
mal f ormed, or exceeds the scope granted by the resource owner

"insufficient_authorization": The presented authorization is
insufficient, and the authorization server is requesting the
client take additional steps to conplete the authorization

"redirect _to_web": The request is not able to be fulfilled with
any further direct interaction with the user. Instead, the
client should initiate a new authorizati on code fl ow so that
the user interacts with the authorization server in a web
browser. See Section 5.2.2.1 for details.

Val ues for the error parameter MJST NOT include characters outside
the set 9%20-21 / %23-5B / 95D 7E

The aut horization server MAY extend these error codes with custom
messages based on the requirenments of the authorization server

"error_description': OPTIONAL. Hunman-readable ASCII [USASCII] text
provi ding additional information, used to assist the client
devel oper in understanding the error that occurred. Values for
the error_description paraneter MJUST NOT include characters
outsi de the set %%20-21 / %23-5B / 9%5D-7E

"error_uri": OPTIONAL. A URlI identifying a human-readabl e web page
with information about the error, used to provide the client
devel oper with additional information about the error. Values for
the error _uri paranmeter MJUST conformto the URI -reference syntax
and thus MJUST NOT include characters outside the set %21 /
%23-5B / 9%5D- 7TE.

"auth_session": OPTIONAL. The auth session allows the authorization
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server to associ ate subsequent requests by this client with an
ongoi ng aut hori zation request sequence. The client MJST include
the auth_session in followup requests to the authorization
chal | enge endpoint if it receives one along with the error

response.

"request _uri": OPTIONAL. A request URI as described by [ RFC9126]
Section 2. 2.

"expires_in": OPTIONAL. The lifetinme of the request _uri in seconds,

as described by [ RFC9126] Section 2. 2.

This specification requires the authorization server to define new
error codes that relate to the actions the client nmust take in order
to properly authenticate the user. These new error codes are
specific to the authorization server’s inplenentation of this
specification and are intentionally left out of scope.

The paraneters are included in the content of the HITP response using
the application/json nedia type as defined by [RFC7159]. The
paraneters are serialized into a JSON structure by addi ng each
paraneter at the highest structure level. Paranmeter nanes and string
val ues are included as JSON strings. Nunerical values are included
as JSON nunbers. The order of paraneters does not natter and can
vary.

The aut horization server MAY define additional paraneters in the
response depending on the inplenentation. The authorization server
MAY al so define nore specific content types for the error responses
as long as the response is JSON and conforns to application/ <AS-
def i ned>+j son.

5.2.2.1. Redirect to Wb Error Response

The aut horization server may choose to interact directly with the
user based on a risk assesnent, the introduction of a new

aut henti cati on met hod not supported in the application, or to handle
an exception flow |like account recovery. To indicate this error to
the client, the authorization server returns an error response as
defined above with the redirect to web error code.

In this case, the client is expected to initiate a new OQAuth
Aut hori zation Code flow with PKCE according to [ RFC6749] and
[ RFC7636] .

If the client expects the frequency of this error response to be
hi gh, the client MAY include a PKCE ([ RFC7636]) code_challenge in the
initial authorization challenge request. This enables the

Parecki, et al. Expi res 27 COctober 2025 [ Page 13]



I nternet-Draft QAuth for First-Party Apps April 2025

aut hori zation server to essentially treat the authorization challenge
request as a PAR [ RFC9126] request, and return the request_uri and
expires_in as defined by [ RFC9126] in the error response. The client
then uses the request _uri value to build an authorization request as
defined in [ RFC9126] Section 4.

5.3. Internedi ate Requests

If the authorization server returns an insufficient_authorization
error as described above, this is an indication that there is further
information the client should request fromthe user, and continue to
make requests to the authorization server until the authorization
request is fulfilled and an authorization code returned.

These internedi ate requests are out of scope of this specification,
and are expected to be defined by the authorization server. The
format of these requests is not required to conformto the format of
the initial authorization challenge requests (e.g. the request format
may be application/json rather than application/x-ww-form

ur | encoded).

These internedi ate requests MAY al so be sent to proprietary endpoints
at the authorization server rather than the Authorization Chall enge
Endpoi nt .

5.3.1. Auth Session

The auth_session is a value that the authorization server issues in
order to be able to associate subsequent requests fromthe sane

client. It is intended to be anal agous to how a browser cookie
associates nmultiple requests by the sane browser to the authorization
server.

The auth_session value is conpletely opaque to the client, and as
such the authorization server MIST adequately protect the value from
i nspection by the client, for exanple by using a randomstring or
using a JWE if the authorization server is not naintaining state on
t he backend.

If the client has an auth_session, the client MIUST include it in
future requests to the authorization challenge endpoint. The client
MJST store the auth_session beyond the issuance of the authorization
code to be able to use it in future requests.

Every response defined by this specification may include a new
auth_session value. dients MJST NOT assunme that auth_session val ues
are static, and MJST be prepared to update the stored auth_session
value if one is received in a response.
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To mitigate the risk of session hijacking, the "auth_session’ MJST be
bound to the device, and the authorization server MJST reject an
"auth_session’ if it is presented froma different device than the
one it was bound to.

See Section 9.6 for additional security considerations.
6. Token Request

The client makes a request to the token endpoint using the
aut hori zation code it obtained fromthe authorization chall enge
endpoi nt ..

Thi s specification does not define any additional parameters beyond
the token request paranmeters defined in Section 4.1.3 of [RFC6749].
However, notably, the redirect uri paraneter will not be included in
this request, because no redirect uri paraneter was included in the
aut hori zati on request.

6.1. Token Endpoi nt Successful Response
Thi s specification extends the QAuth 2.0 [ RFC6749] token response
defined in Section 5.1 with the additional paraneter auth_session,
defined in Section 5.3.1.
An exanpl e successful token response is bel ow
HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control: no-store

{
"access_token": "2Yot nFZFEj r 1zCsi cMApAA",
"token_type": "Bearer",
"expires_in": 3600,
"refresh_token": "tGzv3JOKFOXGEQX2TI KW A",
"aut h_session": "uY29t L2F1dGhl bnRpY"

}

The response MAY include an aut h_session paraneter which the client
is expected to include on any subsequent requests to the

aut hori zati on chal l enge endpoint, as described in Section 5.3.1. The
aut h_sessi on paraneter MAY al so be included even if the authorization
code was obtained through a traditional QAuth authorization code flow
rather than the flow defined by this specification.
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I ncludi ng the auth_session paraneter in the token response enabl es
flows such as step-up authentication [ RFC9470], so that the

aut hori zati on server can restore the context of a previous session
and pronpt only for the needed step-up factors. See Appendix A 7 for
an exanpl e application.

6.2. Token Endpoint Error Response

Upon any request to the token endpoint, including a request with a
valid refresh token, the authorization server can respond with an
aut hori zation chall enge instead of a successful access token
response.

An aut hori zation chall enge error response is a particular type of
error response as defined in Section 5.2 of QAuth 2.0 [RFC6749] where
the error code is set to the follow ng val ue:

"error": "insufficient_authorization": The presented authorization
is insufficient, and the authorization server is requesting the
client take additional steps to conplete the authorization

Additionally, the response MAY contain an auth_session paraneter
which the client is expected to include on a subsequent request to
the aut hori zation chal | enge endpoint.

"auth_session": OPTIONAL. The optional auth session value allows
the authorization server to associ ate subsequent requests by this
client with an ongoing authorization request sequence. The client
MUST include the auth_session in followup requests to the
chal l enge endpoint if it receives one along with the error
response.

For exanpl e:
HTTP/ 1.1 403 For bi dden

Cont ent - Type: application/json
Cache-Control : no-store

"error": "insufficient_authorization",
"auth_session": "uY29t L2F1dGhl bnRpY"

}
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7

9

9

Resource Server Error Response

Step-Up Aut hentication [ RFC9470] defines new error code values that a
resource server can use to tell the client to start a new

aut hori zati on request including acr_val ues and max_age from [ Openl D] .
Upon receiving this error response, the client starts a new first-
party authorization request at the authorization challenge endpoint,
and includes the acr_val ues, max_age and scope that were returned in
the error response.

Thi s specification does not define any new paraneters for the
resource server error response beyond those defined in [ RFC9470] and
[ RFC6750] .

Aut hori zati on Server Mt adata

The foll owi ng authorization server netadata paraneters [RFC8414] are
i ntroduced to signal the server’'s capability and policy with respect
to first-party applications.

"aut hori zati on_chal | enge_endpoint": The URL of the authorization
chal | enge endpoint at which a client can initiate an authorization
request and eventual |y obtain an authorization code.

Security Considerations
First-Party Applications

First-party applications are applications that are controlled by the
sane entity as the authorization server used by the application, and
the user understands them both as the sane entity.

For first-party applications, it is inportant that the user

recogni zes the application and authorization server as belonging to
the sane brand. For exanple, a bank publishing their own nobile
appl i cation.

Because this specification enables a client application to interact
directly with the end user, and the application handl es sendi ng any
information collected fromthe user to the authorization server, it
is expected to be used only for first-party applications when the

aut hori zati on server also has a high degree of trust of the client.

This specification is not prescriptive on how the Authorization
Server establishes its trust in the first-partyness of the
application. For nobile platforns, npbst support sone mechani sm for
application attestation that can be used to identify the entity that
creat ed/ si gned/ upl oaded the app to the app store. App attestation
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can be conbined with other mechanisnms |ike Dynanmic Cient

Regi stration [ RFC7591] to enable strong client authentication in
addition to client verification (first-partyness). The exact steps
required are out of scope for this specification. Note that
applications running inside a browser (e.g. Single Page Apps) context
it is much nore difficult to verify the first-partyness of the
client. Please see Section 9.8 for additional details.

9.2. Phishing

There are two ways using this specification increases the risk of
phi shi ng.

1. Malicious application: Wth this specification, the client
interacts directly with the end user, collecting information
provi ded by the user and sending it to the authorization server
If an attacker inpersonates the client and successfully tricks a
user into using it, they may not realize they are giving their
credentials to the malicious application

2. User education: In a traditional QAuth depl oynent using the
redi rect-based authorization code flow, the user will only ever
enter their credentials at the authorization server, and it is
straightforward to explain to avoid entering credentials in other
"fake" websites. By introducing a new place the user is expected
to enter their credentials using this specification, it is nore
complicated to teach users how to recogni ze other fake login
pronpts that mght be attenpting to steal their credentials.

Because of these risks, the authorization server MAY decide to
require that the user go through a redirect-based flow at any stage
of the process based on its own risk assessnent.

9.3. Credential Stuffing Attacks

The aut horization chal |l enge endpoint is capable of directly receiving
user credentials and returning authorization codes. This exposes a
new vector to performcredential stuffing attacks, if additiona
measures are not taken to ensure the authenticity of the application

An aut hori zation server nay al ready have a conbination of built-in or
3rd party security tools in place to nonitor and reduce this risk in
browser -based authentication flows. |nplementors SHOULD consi der
simlar security neasures to reduce this risk in the authorization
chal | enge endpoint. Additionally, the attestation APIs SHOULD be
used when possible to assert a | evel of confidence to the

aut hori zation server that the request is originating froman
application owed by the sane party.
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9.4. dient Authentication

Typi cally, nobile and desktop applications are considered "public
clients" in QAuth, since they cannot be shipped with a statically
configured set of client credentials [ RFC8252]. Because of this,
client inpersonation should be a concern of anyone deploying this
pattern. Wthout client authentication, a nmalicious user or attacker
can nmimck the requests the application makes to the authorization
server, pretending to be the legitimate client.

| mpl enent ers SHOULD consi der additional measures to limt the risk of
client inpersonation, such as using attestation APIs avail able from
the operating system

9.5. Sender-Constrai ned Tokens

Tokens issued in response to an authorization chall enge request
SHOULD be sender constrained to mitigate the risk of token theft and
repl ay.

Pr oof - of - Possessi on techni ques constrain tokens by binding themto a
crypt ographi c key. Wenever the token is presented, it MJST be
acconpani ed by a proof that the client presenting the token al so
controls the cryptographic key bound to the token. |f a proof-of-
possessi on sender constrained token is presented wi thout valid proof
of possession of the cryptographic key, it MJST be rejected.

9.5.1. DPoP: Denonstrating Proof-of-Possession

DPoP ([ RFC9449]) is an application-Ilevel mechanismfor sender-
constraining QAuth [ RFC6749] access and refresh tokens. |f DPoP is
used to sender constrain tokens, the client SHOULD use DPoP for every
token request to the Authorization Server and interaction with the
Resource Server.

DPoP includes an optional capability to bind the authorization code
to the DPoP key to enable end-to-end binding of the entire

aut horization flow G ven the back-channel nature of this
specification, there are far fewer opportunities for an attacker to
access the authorization code and PKCE code verifier conpared to the
redirect-based Authorization Code Flow. 1In this specification, the
Aut hori zation Code is obtained via a back-channel request. Despite
this, omitting Authorization Code binding | eaves a gap in the end-to-
end protection that DPoP provides, so DPoP Authorization Code binding
SHOULD be used.

Parecki, et al. Expi res 27 COctober 2025 [ Page 19]



I nternet-Draft QAuth for First-Party Apps April 2025

The nechani sm for Authorizati on Code binding with DPoP is simlar as
that defined for Pushed Authorization Requests (PARs) in Section 10.1
of [RFC9449]. In order to bind the Authorization Code with DPoP, the
client MJUST add the DPoP header to the Authorization Challenge
Request. The authorization server MJST check the DPoP proof JW that
was included in the DPoP header as defined in Section 4.3 of

[ RFC9449]. The authorization server MJST ensure that the sane key is
used in all subsequent Authorization Chall enge Requests, or in the
eventual token request. The authorization server MIST reject
subsequent Aut horization Chall enge Requests, or the eventual token
request, unless a DPoP proof for the same key presented in the
original Authorization Challenge Request is provided.

The above mechanismsinplifies the inplenentation of the client, as
it can attach the DPoP header to all requests to the authorization
server regardl ess of the type of request. This nechani smprovides a
stronger binding than using the dpop_jkt paraneter, as the DPoP
header contains a proof of possession of the private key.

9.5.2. Oher Proof of Possession Mechani sns

It may be possible to use other proof of possession nechanisns to
sender constrain access and refresh tokens. Defining these
mechani sms are out of scope for this specification

9.6. Auth Session
9.6.1. Auth Session DPoP Bi nding

If the client and authorization server are using DPoP bindi ng of
access tokens and/or authorization codes, then the auth_session val ue
SHOULD be protected as well. The authorization server SHOULD

associ ate the auth_session value with the DPoP public key. This
removes the need for the authorization server to include additiona
clains in the DPoP proof, while still benefitting fromthe assurance
that the client presenting the proof has control over the DPoP key.
To associ ate the auth_session value with the DPoP public key, the

aut hori zati on server:

*  MJST check that the sanme DPoP public key is being used when the
client presents the DPoP proof.

*  MUIST verify the DPoP proof to ensure the client controls the
correspondi ng private key whenever the client includes the
auth_session in an Authorization Chall enge Request as described in
Section 5. 1.
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DPoP bi ndi ng of the auth_session val ue ensures that the context
ref erenced by the auth_session cannot be stolen and reused by another
devi ce.

9.6.2. Auth Session Lifetinme

Thi s specification nakes no requirenents or assunptions on the
lifetime of the auth_session value. The lifetime and expiration is
at the discretion of the authorization server, and the authorization
server may choose to invalidate the value for any reason such as
schedul ed expiration, security events, or revocation events.

Clients MJST NOT nake any assunptions or depend on any particul ar
lifetime of the auth_session val ue.

9.7. Miltiple Applications

When multiple first-party applications are supported by the AS, then
it is inportant to consider a number of additional risks. These
risks fall into two nmain categories: Experience R sk and Technica

Ri sk which are described bel ow

9.7.1. User Experience R sk

Any tinme a user is asked to provide the authentication credentials in
user experiences that differ, it has the effect of increasing the
l'ikelihood that the user will fall prey to a phishing attack because
they are used to entering credentials in different |ooking
experiences. Wen nultiple first-party applications are supported,
the inplenentati on MUST ensure the native experience is identica
across all the first-party applications.

Anot her experience risk is user confusion caused by different |ooking
experiences and behaviors. This can increase the likelihood the user
will not conplete the authentication experience for the first-party
appl i cation.

9.7.2. Technical Risk
In addition to the experience risks, multiple inplenentations in
first-party applications increases the risk of an incorrect

i npl erentation as well as increasing the attack surface as each
i npl ementati on may expose its own weaknesses.
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7.3. Mtigation

To address these risks, when multiple first-party applications nust
be supported, and ot her nethods such as [ Openl D. Nati ve-SSO are not
applicable, it is RECOWENDED that a client-side SDK be used to
ensure the inplenentation is consistent across the different
applications and to ensure the user experience is identical for al
first-party apps.

8. Single Page Applications

Si ngl e Page Applications (SPA) run in a scripting |anguage inside the
context of a browser instance. This environment poses several unique
chal | enges conpared to native applications, in particular:

* Significant attack vectors due to the possibility of Cross-Site
Scripting (XSS) attacks

*  Fewer options to securely attest to the first-partyness of a
browser based application

See [I-D.ietf-oauth-browser-based-apps] for a detail ed di scussion of
the risks of XSS attacks in browsers

Additionally, the nature of a Single-Page App neans the user is
already in a browser context, so the user experience cost of doing a
full page redirect or a popup wi ndow for the traditional QAuth

Aut hori zation Code Flow is much | ess than the cost of doing so in a
native application. The conplexity and risk of inplenenting this
specification in a browser |ikely does not outweigh the user
experience benefits that would be gained in that context.

For these reasons, it is NOT RECOWENDED to use this specification in
br owser - based applicati ons.

I ANA Consi derations
1. CQAuth Paranmeters Registration
| ANA has (TBD) registered the followi ng values in the | ANA "QAuth
Par anet ers" registry of [|ANA oaut h-paraneters] established by
[ RFC6749] .
*Par amet er name*: auth_session

*Par anet er usage | ocation*: token response

*Change Controller*: |ETF
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10.

11.

11.

*Speci fication Docunent*: Section 5.4 of this specification
2. QAuth Server Metadata Registration

| ANA has (TBD) registered the followi ng values in the | ANA "QAuth
Aut hori zation Server Metadata" registry of [I|ANA oauth-paraneters]
establ i shed by [ RFC8414].

*Met adat a Nanme*: authorization_chal | enge_endpoi nt

*Met adata Description*: URL of the authorization server’s
aut hori zation chal | enge endpoi nt.

*Change Controller*: |ESG

*Speci fication Docunent*: Section 4.1 of [[ this specification ]]
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Appendi x A, Exanpl e User Experiences

Thi s section provides non-normative exanples of how this
specification may be used to support specific use cases.
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A 1.

Passkey

A user may log in with a passkey (w thout a password).

1.

2

A 2.

The Cient collects the usernane fromthe user

The Cient sends an Authorization Chall enge Request (Section 5.1)
to the Authorization Chall enge Endpoint (Section 4.1) including
t he usernane.

The Aut horization Server verifies the usernane and returns a
chal | enge

The Cient signs the challenge using the platform authenticator,
which results in the user being pronpted for verification with
bi ometrics or a PIN

The Cient sends the signed challenge, usernane, and credential
IDto the Authorization Chall enge Endpoint (Section 4.1).

The Authorization Server verifies the signed chall enge and
returns an Authorizati on Code.

The Cdient requests an Access Token and Refresh Token by issuing
a Token Request (Section 6) to the Token Endpoi nt.

The Aut hori zation Server verifies the Authorizati on Code and
i ssues the requested tokens.

Redirect to Authorization Server

A user may be redirected to the Authorization Server to perfrom an
account reset.

1.

2

The Cient collects usernane fromthe user

The Cdient sends an Authorization Chall enge Request (Section 5.1)
to the Authorization Chall enge Endpoint (Section 4.1) including
t he user nane.

The Aut horization Server verifies the username and determ nes
that the account is |ocked and returns a Redirect error response.

The Client parses the redirect message, opens a browser and
redirects the user to the Authorization Server perform ng an
QAuth 2.0 flow with PKCE
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5. The user resets their account by performing a multi-step
authentication flow with the Authorization Server.

6. The Authorization Server issues an Authorization Code in a
redirect back to the client, which then exchanges it for an
access and refresh token

A. 3. Passwordl ess One-Ti me Password (OTP)

In a passwordl ess One-Tinme Password (OTP) schene, the user is in
possession of a one-tinme password generator. This generator may be a
hardwar e device, or inplenented as an app on a nobile phone. The
user provides a user identifier and one-time password, which is
verified by the Authorization Server before it issues an

Aut hori zation Code, which can be exchanged for an Access and Refresh
Token.

1. The dient collects usernane and OTP from user

2. The dient sends an Authorization Chall enge Request (Section 5.1)
to the Authorization Chall enge Endpoint (Section 4.1) including
t he usernane and OTP.

3. The Authorization Server verifies the usernane and OTP and
returns an Aut horizati on Code.

4. The dient requests an Access Token and Refresh Token by issuing
a Token Request (Section 6) to the Token Endpoi nt.

5. The Authorization Server verifies the Authorization Code and
i ssues the requested tokens.

A 4. E-Mail Confirnati on Code

A user may be required to provide an e-nail confirnmation code as part
of an authentication cerenony to prove they control an e-nmil

address. The user provides an e-mmil address and is then required to
enter a verification code sent to the e-mail address. |f the correct
verification code is returned to the Authorization Server, it issues

Access and Refresh Tokens.

1. The dient collects an e-mail address fromthe user
2. The dient sends the e-mail address in an Authorization Chall enge

Request (Section 5.1) to the Authorization Chall enge Endpoi nt
(Section 4.1).
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3. The Authorization Server sends a verification code to the e-nmail
address and returns an Error Response (Section 5.2.2) including
"error”: "insufficient_authorization”, "auth_session" and a
custom property indicating that an e-mail verification code nust
be entered.

4. The dient presents a user experience guiding the user to copy
the e-mail verification code to the dient. Once the e-nai
verification code is entered, the dient sends an Authorization
Chal | enge Request to the Authorization Chall enge Endpoint,
including the e-nmail verification code as well as the
auth_session paraneter returned in the previous Error Response.

5. The Authorization Server uses the auth_session to maintain the
session and verifies the e-mail verification code before issuing
an Aut horization Code to the dient.

6. The Cient sends the Authorization Code in a Token Request
(Section 6) to the Token Endpoint.

7. The Authorization Server verifies the Authorizati on Code and
i ssues the Access Token and Refresh Token

An alternative version of this verification involves the user
clicking alink in an email rather than nanually entering a
verification code. This is typically done for email verification
flows rather than inline in a login flow The protocol-level details
remain the same for the alternative flow despite the different user
experience. Al steps except step 4 above remain the sane, but the
client presents an alternative user experience for step 4 described
bel ow

* The Client presents a nessage to the user instructing themto
click the link sent to their email address. The user clicks the
link in the email, which contains the verification code in the
URL. The URL | aunches the app providing the verification code to
the Client. The dient sends the verification code and
auth_session to the Authorization Chall enge Endpoint.

Mobi l e Confirmati on Code

A user may be required to provide a confirmation code as part of an
aut henti cation cerenony to prove they control a nobile phone nunber.
The user provides a phone nunber and is then required to enter a
confirmation code sent to the phone. |If the correct confirmation
code is returned to the Authorization Server, it issues Access and
Refresh Tokens.
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A. 6.

The Client collects a nobile phone nunmber fromthe user

The Client sends the phone number in an Authorization Chall enge
Request (Section 5.1) to the Authorization Chall enge Endpoi nt
(Section 4.1).

The Aut horization Server sends a confirmation code to the phone
nunber and returns an Error Response (Section 5.2.2) including
"error”: "insufficient_authorization”, "auth_session" and a
custom property indicating that a confirmation code nust be
ent er ed.

The Client presents a user experience guiding the user to enter
the confirmation code. Once the code is entered, the dient
sends an Authorization Chall enge Request to the Authorization
Chal | enge Endpoint, including the confirmation code as well as
the aut h_session paraneter returned in the previous Error
Response.

The Authorization Server uses the auth _session to maintain the
session context and verifies the code before issuing an
Aut hori zation Code to the Cient.

The Cient sends the Authorization Code in a Token Request
(Section 6) to the Token Endpoint.

The Aut hori zation Server verifies the Authorizati on Code and
i ssues the Access Token and Refresh Token

Re-aut henticating to an app a week | ater using OTP

A client may be in possession of an Access and Refresh Token as the
result of a previous succesful user authentication. The user returns
to the app a week later and accesses the app. The Cient presents
the Access Token, but receives an error indicating the Access Token
is no longer valid. The Cient presents a Refresh Token to the

Aut hori zati on Server to obtain a new Access Token. |If the

Aut hori zation Server requires user interaction for reasons based on
its own policies, it rejects the Refresh Token and the Client re-
starts the user authentication flow to obtain new Access and Refresh
Tokens.

1.

The Client has a short-lived access token and long-lived refresh
token following a previous conpletion of an Authorization G ant
Fl ow whi ch included user authentication

A week later, the user launches the app and tries to access a
protected resource at the Resource Server

Parecki, et al. Expi res 27 COctober 2025 [ Page 29]



I nternet-Draft QAuth for First-Party Apps April 2025

3. The Resource Server responds with an error code indicating an
invalid access token since it has expired.

4. The Client presents the refresh token to the Authorization
Server to obtain a new access token (section 6 [ RFC6749])

5. The Aut horization Server responds with an error code indicating
that an OTP fromthe user is required, as well as an
aut h_sessi on.

6. The Client pronpts the user to enter an OTP.

7. The Client sends the OTP and auth_session in an Authorization
Chal | enge Request (Section 5.1) to the Authorization Challenge
Endpoi nt (Section 4.1).

8. The Authorization Server verifies the auth_session and OTP, and
returns an Authorization Code.

9. The Client sends the Authorization Code in a Token Request
(Section 6) to the Token Endpoint.

10. The Authorization Server verifies the Authorizati on Code and
i ssues the requested tokens.

11. The dient presents the new Access Token to the Resource Server
in order to access the protected resource.

A. 7. Step-up Authentication using Confirmation SMS

A Cient previously obtained an Access and Refresh Token after the
user authenticated with an OTP. Wen the user attenpts to access a
protected resource, the Resource Server determnes that it needs an
additional |evel of authentication and triggers a step-up

aut hentication, indicating the desired | evel of authentication using
acr_val ues and max_age as defined in the Step-up Authentication
specification. The Client initiates an authorization request with
the Authorization Server indicating the acr_val ues and max_age
paraneters. The Authorization Server responds with error nmessages
pronptng for additional authentication until the acr_val ues and
max_age val ues are satisfied before issuing fresh Access and Refresh
Tokens.

1. The Client has a short-lived access token and long-lived refresh

token followi ng the conpletion of an Authorization Code G ant
FI ow whi ch included user authentication
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2. When the Client presents the Access token to the Resource
Server, the Resource Server determ nes that the acr claimin the
Access Token is insufficient given the resource the user wants
to access and responds with an insufficient _user_authentication
error code, along with the desired acr_val ues and desired
max_age.

3. The Cient sends an Authorization Chall enge Request
(Section 5.1) to the Authorization Chall enge Endpoi nt
(Section 4.1) including the auth_session, acr_val ues and nax_age
paranet ers.

4. The Authorization Server verifies the auth_session and
det erm nes whi ch authenticati on nethods nust be satisfied based
on the acr_values, and responds with an Error Response
(Section 5.2.2) including "error": "insufficient_authorization"
and a custom property indicating that an OTP nust be entered.

5. The Cient pronpts the user for an OIP, which the user obtains
and enters.

6. The Cient sends an Authorization Challenge Request to the
Aut hori zation Chal |l enge Endpoint including the auth_session and
OTP.

7. The Authorization Server verifies the OTP and returns an

Aut hori zati on Code.

8. The Client sends the Authorization Code in a Token Request
(Section 6) to the Token Endpoint.

9. The Aut hori zation Server verifies the Authorizati on Code and
i ssues an Access Token with the updated acr value along with the
Refresh Token.

10. The dient presents the Access Token to the Resources Server,
which verifies that the acr value neets its requirenments before
granting access to the protected resource.

A.8. Registration

Thi s exanpl e describes how to use the nechanisns defined in this
draft to create a conplete user registration flow starting with an
email address. In this exanple, it is the Authorization Server’s
policy to allow these challenges to be sent to email and phone numnber
that were previously unrecogni zed, and creating the user account on
the fly.
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10.

Par ecki ,

The Cient collects a usernane fromthe user

The Client sends an Authorization Chall enge Request
(Section 5.1) to the Authorization Chall enge Endpoi nt
(Section 4.1) including the usernane.

The Authorization Server returns an Error Response

(Section 5.2.2) including "error": "insufficient_authorization",
"aut h_session", and a custom property indicating that an e-mai
address must be col | ect ed.

The Cient collects an e-mai| address fromthe user

The Client sends the e-mail address as part of a second
Aut hori zation Chall enge Request to the Authorization Challenge
Endpoint, along with the auth_session paraneter.

The Authorization Server sends a verification code to the e-nail
address and returns an Error Response including "error":
"insufficient _authorization", "auth_session" and a custom
property indicating that an e-mail verification code nust be
ent er ed.

The Client presents a user experience guiding the user to copy
the e-mail verification code to the Cient. Once the e-nai
verification code is entered, the dient sends an Authorization
Chal | enge Request to the Authorization Chall enge Endpoint,
including the e-mail verification code as well as the
auth_session paraneter returned in the previous Error Response.

The Authorization Server uses the auth_session to nmaintain the
session context, and verifies the e-mail verification code. It
determnes that it al so needs a phone nunber for account
recovery purposes and returns an Error Response incl uding
"error": "insufficient_authorization", "auth_session" and a
custom property indicating that a phone nunber nust be

col | ect ed.

The Client collects a nobile phone nunmber fromthe user
The Cient sends the phone nunber in an Authorization Chall enge

Request to the Authorization Chall enge Endpoint, along with the
aut h_sessi on.
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11. The Authorization Server uses the auth_session paranmeter to |ink
the previous requests. It sends a confirmation code to the
phone number and returns an Error Response including "error":
"insufficient _authorization", "auth_session" and a custom
property indicating that a SMs confirnmati on code nust be
ent er ed.

12. The Cient presents a user experience guiding the user to enter
the SM5 confirmati on code. Once the SMS verification code is
entered, the dient sends an Authorization Challenge Request to
the Authorization Chall enge Endpoint, including the confirnmation
code as well as the auth_session paraneter returned in the
previ ous Error Response.

13. The Authorization Server uses the auth_session to nmaintain the
session context, and verifies the SVMS verification code before
i ssuing an Authorization Code to the dient.

14. The dient sends the Authorization Code in a Token Request
(Section 6) to the Token Endpoint.

15. The Authorization Server verifies the Authorizati on Code and
i ssues the requested tokens.

Appendi x B. Exanpl e | nplenentations

In order to successfully inplenment this specification, the

Aut hori zation Server will need to define its own specific
requirenents for what values clients are expected to send in the
Aut hori zation Chal l enge Request (Section 5.1), as well as its own
specific error codes in the Authorization Chall enge Response
(Section 5.2).

Bel ow i s an exanple of paraneters required for a conplete
i npl ementation that enables the user to log in with a usernane and
OTP.

B.1. Authorization Chall enge Request Paraneters

In addition to the request paraneters defined in Section 5.1, the
aut hori zati on server defines the additional paraneters bel ow

"username": REQUIRED for the initial Authorization Challenge
Request .

"otp": The OIP collected fromthe user. REQU RED when re-trying an

Aut hori zation Chal |l enge Request in response to the otp required
error defined bel ow.
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B.2. Authorization Chall enge Response Paraneters

In addition to the response parameters defined in Section 5.2, the
aut hori zation server defines the additional value for the error
response bel ow.

"otp_required": The client should collect an OTP fromthe user and
send the OTP in a second request to the Authorization Chall enge
Endpoint. The HITP response code to use with this error value is
401 Unaut hori zed.

B. 3. Exanpl e Sequence

The client pronpts the user to enter their username, and sends the
usernanme in an initial Authorization Chall enge Request.

PCST /aut horize-chall enge HITP/ 1.1
Host: server. exanpl e.com
Cont ent - Type: application/ x-wwmwform url encoded

user name=al i ce
&scope=phot os
&client id=bbl16c14c73415

The Authorization Server sends an error response indicating that an
OTP is required.

HTTP/ 1.1 401 Unaut hori zed
Cont ent - Type: application/json
Cache-Control: no-store

"error": "otp_required",
"auth_session": "ce6772f5e07bc8361572f "

}

The client pronpts the user for an OIP, and sends a new Aut hori zation
Chal | enge Request.

PCST /aut horize-chall enge HITP/ 1.1
Host: server.exanpl e. com
Cont ent - Type: application/ x-wwmform url encoded

aut h_sessi on=ce6772f 5e07bc8361572f
&ot p=555121
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The Authorization Server validates the auth_session to find the
expected user, then validates the OTP for that user, and responds
with an authorization code.

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control: no-store

"aut hori zation_code": "uY29t L2F1dGhl bnRpY"
}

The client sends the authorization code to the token endpoint.

POST /token HTTP/ 1.1
Host: server. exanpl e. com
Cont ent - Type: application/ x-wwform url encoded

grant _type=aut hori zati on_code
&client id=bbl6c14c73415
&code=uY29t L2F1dChl bnRpY

The Authorization Server responds with an access token and refresh
t oken.

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control: no-store

{
"token_type": "Bearer",
"expires_in": 3600,
"access_token": "d41c0692f 1187f d9b326c63d",
"refresh_token": "e090366aclc448b8aed84cbc07"
}

Appendi x C. Design CGoals

Thi s specification defines a new authorization flow the client can
use to obtain an authorization grant. There are two primary reasons
for designing the specification this way.

Thi s enabl es existing QAuth inplenmentations to make fewer
nmodi fi cations to existing code by not needing to extend the token
endpoint with new logic. Instead, the new | ogic can be encapsul ated
in an entirely new endpoint, the output of which is an authorization
code which can be redeened for an access token at the existing token
endpoi nt ..
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This also mirrors nore closely the existing architecture of the
redirect-based authorization code flow. In the authorization code
flow, the client first initiates a request by redirecting a browser
to the authorization endpoint, at which point the authorization
server takes over with its own customlogic to authenticate the user
i n whatever way appropriate, possibly including interacting with

ot her endpoints for the actual user authentication process.
Afterwards, the authorization server redirects the user back to the
client application with an authorization code in the query string.
This specification mrrors the existing approach by having the client
first nmake a POST request to the Authorization Chall enge Endpoint, at
whi ch point the authorization server provides its own customlogic to
aut henticate the user, eventually returning an authorization code.

An alternative design would be to define new custom grant types for
the different authentication factors such as WbAuthn, OTP, etc. The
drawback to this design is that conceptually, these authentication
met hods do not nap to an QAuth grant. |In other words, the QAuth

aut hori zation grant captures the user’s intent to authorize access to
some data, and that authorization is represented by an authorization
code, not by different methods of authenticating the user

Anot her alternative option would be to have the Authorization
Chal | enge Endpoint return an access token upon successfu

aut hentication of the user. This was deliberately not chosen, as
this adds a new endpoint that tokens would be returned from |In nost
depl oynents, the Token Endpoint is the only endpoint that actually

i ssues tokens, and includes all the inplnmentation |ogic around token
binding, rate limting, etc. Instead of defining a new endpoint that
i ssues tokens which would have to have similar logic and protections,
i nstead the new endpoint only issues authorization codes, which can
be exchanged for tokens at the existing Token Endpoint just like in
the redirect-based Authorization Code flow

These desi gn deci sions shoul d enabl e authori zation server
i mpl ementations to isolate and encapsul ate the changes needed to
support this specification
Appendi x D. Document Hi story
-01

* Corrected "re-authorization of the user" to "re-authentication of
t he user"

-00
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*  Adopted into the QAuth WG no changes from previous individual
draft
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