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Abst ract

Thi s docunent describes threats against cross-device flows along with
practical mtigations, protocol selection guidance, and a summary of
formal analysis results identified as relevant to the security of
cross-device flows. It serves as a security guide to system

desi gners, architects, product managers, security specialists, fraud
anal ysts and engi neers inplementing cross-device flows.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Wb Aut horization
Prot ocol Working Goup mailing list (oauth@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com oaut h-wg/ oaut h- cr oss-devi ce-security.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 March 2026.
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1. Introduction

Protocol flows that span multiple end-user devices are in w despread
use today. These flows are often referred to as cross-device flows.
A common exanple is a user that uses their nobile phone to scan a QR
code fromtheir smart TV, giving an app on the TV access to their

vi deo streaning service. Besides QR codes, other nechanisns are
often used such as PIN codes that the user has to enter on one of the
devi ces, or push notifications to a mobile app that the user has to
approve.

In all cases, it is up to the user to deci de whether to grant

aut hori zation or not. However, the QR code or PIN are transferred
via an unaut horized channel, leaving it up to the user to decide in
whi ch context an authorization is requested. This may be exploited
by attackers to gain unauthorized access to a user’s resources.

To accommpdat e the various nuances of cross-device flows, this
docunent di stingui shed between cases where the cross-device flowis
used to authorize access to a resource (cross-device authorization
fl ows) and cases where the cross-device flowis used to transfer an
exi sting session (cross-device session transfer flows).
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1.1. Cross-Device Authorization

Cross-device authorization flows enable a user to initiate an

aut hori zation fl ow on one device (the Consunption Device) and then
use a second, personally trusted, device (Authorization Device) to
aut hori ze the Consunption Device to access a resource (e.g., access
to a service). The Device Authorization Gant [RFC8628] and dient-
Initiated Backchannel Authentication [CIBA] are two exanpl es of
popul ar cross-devi ce authorization fl ows.

In these flows, the Consunption Device and the Authorization Device
are not directly connected and there is no technical nechanisns for
the Authorization Device and Consunption Device to establish mutual
authentication. It is left to the user to decide whether the source
of the authorization request (the Consunption Device) should be
trusted before they scan a QR code, enter a user code, or accept an
aut hori zati on request pushed to their Authorization Device. The
transfer of the authorization request and context between the
Consunpti on Device and Authorization device is done over an

unaut henti cated channel. The only mitigation against this

unaut henti cated channel is the user’s judgenent.

Cross-Devi ce Consent Phishing (CDCP) attacks exploit the

unaut henti cat ed channel between the Consunption Device and

Aut hori zati on Devi ce using social engineering techniques to gain
unaut hori zed access to the user’s data. Several publications have
energed in the public domain ([Exploitl], [Exploit2], [Exploit3],

[ Exploit4], [Exploit5], [Exploit6]), describing howthe

unaut henti cat ed channel can be expl oited using social engineering
techni ques borrowed from phishing. Unlike traditional phishing
attacks, these attacks don't harvest credentials. Instead, they skip
the step of collecting credentials by persuading users to grant
aut hori zation using their Authorization Devices.

Once the user grants authorization, the attacker has access to the
user’'s resources and in sone cases is able to collect access and
refresh tokens. Once in possession of the access and refresh tokens,
the attacker may use these tokens to execute lateral attacks and gain
addi tional access, or nonetize the tokens by selling them These
attacks are effective even when nulti-factor authentication is

depl oyed, since the attacker’s aimis not to capture and replay the
credentials, but rather to persuade the user to grant authorization
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1.2. Cross-Device Session Transfer

Session transfer flows enable a user to transfer access to a service
or network froma device on which the user is already authenticated
to a second device such as a nobile phone. |In these flows, the user
is authenticated and then authorizes the session transfer on one
device, referred to as the Authorization Device (e.g., a persona
computer, web portal or application), and transfers the session to
the device where they will continue to consunme the session, referred
to as the Consunption Device (e.g., a nobile phone or portable

devi ce).

The session may be transferred by showi ng the user a session transfer
code on the Authorization Device, which is then entered on the
Consunpti on Device. This flow may be stream ined by rendering the
session transfer code as a QR code on the Authorization Device and
scanned by the Consunption Devi ce.

The session transfer preserves state information, including

aut hentication state, at the second device to avoid additiona
configuration and optim ze the user experience. These flows are
often used to add new devices to a network, onboard custonmers to a
nmobi | e application, or provision new credentials (e.qg.,

[ Openl D. SI OPV2]) .

In these cross-devi ce session transfer flows, the channel between the
Aut hori zation Device and the Consunption Device is unauthenticated.

Cross-Devi ce Session Phishing (CDSP) attacks exploit the

unaut henti cat ed channel between the Authorization Device and
Consunpti on Device by using social engineering techniques to convince
the user to send the session transfer code to the attacker. These
attacks borrow techniques fromtraditional phishing attacks, but

i nstead of collecting passwords, attackers collect session transfer
codes and other artefacts that allow themto setup a session and then
use it to access a user’s data.

1.3. Defendi ng Agai nst Cross-Device Attacks
Thi s docunent provides guidance to inplenenters to defend agai nst
Cross-Devi ce Consent Phishing and Cross-Devi ce Sessi on Phishing
attacks. This guidance incl udes:

1. Practical mitigations for susceptible protocols (Section 6.1).

2. Protocol selection guidance to avoid using susceptible protocols
(Section 6.2).
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3. Results fromformal analysis of susceptible protocols
(Section 6.3).

1.4. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Thi s specification uses the terns "access token", "refresh token",
"aut hori zation server", "resource server", "authorization endpoint",
"aut hori zation request", and "client" defined by The QAuth 2.0

Aut hori zation Framework [ RFC6749].

2. Best Practices

This section describes the set of security nechani sns and neasures to
secure cross-device protools agai nst Cross-Device Consent Phishing
and Cross-Device Session Phishing attacks that the OAuth wor ki ng
group considers best practices at the tine of witing.

1. Inplenmenters MJUST performa risk assessnment before inplenenting
cross-device flows, weighing the risks from Cross-Device Consent
Phi shing and Cross-Device Session Phishing attacks agai nst
benefits for users.

2. Implenenters SHOULD avoid cross-device flows if risks cannot be
sufficiently mtigated.

3. Inplenenters SHOULD foll ow the gui dance provided in Section 6.2
for protocol selection.

4. I nplenenters MIUST inplenent practical mitigations as listed in
Section 6.1 that are appropriate for the use case, architecture,
and sel ected protocols.

5. Inplenmenters SHOULD inpl ement proximty checks as defined in
Section 6.1.1 if possible.

These best practices apply to the Device Authorization G ant

([ RFC8628]) as well as other cross-device protocols such as the
Client Initiated Backchannel Authentication [CIBA], Self-Issued

Openl D Provider v2 [Openl D. SIOPV2], Openl D for Verifiable
Presentations [Openl D.VP], the Pre-Authorized Code Flow in

([ Openl D.VCl]) and other cross-device protocols that rely on the user
to authenticate the channel between devices.
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3.

1.

Section 3 provides details about susceptible protocols and Section 4
provi des attack descriptions. Section 6.1 provides details about the
security nechani sns and mitigations, (protocol-selection) provides
protocol selection guidance and Section 6.3 provides details from
formal anal ysis of protocols that apply to cross device flows.

Cross-Device Flow Patterns

Cross-device flows allow a user to start a flow on one device (e.qg.,
a smart TV) and then transfer the session to continue it on a second
device (e.g., a nobile phone). The second device may be used to
access the service that was running on the first device, or to
performan action such as authenticating or granting authorization
before potentially passing control back to the first device.

These flows typically involve using a nobile phone to scan a QR code
or enter a user code displayed on the first device (e.g., Snart TV,
Ki osk, Personal Conputer or other el ectronic devices.).

Cross-Devi ce Authorization

In a cross-device authorization flow, a user attenpts to access a
service on one device, referred to as the Consunption Device, (e.g.
a smart TV) and then uses a second device, referred to as the

Aut hori zation Device (e.g., a smartphone), to authorize access to a
resource (e.g., access to a stream ng service) on the Consunption
Devi ce.

Cross-devi ce aut horization flows have several benefits, including:

* Authorization on devices with linited input capabilities: End-
users can authorize devices with limted input capabilities to
access content (e.g., smart TVs, digital whiteboards, printers or
simlarly constrained devices).

* Secure authentication on shared or public devices: End-users can
perform aut hentication and authorization using a personally
trusted device, without risk of disclosing their credentials to a
public or shared device.

* Ubiquitous nmulti-factor authentication: Enables a user to use
mul ti-factor authentication, independent of the device on which
the service is being accessed (e.g., a kiosk, smart TV or shared
Per sonal Computer).

* Conveni ence of a single, portable, credential store: Users can
keep all their credentials in a nobile wallet or nobile phone that
they already carry with them
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3.

1.

There are three cross-device flow patterns for transferring the
aut hori zati on request between the Consunption Device to the
Aut hori zat i on Devi ce.

* *User-Transferred Session Data Pattern:* In the first pattern, the
user initiates the authorization process with the authorization
server by copying information fromthe Consunption Device to the
Aut hori zation Device, before authorizing an action. By
transferring the data fromthe Consunption Device to the
Aut hori zati on Device, the user transfers the authorization
session. For exanple the user nmay read a code displayed on the
Consunption Device and enter it on the Authorization Device, or
they may scan a QR code displayed on the Consunption Device with
the Authorization Device. The Device Authorization G ant
([ RFC8628]) is an exanple of a cross-device flowthat follow this
pattern.

* *Backchannel - Transferred Session Pattern:* In the second pattern,
the QAuth client on the Consunption Device is responsible for
transferring the session and initiating authorization on the
Aut hori zation Device via a backchannel with the Authorization
Server. For exanple the user may attenpt an online purchase on a
Consunption Device (e.g., a personal conputer) and receive an
aut hori zation request on their Authentication Device (e.g., nobile
phone). The dient Initiated Backchannel Authentication [CIBA] is
an exanpl e of a cross-device flow that follow this pattern.

* *User-Transferred Authorization Data Pattern:* In the third
pattern, the QAuth client on the Consunption Device triggers the
aut hori zati on request via a backchannel with the Authorization
Server. Authorization data (e.g., a 6 digit authorization code)

i s displayed on the Authorization Device, which the user transfers
to Consunption Device (e.g., by manually entering it). For
exanpl e the user nay attenpt to access data in an enterprise
application and receive a 6 digit authorization code on their

Aut hentication Device (e.g., nobile phone) that they enter on
Consunpti on Device

1. User-Transferred Session Data Pattern

The Devi ce Authorization Gant ([ RFC8628]) is an exanple of a cross-
device flow that relies on the user copying information fromthe
Consunption Device to the Authorization Device by either entering
data manual ly or scanning a QR code. The figure bel ow shows a
typical exanple of this flow
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(B) Consunption Device

R L + Get R/ User Code +-----------omnn- +
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I

| (© Scan QR code
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| enter User Code
%

I

| Devi ce [ Kmmmmmmm - >
| | (D) User Authenticates
| | and Authorize Access

Figure: User-Transferred Session Data Pattern

* (A) The user takes an action on the Consunption Device by starting
a purchase, adding a device to a network or connecting a service
to the Consunption Devi ce.

* (B) The Consunption Device retrieves a QR code or user code from
an Aut horization Server.

* (C) The QR code or user code is displayed on the Consunption
Devi ce where the user scans the QR code or enters the user code on
the Aut horization Device.

* (D) If the user is unauthenticated, they authenticate to the
Aut hori zation Server before granting authorization.

* (E) The Authorization Server issues tokens or grants authorization
to the Consunption Device to access the user’s resources.

3.1.2. Backchannel - Transferred Session Pattern
The Client Initiated Backchannel Authentication [CIBA] transfers the
session on the backchannel with the Authorization Server to request

aut hori zation on the Authorization Device. The figure bel ow shows an
exanple of this flow
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(B) Backchannel Authorization

R + Request L +

(A)User +---] Consunmption |<--------------------- >| |
Start | | Devi ce | (E) Grant Authorization| Authorization |

Fl ow +-->| I T >| Server |
e + | |

I I

I I

| |

I I

(D) User I I
Aut horize +-------------- + | |
Action +---| Authorization| | |

| | Devi ce I >| |

+-->| | (O Request User | |

| | Aut hori zati on | |
oo s + oo +

Fi gure: Backchannel - Transferred Session Pattern

* (A) The user takes an action on the Consunption Device by starting
a purchase, adding a device to a network or connecting a service
to the Consunption Devi ce.

* (B) The client on the Consunption Device requests user
aut hori zati on on the backchannel fromthe Authorization Server.

* (C) The Authorization Server requests the authorization fromthe
user on the user’s Authorization Device.

* (D) If the user is unauthenticated, they authenticate to the
Aut hori zation Server before using their device to grant
aut hori zati on.

* (E) The Authorization Server issues tokens or grants authorization
to the Consunption Device to access the user’s resources.

The Authorization Server may use a variety of mechanisnms to request
user authorization, including a push notification to a dedi cated app
on a nobile phone, or sending a text nessage with a link to an
endpoi nt where the user can authenticate and authorize an action.
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3.1.3. User-Transferred Authorization Data Pattern

Exampl es of the user-transferred authorization data pattern include
flows in which the Consunption Device requests the Authorization
Server to send authorization data (e.g., a 6 digit authorization code
in a text nessage, e-nmmil or nobile application) to the Authorization
Devi ce. Once the Authorization Device receives the authorization
data, the user enters it on the Consunption Device. The Consunption
Devi ce sends the authorization data back to the Authorization Server
for validation before gaining access to the user’s resources. The
figure bel ow shows an exanple of this flow.

(B) Backchannel Authorization

R LR + Request e +
(A)User +---| Consunption |<--------------------- >|
Start | | Devi ce | (E) Grant Authorization| Authorization
Fl ow +--3>| R L > Server
. +
(D) User Enters

N

| nter:

| Aut hori zation Data
I

I

I

| Devi ce [ Kmmmmmmm - >
| | () Send Authorization
| | Dat a

Figure: User-Transferred Authorization Data Pattern

* (A) The user takes an action on the Consunption Device by starting
a purchase, adding a device to a network or connecting a service
to the Consunption Device

* (B) The client on the Consunption Device requests user
aut hori zati on on the backchannel fromthe Authorization Server.

* (C) The Authorization Server sends authorization data (e.g., a 6
digit authorization code) to the Authorization Device. Exanples
of mechanisns that nay be used to distribute the authorization
data include text nessages, email or a nobile application.

* (D) The user enters the authorization data (e.g., the 6 digit
aut hori zati on code) on the Consunption Device.
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* (E) The Authorization Server issues tokens or grants authorization
to the Consunption Device to access the user’s resources.

The Authorization Server nmay choose to authenticate the user before
sendi ng the authorization data.

3.2. Cross-Device Session Transfer

Session transfer flows enable a user to transfer access to a service
or network froma device on which the user is already authenticated
to a second device such as a nobile phone. |In these flows, the user
is authenticated and then authorizes the session transfer on one
device, referred to as the Authorization Device (e.g., a persona
computer, web portal or application), and transfers the session to
the device where they will continue to consunme the session, referred
to as the Consunption Device (e.g., a nobile phone or portable

devi ce).

The session transfer preserves state information, including

aut hentication state, at the second device to avoid additiona
configuration and optim ze the user experience. These flows are
often used to add new devices to a network, onboard custonmers to a
nmobi | e application, or provision new credentials (e.qg.,

[ Openl D. SI OPV2]) .

3.2.1. Cross-Device Session Transfer Pattern

In this flow, the user is authenticated and starts the fl ow by
authorizing the transfer of the session on the Authorization Device.
The Authorization Device requests a session transfer code that may be
rendered as a QR code on the Authorization Device. Wen the user
scans the QR code or enters it on the Consunption Device where they
woul d I'ike the session to continue, the Consunption Device presents
it to the Authorization Server. The Authorization Server then
transfers the session to the Consunption Device. This may include
transferring authentication and authorization state to optimze the
user experience. This type of flowis used, for exanple, for adding
new devi ces to networks, bootstrappi ng new applications, or

provi sioning new credentials. The Pre-Authorized Code Flow in
([OpenID.VClI]) is an instance of using this pattern to provision a
new credential. The figure bel ow shows a typical flow.
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(B) Session Transfer
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Fi gure: Cross-Dvice Session Transfer Pattern

* (A) The user is authenticated on the Authorization Device and
aut horizes the transfer of the session to the Consunption device.

* (B) The client on the Authorization Device requests a session
transfer code fromthe Authorization Server.

* (C) The Authorization Server responds with a session transfer
code, which may be rendered as a QR code on the Authorization
Devi ce.

* (D) The user scans the QR code with the Consunption Device (e.qg.,
their nobile phone), or enters the session transfer code on the
target Consunption Devi ce.

* (E) The client on the Consunption Device presents the session
transfer code to the Authorization Server.

* (F) The Authorization Server verifies the session transfer code
and retrieves the session context information needed to resune the
session on the Consunption Device.

* (G The user resunmes the session and is able to access the

i nformati on on the Consunption Device that they authorized on the
Aut hori zati on Devi ce.
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3.3. Exanpl es of Cross-Device Flows
Exanmpl es of cross-device flow scenarios include:

3.3.1. Exanple Al: Authorize Access to a Video Stream ng Service (User-
Transferred Session Data Pattern)

An end-user sets up a new smart TV and wants to connect it to their
favorite streami ng service. The stream ng service displays a QR code
on the TV that the user scans with their nobile phone. The user is
redirected to the stream ng service provider’'s web page and asked to
enter their credentials to authorize the smart TV to access the
stream ng service. The user enters their credentials and grants

aut hori zation, after which the stream ng service is available on the
smart TV.

3.3.2. Exanple A2: Authorize Access to Productivity Services (User-
Transferred Session Data Pattern)

An empl oyee wants to access their files on an interactive whiteboard
in a conference room The interactive whiteboard displays a URL and
a code. The user enters the URL on their personal conputer and is
pronpted for the code. Once they enter the code, the user is asked
to authenticate and authorize the interactive whiteboard to access
their files. The user enters their credentials and authorizes the
transaction and the interactive whiteboard retrieves their files and
all ows the user to interact with the content.

3.3.3. Exanple A3: Authorize Use of a Bike Sharing Schene (User-
Transferred Session Data Pattern)

An end-user wants to rent a bicycle froma bi ke sharing scheme. The
bi cycles are | ocked in bicylce racks on sidewal ks throughout a city.
To unl ock and use a bicycle, the user scans a QR code on the bicycle
usi ng their nobile phone. Scanning the QR code redirects the user to
the bicycle sharing schene’s authorizati on page where the user

aut henti cates and aut horizes paynent for renting the bicycle. Once
aut hori zed, the bicycle sharing service unlocks the bicycle, allow ng
the user to use it to cycle around the city.

3.3.4. Exanple A4: Authorize a Financial Transaction (Backchannel -
Transferred Session Pattern)

An end-user makes an online purchase. Before conpleting the
purchase, they get a notification on their nobile phone, asking them
to authorize the transaction. The user opens their app and
authenticates to the service before authorizing the transaction.
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3.3.5. Example A5: Add a Device to a Network (Cross-Device Session
Transfer Pattern)

An enpl oyee is issued with a personal conputer that is already joined
to a network. The enpl oyee wants to add their nobile phone to the
network to allow it to access corporate data and services (e.g.,
files and e-mail). The enployee is |logged-in on the persona

computer where they initiate the process of adding their nobile phone
to the network. The personal conputer displays a QR code which

aut horizes the user to join their nobile phone to the network. The
enpl oyee scans the QR code with their nobile phone and the nobile
phone is joined to the network. The enployee can start accessing
corporate data and services on their nobile device.

3.3.6. Exanple A6: Renote Onboarding (User-Transferred Session Data
Pattern)

A new enpl oyee is directed to an onboarding portal to provide
additional information to confirmtheir identity on their first day
with their new enployer. Before activating the enpl oyee’s account,
the onboarding portal requests that the enpl oyee present a governnent
i ssued I D, proof of a background check and proof of their
qualifications. The onboarding portal displays a QR code, which the
user scans with their nobil e phone. Scanning the QR code invokes the
enpl oyee’s digital wallet on their nobile phone, and the enployee is
asked to present digital versions of an identity docunent (e.g., a
driving license), proof of a background check by an identity
verifier, and proof of their qualifications. The enployee authorizes
the release of the credentials and after conpleting the onboarding
process, their account is activated.

3.3.7. Exanple A7: Application Bootstrap (Cross-Device Session Transfer
Patt ern)

An enpl oyee is signed into an application on their personal conputer
and wants to bootstrap the nobile application on their nobile phone.
The enpl oyee initiates the cross-device flow and is shown a QR code
in their application. The enployee | aunches the nobile application
on their phone and scans the QR code which results in the user being
signed into the application on the nobile phone.
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3.3.8. Exanple A8: Access a Productivity Application (User-Transferred
Aut hori zation Data Pattern)

A user is accessing a Conputer Aid Design (CAD) application. Wen
accessing the application, authorization data in the formof a 6
digit authorization code is sent to the user’s nobil e phone. The
user views the 6 digit authorization code on their phone and enters
it in the CAD application, after which the CAD application displays
the user’s nobst recent designs.

3.3.9. Exanple A9: Adm nister a System (Backchannel - Transferred Session
Pattern)

A network administrator wants to access an adm nstration portal used
to configure network assets and depl oy new applications. Wen
attenpting to access the service, the network adm nistrator receives
a notification in an app on their nobile device, requesting themto
confirmaccess to the portal. The network adm nistrator approves the
request on their nobile phone and is granted access to the portal

4. Cross-Device Flow Exploits

Attackers exploit the absence of an authenticated channel between the
two devices used in a cross-device flow by using social engineering
techni ques typicaly used in phishing attacks.

In cross-device authorization flows the attacker uses these socia
engi neering techniques by changing the context in which the

aut hori zation request is presented to convince the user to grant
aut hori zati on when they shouldn’t. These attacks are al so known as
Cross- Devi ce Consent Phishing (CDCP) attacks.

In cross-device session transfer flows the attacker uses these soci al
engi neering techniques to convince the user to initiate a session
transfer and send them a session transfer code. Once the attacker is
in posession of this session transfer code, they present it to the
Aut hori zation Server to transfer the session and access the users
resources. These attacks are referred to as Cross-Device Session

Phi shing (CDSP) attacks.

4.1. Cross-Device Authorization Flow Exploits

Attackers exploit cross-device authorization flows by initiating an
aut hori zation fl ow on the Consunption Device and then use soci al

engi neering techniques to change the context in which the request is
presented to the user in order to convince themto grant

aut hori zation on the Authorization Device. The attacker is able to
change the context of the authorization request because the channe
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bet ween the Consunption Device and the Authorization Device is
unaut henticated. These attacks are al so known as Cross-Device
Consent Phi shing (CDCP) attacks.

4.1.1. User-Transferred Session Data Pattern Exploits

A common action in cross-device flows is to present the user with a
R code or a user code on the Consunption Device (e.g., smart TV)
which is then scanned or entered on the Authorization Device (the
nmobi | e phone). Wen the user scans the code or copies the user code,
they do so without any proof that the QR code or user code is being
di splayed in the place or context intended by the service provider
It is up to the user to deci de whether they should trust the QR code
or user code. In effect the user is asked to conpensate for the
absence of an authenticated channel between the Consunption Device
(e.g., smart TV) and the Authorization Device (e.g., the nobile
phone).

Attackers exploit this absence of an authenticated channel between
the two devices by obtaining QR codes or user codes (e.g., by
initiating the authorization flows). They then use social

engi neering techniques to change the context in which authorization
is requested to convince end-users to scan the QR code or enter it on
their Authorization Device (e.g., nobile phone). Once the end-user
perfornms the authorization on the nobile device, the attacker who
initiated the authentication or authorization request obtains access
to the users resources. The figure bel ow shows an exanple of such an
att ack.
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Fi gure: User-Transferred Session Data Pattern Exploits

* (A The

Devi ce.

attacker initiates the protocol on the Consunption Device
(or m mcks the Consunption Device) by starting a purchase, adding
a device to a network or connecting a service to the Consunption

* (B) The Consunption Device retrieves a QR code or user code from
an Aut horization Server.

* (C) The attacker copies the QR code or user code.
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4.

* (D) The attacker changes the context in which the QR code or user

1.

code is displayed in such a way that the user is likely to scan
the QR code or use the user code when conpleting the

aut hori zation. For exanple, the attacker could craft an e-nail
that includes the user code or QR code and send it to the user
The e-nmail m ght encourage the user to scan the QR code or enter
the user code by suggesting that doing so would grant them a
reward through a loyalty programor prevent the |loss of their
dat a.

* (E) The QR code or user code is displayed to the user in a context
chosen by the attacker. The user is convinced by the attacker’s
effort and scans the QR code or enters the user code on the
Aut hori zati on Devi ce.

* (F) The user authenticates to the Authorization Server before
granting authorization.

* (G The Authorization Server issues tokens or grants authorization
to the Consunption Device, which is under the attacker’s control,
to access the user’s resources. The attacker gains access to the
resources and any authorization artifacts (like access and refresh
tokens) which may be used in future exploits.

2. Backchannel - Transferred Session Pattern Exploits

In the backchannel -transferred session pattern, the client requests
the authorization server to authenticate the user and obtain

aut horization for an action. This nay happen as a result of user
interaction with the Consunption Device, but may al so be triggered
wi thout the users direct interaction with the Consunption Devi ce,
resulting in an authorization request presented to the user w thout
context of why or who triggered the request.

Attackers exploit this lack of context by using social engineering
techniques to prinme the user for an authorization request and thereby
convince themto granting authorization. The social engineering
techni ques range in sophistication from nessages m srepresenting the
reason for receiving an authorization request, to triggering a |large
vol unme of requests at an inconvenient tine for the user, in the hope
that the user will grant authorization to nake the requests stop

The figure bel ow shows an exanpl e of such an attack
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(C Backchannel Authorization
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Fi gure: Backchannel - Transferred Session Pattern Exploits

* (A) The attacker sends a social engineering nmessage to prepare the
user for the upcom ng authorization (optional).

* (B) The attacker initiates the protocol on the Consunption Device
(or by mmcking the Consunption Device) by starting a purchase,
addi ng a device to a network or accessing a service on the
Consunpti on Devi ce.

* (C) The client on the Consunption Device requests user
aut hori zati on on the backchannel fromthe Authorization Server.

* (D) The Authorization Server requests the authorization fromthe
user on the user’s device.

* (E) The user authenticates to the authorization server before
granting authorization on their device.
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4.

* (G The Authorization Server issues tokens or grants authorization
to the Consunption Device, which is under the attacker’s control
The attacker gains access to the user’s resources and possi bly any
aut horization artifacts |like access and refresh tokens.

1.3. User-Transferred Authorization Data Pattern Exploits

In cross-device flows that follow the user-transferred authorization
data pattern, the client on the Consunption Device initiates the

aut hori zation request, but the user still has to transfer the

aut hori zation data to the Consunption Device. The authorization data
may take different forms, including a nunerical value such as a 6
digit authorization code. The authorization request nay happen as a
result of user interaction with the Consunption Device, but may al so
be triggered without the user’s direct interaction with the
Consunpti on Device

Attackers exploit the user-transferred authorization data pattern by
combi ni ng the social engineering techniques used to set context for
users and convincing users to providing themw th authorization data
sent to their Authorization Devices (e.g., nobile phones). These
attacks are very simlar to phishing attacks, except that the
attacker also has the ability to trigger the authorization request to
be sent to the user directly by the Authorization Server
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(C Backchannel Authorization
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Fi gure: User-Transferred Authorization Data Pattern Exploits

* (A) The attacker sends a social engineering nessage to prine the
user for the authorization request they are about to receive,
including instructions on what to do with the authorization data
once they receive it.

* (B) The attacker initiates the protocol on the Consunption Device
(or by m mcking the Consunption Device) by starting a purchase,
adding a device to a network or accessing a service on the
Consunpti on Devi ce.

* (C) The client on the Consunption Device requests user
aut hori zati on on the backchannel fromthe Authorization Server.
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* (D) The Authorization Server sends authorization data (e.g., a 6
digit authorization code) to the user’s Authorization Device (the
aut hori zation data may be presented as a QR code, or text
message) .

* (E) The user is convinced by the social engineering nessage
received in step (A) and forwards the authorization data (e.g., a
6 digit authorization code) to the attacker.

* (F) The attacker enters the authorization data (e.g., a 6 digit
aut hori zati on code) on the Consunption Device.

* (G The Authorization Server grants authorization and issues
access and refresh tokens to the Consunption Device, which is
under the attacker’s control. On conpletion of the exploit, the
attacker gains access to the user’s resources.

The unaut henticated channel may al so be exploited in variations of
the above scenario where the user (as opposed to the attacker)
initiates the flow and is then convinced using social engineering
techni ques into sending the authorization data (e.g., a 6 digit

aut hori zation code) to the attacker. 1In these flows, the user is

al ready authenticated and they request authorization data to transfer
a session or obtain sone other privilege such as joining a device to
a network. The authorization data nmay be represented as a QR code or
text string (e.g., 6 digit authorization code). The attacker then
proceeds to exploit the unauthenticated channel by using socia

engi neering techniques to convince the user to send the QR code or
user code to the attacker. The attacker then use the authorization
data to obtain the privileges that woul d have been assigned to the
user.

4.2. Cross-Device Session Transfer Exploits

Attackers exploit cross-device session transfer flows by using socia
engi neering techniques typically used in phishing attacks to convince
the user to authorize the transfer of a session and then send the
session transfer code or QR code to the attacker. The absence of an
aut henti cat ed channel between these two devi ces enabl es the attacker
to use the session transfer code on their own device to obtain access
to the session and access the users data. These attacks are referred
to as Cross-Device Session Phishing (CDSP) attacks.
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Fi gure: Cross-Device Session Transfer Pattern Exploit

* (A) The attacker sends a social engineering nessage to that
convi nces the user that they should authorize a session transfer
including instructions on what to do with the QR code or session
transfer code once they receive it.

* (B) The user is authenticated on their Authorization Device and
aut hori zes the transfer of the session to the Consunption Device.

* (C) The client on the Authorization Device requests a session
transfer code fromthe Authorization Server.

* (D) The Authorization Server responds with a session transfer

code, which may be rendered as a QR code on the Authorization
Devi ce.
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* (E) The user sends the QR code or session transfer code to the
attacker, following the instructions they received in step (A).

* (F) Once the attacker receives the QR code, they scan it or enter
it on their own Consunption Devi ce.

* (G The client on the Consunption Device presents the session
transfer code to the Authorization Server.

* (H) The Authorization Server verifies the session transfer code
and retrieves the session context information needed to resune the
session on the Consunption Device.

* (1) The attacker resunes the session on their own Consunption
Device and is able to access the information that the user
aut horized on their Authorization Device in step (B).

Exanpl es of Cross-Device Flow Exploits

The following exanples illustrate these attacks in practical settings
and show how t he unaut henticated channel is exploited by attackers
who can copy the QR codes and user codes, change the context in which
they are presented using social engineering techniques and ni sl ead
end-users into granting consent to avail of services, access data and
make paymnents.

1. Exanple Bl: Illicit Access to a Video Streanm ng Service (User-
Transferred Session Data Pattern)

An attacker obtains a smart TV and attenpts to access an online
streaming service. The smart TV obtains a QR code fromthe stream ng
service authorization server and displays it on screen. The attacker
copies the QR code and enbeds it in an e-mail that is sent to a |l arge
nunber of recipients. The e-namil contains a nessage stating that the
stream ng service wants to thank themfor their |oyal support and by
scanning the QR code, they will be able to add a bonus device to
their account for no charge. One of the recipients open the e-mail
and scan the QR code to claimthe loyalty reward. The user perforns
mul ti-factor authentication, and when asked if they want a new device
to be added to their account, they authorize the action. The
attacker’s device is now authorized to access the content and obtains
an access and refresh token. The access token allows the attacker to
access content and the refresh token allows the attacker to obtain
fresh tokens whenever the access token expires.
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The attacker scales up the attack by emulating a new smart TV,
obtaining multiple QR codes and wi dening the audience it sends the R
code to. Wenever a recipient scans the QR code and authorizes the
addition of a new device, the attacker obtains an access and refresh
token, which they sell for a profit.

4.3.2. Exanple B2: Illicit Access to Productivity Services (User-
Transferred Session Data Pattern)

An attacker enulates an enterprise application (e.g., an interactive
whiteboard) and initiates a cross-device flow by requesting a user
code and URL fromthe authorization server. The attacker obtains a
list of potential victins and sends an e-mail informng users that
their files will be deleted within 24 hours if they don’t follow the
l'ink, enter the user code and authenticate. The e-mail rem nds them
that this is the third tinme that they have been notified and their

| ast opportunity to prevent deletion of their work files. One or
nmor e enpl oyees respond by following the URL, entering the code and
performng multi-factor authentication. Throughout the

aut henti cati on experience, the user is interacting with a trusted
user experience, re-enforcing the legitimcy of the request. Once
these enpl oyees authorized access, the attacker obtains access and
refresh tokens fromthe authorization server and uses it to access
the users’ files, performlateral attacks to obtain access to other

i nformati on and continuously refresh the session by requesting new
access tokens. These tokens may be exfiltrated and sold to third
parties.

4.3.3. Exanple B3: Illicit Access to Physical Assets (User-Transferred
Session Data Pattern)

An attacker copies a QR code froma bicycle |locked in a bicycle rack
inacity, prints it on a | abel and places the | abel on a bicycle at
the other end of the bicycle rack. A custonmer approaches the bicycle
that contains the replicated QR code and scans the code and

aut henti cates before authorizing paynment for renting the bicycle.
The bicycle rack unl ocks the bicycle containing the original QR code
and the attacker renoves the bicycle before cycling down the street
while the customer is left frustrated that the bicycle they were
trying to use is not being unlocked [ NYC Bi ke]. The custoner
proceeds to unl ock another bicycle and | odges a conplaint with the
bi cycl e renting conpany.
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4.3.4. Exanmple B4.1: Illicit Transaction Authorization (Backchannel -
Transferred Session Pattern)

An attacker obtains a list of user identifiers for a financia
institution and triggers a transaction request for each of the users
on the list. The financial institution s authorization server sends
push notifications to each of the users, requesting authorization of
a transaction. The vast mpjority of users ignore the request to

aut hori ze the transaction, but a small percentage grants

aut hori zati on by approving the transaction.

4.3.5. Exanple B4.2: Fake Hel pdesk (Backchannel - Transferred Session
Patt ern)

An attacker obtains the contact information for a user and contacts
them pretending to be a representative of the user’s financial
institution. The attacker informs the user that there were a nunber
of fraudul ent transactions against their account and asks themto
review t hese transacti ons by approving or rejecting them The
attacker then triggers a sequence of transactions. The user receives
an aut horization request for each transaction and declines them as
they do not recognize them The attacker then inforns the user that
they need to close the users account and transfer all the funds to a
new account to prevent further fraudulent transactions. The user
recei ves anot her authorization request which they approve, or provide
addi tional authorization information to the attacker which enabl es
the attacker to conplete their attack and defraud the user

4.3.6. Exanple B5: Illicit Network Join (Cross-Device Session Transfer
Pattern)

An attacker creates a message to all enployees of a conpany, claimng
to be froma trusted technol ogy provider investigating a suspected
security breach. They ask enpl oyees to send themthe QR code
typically used to join a new device to the network, along with
detailed steps on howto obtain the QR code. The enpl oyee, eager to
assist, initiates the process to add a new nobile device to the
networ k. They authenticate to the network and obtain a QR code.
They send the QR code to the attacker. The attacker scans the (R
code and adds their own device to the network. They use this device
access as an entry point and performlateral noves to obtain
additional privileges and access to restricted resources.
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4.3.7. Exanple B6: Illicit Onboarding (User-Transferred Session Data
Patt ern)

An attacker initiates an enpl oyee onboarding fl ow and obtains a QR
code fromthe onboarding portal to invoke a digital wallet and
present a verifiable credential attesting to a new enpl oyee’s
identity. The attacker obtains a list of potential new enpl oyees and
sends an e-mail informng themthat it is time to present proof of
their background check or governnent issued ID. The new enpl oyee
scans the QR code, invokes their digital wallet and presents their
credentials. Once the credentials are presented, the enpl oyee’s
account is activated. The enployee portal accessed by the attacker
to obtain the QR code displays a nmessage to the attacker with
instructions on how to access their account.

4.3.8. Exanple B7: Illicit Application Bootstrap (Cross-Device Session
Transfer Pattern)

An attacker creates a message to all enployees of a conpany, claimng
to be fromthe company’s I T service provider. They claimthat they
are trying to resolve an application performance i ssue and ask

enpl oyees to send themthe QR code typically used to transfer a
session. The enpl oyee, eager to assist, initiates the process to
transfer a session. They authenticate and obtain a QR code and then
send the QR code to the attacker. The attacker scans the QR code
with their nobile phone and access the users data and resources.

4.3.9. Exanple B8: Account Takeover (User-Transferred Session Data
Pattern)

An attacker wants to use sone website which requires presentation of
a verifiable credential for authentication. The attacker creates a
phi shing website which will in real tine capture log-in QR Codes from
the original website and present these to the user. The attacker
tries to get the user to use the phishing website by sendi ng nessages
by e-mail or other nessaging technol ogies. The user scans the R
code on the phishing website, invokes their digital wallet and
presents their credentials. Once the credentials are presented, the
original session fromthe attackers device is authorized with the
user’'s credenti al s.
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4.3.10. Exanple B9: Illicit Access to Administration Capabilities
Thr ough Consent Request Overl oad (Backchannel - Transferred
Sessi on Pattern)

An attacker attenpts to access an adminstration portal repeatedly,
generating a stream of authorization requests to the network

admi nistrator. The attenpts are tined to occur while the

adm nistrator is asleep. The adm nistrator is woken by the inconing
requests on their phone, and, in an attenpt to stop the
notifications, they accidentally approve access and the attacker
gai ns access to the portal

4.3.11. CQut of Scope

In all of the attack scenarios |isted above, a user is msled or
exploited. For other attacks, where the user is willingly colluding
with the attacker, the threat nodel, security inplications and
potential mitigations are very different. For exanple, a cooperating
user can bypass software mtigations on their device, share access to
hardware tokens with the attacker, and install additional devices to
forward radio signals to circumvent proximty checks.

Thi s docunent only considers scenarios where a user does not collude
with an attacker.

5. Cross-Device Protocols and Standards

Cross-device flows that are subject to the attacks described earlier
typically share the follow ng characteristics

1. The attacker can initiate the flow and mani pul ate the context of
an aut horization request. E.g., the attacker can obtain a QR
code or user code, or can request an authentication/authorization
decision fromthe user.

2. The interaction between the Consunption Device and Authorization
Device is unauthenticated. 1.e., it is left to the user to
decide if the QR code, user code, or authentication request is
being presented in a legitimte context.

A nunber of protocols that have been standardi zed, or are in the

process of being standardi zed that share these characteristics
i ncl ude:
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* *|ETF QAuth 2.0 Device Authorization Gant ([ RFC8628]):* A
standard to enabl e authorization on devices with constrained input
capabilities (smart TVs, printers, kiosks). |In this protocol, the
user code or QR code is displayed on the Consunption Device and
entered on a second device (e.g., a nobile phone).

* *Qpen I D Foundation Cient Initiated Back-Channel Authentication
(CIBA) [CIBA]:* A standard devel oped in the Openl D Foundation t hat
all ows a device or service (e.g., a personal conputer, smart TV,
Ki osk) to request the OpenlD Provider to initiate an
authentication flowif it knows a valid identifier for the user
The user conpletes the authentication flow using a second device
(e.g., a nobile phone). 1In this flow the user does not scan a QR
code or obtain a user code fromthe Consunption Device, but is
i nstead contacted by the Openl D Provider to conplete the
aut hentication using a push notification, e-nmail, text nmessage or
any ot her suitable nechani sm

* *QpenlD for Verifiable Credential Protocol Suite (Issuance,
Presentation):* The Openl D for Verifiable Credentials enables
cross-device scenarios by allow ng users to scan QR codes to
retrieve credentials (lIssuance - see [OQpenlD.VClI]) or present
credentials (Presentation - see [QpenID.VP]). The QR code is
presented on a device that initiates the flow

* *Self-1ssued Openl D Provider v2 (SIOP V2):* A standard that allows
end-user to present self-attested or third party attested
attributes when used with OQpenlD for Verifiable Credential
protocols. The user scans a QR code presented by the relying
party to initiate the flow

Cross-devi ce protocols SHOULD not be used for same-device scenari os.
If the Consunption Device and Authorization Device are the same
device, protocols like Qpenl D Connect Core [ Qpenl D. Core] and QAuth
2.0 Authorization Code Gant as defined in [ RFC6749] are nore
appropriate. |If a protocol supports both same-device and cross-

devi ce nodes (e.g., [OpenlD. SIOPV2]), the cross-device node SHOULD
not be used for sanme-device scenarios. An authorization server NMAY
choose to bl ock cross-device protocols used in same-device scenarios
if it detects that the sanme device is used. An authorization server
may use techni ques such as device fingerprinting, network address or
other techniques to detect if a cross-device protocol is being used
on the sane device. |If an inplenentor decides to use a cross-device
protocol or a protocol with a cross-device node in a same-device
scenario, the mtigations reconmended in this docunent SHOULD be

i mpl emented to reduce the risks that the unauthenticated channel is
expl oi t ed.
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M tigati ng Agai nst Cross-Device Flow Attacks

The unaut henti cated channel between the Consunption Device and the
Aut hori zation Device allows attackers to change the context in which
the authorization request is presented to the user. This shifts
responsibility of authenticating the channel between the two devices
to the end-user. End-users have "expertise el sewhere", are typically
not security experts, and don't understand the protocols and systens
they interact with. As a result, end-users are poorly equipped to
aut henticate the channel between the two devices. Mtigations should
focus on:

1. Mnimzing reliance on the user to nake decisions to authenticate
t he channel

2. Providing better information with which to nmake decisions to
aut henti cate the channel

3. Recovering fromincorrect channel authentication decisions by
users.

To achi eve the above outcones, mitigating against Cross-Device
Consent Phishing attacks require a three-pronged approach

1. Reduce risks of deployed protocols with practical mtigations.

2. Adopt or develop protocols that are | ess susceptible to these
attacks where possible.

3. Provide analytical tools to assess vulnerabilities and
ef fectiveness of nmitigations.

1. Practical Mtigations

A nunber of protocols that enable cross-device flows that are
susceptible to Cross-Device Consent Phishing attacks are already
depl oyed. The security profile of these protocols can be inproved
through practical mtigations that provide defense in depth that
either:

1. Prevents the attack frombeing initiated.

2. Disrupts the attack once it is initiated.

3. Renediates or reduces the inpact if the attack succeeds.
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It is RECOVWENDED that one or nore of the mitigations are applied
whenever inplenmenting a cross-device flow. Every mitigation provides
an additional |ayer of security that makes it harder to initiate the
attack, disrupts attacks in progress or reduces the inpact of a
successful attack

6.1.1. Establish Proximty

The unaut henti cated channel between the Consunption Device and

Aut hori zation Device allows attackers to obtain a QR code or user
code in one location and display it in another |ocation

Consequently, proximty-enforced cross-device flows are nore
resistant to Cross-Device Consent Phishing attacks than proximty-

| ess cross-device flows. Establishing proxinty between the |ocation
of the Consunption Device and the Authorization Device limts an
attacker’s ability to launch attacks by sending the user or QR codes
to | arge nunbers of users that are geographically distributed. There
are a couple of ways to establish proximty:

* Physical connectivity: This is a good indicator of proximty, but
requires specific ports, cables and hardware and may be
chal l enging froma user experience perspective or may not be
possible in certain settings (e.g., when USB ports are bl ocked or
renoved for security purposes). Physical connectivity nmay be
better suited to dedi cated hardware |ike FIDO devices that can be
used with protocols that are resistant to the exploits described
in this docunent. The authorization server does not directly
establish proximty, but relies on the depl oyed system and
sel ected protocols and devices to establish proximty.

* Wreless proximty: Near Field Comunications (NFC), Bluetooth Low
Energy (BLE), and Utra Wdeband (UWB) services can be used to
prove proximty between the two devices. NFC technology is w dely
depl oyed in nobile phones as part of paynent solutions, but NFC
readers are | ess widely deployed. BLE presents another
alternative for establishing proximty, but may present user
experience chall enges when setting up. UAB standards such as | EEE
802. 15.4 and the | EEE 802. 15. 4z- 2020 Amendnent 1 enabl e secure
rangi ng between devices and all ow devices to establish proximty
relative to each other [|EEE802154]. The authorization server
does not directly establish proximty, but relies on the deployed
system and sel ected protocols and devices to establish proximty
using these wireless proximity protocol s.

* Shared network: Device proximty can be inferred by verifying that
bot h devices are on the sanme network. This check may be perforned
by the authorization server by conparing the network addresses of
the device where the code is displayed (Consunption Device) with
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that of the Authorization Device. Alternatively the check can be
performed on the device, provided that the network address is
avail able. This could be achieved if the authorization server
encodes the Consunption Device's network address in the QR code
and uses a digital signature to prevent tanpering with the code.
This does require the wallet to be aware of the counterneasure and
effectively enforce it. Note that it is common for a Consunption
Device (e.g., a TV) to use a W-Fi connection while the

Aut hori zation Device (e.g., a phone) uses a nobile network.
Though physically in close proximty, they don't share a network,
so other proximty checks are needed.

* Geolocation: Proximty can be established by conparing geo-
| ocation information derived from gl obal navigation satellite-
system (GNSS) co-ordi nates or geol ocation | ookup of |P addresses
and conparing proximty. Geolocation based on GNSS nmay vary in
accuracy depending on the users |ocation, and when napped to
nati onal or regional boundaries may show a Consunption and
Aut hori zation Device in different locations if those devices are
close to a border. Since relative position is nore inportant than
absol ute |l ocation, inplenentations should consider relative
| ocation to both devices rather than absolute | ocation when
determning proxinmty. GCeolocation based on | P addresses may be
i naccurate along regional or national borders due to overl apping
coverage by different network providers fromthe respective
regions. This may result in the Consunption device being mapped
to one region, while the Authorization Device may be on another
networ k from anot her provider and mapped to another region. These
i naccuracies may require restrictions to be at a nore granul ar
|l evel (e.g., sane city, country, region or continent). Simlar to
the shared network checks, these checks nay be perforned by the
aut hori zati on server or on the users device, provided that the
informati on encoded in a QR code is integrity protected using a
digital signature.

Depending on the risk profile and the threat nodel in which a system

is operating, it MAY be necessary to use nore than one mechanismto
establish proximty to raise the bar for any potential attackers.
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Note: There are scenarios that require that an authorization takes
place in a different |ocation than the one in which the transaction
is authorized. For exanple, there may be a primary and secondary
credit card holder and both can initiate transactions, but only the
primary hol der can authorize it. There is no guarantee that the
primary and secondary hol ders are in the sane |ocation at the time of
the authorization. |In such cases, proxinmty (or lack of proximity)
may be an indicator of risk and the system may depl oy additiona
controls (e.g., transaction value limts, transaction velocity
limts) or use the proximty information as input to a risk
managenent system

*Limtations:* Proximity nechanisns make it harder to perform Cross-
Devi ce Consent Phishing (CDCP) attacks. However, depending on how
the proximty check is perforned, an attacker may be able to
circunvent the protection: The attacker can use a VPN to sinulate a
shared network or spoof a GNSS position. For exanple, the attacker
can try to request the location of the end-user’s Authorization

Devi ce through browser APlIs and then sinulate the sane | ocation on
their Consunption Device using standard debuggi ng features avail abl e
on many pl atforns.

6.1.2. Short Lived/ Ti mebound QR or User Codes

The inpact of an attack can be reduced by maki ng QR or user codes
short lived. |If an attacker obtains a short |ived code, the duration
during which the unauthenticated channel can be exploited is reduced,
potentially increasing the cost of a successful attack. This
mtigation can be inplenented on the authorization server without
changes to ot her system conponents.

*Limtations:* There is a practical limt to how short a user code
can be valid due to network | atency and user experience limtations
(time taken to enter a code, or incorrectly entering a code). More
sophi sti cated Cross-Devi ce Consent Phishing attacks counter the

ef fecti veness of short lived codes by convincing a user to respond to
a phishing e-mail and only request the QR or user code once the user
clicks on the link in the phishing e-mail [Exploit6].

6.1.3. One-Tine or Limted Use Codes

By enforcing one-tine use or linmted use of user or QR codes, the

aut hori zation server can limt the inpact of attacks where the same
user code or QR code is sent to multiple victins. One-tinme use nay
be achi eved by including a nonce or date-stanp in the user code or QR
code which is validated by the authorization server when the user
scans the QR code against a |list of previously issued codes. This
mtigation can be inplenented on the authorization server without
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changes to ot her system conponents.

*Limtations:* Enforcing one-tinme use may be difficult in |arge
globally distributed systens with |ow | atency requirenents, in which
case short lived tokens may be nore practical. One-tinme use codes
may al so have an inpact on the user experience. For exanple, a user
may enter a code, but their session nay be interrupted before the
access request is completed. |If the code is a one-tine use code,
they would need to restart the session and obtain a new code since
they won't be allowed to enter the sane code a second tine. To avoid
this, inplenenters MAY all ow the sane code to be presented a snall
number of times.

6.1.4. Unique Codes

By issuing unique user or QR codes, an authorization server can
detect if the sane codes are being repeatedly subnmitted. This may be
interpreted as anonml ous behavi or and the authorization server MAY
choose to decline issuing access and refresh tokens if it detects the
same codes being presented repeatedly. This may be achi eved by

mai ntaining a deny list that contains QR codes or user codes that
were previously used. The authorization server MAY use a sliding

wi ndow equal to the lifetine of a token if short |ived/tinmebound
tokens are used (see Section 6.1.2). This will Iimt the size of the
deny list. This mitigation can be inplenented on the authorization
server w thout changes to other system components.

*Limtations:* Maintaining a deny list of previously redeened codes,
even for a sliding window, nmay have an inpact on the |atency of
globally distributed systens. One alternative is to segnent user
codes by geography or region and maintain |ocal deny lists.

6.1.5. Content Filtering

Attackers exploit the unauthenticated channel by changing the context
of the user code or QR code and then sending a nmessage to a user
(e-mail, text messaging, instant nessagi ng or other commruni cation
mechani sms). By deploying content filtering (e.g., anti-spam
filter), these nmessages can be bl ocked and prevented from reaching
the end-users. It may be possible to fine-tune content filtering
solutions to detect artefacts |like QR codes or user codes that are
included in a nmessage that is sent to nultiple recipients in the
expectation that at |east one of the recipients will be convinced by
the message and grant authorization to access restricted resources.

*Limtations:* Sone scenarios nay require legitinate re-transm ssion

of user, QR and authorization data (e.g., retries). To prevent the
disruption of legitimte scenarios, content filters nmay use a
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threshold and allow a |inmted nunber of nessages with the sane QR or
user codes to be transmitted before interrupting the delivery of
those nessages. Content filtering may al so be fragmented across
mul ti pl e comuni cations systens and communi cati on channels (e-mail,
text nmessaging, instant nessagi ng or other conmunication nmechani sns),
making it harder to detect or interrupt attacks that are executed
over multiple channels, unless here is a high degree of integration
bet ween content filtering systens.

6. Detect and Renedi ate

The aut horization server may be able to detect misuse of the codes
due to repeated use as described in Section 6.1.4, as an input froma
content filtering engine as described in Section 6.1.5, or through

ot her nechani sns such as reports fromend-users. [|f an authorization
server determnes that a user code or QR code is being used in an
attack it may choose to invalidate all tokens issued in response to
these codes and neke that information avail able through a token

i ntrospection endpoint (see [RFC7662]). 1In addition it may notify
resource servers to stop accepting these tokens or to termninate

exi sting sessions associated with these tokens using Conti nuous
Access Eval uation Protocol (CAEP) nessages [ CAEP] using the Shared
Signals Framework (SSF) [SSF] framework or an equival ent notification
system

*Limtations:* Detection and renedi ati on requires that resource
servers are integrated with security eventing systens or token

i ntrospection services. This may not always be practical for

exi sting systens and may need to be targeted to the nobst critica
resource services in an environnent.

7. Trusted Devices

If an attacker is unable to initiate the protocol, they are unable to
obtain a QR code or user code that can be |l everaged for the attacks
described in this docunent. By restricting the protocol to only be
executed on devices trusted by the authorization server, it prevents
attackers fromusing arbitrary devices, or by mmcking devices to
initiate the protocol
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Aut hori zation Servers MAY use different mechani sms to establish which
devices it trusts. This includes limting cross-device flows to
specific device types such as intractive whiteboards or smart TVs,
pre-registering devices with the authorization server or only allow
cross-device flows on devices nanaged t hrough devi ce nanagenent
systens. Device nanagenent systens nmay enforce policies that govern
pat chi ng, version updates, on-device anti-nmalware depl oynent,
revocation status and device | ocation anmongst others. Trusted

devi ces MAY have their identities rooted in hardware (e.g., a TPM or
equi val ent technol ogy).

By only allowing trusted devices to initiate cross-device flows, it
requires the attacker to have access to such a device and maintain
access in a way that does not result in the device' s trust status
from bei ng revoked.

*Limtations:* An attacker nmay still be able to obtain access to a
trusted device and use it to initiate authorization requests, naking
it necessary to apply additional controls and integrating with other
threat detection and managenent systens that can detect suspicious
behavi our such as repeated requests to initiate authorization or high
vol ume of service activation on the sane device

6.1.8. Trusted Networks

An attacker can be prevented frominitiating a cross-device flow
protocol by only allowi ng the protocol to be initiated on a trusted
network or within a security perineter (e.g., a corporate network).
A trusted network may be defined as a set of |P addresses and joining
the network is subject to security controls managed by the network
operator, which may include only allow ng trusted devices on the

net wor k, devi ce managenent, user authentication and physical access
policies and systenms. By limting protocol initiation to a specific
network, the attacker needs to have access to a device on the
network. This mitigation can be inplenented on the authorization
server w thout changes to other system conponents.

*Limtations:* Network |level controls may not al ways be feasible,
especially when dealing with consunmer scenari os where the network nmay
not be under control of the service provider. Even if it is possible
to deploy network level controls, it SHOULD be used in conjunction
with other controls outlined in this docunent to achi eve defence in-
dept h.
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6.1.9. Linited Scopes

Aut hori zation servers MAY choose to limt the scopes they include in
access tokens issued through cross-device flows where the

unaut henti cat ed channel between two devices are susceptible to being
exploited. Including linited scopes | essens the inpact in case of a
successful attack. The decision about which scopes are included may
be further refined based on whether the protocol is initiated on a
trusted device or the user’s location relative to the |ocation of the
Consunption Device. This mtigation can be inplenented on the

aut hori zati on server wi thout changes to other system conponents.

*Limtations:* Limting scopes reduces the inpact of a conpromn se,
but does not avoid it. It SHOULD be used in conjunction with other
mtigations described in this docunent.

6.1.10. Short Lived Tokens

Another mitigation strategy includes linmiting the life of the access
and refresh tokens. The lifetime can be | engthened or shortened,
depending on the user’s location, the resources they are trying to
access or whether they are using a trusted device. Short |ived
tokens do not prevent or disrupt the attack, but serve as a renedial
mechani smin case the attack succeeded. This mtigation can be

i mpl erented on the authorization server w thout changes to other
syst em conponent s.

*Limtations:* Short |ived tokens reduces the tinme w ndow during

whi ch an attacker can benefit froma successful attack. This is nost
effective for access tokens. However, once an attacker obtains a
refresh token, they can continue to request new access tokens, as
well as refresh tokens. Forcing the expiry of refresh tokens may
cause the user to re-authorize an action nmore frequently, which
results in a negative user experience.

6.1.11. Rate Limts

An attacker that engages in a scaled attack may need to request a

| arge number of user codes (see exploit Section 4.3.1) or initiate a
| arge nunber of authorization requests (see exploit Section 4.3.4) in
a short period of tinme. An authorization server MAY apply rate
limts to mnimze the nunber of requests it would accept froma
client inalimted tine period.
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*Limtations:* Rate limts are effective at slowi ng an attacker down
and hel p to degrade scal ed attacks, but do not prevent nore targeted
attacks that are executed with | ower volumes and velocity.

Therefore, it should be used along with other techniques to provide a
def ence-in-depth defence agai nst cross-device attacks.

6.1.12. Sender-Constrai ned Tokens

Sender -constrai ned tokens limt the inpact of a successful attack by
preventing the tokens from being noved fromthe device on which the
attack was successfully executed. This nakes attacks where an
attacker gathers a | arge nunber of access and refresh tokens on a
singl e device and then sells themfor profit nore difficult, since
the attacker would al so have to export the cryptographic keys used to
sender-constrain the tokens or be able to access them and generate
signatures for future use. |If the attack is being executed on a
trusted device to a device with anti-nalware, any attenpts to
exfiltrate tokens or keys nmay be detected and the device’'s trust
status may be changed. Using hardware keys for sender-constraining
tokens will further reduce the ability of the attacker to nove tokens
to anot her devi ce.

*Limtations:* Sender-constrai ned tokens, especially sender-
constrai ned tokens that require proof-of-posession, raise the bar for
executing the attack and profiting fromexfiltrating tokens.

Al t hough a software proof-of-posession key is better than no proof -
of - posessi on key, an attacker may still exfiltrate the software key.
Har dwar e keys are harder to exfiltrate, but cone with additiona

i npl ementation conplexity. An attacker that controls the Consunption
Device may still be able to excercise the key, even if it is in
hardware. Consequently the main protection derived from sender-
constrai ned tokens is preventing tokens from being noved fromthe
Consunpti on Device to another device, thereby naking it harder sel
stol en tokens and profit fromthe attack

6.1.13. User Education

Research shows that user education is effective in reducing the risk
of phishing attacks [Baki 2023]. The service provider MAY educate
users on the risks of cross-device consent phishing and provide out-
of -band reinforcement to the user on the context and conditions under
whi ch an authorization grant nay be requested. For exanple, if the
service provider does not send e-mails with QR codes requesting users
to grant authorization, this nmay be reinforced in marketi ng nessages
and anti-fraud awareness canpai gns. The service provider MAY al so
choose to reinforce these user education nmessages through in-app
experiences. In [PCRSM2023], it is proposed to advise users to
verify the trustworthiness of the source of a QR code, for instance
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by checking that the connection is protected through TLS or by
verifying that the URL really belongs to the Authorization Server.

*Limtations:* Al though user education helps to rai se awareness and
reduce the overall risk to users, it is insufficient onits ow to
mtigate cross-device consent phishing attacks. |In particular,
careful ly designed phishing attacks can be practically

i ndi stingui shabl e from beni gn authorization flows even for well -
trained users. User education SHOULD therefore be used in
conjunction with other controls described in this docunent.

6.1.14. User Experience

The user experience SHOULD preserve the context within which the
protocols were initiated and comunicate this clearly to the user
when they are asked to authorize, authenticate or present a
credential. |In preserving the context, it should be clear to the
user who invoked the flow, why it was invoked and what the
consequence of conpleting the authorization, authentication or
credential presentation is. The user experience SHOULD reinforce the
message that unless the user initiated the authorization request, or
was expecting it, they should decline the request.

This informati on MAY be comuni cated graphically or in a sinple

message (e.g., "It looks like you are trying to access your files on
a digital whiteboard in your city center office. dick here to grant
access to your files. If you are not trying to access your files,

you shoul d decline this request and notify the security departnment").

It SHOULD be clear to the user how to decline the request. To avoid
acci dental authorization grants, the "decline" option SHOULD be the
default option or given simlar prom nence in the user experience as
the "grant" option.

If the user uses an application on a nobile device to scan a QR code,
the application MAY display information advising the user under which
conditions they should expect to be asked to scan a QR code and under
whi ch circunstances they should never scan a QR code (e.g., display a
message that the QR code will only be displayed on kiosks wthin
trusted | ocations or on trusted websites hosted on a specific domain,
and never in e-mail or other nedia and | ocations).

The user experience MAY include information to further educate the

user on cross-device consent phishing attacks and reinforce the
condi ti ons under which authorization grants may be request ed.
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*Limtations:* | nprovenents to user experience on their own is
unlikely to be sufficient and SHOULD be used in conjunction with
ot her controls described in this docunent.

6.1.15. Authenticate-then-lnitiate

By requiring a user to authenticate on the Consunption Device with a
phi shi ng resi stant authentication method before initiating a cross-
device flow, the server can prevent an attacker frominitiating a
cross-device flow and obtaining QR codes or user codes. This
prevents the attacker fromobtaining a QR code or user code that they
can use to mslead an unsuspecting user. This requires that the
Consunpti on Device has sufficient input capabilities to support a

phi shi ng resi stant authentication nmechanism which may in itself
negate the need for a cross-device flow

*Limtations:* Authenticating on the Consunption Device before
starting a cross-device flow does not prevent the attacks described
in Section 4.3.6 and Section 4.3.8 and it is RECOVWENDED t hat
additional mtigations described in this docunent is used if the
cross-device flows are used in scenarios such as Section 3.3.5 and
Section 3.3.7.

6.1.16. Request Initiation Verification
The user MAY be asked to confirmif they initiated an authentication

or authorization request by sending a one-time password (OTP) or PIN
to the user’s Authorization Device and asking themto enter it on the

Consunption Device to confirmthe request. |If the request was
initiated without the users’ consent, they would receive an OTP or
PI N out of context which may raise suspicion for the user. In

addition, they would not have information on where to enter the OTP
or PIN. The user experience on the Authorization Device MAY
reinforce the risk of receiving an out-of-context OIP or PIN and
provide information to the user on how to report an unauthori zed
aut hentication or authorization request.

*Limtations:* The additional verification step may reduce the
overall usability of the systemas it is one nore thing users need to
do right. Attackers may conbine traditional phishing attacks and
target users who respond to those nessages with an interactive attack

that sets the expectation with the user that they will have to
provide the OTP or PIN, in addition to granting authorization for the
request .
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6.1.17. Request Binding with Cut-of-Band Data

In the User-Transferred Session Data Pattern, users MAY enter out-of -
band i nformati on on the Consunption Device to start the authorization
process. The out-of-band data entered by the user MAY then be
included in the QR code which is displayed on the Consunption Devi ce.
When the QR code is scanned by the Authorization Device, the out-of-
band data is verified by the user or by the Authorization Device.

The out-of -band data could be any attribute that the user or

Aut hori zation Device can retrieve during the authorization process.
Exanpl es include a serial nunber, one-tinme password or PIN, |ocation
or any other data that the user or the Authorization Device can
recall or retrieve during the authorization process ([MPRCS2020],

[ PCRSM2023] ) .

*Limtations:* A sophistacted attacker may include an additional step
in their attack where they create a phishing attack that gathers the
out - of -band data fromthe user before initiating the authorization
request. The additional step could also have a negative inmpact on
the usability | evel of the solution

6.1.18. Practical Mtigation Summary

The practical mtigations described in this section can prevent the
attacks frombeing initiated, disrupt attacks once they start or
reduce the inpact or renediate an attack if it succeeds. Wen

combi ning one or nore of these mitigations the overall security
profile of a cross-device flow inproves significantly. The follow ng
tabl e provides a sunmary view of these mitigations:
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[ s oo s sl el T e b g U
| Mtigation | Prevent | Disrupt | Recover |
[} e —————————————————————— L —————— Lp—p—————— Lp—p—p——(——(——r
| Establish Proximty | X | X | |
R e T ommee - ommee - ommee - +
| Short Lived/ Ti nebound Codes | | X | |
R T e oo e oo e oo +
| One-Tine or Limted Use Codes | | X | |
o e e e e e e e e e e e e e e S R S R S R +
| Unique Codes | | X | |
R e T ommee - ommee - ommee - +
| Content Filtering | | X | |
R T e oo e oo e oo +
| Detect and renediate | | | X |
o e e e e e e e e e e e e e e S R S R S R +
| Trusted Devices | X | | |
R e T ommee - ommee - ommee - +
| Trusted Networks | X | | |
R T e oo e oo e oo +
| Limted Scopes | | | X |
o e e e e e e e e e e e e e e S R S R S R +
| Short Lived Tokens | | | X |
R e T ommee - ommee - ommee - +
| Rate Limits | X | X | |
R T e oo e oo e oo +
| Sender-Constrai ned Tokens | | | X |
o e e e e e e e e e e e e e e S R S R S R +
| User Education | X | | |
R e T ommee - ommee - ommee - +
| User Experience | X | | |
R T e oo e oo e oo +
| Authenticate-then-Initiate | X | | |
o e e e e e e e e e e e e e e S R S R S R +
| Request Initiation Verification | | X | |
R L TP ommee - ommee - ommee - +
| Request Binding with Qut-of- | | X | |
| Band Data | | | |
St B B B +
Table 1

Tabl e: Practical Mtigation Sunmary
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6.2. Protocol Selection

Sone cross-device protocols are nore susceptible to the exploits
described in this docunent than others. In this section we wll
conpare three different cross-device protocols in terns of their
susceptibility to exploits focused on the unauthenticated channel,
the prerequisites to inplenent and depl oy them along wth guidance
on when it is appropriate to use them

6.2.1. |ETF QAuth 2.0 Device Authorization Gant [RFC8628]:
6.2.1.1. Description

A standard to enabl e authorization on devices with constrained input
capabilities (smart TVs, printers, kiosks). |In this protocol, the
user code or QR code is displayed or nade avail abl e on the
Consunpti on Device (smart TV) and entered on a second device (e.g., a
nmobi | e phone).

6.2.1.2. Susceptibility

There are several reports in the public domain outlining howthe
unaut henti cated channel nmay be exploited to execute a Cross-Device
Consent Phishing attack ([ Exploitl], [Exploit2], [Exploit3],
[Exploit4], [Exploit5], [Exploit6]).

6.2.1.3. Device Capabilities

There are no assunptions in the protocol about underlying
capabilities of the device, nmaking it a "least comobn denom nator"
protocol that is expected to work on the broadest set of devices and
envi ronment s.

6.2.1.4. Mtigations

In addition to the security considerations section in the standard,
it is RECOWENDED that one or nore of the nmitigations outlined in
this document be considered, especially mtigations that can help
establish proximty or prevent attackers from obtaining QR or user
codes.
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6.2.1.5. Wen to use

Only use this protocol if other cross-device protocols are not viable
due to device or systemconstraints. Avoid using if the protected
resources are sensitive, high value, or business critical. Al ways
depl oy additional mitigations like proximty or only allow with pre-
regi stered devices. Do not use for same-device scenarios (e.g., if
the Consunption Device and Authorization Device is the same device).

6.2.2. OpenlD Foundation Client Initiated Back-Channel Authentication
(Cl BA)

6.2.2.1. Description

Client Initiated Back-Channel Authentication (CIBA) [CIBAl: A
standard devel oped in the Openl D Foundation that allows a device or
service (e.g., a personal computer, smart TV, Kiosk) to request the
Openl D Provider to initiate an authentication flowif it knows a
valid identifier for the user. The user conpletes the authentication
flow using a second device (e.g., a nobile phone). In this flow the
user does not scan a QR code or obtain a user code fromthe
Consunpti on Device, but is instead contacted by the Openl D Provider
to conplete the authentication using a push notification, e-mail,
text nessage or any other suitable mechani sm

6.2.2.2. Susceptibility

Less susceptible to unauthenticated channel attacks, but stil
vul nerabl e to attackers who know or can guess the user identifier and
initiate an attack as described in Section 4.3.4.

6.2.2.3. Device Capabilities

There is no requirenent on the Consunption Device to support specific
hardware. The Authorization Device nust be registered/associ ated
with the user and it nust be possible for the Authorization Server to
trigger an authorization on this device.

6.2.2.4. Mtigations

In addition to the security considerations section in the standard,
it is RECOWENDED that one or nore of the nmitigations outlined in
this docunment be considered, especially mtigations that can help
establish proximty or prevent attackers frominitiating

aut hori zati on requests.
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6.2.2.5. Wen to Use

Use CIBA instead of Device Authorization Gant if it is possible for
the Consunption Device to obtain a user identifier on the Consunption
Device (e.g., through an input or selection nechanisn) and if the

Aut hori zation Server can trigger an authorization on the

Aut hori zation Device. Do not use for same-device scenarios (e.g., if
the Consunption Device and Authorization Device is the same device).

6.2.3. FI D2/ WebAut hn
6.2.3.1. Description

FI DO2/ WebAut hn is a stack of standards devel oped in the FIDO Alliance
and WBC respectively which allow for origin-bound, phishing-resistant
user authentication using asymmetric cryptography that can be invoked
froma web browser or native client. Version 2.2 of the FIDO Cient
to Authenticator Protocol (CTAP) supports a new cross-device

aut henti cation protocol, called "hybrid transports”, which enabl es an
ext ernal device, such as a phone or tablet, to be used as a roam ng
aut henticator for signing into the primary device, such as a persona
conputer. This is comonly called FIDO Cross-Device Authentication
(CDA). CTAP 2.2 hybrid transports is inplenented by the client and
aut henti cator platfornmns.

When a user wants to authenticate using their nobile device
(authenticator) for the first time, they need to link their
authenticator to their main device. This is done using a scan of a
R code. When the authenticator scans the QR code, the device sends
an encrypted BLE advertisenent containing keying material and a
tunnel ID. The nmain device (CTAP client) and authenticator both
establish connections to the web service, and the normal CTAP

pr ot ocol exchange occurs.

If the user chooses to keep their authenticator linked with the main

device, the QR code link step is not necessary for subsequent use.

The user will receive a push notification on the authenticator
6.2.3.2. Susceptibility

The Cross-Device Authentication flow proves proxinmity by |everaging

BLE advertisenments for service establishnent, significantly reducing
the susceptibility to any of the exploits described in Exanples 1-6.
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6.2.3.3. Device Capabilities

Bot h the Consunption Device and the authenticator require BLE support
and access to the internet. The Consunption Device nust support both
the WebAut hn APl [ WBCWebAut hn] (or a platformspecific WbAut hn
abstraction for native apps) and the FIDO Cient to Authenticator
Protocol (CTAP), specifically version 2.2 with hybrid transports

[ FI DOCTAP22]. The device serving as the FIDO authenticator nust al so
support CTAP 2.2 or later to be used as a cross-device authenticator

6.2.3.4. Mtigations

FI DO Cross-Devi ce Authentication (CDA) establishes proximty through
the use of BLE, reducing the need for additional mitigations. An

i mpl ementer MAY still choose to inplenent additional mitigation as
described in this docunent.

6.2.3.5. Wen to Use

FI DO2/ WebAut hn SHOULD be used for cross-device authentication
scenari os whenever the devices are capable of doing so and a suitable
FI DO credential is not available on the Consunption Device. |t NAY
be used as an authentication nmethod with the Authorization Code G ant
[ RFC6749] and PKCE [ RFC7636], to grant authorization to a Consunption
Device (e.g., smart TV or interactive whiteboard) using a device
serving as the FIDO authenticator (e.g. a nobile phone) for

aut hentication. This conbination of FIDO2/WbAuthn and Authori zation
Code Flow with PKCE enabl es cross device authorization flows, wthout
the risks posed by the Device Authorization Gant [ RFC8628].

6.2.4. Protocol Selection Sumary

The FI DO Cross-Device Authentication (CDA) fl ow provides the best
protection agai nst attacks on the unauthenticated channel for cross
device flows. It can be conbined with QAuth 2.0 and Openl D Connect
protocol s for standards-based authorization and authentication flows.
I f FI DO2/ WebAut hn support is not available, Cient Initiated
Backchannel Authentication (ClBA) provides an alternative, provided
that there is a channel through which the authorization server can
contact the end user. Exanples of such a channel include device push
notifications, e-mail or text nessages which the user can access from
their device. |If CIBAis used, additional mitigations to enforce
proximty and initiate transactions fromtrusted devices or trusted
net wor ks SHOULD be considered. The QAuth 2.0 Device Authorization
Grant provides the nost flexibility and has the | owest requirenents
on devices used, but it is RECOWENDED that it is only used when
additional mtigations are deployed to prevent attacks that exploit

t he unaut henti cated channel between devi ces.
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6.3. Foundational Pillars

Experience with web authorization and authentication protocols such
as QAuth and Openl D Connect has shown that securing these protocols
can be hard. The major reason for this is that the | andscape in
which they are operating - the web infrastructure with browsers,
servers, and the underlying network - is conplex, diverse, and ever-
evol vi ng.

As is the case with other kinds of protocols, it can be easy to
overl ook vulnerabilities in this environnent. One way to reduce the
chances of hidden security problenms is to use mat hemati cal -1 ogi ca
nmodel s to describe the protocols, their environments and their
security goals, and then use these nodels to try to prove security.
Thi s approach is what is usually subsunmed as "formal security

anal ysi s".

There are two nmajor strengths of formal analysis: First, finding new

vul nerabilities does not require creativity - i.e., new classes of
attacks can be uncovered even if no one thought of these attacks
before. In a faithful nodel, vulnerabilities beconme clear during the

proof process or even earlier. Second, formal analysis can exclude
the existence of any attacks within the boundaries of the nodel

(e.g., the protocol |ayers nodeled, the | evel of detail and
functionalities covered, the assuned attacker capabilities, and the
formalized security goals). As a downside, there is usually a gap
bet ween the nodel (which necessarily abstracts away fromdetails) and
i mpl ementations. In other words, inplenmentations can introduce flaws
where the nodel does not have any. Nonethel ess, for protoco
standards, fornmal analysis can help to ensure that the specification
is secure when inplemented correctly.

There are various different approaches to formal security analysis
and each brings its own strengths and weaknesses. For exanpl e,
nmodel s differ in the level of detail in which they can capture a
protocol (granularity, expressiveness), in the kind of statenments
they can produce, and whether the proofs can be assisted by tools or
have to be performed manual ly.

The foll owi ng works have been identified as relevant to the anal ysis
of cross-device flows:

* In "Formal analysis of self-issued Qpenl D providers" [Bauer2022],
the protocol of [QpenlD. Sl OPV2] was anal yzed using the Wb
Infrastructure Model (WM. The WMis specifically designed for
the anal ysis of web authentication and authorization protocols.
Wiile it is a manual (pen-and-paper) nodel, it captures details of
browsers and web interactions to a degree that is hard to match in
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aut omat ed nodels. In previous works, previously unknown flaws in
QAut h, Openl D Connect, and FAPI were discovered using the WM In
the analysis of a cross-device SIOP V2 flow in [Bauer2022], the
request replay attack already described in Section 13.3 of

[ Openl D. SI OPV2] was confirned in the nodel. A mitigation was

i npl ement ed based on a so-called Cross-Device Stub, essentially a
conponent that serves to link the two devices before the protoco
flow starts. This can be seen as an inplenentation of a trusted
device rel ationship as described in Section 6.1.7. The mtigation
was shown to be effective in the nodel

* In "Security analysis of the Grant Negotiation and Authorization
Protocol " [ Hel mschm dt 2022], an analysis of a draft of the G ant
Negoti ati on and Aut horization Protocol (GNAP) [ RFC9635] was
performed using the Wb Infrastructure Mddel. The sanme attack as
in [Bauer2022] was found to apply to GNAP as well. 1In this case,
a nodel of a "careful user" (see Section 6.1.13 was used to show
that the attack can be prevented (at least in theory) by the user

* In "The Good, the Bad and the (Not So) Ugly of Qut-of-Band
Aut hentication with el D Cards and Push Notifications: Design,
Formal and Ri sk Anal ysis" [ MPRCS2020], Pernpruner et al. formally
anal ysed an authentication protocol relying on push notifications
delivered to an out-of-band device to approve the authentication
attenpt on the primary device (Backchannel - Transferred Session
Pattern, Section 3.1.2). The analysis was perforned using the
speci fication | anguage ASLan++ and the nodel checker SATMC
According to the results of the analysis, they identified and
defined the category of _inplicit attacks , which manage to
deceive users into approving a nalicious authentication attenpt
t hrough soci al engi neering techniques, thus not conpronising all
the authentication factors involved; these attacks are aligned
with the definition of Cross-Device Consent Phishing (CDCP)
att acks.

* |In "An Automated Multi-Layered Methodol ogy to Assist the Secure
and Ri sk- Aware Design of Milti-Factor Authentication Protocols"
[ PCRSM2023], Pernpruner et al. defined a nmulti-Ilayered nethodol ogy
to analyze nulti-factor authentication protocols at different
| evel s of granularity. They |everaged their nethodology to
formal |y anal yze a protocol relying on a QR code that has to be
scanned on a secondary device to approve the authentication
attenpt on the primary device (User-Transferred Session Data
Pattern, Section 3.1.1). dGven the results of the analysis, they
proposed sone practical mitigations either to prevent or reduce
the risk of successful attacks, such as those described in
Section 6.1.13, Section 6.1.16 and Section 6.1.17.
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Concl usi on

Cross-device flows enable authorization on devices with limted input
capabilities, allow for secure authentication when using public or
shared devices, provide a path towards nulti-factor authentication
and, provide the conveni ence of a single, portable credential store.

The popul arity of cross-device flows attracted the attention of
attackers that exploit the unauthenticated channel between the
Consunpti on Device and Authorization Device using techni ques commonly
used in phishing attacks. These Cross-Devi ce Consent Phishing (CDCP)
attacks allow attackers to obtain access and refresh tokens, rather
than authentication credentials, resulting in access to resources
even if the user used nulti-factor authentication

To address these attacks, we propose a three pronged approach that

i ncludes the depl oynment of practical mitigations to safeguard
protocol s that are al ready depl oyed, provide gui dance on when to use
different protocols, including protocols that are not susceptible to
these attacks, and the introduction of formal nethods to evaluate the
i mpact of mitigations and find additional issues.
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Docunent Hi story

[[ To be removed fromthe final specification ]]

-| at est

*  Fi xed mal forned | abel s

* darifi

ed common use case for when phone and TVs do not use the

same net wor K.

* darifi
* darifi
server

ed role of authorization server in establishing proximty.

ed which nmitigations can be inplented by the authorization
only.

* Add Dan Mbore to acknow edgenents.

* Updat ed outdated references.

-10

* Shepherd feedback: Describe unauthenticated channel.

* Shepherd feedback: Seperate normative and informative references.

* Shepherd feedback: Update FI DO WebAut hn references

-09

* Affiliation change to allow publication to Datatracker.

* No content changes - re-published to avoid expiry while waiting on
shepherd revi ew.
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Editorial updates.

Clarification of FIDO WbAuthn secti on.

Updat ed | angugage in section on FIDOto allow for use of FIDO keys
on consunption devi ces.

Clarified origin of QR Code.

Editorial updates

Updat ed exanpl es to be consistent.

Made di agram description clearer.

Added CTAP 2.2 Draft.

Added addi tional guidance on geol ocati on i naccuracies.
Added Roy WIllians to acknow edgenents

Clarified that authorization servers can detect

Consi stent use of "smart TV

Fi xed references

Corrected typos.

Added section to provide actionable guidance to inplenmenters on
how to use this docunent.

Expanded section on formal analysis to include conpleted research
proj ects.

Added reference to OpenlD for Verifiable Presentations.

Corrected formatting i ssue that prevented history from show ng
correctly.
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-03

* Introduced normative SHOULD, RECOMVENDED and MAY when applied to
actions the Authorization Server, Resource Server or Cient may
i mpl enent .

* Added User Education as a standal one nitigation.

* Added Maryam Mehrnezhad, Marco Pernpruner and G ada Sciarretta to
the contributors |ist.

* Added Request Binding with Qut-of-Band Data as an additi onal
mtigation.

* Adopted the Openl D Foundation term nology from[Cl BA] and changed
Initiating Device to Consunption Device

* Added Fake Hel pdesk and Consent Request Overl oad exanpl es

* Replaced "Authenticated Flow' mitigation name with "Authenticate-
then-Intitiate"

* Added Cross-Device Session Transfer pattern

* Fixed typos and granmar edits
* Capitalised Initiating Device and Authorization Device

* Introduced Cross-Device Consent Phishing as a |abel for the types
of attacks described in this docunent.

* Updated labels for different types of flows (User-Transferred
Session Data Pattern, Backchannel -Transferred Session Pattern,
User-Transferred Authorization Data Pattern)

* Adopted consistent use of hyphenation in using "cross-device"

*  Consi stent use of "Authorization Device"

* Update Reference to Secure Signals Framework to refl ect nane
change from Secure Signhals and Events

* Described difference between proximty enforced and proximty-1|ess
cross-device flows

* Ceneral editorial pass
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-01

* Added additional diagranms and descriptions to distinguish between
different cross-device flow patterns

* Added short description on linmitations of each nitigation
* Added acknow edgenent of additional contributors.

* Fixed docunent history fornmat.

-00 (Working Group Draft)

* Initial W5 revision (content unchanged from draft-kassel man-cross-
devi ce-security-03)

-03 draft-kassel man-cross-devi ce-security

* Mnor edits and typos

-02 draft-kassel man-cross-devi ce-security

* Mnor edits and typos

* Upload as draft-ietf-oauth-cross-device-security-best-practice-02
-01 draft-kassel man-cross-devi ce-security

* Updated draft based on feedback fromversion circulated to QAuth
wor ki ng group

* Upload as draft-ietf-oauth-cross-device-security-best-practice-01
-00 draft-kassel man-cross-devi ce-security

* |nitial draft adopted from docunment circulated to the QAuth
Security Wirkshop Sl ack Channe

* Upload as draft-ietf-oauth-cross-device-security-best-practice-00
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