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Abst ract

Thi s specification defines an extension to the QAuth 2 protocol as
defined in [ RFC6749] which enables a dient Instance to include a
key-bound attestation in interactions with an Authorization Server or
a Resource Server. This new nmethod enables Cient Instances involved
in aclient deployment that is traditionally viewed as a public
client, to be able to utilize this key-bound attestation to

aut henti cat e.
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wg. github.io/draft-ietf-oauth-attestation-based-client-auth/draft-
ietf-oauth-attestation-based-client-auth.htm. Status information
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Di scussion of this docunent takes place on the Wb Aut horization
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archived at https://mailarchive.ietf.org/arch/browse/oauth/.
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https://github. com oaut h-wg/draft-ietf-oauth-attestation-based-
client-auth.
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1. Introduction

Traditional OQAuth security concepts performclient authentication
through a backend channel. |In ecosystens such as the |ssuer-Hol der-
Verifier nodel used in [SD-JW], this nodel raises privacy concerns,
as it would enable the backend to recogni ze which Hol der (i.e
client) interacts with which Issuer (i.e. Authorization Server) and
potentially furthernore see the credentials being issued. This
specification establishes a mechanismfor a backend-attested client
aut hentication through a frontend channel to address these issues.

Additionally, this approach acknow edges the evol ving | andscape of
QAuth 2 depl oynments, where the ability for public clients to

aut henticate securely and reliably has become increasingly inportant.
Leveragi ng pl atform mechanisns to validate a client instance, e.g.
for mobile native apps, enables secure authentication that woul d
otherwi se be difficult with traditional QAuth client authentication
met hods. Transform ng these platformspecific nechanisns into a
common format as described in this specification abstracts this
complexity to minimze the efforts for the Authorization Server

This primary purpose of this specification is the authentication of a
client instance enabl ed through the client backend attesting to it.
The client backend nmay al so attest further technical properties about
the hardware and software of the client instance.
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The foll owi ng di agram depicts the overall architecture and protocol

flow
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The foll owi ng steps describe this QAuth flow

(1) The dient Instance generates a key (dient |Instance Key) and
optional further attestations (that are out of scope) to prove its
authenticity to the Client Attester.

(2) The Cient Instance sends this data to the Client Attester in
request for a Client Attestation JW.

(3) The Cient Attester validates the dient |Instance Key and
optional further data. It generates a signed Client Attestation JW
that is cryptographically bound to the Cient |Instance Key generated
by the Cient. Therefore, the attestation is bound to this
particular Cient |nstance.

(4) The Cdient Attester responds to the dient |Instance by sending
the Cdient Attestation JW.

(5) The dient Instance generates a Proof of Possession (PoP) with
the Cient Instance Key.
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(6) The dient Instance sends both the Client Attestation JW and the
Client Attestation PoP JW to the authorization server, e.g. within a
token request. The authorization server validates the dient
Attestation and thus authenticates the dient |nstance.

Pl ease note that the protocol details for steps (2) and (4),
particularly how the Cient Instance authenticates to the dient
Attester, are beyond the scope of this specification. Furthernore,
this specification is designed to be flexible and can be inpl emented
even in scenarios where the client does not have a backend serving as
a Cient Attester. |In such cases, each Cient Instance is
responsi ble for performng the functions typically handl ed by the
Client Attester on its own.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Term nol ogy

Client Attestation JW: A JSON Wb Token (JWI) generated by the
Client Attester which is bound to a key managed by a dient
I nstance whi ch can then be used by the instance for client
aut henti cati on.

Q

ient Attestation Proof of Possession (PoP) JWI: A Proof of
Possessi on generated by the dient Instance using the key that the
Client Attestation JWI is bound to.

Client Instance: A deployed instance of a piece of client software.

Client Instance Key: A cryptographic asynmetric key pair that is
generated by the dient Instance where the public key of the key
pair is provided to the Client Attester. This public key is then
encapsul ated within the dient Attestation JW and is utilized to
sign the Cient Attestation Proof of Possession

d

ent Attester: An entity that authenticates a Client |Instance and
attests it by issuing a dient Attestation JW.

Challenge: A String that is the input to a cryptographic chall enge-

response pattern. This is traditionally called a nonce within
QAut h.
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4.

5.

Rel ati on to RATS

The Renote Attestation Procedures (RATS) architecture defined by

[ RFC9334] has some commonalities to this docunent. The flow
specified in this specification relates to the "Passport Mdel" in
RATS. However, while the RATS ecosystem gives explicit nmethods and
val ues how the RATS Attester proves itself to the Verifier, this is
deliberately out of scope for Attestation-Based Cient

Aut hentication. Additionally, the term nol ogy between RATS and QAuth
is different:

* a RATS "Attester” relates to an QAuth "dient"”

* a RATS "Relying Party" relates to an QAuth "Authorization Server
or Resource Server"

* a RATS "Verifier" relates to the "Cient Attester” defined in this
speci fication

* a RATS "Attestion Result" relates to the "Client Attestati on JW™"
defined by this specification

* a RATS "Endorser", "Reference Value Provider", "Endorsenent",
"Evi dence" and "Policies and Reference Val ues" are out of scope
for this specification

Client Attestati on Format

This draft introduces the concept of client attestations to the QAuth
2 protocol, using two JWs: a Cient Attestation and a dient
Attestation Proof of Possession (PoP). The primary purpose of these
JWIs is to authenticate the Cient Instance. These JWs can be
transmtted via HTTP headers in an HITP request (as described in
Section 6.1) froma Cient Instance to an Authorization Server or
Resource Server, or via a concatenated serialization (as described in
Section 7) to enabl e usage outside of QAuth2 based interactions.

1. dient Attestation JW

The Client Attestation MJST be encoded as a "JSON Wb Token (JWI)"
according to [ RFC7519].

The followi ng content applies to the JW Header:
* typ: REQU RED. The JWI type MJST be oauth-client-attestati on+jw.

The foll owi ng content applies to the JWI Clains Set:
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iss: REQURED. The iss (issuer) claim MJST contains a uni que
identifier for the entity that issued the JWI. In the absence of
an application profile specifying otherw se, conpliant
applications MJST conpare issuer values using the Sinple String
Conparison nethod defined in Section 6.2.1 of [ RFC3986].

sub: REQUI RED. The sub (subject) claimMJST specify client_id
val ue of the QAuth Cdient.

exp: REQUIRED. The exp (expiration time) claimMJIST specify the
time at which the Cient Attestation is considered expired by its
i ssuer. The authorization server MJST reject any JWI with an
expiration time that has passed, subject to allowable clock skew
bet ween systens.

cnf: REQU RED. The cnf (confirmation) claimMJST specify a key
conform ng to [ RFC7800] that is used by the Cient Instance to
generate the Cient Attestation PoP JW for client authentication
with an authorization server. The key MJST be expressed using the
"jwk" representation.

iat: OPTIONAL. The iat (issued at) claim MJST specify the tine at
which the Cient Attestati on was issued.

nbf: OPTIONAL. The nbf (not before) claimMIST specify the tine
before which the dient Attestati on MUST NOT be accepted for
processi ng.

The foll owi ng additional rules apply:

1.

The JWI MAY contain other clains. Al clains that are not
under stood by inpl emrentati ons MUST be i gnored.

The JWI MUST be digitally signed or integrity protected with a
Message Aut hentication Code (MAC). The authorization server MJST
reject JWIs if signature or integrity protection validation
fails.

The aut horization server MJUST reject a JW that is not valid in
all other respects per "JSON Wb Token (JWI)" [RFC7519].

The foll owi ng exanple is the decoded header and payl oad of a JWI
meeting the processing rules as defined above.
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{
"typ": "oauth-client-attestation+tjw",
"al g": "ES256",
“kid": 11"
}
{
"iss": "https://attester.exanple.cont,
"sub": "https://client.exanple.cont,
“nbf": 1300815780,
"exp": 1300819380,
"enf": {
"jwk" |
"kty": "EC',
"use": "sig",
“crv": "P-256",
"x": "18wHLel gVOWVNEVDLTxgpqy2LszYkM 6J8nj VA bvhM',
"y "-VvAdS4AUaLMgP_4f Y4j 8i r 7cl 1TXI FdAgex5507Tkc SA"
}
}
}

5.2. dient Attestation PoP JW

The Cient Attestati on PoP MUST be encoded as a "JSON Wb Token
(JWN " according to [ RFC7519].

The foll owing content applies to the JW Header:

* typ: REQU RED. The JW type MJST be oauth-client-attestation-
pop+j wt .

The foll owi ng content applies to the JWI Clainms Set:

* iss: REQU RED. The iss (issuer) claimMJST specify client_id
val ue of the QAuth dient.

* aud: REQUI RED. The aud (audi ence) claimMJIST specify a val ue that
identifies the authorization server as an intended audi ence. The
[ RFC8414] issuer identifier URL of the authorization server MJST
be used as a value for an "aud" elenent to identify the
aut hori zati on server as the intended audi ence of the JWI.

* jti: REQURED. The jti (JW identifier) claimMJIST specify a
unique identifier for the Client Attestation PoP. The
aut hori zation server can utilize the jti value for replay attack
detection, see Section 12.1.
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* jat: REQU RED. The iat (issued at) claim MJST specify the tinme at
which the Cient Attestation PoP was issued. Note that the
aut hori zation server may reject JWs with an "iat" claimvalue
that is unreasonably far in the past.

* chall enge: OPTIONAL. The challenge (challenge) claimMJST specify
a String value that is provided by the authorization server for
the client to include in the Client Attestation PoP JW.

* nbf: OPTIONAL. The nbf (not before) claim MIST specify the tine
before which the dient Attestation PoP MJUST NOT be accepted for
processi ng.

The foll owi ng additional rules apply:

1. The JWI MAY contain other clains. Al clains that are not
under st ood by inpl enmentati ons MJUST be i gnored.

2. The JWI MUST be digitally signed using an asymmetric
cryptographic algorithm The authorization server MJST reject
JWI's with an invalid signature.

3. The public key used to verify the JWI MUST be the key located in
the "cnf" claimof the corresponding Client Attestation JWI

4. The value of the iss claim representing the client_id MJST match
the value of the sub claimin the corresponding Cient
Attestati on JWI.

5. The Authorization Server MIST reject a JWF that is not valid in
all other respects per "JSON Wb Token (JW)" [RFC7519].

The foll owi ng exanple is the decoded header and payl oad of a JW
nmeeting the processing rules as defined above.

{
"typ": "oauth-client-attestation-pop+w",
"al g": "ES256"
}
., .
"iss": "https://client.exanple.cont,
"aud": "https://as. exanpl e.cont,
"nbf": 1300815780,
"jti": "d25d00ab- 552b- 46f c- ae19- 98f 440f 25064",
"chal | enge": "5cla9el0-29ff-4c2b-ae73-57¢c0957¢c09c4"
}
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6. Cdient Attestation using a Header based syntax

The foll owi ng section defines howa Client Attestation can be
provided in an HTTP request using HTTP headers.

6.1. dient Attestation HTTP Headers

When using headers to transfer the Client Attestation JW and dient
Attestation PoP JW to an Authorization Server, they MJST be provided
in an HTTP request using the follow ng HTTP headers.

QAuth-Cient-Attestation: A JW that confornms to the structure and
syntax as defined in Section 5.1

QAuth-Client-Attestation-PoP:. A JW that adheres to the structure
and syntax as defined in Section 5.2

The following is an exanple of the QAuth-Cient-Attestati on header.

QAuth-Client-Attestation: eyJ0eXA O JvYXV0aClj b@ | bn@@ YXROZXNOYXRpb24
randOl i wi YWknlj oi RVMyNTYi LCIraWQ G | xM5J9. eyJpc3M G JodHRwezovL2FOdGV
zdGWLNMVAYWLWOGUUY29t | i wi c3Vi | j oi aHROCHMBLY 9] bA | bnQuZXhhbXBsZS5j b20i

LCIuYnYi g EzMDAAMIU3ODAs| mv4cCl 6 MTMMVDgX OTMAMOWE Y25 | p71 np3ayl 6eyJdrd
Hki G JFQyI sl nVzZSI 61 nNpZy1 sl nNydi | 61 1 At M U2li wi eCl 61 j EAdOhMZUl nVzl 3Vk
42VkxVHhncHF5Mkxzel | r TWY2Sj hual ZBaW 2aEQi LCI51 j oi LVYOZFMOVWFMIVQXzR
MATRqOA yN2Ns MWRYbEZK QM e DU1bzdUa2NTQSJ 9f X0. 4bCswkgmUHwWO6kKdi S2KEy SR
gj j 73yCEl cr z3Mr7Bgns4Bnilt CQOFAgM_t gzb5Nt hwd T9AhAEBogbi D5Dt xV1g

The following is an exanple of the QAuth-Client-Attestation-PoP
header .

QAut h-Cient-Attestation-PoP: eyJhbCGei G JFUzI 1Ni | sl nR5cCl 61 nBhdXRoLWN
saVWudClhdHRI ¢3Rhdd vbi 1wb3Ar andOl n0. eyJpc3M G JodHRwmczovL2NsaVWudCsl
eGFt cGxl LmN\vbSI sl nF1ZCl 61 mthOdHBz G 8v YXMuZXhhbXBsZS5j b20i LCJuYnYi § EzM
DA4AMIU3CDAs | nv4cCl 6 MTMMVDgX OTMAMOWI anRpl j oi ZDl 1ZDAWYW t NTUyYi OONmzj LW
FI MTkt OThniNDQAZj | IMDYO! i wi bmBuY2Ui O | 1Yz FhOAUX MO0y OAZL TR Ml t YWU3My O
IN2MVOTU3YZzASYzQ f Q r Ea- dKIgRUD- al - 4bj 4f DGHLup4j V- - | gDMFdb9AS5) SSVB7Uh
Hf vLOVU_ZvAJf ON COMXyeunwzMBj GLB_TUkQ

Not e that per [RFC9110] header field nanes are case-insensitive; so
OAUTH- CLI ENT- ATTESTATI ON, oauth-client-attestation, etc., are all
valid and equival ent header field names. Case is significant in the
header field val ue, however.

The QAuth-Cient-Attestation and QAuth-Client-Attestati on- PoP HITP

header field values uses the token68 syntax defined in Section 11.2
of [RFC9110] (repeated bel ow for ease of reference).
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QAuth-dient-Attestation = t oken68
QAut h-d i ent-Attestati on-PoP = t oken68
t oken68 = 1*( ALPHA/ DGET / "-" [ "." ]

R A N R R A A

It is RECOWENDED that the authorization server validate the Cient
Attestation JW prior to validating the Client Attestation PoP.

6.2. Validating HTTP requests featuring client attestations

To validate an HTTP request which contains the client attestation
headers, the receiving server MJST ensure the following with regard
to a received HITP request:

1. There is precisely one QAuth-Cient-Attestation HITP request
header field, where its value is a single well-formed JWI
conformng to the syntax outlined in Section 5.1.

2. There is precisely one QAuth-Cient-Attestati on-PoP HTTP request
header field, where its value is a single well-formed JWI
conformng to the syntax outlined in Section 5. 2.

3. The signature of the Client Attestation PoP JW obtained fromthe
QAuth-Cient-Attestati on-PoP HTTP header verifies with the dient
Instance Key contained in the cnf claimof the Cient Attestation
JWI obtained fromthe QAuth-Client-Attestati on HTTP header.

When validation errors specifically related to the use of client
attestations are encountered the followi ng additional error codes are
defined for use in either Authorization Server authenticated endpoint
error responses (as defined in Section 5.2 of [RFC6749]) or Resource
Server error responses (as defined in Section 3 of [RFC6750]).

* use_attestation_challenge MIST be used when the Client Attestation
PoP JWI is not using an expected server-provided chall enge. Wen
used this error code MJST be acconpani ed by the QAuth-d i ent-
Attestation-Chall enge HTTP header field paranmeter (as described in
Section 8.1).

* use_fresh_attestation MIUST be used when the Cient Attestation JW
is deenmed to be not fresh enough to be acceptable by the server.

* invalid_client_attestation MAY be used in addition to the nore
general invalid client error code as defined in [ RFC6749] if the
attestation or its proof of possession could not be successfully
verified.
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In the event of errors due to situations not described above,

Aut hori zation and Resource Servers MJST foll ow the gui dance of

[ RFC6749] and [RFC6750] or their respective extensions of when to
return suitable Error Responses.

6.3. Cdient Attestation at the Token Endpoi nt

Wil e usage of the the client attestati on nechani smdefined by this
draft can be used in a variety of different HITP requests to

di fferent endpoints, usage within the token request as defined by

[ RFC6749] has particular additional considerations outlined bel ow

The Authorization Server MJST performall of the checks outlined in
Section 6.2 for a received access token request which is making use
of the client attestation mechanismas defined by this draft.

If the token request contains a client_id paraneter as per [RFC6749]
the Authorization Server MJST verify that the value of this paraneter
is the sane as the client_id value in the sub claimof the dient
Attestation and iss claimof the Client Attestati on PoP.

The foll owi ng exanpl e denpbnstrates usage of the client attestation
mechani smin an access token request (with extra |ine breaks for
di spl ay purposes only):

POST /token HTTP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: application/ x-ww-form url encoded
QAuth-Cient-Attestation: eyJOeXA O JvYXV0aClj bd | bnQ@ YXROZXNOYXRpb24
randOl i wi YWknlj oi RVMyNTYi LCIraWQ G | xM5J9. eyJpc3M G JodHRwezovL2FOdGV
zdGWLNMVAYWLWbGUUY29t |i wi c3Vi | j oi aHROCHMBLY 9] bA | bnQuZXhhbXBsZS5j b20i
LCIuYnvYi § EzMDAAMTU3ODAs | mivacCl 6 MTMMVDgx OTMAMOW Y25m j p71 mp3ayl 6eyJrd
Hki O JFQyI sl nVzZSI 61 nNpZy | sl mNydi | 61 1 At M U21i wi eCl 61 j EAdOhMZUI nVzl 3Vk
42VkQxVHhncHF5Mkx zel | r TWY2Sj hual ZBaW2aEQi LCI51 j oi LVYOZFMOVWFMIWQXzR
MATRgOd yN2Ns \WRYbEZk Q) eDULbzdUa2NTQSJI9f X0. 4bCswkgmUHWO6kKdi S2KEy SR
gj j 73yCEl cr z3Mr7Bgns4Bnilt CQOFAgM_t gzb5Nt hwd T9AhAEBoghi D5Dt xV1g
QAuth-Cient-Attestation-PoP: eyJhbCGei G JFUzI INi | sl nR5cCl 61 nBhdXRoLWN
saVWudClhdHRI ¢3Rhdd vbi 1wb3Ar andOl n0. eyJpc3M G JodHRwmczovL2NsaVWudCsl
eCGFt cGxl Lm\vbSI sl nF1ZCl 61 mhOdHBz G 8v YXMuZXhhbXBsZS5j b20i LCIuYnYi § EzM
DAAMTU3ODAs | niv4cCl 6 MTMMVDgx OTMAMOW anRpl j oi ZDl 1ZDAWYW t NTUy Yi OONnZj LW
FI MTkt OThiiNDQAZj | LMDYO! i wi bmBuY2Ui O | 1Yz FhOAUX MO0y OAZmL TR Ml t YWU3My O
IN2MVOTU3YZzASYzQ f Q r Ea- dKIgRUD- al - 4bj 4f DGHLup4j V- - | gDMFdb9AS5) SSVB7Uh
Hf vLOVU_ZvAJf ON COMXyeunwz MBj GLB_TUKkQ

grant _type=aut hori zati on_code&
code=n0esc3NRze7LTCu7i YzS6a5acc3f Oogp4
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6.4. Cient Attestation at the PAR Endpoi nt

A Cient Attestation can be used at the Pushed Authorization Request
(PAR) endpoint defined in [RFC9126] instead of alternative client
aut henti cati on mechani sns |i ke JW client assertion-based

aut hentication (as defined in Section 2.2 of [RFC7523]).

The Authorization Server MJST performall of the checks outlined in
Section 6.2 for a received PAR request which is making use of the
client attestation nechanismas defined by this draft.

If the pushed authorization request contains a client _id paraneter as
per [ RFC9126] the Authorization Server MJST verify that the val ue of
this parameter is the sane as the client_id value in the sub clai m of
the Client Attestation and iss claimof the Cient Attestation PoP.

The foll owi ng exanpl e denpnstrates usage of the client attestation
mechanismin a PAR request (with extra |line breaks for display
pur poses only):

POST /as/par HITP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: application/ x-ww-form url encoded
QAuth-Cient-Attestation: eyJOeXAi O JvYXV0aClj bd | bn@ YXROZXNOYXRpb24
randOl i wi YWknlj oi RVMyNTYi LCIraWQ G | xM5J9. eyJpc3M G JodHRwezovL2FOdGV
zdGVyLmVAYWLwoGUUY29t | i wi c3Vi | j oi aHROCHMBLY9j bA | bnQuZXhhbXBsZS5j b20i
LCIuYnYi § EzMDAAMTU3ODAs | niv4acCl 6 MTMMVDgx OTMAMOW Y25m j p71 mp3ay| 6eyJrd
Hki O JFQyI sl nVzZSI 61 nNpZy | sl mNydi | 61 1 At M U21i wi eCl 61 j EAdOhMZUI nVzl 3Vk
42VKQxVHhncHF5Mkxzel | r TWY2S] hual ZBaW 2aEQi LCI5I j oi LVYOZFMOVWFMTWIQXz R
MATRqOG yN2Ns WRYbEZK QWdj eDULbzdUa2NTQSJ 9f X0. 4bCswkgmUHWO6k Kdi S2KEy SR
gj j 73yCEl cr z3M/7Bgns4Bnilt CQOFAgM_t gzb5Nt hwd T9AhAEBoghi D5Dt xV1g

QAut h-Cient-Attestation-PoP: eyJhbCGei G JFUzI 1Ni | sl nR5cCl 61 nBhdXRoLWN
saVWudClhdHRI ¢3Rhdd vbi 1wb3Ar andOl n0. eyJpc3M G JodHRwmczovL2NsaVWudCsl
eGFt cGxl Lm\vbSI sl nF1ZCl 61 mhOdHBz G 8v YXMuZXhhbXBsZS5j b20i LCIuYnYi § EzM
DAAMTU3CDAs | nv4cCl 6 MTMMVDgx OTMAMOW anRpl j oi ZDl 1ZDAWYW t NTUy Yi OONnZj LW
FI MTkt OThnNDQ®WZj | IMDYO! i wi bBuY2Ui G | 1YzZFhOANUXMCOy ONZmL TRj M t YWU3MYO
IN2MMOTU3YZA5YzQ f Q r Ea- dKIgRuD- al - 4bj 4f DGH1up4j V- - | gDMFdb9A5) SSWB7Uh
Hf vLOVU_ZvAJf ON COMXyeunwzMBj GLB_TUkQ

response_t ype=codeé&st at e=af 0i fj sl dkj &l i ent i d=s6BhdRkqt 3
& edirect _uri=https¥BAYRFY2Fcl i ent.exanpl e. or g¥%2Fchb
&code_chal | enge=K2- 1t c83acc4hOcOWSESC r EMIJ3bww uCHaoeK1lt 8U
&code_chal | enge_met hod=S256&scope=account -i nf ormati on
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7.

7.

7.

1.

2.

Concatenated Serialization for Client Attestations

A Cient Attestation according to this specification MAY be presented
using an alternative representation for cases where the header-based
mechani sm (as introduced in introduced in Section 6.1 does not fit
the underlying protocols, e.g., for direct calls to Browser APIs. In
those cases, a concatenated serialization of the Cient Attestation
and Client Attestation PoP can can be used.

Concat enated Serialization Formt

This representation is created by concatenating Cient Attestation
and Client Attestation PoP separated by a tilde ('~") character:

<Client Attestation>~<Cient Attestati on PoP>

This formis simlar to an SD-JW+KB according to Section 5 of
[ SD-JWI] but does not include Disclosures, uses different typ val ues
and does not include the sd_hash claimin the PoP.

This concatenated serialization formallows a the presentation of a
Client Attestation and Cient Attestation PoP for cases where a
header - based approach is unavailable, e.g., to establish trust in a
client when using a direct Browser APl call.

The followi ng is an exanmple of such a concatenated serialization
(with extra line breaks for display purposes only):

eyJ0eXAi O JvYXV0aClj bd | bnQx YXROZXNOYXRpb24r andOl i wi YWknl j oi RVMyYNTYi L
ClrawQ G | xM5J9. eyJpc3M O JodHRweczovL2FOdGVzd Gy LnVAYWLWoGUUY29t | i wi ¢
3Vi I'j oi aHROcHM5LY9j bd | bnQuZXhhbXBsZS5j b20i LCIuYmYi § Ez MDAAMIU3ODAs| m
V4cCl 6 MIMMVDgx OTMAMOW Y251 j p71 np3ayl 6eyJr dHki O JFQyl sl nVzZSI 61 nNpZy|
sl mNydi I 611 AtM U2li wi eCl 61 ] EAdOhMZU nVzl 3Vk42VKQxVHhncHF5Mkxzel | r TWY2
Sj hual ZBaW2aEQi LCJ51 j oi LVYOZFMOVWFMIW QXz RMATRqOG yN2Ns WRYbEZK QM) e
DUlbzdUa2NTQSJ9f X0. 4bCswkgnmUHwWO6kKdi S2KEy SRgj j 73y CEl cr z3M/7Bgns4Bnilt C
QFAgM_t gzb5Nt hwd T9AhAEBogbi D5Dt xV1g~eyJhbCei O JFUzI 1Ni | sI nR5¢Cl 61 nbh
dXRoLWNsaWudClhdHR c3Rhdd vbi 1wb3Ar andOI n0. eyJpc3M O JodHRwczovL2Nsa
W/udC5l eGFt cGxl Lm\vbSI sl nF1ZCl 61 mhOdHBz G 8v YXMuZXhhbXBsZS5j b20i LCJuYm
Yi § EzMDAAMTU3ODAs | mivacCl 6 MTMMVDgx OTMAMOW anRpl j oi ZDI 1ZDAWYW t NTUyYi O
ONnZj LWFI MTkt OThrmNDQWZj | IMDYOI i wi bnBuY2Ui G | 1YZFhOANUX MOOY ONZLTR) M t
YWUSMyOLN2MMOTU3YzA5YzQ f Q r Ea- dKIgRuD- al - 4bj 4f DGHLup4j V- - | gDMFdb9Ab)j
SSWB7UnhHf vLOVU_ZvAJf ON COMXyeunwzMBj GLB_TUKQ

Val idating the Concatenated Serialization

To validate a client attestation using the concatenated serialization
form the receiving server MIUST ensure the foll ow ng:
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8.

1. Before the '~ character, there exists precisely a single well-
formed JWI conforming to the syntax outlined in Section 5.1

2. After the '~ character, there exists precisely a single well-
formed JWI conforming to the syntax outlined in Section 5. 2.

3. The signature of the Cient Attestati on PoP JW obtained after

the '~ character verifies with the Cient Instance Key contai ned
in the cnf claimof the Cient Attestati on JW obtai ned before
the '~ character.

Chal | enge Retrieva

This section defines an optional nmechanismthat allows a Client to
request a fresh Challenge fromthe Authorization Server to be
included in the ient Attestation PoP JW. This construct may be
simlar or equivalent to a nonce, see Section 3. The value of the
chal l enge is opaque to the client.

An Aut hori zation Server MAY offer a chall enge endpoint for Clients to
fetch Challenges in the context of this specification. If the

Aut hori zation Server supports netadata as defined in [ RFC8414], it
MUST si gnal support for the chall enge endpoint by including the

met adata entry chal | enge_endpoi nt contai ning the URL of the endpoint
as its value. |If the Authorization Server offers a challenge
endpoint, the Cient MIST retrieve a challenge and MJST use this
chal l enge in the QAut h-Attestati on-PoP as defined in Section 5. 2.

A request for a Challenge is nade by sending an HTTP POST request to
the URL provided in the chall enge_endpoi nt paraneter of the
Aut hori zation Server netadat a.

The following is a non-normative exanple of a request:

PCST /as/chal l enge HTTP/ 1.1
Host: as. exanpl e.com
Accept: application/json

The Authorization Server provides a Challenge in the HITP response
with a 200 status code and the follow ng paraneters included in the
message body of the HITP response using the application/json nedia

t ype:

* attestation_challenge: REQU RED if the authorization server
supports Client Attestations and server provided chall enges as
described in this docunent. String containing a Challenge to be
used in the QAuth-Attestati on-PoP as defined in Section 5.2. The
intention of this element not being required in other
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circunmstances is to preserve the ability for the chall enge
endpoint to be used in other applications unrelated to client
attestations.

The Aut horization Server MJST nake the response uncacheabl e by addi ng
a Cache-Control header field including the value no-store. The
Aut hori zation Server MAY add additional challenges or data.

The following is a non-normative exanple of a response:

HTTP/ 1.1 200 K

Host: as. exanpl e.com
Cont ent - Type: application/json
Cache-Control : no-store

"attestation_chal |l enge": "AYjcyMY3ZDhi NmJkNTZ"
}

8.1. Providing Chall enges on Previous Responses

The Authorization Server MAY provide a fresh Challenge with any HITP
response using a HTTP header-based syntax. The HTTP header field
par amet er MJST be named "QAuth-Cient-Attestation-Challenge" and
contain the value of the Challenge. The Cient MJST use this new
Chal |l enge for the next QAuth-Client-Attestation-PoP

The following is a non-normative exanpl e of an Authorizati on Response
containing a fresh Chall enge

HTTP/ 1.1 200 K

Cont ent - Type: application/json

Cache-Control : no-store

QAuth-C i ent-Attestation-Chall enge: AYjcyM Y3ZDhi NmIkNTZ

{
"access_token": "2YotnFZFEj r 1zCsi cMApAA",

"token_type": "Bearer",
"expires_in": 3600

9. Verification and Processing

Upon receiving a Client Attestation, the receiving server MJST ensure
the follow ng conditions and rul es:

1. If the Cient Attestation was received via Header based Syntax
(as described in Section 6):
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10.

11.

12.

Looker,

* The HTTP request contains exactly one field QAuth-dient-
Attestation and one field QAuth-Cient-Attestation-PoP

* Both fields contain exactly one well-forned JW.

The Client Attestation JW contains all clains and header
paraneters as per Section 5.1

The Cient Attestation PoP JW contains all clains and header
paraneters as per Section 5.2.

The al g JOSE Header Paraneter for both JWs indicates a

regi stered asymetric digital signature algorithm

[1 ANA. JOSE. ALGS], is not none, is supported by the application,
and is acceptable per local policy.

The signature of the Client Attestation JW verifies with the
public key of a known and trusted Attester

The key contained in the cnf claimof the Cient Attestati on JW
is not a private key.

The signature of the Client Attestation PoP JW verifies with
the public key contained in the cnf claimof the dient
Attestation JWI.

If the server provided a challenge value to the client, the
challenge claimis present in the Cient Attestati on PoP JW and
mat ches the server-provided chal | enge val ue.

The creation time of the Client Attestati on PoP JW as
determned by either the iat claimor a server managed ti nmestanp
via the challenge claim is within an acceptabl e w ndow.

The audience claimin the Client Attestation PoP JW is the
issuer identifier URL of the authorization server as descri bed
in [ RFC8414].

The Client Attestation JW is fresh enough for the policies of
the aut horization server by checking the iat or exp clains.

Dependi ng on the security requirenments of the depl oynent,

addi tional checks to guarantee replay protection for the dient
Attestation PoP JWI might need to be applied (see Section 12.1
for nmore details)
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10.

10.

10.

13. If aclient_id is provided in the request containing the Cient
Attestation, then this client _id matches the sub claimof the
Client Attestation JWI and the iss claimof the dient
Attestation PoP JWI.

I mpl ement ati on Consi der ati ons
1. Authorization Server Metadata

The Authorization Server SHOULD comuni cate support and requirenent
for authentication with Attestation-Based Cient Authentication by
using the value attest jw _client_auth in the

t oken_endpoi nt _aut h_net hods_supported within its published netadat a.
The client SHOULD fetch and parse the Authorization Server netadata
and recogni ze Attestation-Based Cient Authentication as a client
aut hentication nmechanismif the given paraneters are present.

The Aut hori zation Server SHOULD comuni cate supported al gorithns for
client attestations by using
client_attestation_signing al g _val ues_supported and

client_attestati on_pop_signing_al g val ues_supported within its
publ i shed nmetadata. This enables the client to validate that its
client attestation is understood by the Authorization Server prior to
authentication. The client MAY try to get a new client attestation
with different algorithnms. The Authorization Server MJST include
client_attestation_signing al g _val ues_supported and

client_attestati on_pop_signing_al g values_supported in its published
metadata i f the token_endpoi nt_aut h_net hods_supported incl udes
attest jwt _client_auth.

2. Reuse of a dient Attestation JW

I mpl enenters should be aware that the design of this authentication
mechani sm del i berately allows for a Client Instance to re-use a
single Client Attestation JWI in multiple interactions/requests with
an Aut horization Server, whilst producing a fresh ient Attestation
PoP JWI. dient deploynents shoul d consider this when deternining
the validity period for issued Cient Attestation JWs as this
ultimately controls how long a Client Instance can re-use a single
Client Attestation JWI.
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10.

10.

10.

10.

3. Refresh token binding

Aut hori zation servers issuing a refresh token in response to a token
request using the client attestation nmechanismas defined by this
draft MUST bind the refresh token to the dient Instance and its
associ ated public key, and NOT just the client as specified in
section 6 [RFC6749]. To prove this binding, the dient |Instance MJST
use the client attestation mechani smwhen refreshing an access token
The client MJST al so use the same key that was present in the "cnf”
claimof the client attestation that was used when the refresh token
was i ssued.

4. \Web Server Default Maxi num HTTP Header Sizes

Because the Cient Attestation and Cient Attestation PoP are

conmmuni cat ed using HTTP headers, inplenenters should consider that
web servers nmay have a default maxi mum HTTP header size configured
whi ch could be too low to allow conveying a Client Attestation and or
Client Attestation PoP in an HTTP request. It should be noted, that
this limt is not given by the HTTP [ RFC9112], but instead web server
i mpl ement ati ons comonly set a default maxi mum size for HITP headers.
As of 2024, typical limts for nodern web servers configure maxi nrum
HTTP headers as 8 kB or nore as a default.

5. Rotation of dient |Instance Key

Thi s specification does not provide a nechanismto rotate the dient
Instance Key in the Cient Attestation JWI's "cnf" claim |f the
Client Instance needs to use a new Cient |Instance Key for any
reason, then it MJST request a new Client Attestation JW fromits
Cient Attester.

6. Replay Attack Detection

Aut hori zation Servers inplenmenting nmeasures to detect replay attacks
as described in Section 12.1 require efficient data structures to
manage | arge amounts of chal |l enges for use cases with hi gh vol unmes of
transactions. To linmt the size of the data structure, the

Aut hori zation Server should use a sliding wi ndow, allow ng Cient
Attestation PoPs within a certain time window, in which the seen
chal l enge or jti values are stored, but discarded afterwards. To
ensure security, Client Attestation PoPs outside this tine w ndow
MJUST be rejected by the Authorization Server. The allowed w ndow is
determined by the iat of the dient Attestation PoP and the sliding
wi ndow time duration chosen by the Authorization Server. These data
structures need to:
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11.

11.

12.

12.

* search the data structure to validate whether a challenge forma
Client Attestation PoP has been previously seen

* insert the new challenges fromthe Cient Attestation PoP if the
search returned no result

* delete the challenges after the Client Attestation PoP has passed
the sliding tinme wi ndow

Atrie (also called prefix tree), or a patricia trie (also called
radix tree) is a RECOMWENDED data structures to inplenent such a
mechani sm

Privacy Consi derations
1. dient Instance Tracki ng Across Authorization Servers

I mpl ementers shoul d be aware that using the same client attestation
across multiple authorization servers could result in correlation of
the end user using the dient Instance through claimval ues
(including the Cient Instance Key in the cnf claim. dient

depl oynents are therefore RECOVWENDED to use different dient
Attestation JW's with different Client Instance Keys across different
aut hori zati on servers.

Security Considerations
The gui dance provided by [ RFC7519] and [ RFC8725] appli es.
1. Replay Attacks

An Aut hori zation Server SHOULD i npl ement nmeasures to detect replay
attacks by the Client Instance. 1In the context of this
specification, this means to detect that an attacker is resending the
same Cient Attestation PoP JW in nultiple requests. The follow ng
options are RECOMWENDED for this client authentication nethod:

* The Authorization Server manages a list of witnessed jti val ues of
the Cient Attestation PoP JW for the time w ndow of which the
JWI woul d be considered valid. This sliding tinme w ndow is based
on the iat of the dient Attestati on PoP and and the duration
chosen by the Authorization Server. |If any Cient Attestati on PoP
JWI woul d be replayed, the Authorization Server woul d recognize
the jti value in the list and respond with an authentication
error. Details howto inplement such a data structure to maintain
jti values is given in Section 10. 6.
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* The Authorization Server provides a challenge as an QAuth-C i ent -
Attestation-Challenge in the chall enge endpoint to the dient
Instance and the Cient uses it as a challenge value in the Cient
Attestation PoP JWI. The Authorization Server may chose to:

- manage a list of w tnessed challenge values, simlar to the
previously described jti approach. Details how to inplenent
such a data structure to maintain challenge values is given in
Section 10.6. This guarantees stronger replay protection with
a chal |l enge chosen by the Authorization Server itself, at the
potential cost of an additional round-trip.

- use self-contained chall enges while not storing the seen
chal  enges. This approach scales well, while only guaranteeing
freshness, but no replay protection within the limted time-
wi ndow chosen by the Authorization Server

* The Authorization Server generates a challenge that is bound to
the Cient Instance’ s session, such that a specific challenge in
the Client Attestation PoP JW is expected and validated. The
Aut hori zation Server may either

- send the challenge as part of another previous response to the
Client Instance of providing the challenge explicitly

- reuse an existing artefact of the dient |Instance s session,
e.g. the authorization code. This MJST be conmuni cated out - of -
band between Authorization Server and Cient.

Because cl ock skews between servers and clients nmay be |arge,

Aut hori zation Servers MAY linmit Client Attestation PoP lifetines by
usi ng server-provi ded chal |l enge val ues containing the time at the
server rather than conparing the client-supplied iat tinme to the tinme
at the server. Challenges created in this way yield the same result
even in the face of arbitrarily large clock skews.

In any case the Authorization Server SHOULD ensure the freshness of
the Client Attestation PoP by checking either the iat claimor if
present the server provided challenge, is within an acceptable tinme
wi ndow.

The approach using a challenge explicitly provided by the

Aut hori zation Server gives stronger replay attack detection
guar ant ees, however support by the Authorization Server is OPTI ONAL
to sinplify mandatory inplenmentation requirenents. The jti value is
mandat ory and hence acts as a default fallback
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13.

13.

13.

I ANA Consi derations

1. CQAuth Parameters Registration

Thi s specification requests registration of the followi ng values in

the 1 ANA "QAuth Authorization Server Metadata" registry

[ 1 ANA. QAut h. Parans] established by [ RFC8414].

* Metadata Name: chal | enge_endpoi nt

* Metadata Description: URL of the authorization servers chall enge
endpoi nt which is used to obtain a fresh challenge for usage in
client authentication nethods such as client attestation

* Change Controller: IETF

* Reference: Section 8 of this specification

2. QAuth Extensions Error Registration

Thi s specification requests registration of the follow ng values in

the 1 ANA "QAuth Extensions Error Registry" registry of

[ 1 ANA. QAut h. Parans] established by [ RFC6749].

* Name: use_attestation_chall enge

* Usage Location: token error response, resource access error
response

*  Protocol Extension: QAuth 2.0 Attestation-Based dient
Aut henti cati on

* Change Controller: IETF
* Reference: Section 6.2 of this specification
*  Nanme: use_fresh_attestation

* Usage Location: token error response, resource access error
response

*  Protocol Extension: QAuth 2.0 Attestation-Based dient
Aut henti cati on

* Change Controller: IETF

* Reference: this specification
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13.

* Nanme: invalid_client_attestation

* Usage Location: token error response, resource access error
response

*  Protocol Extension: QAuth 2.0 Attestation-Based dient
Aut henti cati on

* Change Controller: IETF

* Reference: Section 6.2 of this specification

3. QAuth Authorization Server Metadata Registration

Thi s specification requests registration of the follow ng values in

the 1 ANA "QAuth Authorization Server Mtadata" registry of

[ 1 ANA. QAut h. Parans] established by [ RFC8414].

* Metadata Nanme: client_attestation_signing alg val ues_supported

* Metadata Description: JSON array containing a list of the JW5
signing algorithnms supported by the authorization server for the
signature on the Client Attestation JW.

* Change Controller: |IETF

* Reference: Section 6.2 of this specification

* NMetadata Nane: client_attestation_pop_signing_al g val ues_supported

* Metadata Description: JSON array containing a list of the JW5
signing algorithms supported by the authorization server for the
signature on the Client Attestati on PoP JWI.

* Change Controller: |IETF

* Reference: this specification

4. Registration of attest_jwt_client_auth Token Endpoi nt
Aut henti cation Method

This section registers the value "attest jw _client_auth” in the | ANA
"QAut h Token Endpoi nt Authentication Methods" registry established by

QAuth 2.0 Dynamic Cient Registration Protocol [RFC7591].

* Token Endpoi nt Authentication Method Nane:
"attest jwt_client_auth"
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14.

* Change Controller: |IESG

* Specification Docunent(s): TBC

5. HITP Field Nane Registration

This section requests registration of the follow ng schene in the
"Hypertext Transfer Protocol (HTTP) Field Name Registry”

[1 ANA. HTTP. Fi el ds] described in [ RFC9110]:

* Field Name: QAuth-Cient-Attestation

* Status: permanent

* Reference: Section 6.1 of this specification

* Field Nane: QAuth-Client-Attestation-PoP
* Status: permanent

* Reference: Section 6.1 of this specification

add i npl enentati on consideration for Authorization Server Mtadata *
Field Nane: QAuth-Cient-Attestation-Challenge * Status: pernmanent *
Ref erence: Section 8 of this specification

Ref er ences
1. Nor mat i ve Ref erences

[ I ANA. HTTP. Fi el ds]
| ANA, "Hypertext Transfer Protocol (HTTP) Field Nane
Regi stry", n.d., <https://ww.iana.org/assignments/http-
fields/http-fields.xhtm >.

[ 1 ANA. JOSE. ALGS]
I ANA, "JSON Wb Signature and Encryption Al gorithns",
n.d., <https://ww.iana.org/assignnents/jose/
j ose. xht m #web- si gnat ure-encryption-al gorithns>.

[ 1 ANA. QAut h. Par amns]
| ANA, "QAuth Authorization Server Metadata", n.d.,
<htt ps://wwv. i ana. or g/ assi gnnent s/ oaut h- par anet er s/ oaut h-
par anet er s. xht m #aut hori zati on- server - net adat a>.

Looker, et al. Expires 19 March 2026 [ Page 24]



Internet-Draft QAuth 2.0 Attestation-Based Cient Authe Septenber 2025

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10. 17487/ RFC3986, January 2005,
<https://www. rfc-editor.org/rfc/rfc3986>.

[ RFC6750] Jones, M and D. Hardt, "The QAuth 2.0 Authorization
Framewor k: Bearer Token Usage", RFC 6750,
DO 10.17487/ RFC6750, Cctober 2012,
<https://www. rfc-editor.org/rfc/rfc6750>.

[ RFC7519] Jones, M, Bradley, J., and N. Sakinmura, "JSON Wb Token
(JWn", RFC 7519, DO 10.17487/RFC7519, My 2015,
<https://www. rfc-editor.org/rfc/rfc7519>.

[ RFC7591] Richer, J., Ed., Jones, M, Bradley, J., Mchulak, M, and
P. Hunt, "QAuth 2.0 Dynamic Cient Registration Protocol",
RFC 7591, DA 10. 17487/ RFC7591, July 2015,
<https://www. rfc-editor.org/rfc/rfc7591>.

[ RFC7800] Jones, M, Bradley, J., and H Tschofenig, "Proof-of-
Possessi on Key Semantics for JSON Wb Tokens (JWIs)",
RFC 7800, DO 10.17487/ RFC7800, April 2016,
<https://www. rfc-editor.org/rfc/rfc7800>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC8414] Jones, M, Sakinura, N, and J. Bradley, "QAuth 2.0
Aut hori zati on Server Metadata", RFC 8414,
DA 10.17487/ RFC8414, June 2018,
<https://ww. rfc-editor.org/rfc/rfc8414>.

[ RFC8725] Sheffer, Y., Hardt, D., and M Jones, "JSON Wb Token Best
Current Practices", BCP 225, RFC 8725,
DA 10.17487/ RFC8725, February 2020,
<https://ww. rfc-editor.org/rfc/rfc8725>.

[ RFC9110] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Semantics", STD 97, RFC 9110,
DA 10.17487/ RFC9110, June 2022,
<https://www. rfc-editor.org/rfc/rfc9110>.

Looker, et al. Expires 19 March 2026 [ Page 25]



Internet-Draft QAuth 2.0 Attestation-Based Cient Authe Septenber 2025

[ RFC9112]

[ RFC9126]

Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP/1.1", STD 99, RFC 9112, DO 10. 17487/ RFC9112,
June 2022, <https://ww.rfc-editor.org/rfc/rfc9112>.

Lodderstedt, T., Canpbell, B., Sakinmura, N., Tonge, D.,
and F. Skokan, "QAuth 2.0 Pushed Authorization Requests",
RFC 9126, DO 10. 17487/ RFC9126, Septenber 2021,
<https://www. rfc-editor.org/rfc/rfc9126>.

14.2. Informmtive References

[ ARF]

[ RFC6749]

[ RFC7523]

[ RFC9334]

[ SD- JWI]

Appendi x A

- 07

"The European Digital Identity Wallet Architecture and
Ref erence Framewor k", n.d..

Hardt, D., Ed., "The QAuth 2.0 Authorization Franework",
RFC 6749, DO 10.17487/ RFC6749, Cctober 2012,
<https://www. rfc-editor.org/rfc/rfc6749>.

Jones, M, Canpbell, B., and C Mrtinore, "JSON Wb Token
(JWI) Profile for QAuth 2.0 Cient Authentication and

Aut hori zation Grants", RFC 7523, DO 10.17487/ RFC7523, May
2015, <https://ww.rfc-editor.org/rfc/rfc7523>.

Birkholz, H, Thaler, D., Richardson, M, Smth, N, and
W Pan, "Renpte ATtestation procedureS (RATS)
Architecture", RFC 9334, DA 10.17487/ RFC9334, January
2023, <https://ww. rfc-editor.org/rfc/rfc9334>.

Fett, D., Yasuda, K, and B. Canpbell, "Selective

Di scl osure for JWs (SD-JWN", Wrk in Progress, Internet-
Draft, draft-ietf-oauth-selective-disclosure-jw-22, 29
May 2025, <https://datatracker.ietf.org/doc/htm/draft-

i etf-oauth-sel ective-disclosure-jwt-22>.

Docunent History

* renove restrictions to not allow MAC based al gorithns

* require iat in dient Attestation PoP JWI

* clarify use_attestation_chall enge and add
invalid client _attestation

* add client_attestation_signing alg val ues _supported and
client_attestati on_pop_signing_al g values supported to | ANA
regi stration

Looker, et al. Expires 19 March 2026 [ Page 26]



Internet-Draft QAuth 2.0 Attestation-Based Cient Authe Septenber 2025

* add inplementation consideration for Authorization Server Mt adata
* clarify refresh token binding
* check client _id at PAR endpoint

* added use_fresh_attestation as an error to signal that the
attestation was not deemed fresh enough by the server

* mandate the defined header fields if the attestation and pop are
transferred via header fields

-06

* clarify client_id processing in token request with client
attestation

* clarify usage of client attestation outside of oauth2 applications

* add oauth error response values invalid_client_attestation and
use_attestation_chal |l enge

* revert the HTTP OPTIONS nechanismto fetch nonces and add a
dedi cat ed chal | enge endpoi nt

* rename nonce to chall enge

* rewite security consideration on replay attacks

* add inplenmentation consideration on replay attacks
* renmove exp fromdCient Attestati on PoP JWI

* add verification and processing rules

* add nonce endpoi nt

* add nmetadata entry for nonce

* inprove introduction

* renanme client backend to client attester
* fix mssing typ header in exanples

-04

Looker, et al. Expires 19 March 2026 [ Page 27]



Internet-Draft QAuth 2.0 Attestation-Based Cient Authe Septenber 2025

* renove key attestation exanple
* restructured JWI Clains for better readability

* added JCSE typ values for Client Attestation and dient
Attestation PoP

* add RATS rel ation

* add concatenated representati on without headers

* add PAR endpoi nt exanpl e

* fix PoP exanples to include jti and nonce

* add iana http field nane registration

-03

* renmove usage of RFC7521 and the usage of client_assertion

* add new header-based syntax introducing Cauth-Cient-Attestation
and QAuth-dient-Attestation-PoP

* add Cient Instance to the terminology and i nprove text around
this concept

-02

* add text on the inability to rotate the Cient Instance Key
-01

* Updat ed el DAS exanpl e in appendi x

* Renoved text around jti claimin client attestation, refined text
for its usage in the client attestation pop

* Refined text around cnf claimin client attestation

* (Carified howto bind refresh tokens to a Cdient |Instance using
this client authentication nethod

* Made it nore explicit that the client authentication mechanismis
general purpose making it compatible with extensions |ike PAR

* Updat ed acknowl edgnents

Looker, et al. Expires 19 March 2026 [ Page 28]



Internet-Draft QAuth 2.0 Attestation-Based Cient Authe Septenber 2025

* Sinplified the diagramin the introduction
* Updated references
* Added sone gui dance around replay attack detection
-00
* Initial draft
Acknowl edgnent s
We would like to thank Brian Canpbell, Filip Skokan, Francesco
Mari no, Qui seppe De Marco, Kristina Yasuda, M cha Kraus, M chael B.
Jones, Takahi ko Kawasaki and Torsten Lodderstedt for their val uable
contributions to this specification.
Aut hors’ Addresses
Tobi as Looker

MATTR
Enai | : tobias.| ooker@attr. gl oba

Paul Basti an
Bundesdr ucker ei
Emai | : paul . basti an@dr . de

Chri stian Bormann
SPRI ND
Emai | : chris. bormann@nx. de

Looker, et al. Expires 19 March 2026 [ Page 29]



