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Abst ract

Thi s docunent describes Roughtinme, an experimental protocol that ains
to achieve two things: secure rough time synchronization even for
clients without any idea of what tine it is, and give clients a
format for reporting any inconsistencies they observe between
timeservers. This docunent specifies the on-wire protocol required
for these goals, and di scusses aspects of the ecosystem needed for it
to work.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-ntp-roughtine/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wyg-ntp/draft-roughtine.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Septenber 2026.
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1. Introduction

Ti me synchroni zation is essential to Internet security as nany
security protocols and other applications require it [ RFC738].
Unfortunately, wi dely deployed protocols such as the Network Tine
Protocol (NTP) [RFC5905] |ack essential security features, and even
newer protocols like Network Time Security (NTS) [ RFC8915] | ack
mechani sns to observe that the servers behave correctly.

Furthernmore, clients may | ack even a basic idea of the time, creating
boot strappi ng problens as tine is required for X 509 certificate

val i dati on.

The primary design goal of Roughtinme is to pernmt devices to obtain a

rough idea of the current tine froma fairly static configuration and
to enable themto report any inconsistencies they observe between
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servers. The configuration consists of a list of servers and their
associ ated | ong-term keys, which ideally remain unchanged throughout
a server’s lifetinme. This nakes the long-term public keys the roots
of trust in Roughtine. Wth a sufficiently long list of trusted
servers and keys, a client will be able to acquire authenticated tine
with high probability, even after |ong periods of inactivity. Proofs
of mal f easance constructed by chai ning toget her responses from
different trusted servers can be used to prove m sbehavior by a
server and, after analysis, result in revoking trust in that
particul ar key.

Unl i ke Khronos [ RFC9523], Roughtime produces external evidence that
timeservers are reporting inconpatible times. This requires changes
to the format of the timestanps and hence cannot be a mere extension
to NTP.

Qperational experience is needed to evaluate the viability of using
Roughtime for secure tine bootstrapping in |Internet-connected
systems. This includes the need for experience with maintaining a
Roughti me ecosystemwith services that maintain and distribute lists
of trusted servers and process mal feasance reports. To facilitate
the experinments necessary to gain that experience, this docunent is
limted to describing the Roughtine on-wire protocol. Apart from
describing the server |ist and nal feasance report formats, this
docunent does not describe the ecosystem nor the means by which the
server list is maintained and distributed or the policies to apply to
such a list.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

3. Protocol Overview

Roughtime is a protocol for authenticated rough tinme synchronization
that enables clients to provide cryptographic proof of server

mal f easance. It does so by having responses fromservers include a
signature over a value derived fromthe client’s request, which

i ncludes a nonce. This provides cryptographic proof that the
response was issued after the server received the client’s request.
The derived value included in the server’s response is the root of a
Merkl e tree [ Merkle] which includes the hash value of the client’s
request as the value of one of its |leaf nodes. This enables the
server to anortize the relatively costly signing operation over a
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nunber of client requests.
3.1. Single Server Mode

At its nost basic level, Roughtine is a one-round protocol in which a
conpletely fresh client requests the current time and the server
sends a signed response. The response includes a tinmestanp and a
radius used to indicate the server’s certainty about the reported
time.

The client’s request contains a nonce which the server incorporates
into its signed response. The client can verify the server’s
signatures and—provi ded that the nonce has sufficient entropy—this
proves that the signed response could only have been generated after
t he nonce.

3.2. Milti Server Mode

When using nultiple servers, a client can detect, cryptographically
prove, and report inconsistencies between different servers.

A Roughtime server guarantees that the tinmestanp included in the
response to a request is generated after the reception of the request
and prior to the transm ssion of the associated response. If the
time response froma server is not consistent with tine responses
fromother servers, this indicates server error or intentiona

mal f easance that can be reported and potentially used to inpeach the
server.

Proofs of nual feasance are constructed by chaining requests to

di fferent Roughtine servers. Details on proofs and mal f easance
reporting are provided in Section 8. For the reporting to result in

i npeachnent, an additional mechanismis required that provides a

revi ew and i npeachnment process. Defining such a nechanismis beyond
the scope of this docunment. A sinple option could be an online forum
where a court of human observers eval uate cases after revi ewi ng input
reports.

4. Message For mat

Roughti me nessages are naps consisting of one or nore (tag, value)
pairs. They start with a header, which contains the nunber of pairs,
the value offsets, and the tags. The header is followed by a nessage
val ues section which contains the values associated with the tags in
the header. Messages are formatted according to Figure 1 as
described in the foll owi ng sections.
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In sone cases, nessages are recursive, i.e. the value of a tag can
itself be a Roughtinme message.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Nunber of pairs, N (uint32) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

N1 of fsets (uint32)
B i aT T e e o S o S S S I T et sl o ST S S S S S S
N tags (uint32)
B i aT T e e o S o S S S I T et sl o ST S S S S S S
N val ues
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 1: Roughtinme Message
4.1. Data types

4.1.1. uint32

A uint32 is a 32-bit unsigned integer. It is serialized with the
| east significant byte first.

4.1.2. uint64

A uint64 is a 64-bit unsigned integer. It is serialized with the
| east significant byte first.
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4.1.3. Tag

Tags are used to identify values in Roughtine nmessages. Atag is a
sequence of four octets. Each tag sequence starts with one to four
capital ASCII letters (A-Z) [RFC20] followed by zero to three padding
zero octets. Throughout this docunent, tags are referred to by their
ASCI | string representation. However, they are registered and sorted
as uint32 values, where the | east significant byte is the first octet
in the sequence.

For exanple, the ASCI1 string "NONC' woul d correspond to the uint32
0x434e4fde which is serialized as {Ox4e, O0x4f, Ox4e, 0x43}. "VER'
woul d correspond to 0x00524556 and be serialized as {0x56, 0x45,
0x52, 0x00}.

4.1.4. Tinestanp

Atimestanp is a representation of UTC tinme as a uint64 count of
seconds since 00:00:00 on 1 January 1970 (the Uni x epoch), assum ng
every day has 86400 seconds. This is a constant offset fromthe NTP
timestanp in seconds. Leap seconds do not have an unanbi guous
representation in a tinmestanp, and this has inplications for the
attai nabl e accuracy and setting of the RADI tag (see Section 5.2.5).

4.2. Header
As illustrated in Figure 1, the first four bytes of the header is the
ui nt 32 nunber of tags N, and hence of (tag, value) pairs. The
following 4*(N-1) bytes are offsets, each a uint32, and the last 4*N
bytes in the header are tags.

The offsets array is considered to have an inmplicitly encoded val ue

of 0 as its zeroth entry. |Its menbers refer to the positions of the
tag values in the nessage val ues section. Al offsets are multiples
of four.

The nenbers of the offsets and tags arrays, as well as the nessage
val ues section are sorted in ascending order by the tag's uint32
value. As a consequence, the offset array is also sorted in
ascending order. A tag MJST NOT appear nore than once in a header

The first post-header byte, i.e. the first byte of the nessage val ues
section, is at offset 0. The value associated with the ith tag
begins at offset[i] and ends at offset[i+1]-1, with the exception of
the | ast value which ends at the end of the nmessage. Values MAY have
zero length. Al lengths and offsets are in bytes.
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5.

Protocol Details

As described in Section 3, clients initiate time synchronization by
sendi ng requests containing a nonce to servers who send signed tine
responses in return. Roughtinme packets can be sent between clients
and servers either as UDP datagrans or via TCP streans. Servers
SHOULD support both the UDP and TCP transport npdes.

Roughti me packets are formatted according to Figure 2 and as
descri bed here. The first field is a uint64 with the val ue
0x4d49544847554f52 ("ROUGHTIM in ASCIl). The second field is a
uint32 and contains the length of the third field. The third and
last field contains a Roughtinme nmessage as specified in Section 4.

0 1 2 3
01234567890123456789012345678901
B S T i s T S S S R S i ik Tk I I N R S S S i e
| 0x4d49544847554f 52 (ui nt 64) |
| (" ROUGHTI M) |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Message | ength (uint32) |
el i I e i it T e e e e i i T o S e e S e T R R

Rought i ne nessage

B T S i T s i i e e SEI S
Fi gure 2: Roughtinme packet

Roughti me request and response packets MJST be transnmitted in a
singl e dat agram when the UDP transport node is used. Setting the
packet’s Don’t Fragment bit [RFC791] is OPTIONAL in |Pv4 networks.
Setting it may cause packets to get dropped, but not setting it could
|l ead to | ong delays due to reconstruction and dropped fragnments.

A Roughti me packet coul d exceed the maxi mum deliverable |length of a
packet on a particul ar path, making Roughtine queries over UDP

i mpossi ble on that path. A client SHOULD attenpt to use the TCP
transport node for Roughtine queries to a server if it does not
receive responses to its UDP queri es.
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Clients MJST inpl ement exponential backoff in establishing TCP
connecti ons and maki ng requests over UDP. It is RECOMMENDED t hat
clients use an initial retry interval of 1 second, a maxi muminterva
of 24 hours, and a base of 1.5. Therefore, the minimuminterval, in
seconds, before retrying after n failures is mn(1.5"{n-1}, 86400).
Gui dance for inplementers considering other values can be found in
Section 3.1.3 of [RFC8085].

Clients MJUST NOT reset the retry interval until they receive a
properly signed response.

Mul tiple requests and responses can be exchanged over an established
TCP connection. Cients MAY send nultiple outstandi ng requests and
servers MAY send responses out of order. The connection SHOULD be
closed by the client when it has no nore requests to send and has
received all expected responses. Either side SHOULD cl ose the
connection in response to synchronization, format, inplenentation-
defined tineouts, or other errors.

Al'l requests and responses contain the VERtag. It contains a |list
of one or nore uint32 version nunbers. The version of Roughtime
specified by this docunent has version nunber 1.

NOTE TO RFC EDI TOR: renove this paragraph before publication. For
testing this draft of the document, a version nunber of 0x8000000c is
used.

5.1. Requests

A request contains the tags VER, NONC, and TYPE. |t SHOULD i ncl ude
the tag SRV. Unknown tags MJST be ignored by the server. Requests
not containing the three mandatory tags MJST be ignored. A future
version of this protocol may nandate additional tags in the nessage
and assign them semanti c neani ng.

The size of the request nessage SHOULD be at | east 1024 bytes when
the UDP transport nmode is used. To attain this size, the ZZZZ tag is
added to the nmessage. A reason for sending request messages snall er
could be to use the UDP transport node over paths with | ow maxi mum
deliverable I ength. However, responding to request nessages shorter
than 1024 bytes is OPTIONAL and servers MJST NOT send responses

| arger than the request nessages they are replying to; see

Section 9.7.
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5.1.1. VER

In a request, the VER tag contains a list of uint32 version nunbers.
The VER tag MJST include at | east one Roughtine version supported by
the client and MJUST NOT contain nore than 32 version nunbers. The
versi on nunbers and tags included in the request MJST be conpatible
with each other and the packet contents.

The version nunbers MJST NOT repeat and MJST be sorted in ascending
nureri cal order.

Servers MJST ignore any unknown version nunbers in the list supplied
by the client. |If the list contains no version nunbers supported by
the server, it MAY respond with another version or ignore the request
entirely, see Section 5.2.5.

5.1.2. NONC

The value of the NONC tag is a 32-byte nonce. |t SHOULD be generated
in a manner indistinguishable fromrandom BCP 106 [ RFC4086]
contains specific guidelines regarding this. Section 8.2 describes
how to securely generate nonces when querying nultiple servers in
sequence.

5.1.3. TYPE

The TYPE tag is used to unanbi guously distingui sh between request and
response nessages. In a request, it MJST contain a uint32 with val ue
0. Requests containing a TYPE tag with any other val ue MJST be

i gnored by servers

5.1.4. SRV

The SRV tag is used by the client to indicate which long-term public
key it expects to verify the response with. The value of the SRV tag
is HOxff || public_key) where public key is the server’'s long-term
32-byte Ed25519 public key and His SHA-512 truncated to the first 32
byt es.

5.1.5. 77277

The ZZZZ tag is used to expand the request to the mni mrumrequired
length. |Its value is all zero bytes.

Ladd & Dansarie Expi res 18 Septenber 2026 [ Page 10]



I nternet-Draft Roughti nme March 2026

5.2. Responses

The server begins the request handling process with a set of |ong-

termkeys. It resolves which long-termkey to use with the follow ng
pr ocedur e:
1. If the request contains a SRV tag, then the server |ooks up the

|l ong-term key indicated by the SRV value. [|f no such key exists,

then the server MUST ignore the request.

2. |If the request contains no SRV tag, but the server has just one
| ong-termkey, it SHOULD select that key. GQherwise, if the
server has multiple Iong-termkeys, then it MJST ignore the
request.

A response contains the tags SIG NONC, TYPE, PATH, SREP, CERT, and
I NDX. The structure of a response nessage is illustrated in
Fi gure 3.

Fi gure 3: Roughtime response nessage structure.
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No mechani sm for reporting errors—such as wong request fornmat,
unsupported version, or unknown SRV value—back to the client is
provided. This is based on experience fromthe NTP protocol, where
Ki ss-0' -Death packets (see Section 7.4 of [RFC5905]) are used to
indicate errors. The existence of this unauthenticated protoco
feature in NTP nakes it possible for on-path attackers to nake a
client stop using authenticated nodes or certain servers altogether
(see Section 5.4 of [RFC8633] and Sections 8.3 and 8.7 of [RFC8915]).
Consi dering the protocol’s dependence on nultiple i ndependent servers
for security, error reporting functionality has been excluded from
this version of Roughtine.

5.2.1. SIG

In general, a SIGtag value is a 64-byte Ed25519 signature [ RFC3032]
over a concatenation of a signature context ASCI| string and the
entire value of a tag. Al context strings include a term nating
zero hyte.

The SIGtag in the root of a response is a signature over the SREP
val ue using the public key contained in CERT and the context string
"RoughTi me vl response signature"”

5.2.2. NONC
The NONC tag contains the nonce of the message bei ng responded to.
5.2.3. TYPE

In a response, the TYPE tag MJUST contain a uint32 with val ue 1.
Responses containing a TYPE tag with any ot her val ue MJST be ignored
by clients.

5.2.4. PATH

The PATH tag value is a nultiple of 32 bytes |long and represents a
pat h of 32-byte hash values in the Merkle tree used to generate the
ROOT val ue as described in Section 5.3. In the case where a response
is prepared for a single request and the Merkle tree contains only
the root node, the size of PATH is zero.

The PATH MJUST NOT contain nore than 32 hash values. The maxi mum
length of PATH is normally linited by the maxi mum size of the
response nessage, see Section 5.1 and Section 9.7. Server

i mpl ement ati ons MJUST sel ect a maxi mum Merkle tree hei ght (see
Section 5.3) that ensures this.
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5.2.5. SREP

The SREP tag contains a signed response. |Its value is a Roughtine
message with the tags VER, RADI, MDP, VERS, and ROOT.

The VER tag, when used in a response, contains a single uint32
versi on nunmber. It SHOULD be one of the version nunbers supplied by
the client in its request; see Section 5.1.1. The server MJST ensure
that the version nunber corresponds with the rest of the packet
contents.

The RADI tag value is a uint32 representing the server’'s estinate of
the accuracy of MDP in seconds. Servers MJST ensure that the true
time is within (MDP-RADI, M DP+RADI) at the nonent of processing
The val ue of RADI MJST NOT be zero. Since |eap seconds cannot be
unanbi guously represented by Roughtinme tinestanps, servers MJST take
this into account when setting the RAD value during | eap second
events. Servers that do not have any | eap second information SHOULD
set the value of RADI to at least 3. Failure to do so will inpact
the observed correctness of Roughtinme servers and can lead to

mal f easance reports.

The MDP tag value is the tinmestanp of the nonent of processing.

The VERS tag val ue contains a list of uint32 version nunbers
supported by the server, sorted in ascending nunerical order. It
MJST contain the version nunber specified in the VER tag. It MJST
NOT contain nore than 32 version nunbers.

The ROOT tag contains a 32-byte value of a Merkle tree root as
descri bed in Section 5. 3.

5.2.6. CERT

The CERT tag contains a public-key certificate signed with the
server’'s private long-termkey. Its value is a Roughtinme nessage
with the tags SI G and DELE, where SIGis a signature over the DELE
value with the context string "RoughTinme vl del egation signature"

The DELE tag contains a del egated public-key certificate used by the
server to sign the SREP tag. Its value is a Roughtinme nessage with
the tags PUBK, M NT, and MAXT. The purpose of the DELE tag is to
enabl e separation of a long-termpublic key fromkeys on devices
exposed to the public Internet.

The PUBK tag contains a tenporary 32-byte Ed25519 public key which is
used to sign the SREP tag.
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The MNT tag is the minimumtinestanp for which the key in PUBK is
trusted to sign responses. M DP MJST be nore than or equal to MNT
for a response to be considered valid.

The MAXT tag is the maxi numtinestanp for which the key in PUBK is
trusted to sign responses. M DP MJST be |less than or equal to MAXT
for a response to be considered valid.

5.2.7. |INDX

The INDX tag value is a uint32 determ ning the position of NONC in
the Merkle tree used to generate the ROOT val ue as described in
Section 5. 3.

5.3. The Merkle Tree

A Merkle tree [Merkle] is a binary tree where the val ue of each non-
| eaf node is a hash value derived fromits two children. The root of
the tree is thus dependent on all |eaf nodes.

In Roughtine, each | eaf node in the Merkle tree represents one
request. Leaf nodes are indexed |eft to right, beginning with zero.

The val ues of all nodes are calculated fromthe | eaf nodes and up
towards the root node using the first 32 bytes of the output of the
SHA- 512 hash al gorithm [ RFC6234]. For |eaf nodes, the byte 0x00 is
prepended to the full value of the client’s request packet, including
the "ROUGHTI M' header, before applying the hash function. For al

ot her nodes, the byte 0x0l1l is concatenated with first the left and
then the right child node val ue before applying the hash function

The value of the Merkle tree’s root node is included in the ROOT tag
of the response.

The index of a request |eaf node is included in the INDX tag of the
response.

The values of all sibling nodes in the path between a request | eaf
node and the root node are stored in the PATH tag so that the client
can reconstruct and validate the value in the ROOT tag using its
request packet. These values are each 32 bytes and are stored one
after the other with no additional padding or structure. The order
in which they are stored is described in the next section
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5.3.1. Root Value Validity Check Al gorithm

This section describes how to conpute the value of the root of the
Merkle tree fromthe values in the tags PATH, INDX, and NONC. The
bits of INDX are ordered fromleast to nost significant. H(x)
denotes the first 32 bytes of the SHA-512 hash digest of x and |
denot es concat enati on.

The algorithmmaintains a current value h. At initialization, his
set to H(Ox00 || request_packet). For each step of the algorithm

| et node be the next 32 bytes in PATH. If the current bit in INDX is
0O then h = HOx01 || h || node), else h = HOx01 || node || h). \When
no nore entries remain in PATH, h is conpared to the value of the
root of the Merkle tree contained in ROOI. |If they are equal, the

al gorithm succeeds. |If they are not, or if any of the remaining bits
of INDX is non-zero, the algorithmfails.

5.4. Validity of Response

A client MJST check the followi ng properties when it receives a
response. W assume the |long-termserver public key is known to the
client through other neans.

The signature in CERT was nade with the |l ong-termkey of the server

The MDP tinmestanp lies in the interval specified by the MNT and
MAXT ti mest anps.

The I NDX and PATH val ues prove a hash val ue derived fromthe request
packet was included in the Merkle tree with val ue ROOT using the
algorithmin Section 5.3.1

The signature of SREP in SIG validates with the public key in DELE

A response that passes these checks is said to be valid. Validity of
a response does not prove that the tinmestanp’'s value in the response
is correct, but nmerely that the server guarantees that it signed the
ti mestanp and conputed its signature during the tine interval (M DP-
RADI, M DP+RADI).

6. Integration into NTP

We assune that there is a bound phi on the frequency error in the
clock on the machine. Let delta be the tinme difference between the
clock on the client and the clock on the server and let sigma
represent the error in the neasured value of delta introduced by the
measur enent process. Gven a neasurenent taken at a local tine t, we
know the true time is in (t-delta-sigma, t-delta+signa). After d
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8.

8.

seconds have el apsed we know the true tine is within (t-delta-signma-
d*phi, t-delta+si gma+d*phi).

Thi s bound can be used as a sinple and effective nmeans to linmt the
error an attacker can introduce into NTP or Precision Time Protoco
(PTP) neasurements. For exanple, an NTP client can ensure that its
observation intervals fall entirely within this range or reject
measurenents that fall outside

An application that needs to verify X. 509 certificates (which

requi res know edge of the current tinme), but |acks an accurate and
trusted time source can use Roughtine to obtain a tinme estimate. In
particul ar, securely establishing NTS-protected NTP tine
synchroni zati on requires verification of the NTS-KE server’s
certificate, which is not possible if the client has no idea of the
current tinme (see Section 8.5 of [RFC8915]). In that case, a
Roughtinme tinme estimate can be used for certificate validation

If an NTP server uses a Roughtine server as a time source for
synchroni zation (and not only for filtering its NTP measurenents),
the root dispersion SHOULD include the server’s RAD val ue and root
del ay SHOULD include the interval between sending the Roughtine
request and receiving the response.

G ease

The primary purpose of grease is to prevent protocol ossification,
whi ch coul d prohibit future protocol extensions and devel opnent

[ RFC9170]. In Roughtinme, grease is also intended to ensure that
clients validate signatures. To grease the Roughtine protocol
servers SHOULD send back a fraction of responses with any of the
followi ng: |ack of mandatory tags, version nunbers not in the
request, undefined tags, or invalid signatures together with
incorrect tinmes. Clients MJST properly ignore undefined tags and
reject invalid responses. Servers MJST NOT send back responses with
incorrect tines and valid signatures. Either signature MAY be
invalid for this application

Roughtinme dients
1. Necessary configuration

To carry out a Roughtine neasurenent, a client needs a list of
servers, a mnimmof three of which are operational and not run by
the sanme parties. Roughtine clients SHOULD regul arly update their

vi ew of which servers are trustworthy in order to benefit fromthe
detection of m sbehavior (see Section 8.3). dients SHOULD al so have
a nmeans of reporting to the provider of such a list, such as an
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operating system or software vendor, a nal feasance report as
described in Section 8.4.

8.2. Measurenent Sequence

The client randomy selects at |least three servers fromthe list, and
sequentially queries them To ensure that all possible

i nconsi stenci es can be detected, it is necessary for clients to
repeat the query sequence twice with the servers in the same order

The first probe uses a nonce that is randomy generated. The second
query uses H(resp || rand) where rand is a random 32-byte val ue and
resp is the entire response to the first probe, including the
"ROUGHTI M' header. Each subsequent query uses H(resp || rand) for
the previous response and a different 32-byte rand value. H(x)

and || are defined as in Section 5.3.1

For each pair of responses (i, j), where i was received before j, the
client MJUST check that MDP_i-RADI i is less than or equal to

M DP_j+RADI j. If these checks pass, the tines are consistent with

causal ordering. The neasurenent succeeds if the validity checks
described in Section 5.4 are successful, the tinmes reported are
consistent with causal ordering, and the delay between request and
response is within an inpl ementation-dependent maxi mum val ue.

If the validity checks are successful, but at |east one of the
responses is not consistent with causal ordering, there has been a
mal f easance. |In case of detected nul feasance, clients SHOULD, if it
is technically possible, generate a nal feasance report (see

Section 8.4), alert the user, and nmake another neasurenent. See
Section 5 for gui dance on backoff when maki ng repeated nmeasurenents.

8.3. Server Lists

To facilitate regular updates of lists of trusted servers, a commobn
server list format is specified here. Support for the comon server
list format is OPTIONAL and clients MAY instead inplenment their own
mechani sms for configuring server lists.

A server list is a JSON [ RFC8259] object that contains the key
"servers". Server |ist objects MAY al so contain the keys "sources"
and "reports". Appendix A contains an exanple server list in the
format described here.

Server lists have the "application/roughtinme-server+json” nmedia type
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The value of the "servers" key is a list of server objects, each
contai ni ng the keys "name", "version", "publicKeyType", "publicKey",
and "addresses".

The value of "name" is a string that contains a server name suitable
for display to a user.

The value of "version" is an integer that indicates the highest
Roughti me versi on nunber supported by the server

NOTE TO RFC EDI TOR: renove this paragraph before publication. To

i ndicate conpatibility with drafts of this docunent, a decinal
representation of the version nunber indicated in Section 5 SHOULD be
used. For indicating conpatibility with pre-1ETF specifications of
Roughti me, the version nunber 3000600613 SHOULD be used.

The val ue of "publicKeyType" is a string indicating the signature
schenme used by the server. The value for servers supporting version
1 of Roughtinme is "ed25519".

The val ue of "publicKey" is a base64-encoded [ RFC4648] string
representing the long-termpublic key of the server in a format
consistent with the value of "publicKeyType".

The val ue of "addresses" is a list of address objects. An address
obj ect contains the keys "protocol" and "address". The val ue of
"protocol” is either "tcp" or "udp", indicating the transport node to
use. The value of "address" is a string indicating a host and a port
nunber, separated by a colon character, for exanple
"roughti me. exanpl e. com 2002". The host part is either an |Pv4
address, an |IPv6 address, or a fully qualified domain nane (FQDN).

| Pv4 addresses are specified in dotted decimal notation. |Pv6
addresses MJST conformto the "Text Representation of Addresses”

[ RFC4291] and MJUST NOT include zone identifiers [RFC9844]. To

di sanbi guate | Pv6 addresses from ports when zero conpressi on happens,
| Pv6 addresses are encapsulated within []. The port part is a

deci mal integer representing a valid port nunmber, i.e. in the range
0- 65535.
The val ue of "sources", if present, is a list of strings indicating

where updated versions of the |list may be acquired using the HITP GET
met hod [ RFC9110]. Each string is a URL [RFC3986] pointing to a |ist
in the format specified here. The URI scheme MUST be HTTPS

[ RFC9110] .

The val ue of "reports", if present, is a string indicating a URL

[ RFC3986] where nml feasance reports can be sent by clients using the
HTTP PCST net hod. The URI schene MJST be HTTPS [ RFC9110].
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8.4. Ml feasance Reporting

A mal f easance report is cryptographic proof that a sequence of
responses arrived in that order. It can be used to denpbnstrate that
at | east one server sent the wong tine.

8.4.1. WMl feasance Report Format

8.

4.

A mal f easance report is a JSON [ RFC3259] object that contains the key

"responses”. Its value is a list of response objects, sorted in the
order received. Each response object contains the keys "rand",
"publicKey", "request", and "response". The values of all four keys

are represented as base64-encoded [ RFC4648] strings. Appendix B
contai ns an exampl e mal feasance report in the format described here.

Mal f easance reports have the "application/roughtine-nal feasance+j son"
medi a type

The "rand" key MAY be omitted fromthe first response object in the
list. In all other cases, its value is the 32-byte value used to
generate the request nonce value fromthe previous response packet.

The val ue of "publicKey" is the long-termkey that the server was
expected to use for deriving the response signature.

The value of "request"” is the transnmitted request packet, including
t he "ROUGHTI M' header

The val ue of "response" is the received response packet, including
the "ROUGHTI M' header.

2. Reporting

Wien the client’s |ist of servers has an associated URL for

mal f easance reports, it SHOULD send a numl feasance report to that URL
when mal f easance is detected (see Section 8.2) and it is technically
feasible to do so. Malfeasance reports are sent using the HITP POST
met hod [ RFC9110] .

Since the failure of a popul ar Roughtine server can cause numerous
clients to send nual feasance reports at the sane tinme, clients MJST
use exponential backoff to prevent overloading the server receiving
the reports. It is RECOMENDED that clients use an initial retry
interval of 10 seconds, a maxi muminterval of 24 hours, and a base of
1.5. Therefore, the mnimuminterval, in seconds, before retrying
after n failures is mn(10 * 1.5"(n-1), 86400).
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Clients MJST NOT send mal f easance reports in response to signature
verification failures or any other protocol errors.

As described in Section 1, the operational rules for acceptance or
rejection of a particular mal feasance report are beyond the scope of
this docunent.

9. Security Considerations
9.1. Confidentiality

This protocol does not provide any confidentiality. Gven the nature
of tinmestanps, such inpact is mnor

9.2. Integrity and Authenticity

The Roughtine protocol only provides integrity and authenticity
protection for data contained in the SREP tag. Accordingly, new tags
SHOULD be added to the SREP tag whenever possible.

9.3. Cenerating Private Keys

Al t hough any random 256-bit string can be used as a private Ed25519
key, it has a high risk of being vulnerable to small-subgroup attacks
and timng side-channel |eaks. For this reason, all private keys
used i n Roughtine MJUST be generated foll owi ng the procedure described
in Section 5.1.5 of [ RFC8032].

9.4. Private Key Conprom se

The conproni se of a PUBK s private key, even past MAXT, is a problem
as the private key can be used to sign invalid tinmes that are in the
range M NT to MAXT, and thus viol ate the good-behavi or guarantee of
the server. To protect against this, it is necessary for clients to
query nmultiple servers in accordance with the procedure described in
Section 8. 2.

9.5. Quantum Resi st ance

Since the only supported signature schenme, Ed25519, is not quantum
resi stant, the Roughtine version described in this docunent will not
survive the advent of quantum conputers. A later version will have
to be devised and inplenmented before then. The use of a single
versi on nunmber as negotiation point rather than defining a suite of
acceptabl e signatures is intended to prevent fragmentation and

m sconfi gurati on.
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9.6. Muintaining Lists of Servers
The infrastructure and procedures for maintaining a list of trusted
servers and adjudicating violations of the rules by servers is not
di scussed in this docunent and is essential for security.

9.7. Anplification Attacks
UDP protocols that send responses significantly |larger than requests,
such as NTP, have previously been | everaged for anplification
attacks. To prevent Roughtinme from being used for such attacks,
servers MJST NOT send response packets larger than the request
packets sent by clients.

10. Privacy Considerations
This protocol is designed to obscure all client identifiers. Servers
necessarily have persistent long-termidentities essential to
enforcing correct behavior. GCenerating nonces in a nonrandom manner

can cause | eaks of private data or enable tracking of clients as they
nove between networks.

11. Operational Considerations
It is expected that clients identify a server by its long-term public
key. In multi-tenancy environnments, where multiple servers may be
listening on the same IP or port space, the protocol is designed so
that the client indicates which server it expects to respond. This
is done with the SRV tag. Additional recommendations for clients are
listed in Section 8.

12. |1 ANA Consi derations

12.1. Service Nane and Transport Protocol Port Nunber Registry

I ANA is requested to allocate the following entry in the Service Nane
and Transport Protocol Port Nunber Registry:

Servi ce Nane: roughtime

Transport Protocol: tcp, udp

Assignee: IESGiesg@etf.org (muilto:iesg@etf.org)
Contact: |ETF Chair chair@etf.org (mailto:chair@etf.org)

Description: Roughtime tinme synchronization
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Ref erence: [[this docunent]]

Port Number: [[TBD1l]], selected by I ANA fromthe User Port range

2. Roughtinme Versions Registry

IANA is requested to create a newregistry titled "Roughtinme
Versions" in a new "Roughtine" registry group. Entries will have the
followi ng fields:

Version ID (REQU RED): a 32-bit unsigned integer

Version name (REQUI RED): A short text string naning the version being
identified.

Ref erence (REQU RED): A reference to a relevant specification
docunent .

The policy for allocation of new entries is | ETF Revi ew [ RFC8126] .

The initial contents of this registry are specified in Table 1.

[ el el ey o
| Version ID | Version nane | Reference |
| OxO0 | Reserved | [[this docunent]] |
o e e e e o e e e e e oo - o e e e o +
| Ox1 | Roughtime version 1 | [[this docunent]] |
O S R +
| Ox2-Ox7fffffff | Unassi gned | |
Fom e meeeeeemeecieaaaas T I IR +
| Ox80000000-Oxbfffffff | Reserved for | [[this docunent]] |
| | experinental use |

o e e e e e e oo o e e e e m oo oo o e e e e oo +
| OxcO0000000-Oxffffffff | Reserved for | [[this docunent]] |
| | private use | |
Fom e meeeeeemeecieaaaas T I IR +

Table 1: Initial contents of the Roughtine Versions registry.

Private and experinental use are defined in [ RFC8126]. The
experinental range is intended for testing and eval uating new

versi ons of the Roughtime protocol. Such tests nmay be conducted over
the open Internet.

Ladd & Dansarie Expi res 18 Septenber 2026 [ Page 22]



I nternet-Draft Roughti nme March 2026

12.3. Roughtime Tags Registry
IANA is requested to create a newregistry titled "Roughtime Tags" in
a new "Roughtinme" registry group. Entries will have the follow ng
fields:
Tag (REQUIRED): A 32-bit unsigned integer in hexadecimal fornmat.

ASCI | Representation (REQU RED): The ASCI| representation of the tag
in accordance with Section 4.1.3 of this docunent.

Reference (REQU RED): A reference to a relevant specification
docunent .

The policy for allocation of new entries in this registry is
Speci fication Required [ RFC8126].

The initial contents of this registry are specified in Table 2.
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| Tag | ASCIl Representation | Reference |
[ e ——— C—p—p——————————————————— et U
| 0x00474953 | SIG | [[this document]] |
S TR R S R +
| 0x00524556 | VER | [[this docunent]] |
S ISRy domemmemeeeemeaeeaaas R I +
| O0x00565253 | SRV | [[this docunent]] |
R T o e e e o +
| 0x434e4fde | NONC | [[this document]] |
S TR R S R +
| Ox454c4544 | DELE | [[this docunent]] |
S ISRy domemmemeeeemeaeeaaas R I +
| 0x45505954 | TYPE | [[this docunent]] |
R T o e e e o +
| 0x48544150 | PATH | [[this document]] |
S TR R S R +
| 0x49444152 | RADI | [[this docunent]] |
S ISRy domemmemeeeemeaeeaaas R I +
| Ox4b425550 | PUBK | [[this docunent]] |
R T o e e e o +
| 0x5044494d | M DP | [[this document]] |
S TR R S R +
| 0x50455253 | SREP | [[this docunent]] |
S ISRy domemmemeeeemeaeeaaas R I +
| 0x53524556 | VERS | [[this docunent]] |
R T o e e e o +
| 0x544e494d | M NT | [[this document]] |
S TR R S R +
| Ox544f 4f52 | ROOT | [[this docunent]] |
S ISRy domemmemeeeemeaeeaaas R I +
| 0x54524543 | CERT | [[this docunent]] |
R T o e e e o +
| 0x5458414d | MAXT | [[this document]] |
S TR R S R +
| 0x58444e49 | | NDX | [[this docunent]] |
S ISRy domemmemeeeemeaeeaaas R I +
| Ox5abababa | 7277z | [[this docunent]] |
R T o e e e o +
Table 2: Initial contents of the Roughtine Tags registry.

12. 4. Media Type Registry

12.4.1. Roughtime Server List MM type

IANA is requested to allocate the following entry in the Media Type

registry.
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Type name: application

Subt ype nane: roughti me-server+json
Requi red paraneters: N A

Optional parameters: NA

Encodi ng consi derations: Encodi ng considerations are identical to
those specified for the "application/json" nedia type, see [RFC8259].

Security considerations: Section 9 of [[this docunment]].
Interoperability considerations: NA
Publ i shed specification: Section 8.3 of [[this docunent]].

Applications that use this nedia type: Roughtine clients [[this
docunent]] that update their lists of Roughtine servers.

Fragnment identifier considerations: NA
Addi tional information:

Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA

File extension(s): NA

Maci ntosh file type code(s): NA

Person & email address to contact for further information: See
Aut hors’ Addresses section of [[this docunent]].

I nt ended usage: COVMON

Restrictions on usage: N A

Aut hor: See Authors’ Addresses section of [[this docunent]].
Change controller: Internet Engineering Task Force

4.2. Roughtinme Ml feasance M ME type

I ANA is requested to allocate the following entry in the Media Type
registry.

Type name: application

Subt ype nanme: roughti nme-nal f easance+j son
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Requi red paraneters: N A
Optional parameters: NA

Encodi ng consi derations: Encodi ng considerations are identical to
those specified for the "application/json" nmedia type, see [RFC8259].

Security considerations: Section 9 of [[this docunent]].
Interoperability considerations: NA

Publ i shed specification: Section 8.4.1 of [[this docunent]].
Applications that use this nedia type: Roughtinme clients [[this
docunent]] use this media type to report cryptographic proof that a
Roughti me server has sent the wong tine.

Fragrment identifier considerations: NA

Addi tional information:

Deprecated alias names for this type: NA

Magi ¢ nunber(s): NA

File extension(s): NA

Maci ntosh file type code(s): NA

Person & email address to contact for further infornation: See
Aut hors’ Addresses section of [[this document]].

I nt ended usage: COVMON
Restrictions on usage: NA
Aut hor: See Aut hors’ Addresses section of [[this docunent]].
Change controller: Internet Engineering Task Force
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Appendi x A,  Exanpl e Server List

Thi s appendi x presents an exanple Roughtime server list in the format
descri bed by Section 8. 3.

NOTE TO RFC EDI TOR: replace all occurrences of the port nunmber 2002
bel ow with the port nunber assigned for Roughtine by | ANA
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{
"servers": |
{
"nanme": "exanpl e.com Roughti me server",
"version": 1,
"publ i cKeyType": "ed25519",
"publicKey": "2@nkkheDExCuhG+ZNl oW | dCdLzADgUn8SnC4AhME=",
"addresses": |
{
"protocol ": "udp",
"address": "roughtine.exanpl e.com 2002"
H
{
"protocol": "tcp",
"address": "roughtine.exanpl e.com 2002"
}
]
H
{
"name": "A UDP-only server specified with | P addresses”,
"version": 1,
"publ i cKeyType": "ed25519",
"publ i cKey": "ZYfeG94YuGll Zr V3kR9+8/ nniz2l X2XyHm Sb+wl 00Y=",
"addresses": |
{
"protocol ": "udp",
"address": "192.0.2.33:2002"
H
{
"protocol ": "udp",
"address": "[2001:db8::2:33]:2002"
}
]
}
1,
"sources":
"https://ww. exanpl e. net/roughtine/ ecosystemjson",
"https://ww. exanpl e. or g/ rought i ne/ ecosystem j son"
I,
"reports": "https://ww. exanpl e.net/roughtine/ mal f easance”
}
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Appendi x B. Exanpl e Ml f easance Report

Thi s appendi x presents an exanpl e Roughtime mal f easance report in the
format described by Section 8.4.1. The report provides sufficient
information to prove that the server with the public key

| RhHag6f n2wzQ6i dy10ChgpRgks3gvdMVRhWNeJNgXg= responded with a time
that is inconsistent with the tines reported by the two ot her

servers.

{

"responses": |

"publicKey": "FnDyLV/ 68ephhLdFIbdEGCdkW pXDaVe5PYvRDdl COY=",

"request": " UK9VROhUSUOABAAABQAAAAQAAAAK AAAARAAAAEGAAABVRVI AULIW
AES5PTKkNUWBFW paWJEAAACE 4gKLPdPf i NTv93I r hNgYgy ehDgMy HFmAL1Br AhMLQEDBh9I
Bl N6LUye6zghi qSWMw N0l ucx @xVBz TM wj 4d AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

3

"response”: " Uk9VROhUSU2 UAQAABWAAAEAAAABY AAAAZ AAAAGQAAADAAAAAVAE
AAFNJRMBOTO5DVFI QRVBBVEhTUK VQQOVSVElI ORFhBW.64CToGs4v/ 4Ut f N 80HLFi A0O9vG
| DRP/ zTj cTj 8/ 1Dl ZWCsVj a6bR f waYnclwf JqThf hcuSDonr TGyKngBMGH2UGU30t TJ7r O
CG&KpJYzDl 2bQ 5z FDFbf NMyv CPhOBAAAABQAAAAQAAAAI AAAAEAAAABQAAABVRVI AUKFES
ULJ RFBVWRVJ TUk 9PVAEAAAADAAAAQO U4 aQAAAAABAAAAC 86 AWYB/ OBKxzsx4d5P5chSCF t J
UABbW/t Vr Bt ¢ +bO0CAAAAQAAAAFNI RWMBERUXFI 2B5t bj 5ePj VKYEOPAL1NngZOAsqgh/ E2f
rom9a 5BAnVcLj e0C6exbXYBhE3dRvYVO1Al r u8Ccl e+j OZT5r BAMVAAAAGAAAAKAAAAFB
V@Kt NSUSUTUFYVKql j hhgi 4A54v\W20e+s] wVi PyxybNngKXzi m i | UHQVaBCvaQAAAADYY
d9pAAAAAAAAAAA="

3

"publicKey": "l 9cdSuR8dFxt G@aJo9pWe UXaX8pft NAAUDCA5k3znc=",
"rand": "v/Di r VBRQLG i ct YD7nN3px02Ul Mr4J3haTRomnt 1NNM=",
"request": " Uk9VROhUSUOABAAABQAAAAQAAAAK AAAARAAAAEGAAABVRVI AULIW
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AESPTKNUWBFW paWWEAAABFCvadUKPN U9OXgFal VFnv/ Ehs AuPPpBYf 05MDULZKv 335k
bNTZcsYLMD6077yLbvvRk1f N2 TQBAYKxbP1j ze AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"response": " Uk9VROhUSU2 UAQAABWAAAEAAAABY AAAAZ AAAAGQAAADAAAAAWAE
AAFNJ RnBOT05DVFI QRVBBVEh TUK VQQOVSVEI ORFj +21 02¢c CBAf DYz P+8znWsbl CgVr AF23
XNLf M-Qycnkpf p1+BQSb4l / 6nRI | 661 2VI f PSQzi gl 2V501gQzGEBcE f f nRs 1N yxgsz3
gj vvl t u+9GTV+bZNAH; | r Fs/ WPNA BAAAABQAAAAQAAAAI AAAAEAAAABQAAABWRVI AUKFES
ULJ RFBVWRVJI TUk 9PVAEAAAADAAAAW n2aQAAAAABAAAASBRQAJoXI PSI OOy N+uREb+/ Ui QJJ
gC x3VWZ/ v D2 FqBMCAAAAQAAAAFNI RWBERUX FWOMFQM DoHy Sot 8r | nV83Vgaa3qTr AY15
WLTzgNuAur Ovr eNWO8Bf Unx F7BQ b/ JOWCQe gt D5uRYsvi kvuy LOMVAAAAGAAAAKAAAAFB
VQkt NSUSUTUFYVCQs/ eCxt W Vir Xyse0Seoj yZdNFk One3B3nLHt HI ZK/ 9gRCvaQAAAADXY
d9pAAAAAAAAAAA="

’

"publicKey": "l RhHag6f n2wZ6i dy10ChgpRgks3gvdMvhVWNeJNgXg=",
"rand": "l MrMoLsakxc5Zmvk EFQBhh1FaDo2gCXXI X/ LAQPSx Q=" ,
"request”: " UK9VROhUSUOABAAABQAAAAQAAAAK AAAARAAAAEGAAABVRVI AULIW
AE5PTKkNUWBFW paWjEAAADMAab6d TSr 3x Rmwww Rj WoEKRht y WYYWZHZI GnF8w2b4Dul
| CvoCWIMwCaupBf ¢ CEwV+RgBWB6L 1J UGn+ot 8+9AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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"
’

"response”: " Uk9VROhUSU2 UAQAABWAAAEAAAABYAAAAZ AAAAGQAAADAAAAANAE
AAFNJRWBOTO5DVFI QRVBBVEhTUKVQQOVSVE! ORFg8M hdCJeQqzN6b9q646Vk B+XmAdS
g7ToUlgj 3ADBAP8eCHf duMBEOESj 4/ LqW r 72zWX8Y1U 1uxs97yMAvgOdggK+gJZPAJq
6k FOWATBX5GoFYHovUl Qaf 6i 3z 70BAAAABQAAAAQAAAAI AAAAEAAAABQAAABVIRVI AUKFES
ULJ RFBWRVJ TUK 9PVAEAAAADAAAAW n2aQAAAAABAAAABh04+0CM +VIbqU7hsF717uusV2
HYvRbU9Cd]j JE/ ZnOCAAAAQAAAAFNI RWBERUX FNDFV q8TIKOr xc S7j vi CPHe44HX/ 75Jelh
af PJOf 8NOASy 29EgD7C0c/ LMKXi XxEwyux YTPNOoseAr 9XI t 68uDWMVAAAAGAAAAKAAAAFB
VQkt NSUSUTUFYVMKBDI NG2471 O4ons Gej FHsA3vP+ar | +s0l BLhXwOc 1R BOvaQAAAAAEY
t OPAAAAAAAAAAA="

}
]
}
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