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Abst ract

The Network Tine Protocol (NTP) is a wi dely deployed protocol that
all ows hosts to obtain the current time of day fromtinme servers.

Thi s docunent specifies version 5 of the protocol (NTPv5), which
adopts a client-server nodel as its sole node of operation. Legacy
operational nodes supported in earlier versions have been renoved to
i mprove protocol robustness and clarity. Wile this specification
defines the protocol used for tine distribution, it does not define
the algorithms or heuristics enployed by clients to determ ne or
adjust their local tine.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent.

extracted fromthis docunent nust include Revised BSD Licen
described in Section 4.e of the Trust Legal Provisions and
provi ded wi thout warranty as described in the Revised BSD License.
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1.

I nt roducti on

The Network Tine Protocol (NTP) is a widely used protocol that
enabl es hosts to synchroni ze their clocks over packet-switched,

vari abl e-l atency data networks. Time is distributed hierarchically,
beginning with primary tine servers, often synchronized to

Coordi nated Universal Time (UTC) via external sources such as GN\SS,
and propagating through a network of clients. These clients may
thensel ves act as servers for downstream systens, formng a tine
distribution tree. To enhance reliability, stability, and accuracy,
clients can query nmultiple servers concurrently and apply | oca
algorithms to select and conbi ne tine sources.

Thi s docunent specifies version 5 of the protocol (NTPv5), which
defines only the on-the-wire protocol used for time exchange. It
does not cover client-side algorithns such as source sel ection,
filtering of tinme neasurenents, or clock discipline. These aspects
are consi dered out of scope.

NTPv5 adopts a sinplified client-server nmodel as its sole operationa
mode. For security and robustness, |egacy nodes from previous
versions, such as symmetric active, symmetric passive, broadcast,
control, and private nodes, have been renobved. Only client and
server nodes are retained in this version

To support optional features and future extensibility, NTPv5 nakes
use of extension fields. This docunent defines several such fields,
whi ch may be included in protocol nessages to convey additiona

i nformati on beyond the core header

NTPv5 supports secure operation through two possibl e nmechani sims
originally defined for NTPv4. The first is the NITP Message

Aut henti cati on Code (MAC) [ RFC8573] mechani sm which provi des basic
message integrity. The second is Network Time Security (NTS)

[ RFC8915], which offers stronger security guarantees, including
server authentication, replay protection, and secure key
establ i shrent .

This specification also introduces a feature ainmed at inproving
synchroni zati on accuracy. The Correction Extension Field allows
clients and servers to conmuni cate variabl e del ays introduced by
i ntermedi ate network devices such as switches and routers.

Backward compatibility is supported through version negotiation. A
server that inplenents multiple protocol versions responds using the
sanme version as the client’s request, provided that version is
support ed.
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2. Conventions
2.1. Term nol ogy

Abbrevi ati ons used in this docunent:

MAC Message Aut henticati on Code
NTP Net wor k Ti me Protocol

NTS Network Tine Security

NTS- KE Network Tine Security Key Establishnent
ppm parts per million

PTP Preci sion Time Protoco

S I nternational Systemof Units
TAI International Atomc Tine

TC Transparent C ock

uri Universal Tine 1

urc Coor di nated Universal Time

2.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Min Differences Between NTPv5 and NTPv4
NTPv5 is very simlar to NTPv4 [ RFC5905]. The main differences are:
1. The protocol specification (this docunment) describes only the
on-wire protocol. Filtering of neasurenents, security
mechani sms, source sel ection, clock control, and other
al gorithms, are out of scope.
2. For security reasons, NTPv5 drops support for the symmetric

active, symmetric passive, broadcast, control, and private
modes. The symetric and broadcast npbdes are vul nerable to
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10.

11.

12.

13.

replay attacks. The control and private nodes can be exploited
for denial-of-service traffic anplification attacks. Only the
client and server nodes remain in NTPv5.

The NTPv5 nessage format differs fromthat of NTPv4. However
the Version Nunber field remains at the sane offset in both
formats, enabling protocol inplenentations to distinguish

bet ween the two versions.

Ti mestanps are clearly separated fromval ues used as cookies

Synchroni zed server clock is indicated in a separate flag
i nstead of the | eap indicator

NTPv5 messages can be extended only with extension fields. The
MAC field is wapped in an extension field to avoid an anbiguity
in parsing of the NTP nessage, which was | ater addressed for
NTPv4 in RFC 7822 [ RFC7822].

Extension fields can be of any |ength, even indivisible by 4,
but are padded to a nultiple of 4 octets. Extension fields
specified for NTPv4 can be included in NTPv5 nessages as
specified for NTPv4.

NTPv5 adds support for timescales other than UTC

The NTP era nunber is exchanged in the protocol, which extends
t he unanbi guous tinme interval from 136 years to about 35000
years.

NTPv5 adds a flag to clearly identify the use of interleaved
nmode i nstead of conparing tinestanps or cookies. The server’s
receive tinmestanps do not need to be unique in order to support
the interl eaved node

NTPv5 works with sets of reference IDs to prevent
synchroni zati on | oops over nultiple hosts, even if they form
over other NTP sources than the system peer. Reference |IDs have
120 bits instead of 32 bits to mnimze the rate of false
positives.

Resol ution of the root delay and root dispersion fields is
i nproved from about 15 mi croseconds to about 4 nanoseconds.

Clients do not |eak information about their clock (e.g.
ti mestanps, estimated accuracy).
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4. Basic Concepts
4.1. The NTP Message Exchange

An NTP client exchanges nessages with one or nore NIP servers; the
client sends a request to each server and the servers send their
responses back to the client. Both the client and servers neasure
the tinme of transm ssion and reception of every message they send and
receive. The servers provide their tinestanps to the client.

The NTP nessage exchange is illustrated in Figure 1, depicting four
ti mestanp val ues:

1. T1 - client’s transmt tinmestanp of the request

2. T2 - server’'s receive tinestanp of the request
3. T3 - server’'s transmit tinmestanp of the response
4. T4 - client’s receive timestanp of the response
Server T2 T3
____________ e
/ \
request / \ response --->time
/ \
________ e B
Cient T1 T4

Figure 1. NTP nessage exchange between client and server

The tinmestanps T1 and T4 are recorded locally by the client and are
not transmtted over the network. |In contrast, the server includes
timestanps T2 and T3 in its response to the client. As a result, by
the end of the exchange, the client has access to all four

ti mestanps, comonly referred to as a sanpl e.

The client can use the set of four timestanps to estimate both the
clock offset relative to the server and the network delay. The

of fset of the server clock relative to the client clock can be
calculated using Eq. (1), and the two-way del ay between the client
and server can be estimated using Eq. (2).

(1) offset = ((T2 + T3) - (T4 + T1)) / 2
(2) delay = |(T4 - T1) - (T3 - T2)]
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The offset and delay estinmates given in the two equati ons above are
based on a single tinestanp sanple. |In practice, a client typically
mai nt ai ns ongoi ng estimtes of offset and del ay by aggregating

mul tiple sanpl es coll ected over several nessage exchanges.

4.2. H erarchical Tine Distribution

NTP supports a hierarchical time distribution schene. This hierarchy
is defined by stratumlevels, which indicate the distance fromthe
reference tinme source. Stratum 1l servers are directly synchronized
with an external reference clock. Servers that synchronize with
stratum 1 servers are classified as stratum 2, and the hierarchy
continues in this manner.

An NTP response nessage contains two fields, root delay and root
di spersion, which together provide an estimate of the server’s tine
error accunul ated al ong the synchroni zati on path.

Root del ay represents the cunmul ative delay along the path to the
reference tine source used by the primary tine server. Each server
in the synchronization chain adds its own delay estimate based on the
server it deenms nost accurate. This estinmate includes both the
measured two-way del ay towards the server and any processing del ays
between the tinmestanpi ng and actual sending or receiving of NTP
messages. To estimate the potential error caused by asymetric

del ays, half of the root delay is typically used as a bound on the

cl ock’ s maxi mum error.

Root di spersion provides an estimate, in tinme units, of the nmaximum
potential error in the clock due to both the instability of clocks

al ong the synchronization path and the variability in NTP
measurenents. Each server in the chain contributes its own

di spersion value to the cumnul ati ve root dispersion. The method for
estimating dispersion can vary between inplenentations and often
depends on the underlying clock nodel. In a sinple nodel, dispersion
may be cal cul ated using a constant Dispersion Rate (DR), as shown in
Equation (3). The constant DR represents a relative frequency error,
typically within the range (0, 1). For instance, a DR val ue of

0. 000015 (15 ppm is suggested in [RFC5905].

(3) dispersion = |T4 - T1] * DR
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The root distance is defined as the sumof the root dispersion and
hal f of the root delay. It represents an estimte of the maxi num
possible time error of the clock, accounting for the assumed cl ock
stability and the worst-case scenario of asymmetric network del ays.

Al t hough root distance is not transmtted in NTP nessages, it can be
conmput ed and used by the client to assess the accuracy of each of its
servers.

A synchroni zati on | oop can occur when clients attenpt to synchronize
with each other--either directly or indirectly through other servers.
Such | oops are undesirable in an NTP network, as they create positive
f eedback cycl es that can degrade synchronization stability. To help
detect and prevent these | oops, servers use randomy generated
reference I Ds, which are exchanged in NTP nessages as described in
Section 7. 4.

4.3. Leap Seconds

An NTPv5 server can distribute tinme using one of four tinescales:

UTC, TAI, UT1, or |eap-smeared UTC. The specific tinescale in use is
indicated by the Tinmescale field in the NTP nmessage. O these
options, UTC and | eap-sneared UTC are subject to | eap second

adj ust nent s.

A leap second is a one-second adjustment occasionally applied to UTC
to maintain alignment with solar time. This adjustment can be either
positive, by inserting an extra second, or negative, by renoving one.
To date, only positive | eap seconds have been introduced. Therefore,
the follow ng discussion focuses on the nore comon case of a
positive | eap second, though the behavior of a negative | eap second
can be inferred.

VWhen time is distributed using the UTC tinmescale, a system cl ock may
handl e a positive | eap second in one of two ways: it may either rol
back by one second at the end of the | eap second, or it may pause,
hol ding the sanme tinme, for the duration of the |eap second, as
outlined in [RFC8877]. As a result, any NTP nessage exchange t hat
occurs outside of a leap second will yield timestanps that reflect
server’s clock according to the actual UTC tine.

When using the | eap-sneared tinmescale, the systemclock is gradually
sl owed down during the | eap second and surrounding tine intervals,
allowing the time to snoothly adjust until it aligns with the correct
val ue. This adjustnent period, known as a | eap smear period, can
span froma few seconds to several hours before, during, and/or after
the schedul ed | eap second.
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The Leap Indicator (LI) field in an NTP nessage signals that a | eap
second is scheduled to occur within the next 14 days.

5. Data Types

NTPv5 uses several data types, all represented in network byte order
In addition to signed and unsigned integers, it also has the
foll owi ng fixed-point types:

time32
A 32-bit unsigned fixed-point type containing values in seconds.
It has 4 bits describing the unsigned integral part and 28 bits
describing the fractional part. The maxi numvalue is 16 seconds
and the resolution is about 3.7 nanoseconds. Note that this is
different fromthe 32-bit time format in NIPv4

ti mest anp64
A 64-bit unsigned fixed-point type containing a tinestanp
specified in seconds. It has 32 unsigned integer bits and 32
fractional bits. It spans an interval of about 136 years and has
a resolution of about 0.23 nanoseconds. It can be used in
different timescales. In the UTC tinescale, the tinestanp is the

val ue 2272060800 added to the nunber of SI seconds since 1 Jan
1972, excluding | eap second adjustnments. The value 2272060800 is
t he assumed nunber of seconds between 1 Jan 1900 and 1 Jan 1972
Timestanps in the TAl tinescale are the same except they include

| eap seconds and an extra 10-second offset for the origina

di fference between TAl and UTC in 1972, when | eap seconds were

i ntroduced. One interval covered by the type is called an NTP
era. The era starting at the epoch is era nunber 0, the follow ng
era is nunber 1, and so on. A timestanp that has a value of O

i ndi cates an unknown or invalid timestanmp (in any NTP era).

Sone fields use a logarithm c scale, where an 8-bit signed integer
represents the rounded | 0og2 val ue of seconds. For exanple, a |og2
val ue of 4 represents 2%4 (2 to the power of 4, 16) seconds, or a
| og2 value of -2 represents 27-2 (0.25 seconds).

6. Message Format

NTPv5 servers and clients exchange nessages as UDP dat agrans.

Clients send requests to servers and servers send them back
responses. The server’s UDP port in NTP nessages is 123, as assigned
by 1ANA. The client’s UDP port can be any nunber consistent with the
| ocal policy. The format of the UDP payload is shown in Figure 2
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1 2 3
1234567890123456789012345678901
B e S i o S S S i T S S i S i e
| VN | Mode | Stratum | Pol | | Precision |
T S e i T S e e il i st S MR S

Root Del ay |

B s e S o i R R S o ik i S S R N S
Root Di spersion |

B S S e i S S T A S S S S S S i S S
Ti nescal e | Era | FI ags |

B S i i S T S e L e o i N S

oo

-+

L

-+

Server Cookie (64)
B I T R R R i s ik s T T S R S S S e e ol It T R I e
Client Cookie (64)
R e s s e i o T i i i i S e o T o
Recei ve Ti nestanp (64)
B S I e . i I T T S S S T h SR S S S
Transmit Tinmestanp (64)

T S S i Sl S S S S T wi S S S e S A

— Tt AT AT T T T T 4

-+ +—+— +— +— +— +— +—

Extension Field 1 (variable)

T S S S T S S S S it S S SEp DI S S

T T S S S T e S S it S S i S S

Extension Field N (variable)

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 2: Format of NTPv5 nessages

Each NTPv5 nmessage has a header containing the follow ng fields:

Li chvar & M zr ahi Expi res 3 Septenber 2026 [ Page 10]



Internet-Draft Net work Ti me Protocol Version 5 March 2026

Leap indicator (LI)

A 2-bit field indicating upcom ng |l eap seconds. |n requests it is
always 0. In responses it has one of the foll ow ng val ues:
0: Nor mal

No | eap second will be inserted or deleted in the next 14 days,
or the server is responding in a |l eap-snmeared tinescale (i.e.
the client is not expected to be handling | eap seconds).

1: Insert |eap second
A leap second will be inserted in the next 14 days at the end
of the current nonth.

2: Delete | eap second
A leap second will be deleted in the next 14 days at the end of
the current nonth.

3: Unknown
The server does not have a tine source or other source
provi ding i nformati on about | eap seconds.

Ver si on Nurber (VN)
A 3-bit field containing the val ue 5.

Mode
A 3-bit field containing the value 3 (request) or 4 (response).

Stratum
An 8-bit field containing the stratumof the server. Primary tine
servers have a stratumof 1, their clients have a stratum of 2
and so on. The value of 0 indicates an unknown or infinite
stratum In requests it is always 0. Wen O in a response, it
i ndi cates the server was unable or unwilling to provide valid tine
informati on. Servers advertising a stratum above 15 shoul d not be
synchroni zed to, except when the client is explicitly configured
to do so by the end-user

Pol |
An 8-bit signed integer containing the m nimmallowed polling
interval as a log2 value in seconds. In requests it is always O.
In responses it is the server’'s value that the client is expected
to follow This field is valid even when stratumis 0. A value
of 127 indicates the server does not want to hear fromthe client
again. Note that the poll value has a different meaning than in
NTPv4. 1t supersedes the NTPv4 Kiss-o' -Death (KoD) RATE and DENY
codes.
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Preci si on
An 8-bit signed integer containing the precision of the tinestanps
included in the message as a rounded | o0g2 value in seconds. In

requests, which do not contain any tinestanps, it is always O.

Root Del ay
A field using the tinme32 type. 1In responses it is the server’s
root delay. 1In requests it is always O.

Root Di spersion
A field using the tine32 type. 1In responses it is the server’s
root dispersion. 1In requests it is always O.

Ti mescal e
An 8-bit identifier of the tinescale. In requests it is the
requested tinescale. In responses it is the tinescale of the
receive and transmt tinmestanps. Defined values are:

0: UTC
1: TAl
2. UTl1

3: Leap-sneared UTC

Era
An 8-bit unsigned NTP era nunber corresponding to the receive
timestanp. |In requests it is always O.

Fl ags

A 16-bit integer that can contain the follow ng flags:

0x1: Synchroni zed
In requests it is 0. |In responses a value of 1 indicates the
server’'s clock is synchronized and the provided tinestanps can
be used by the client for its own synchronization

0x2: Interl eaved Mde
In requests a value of 1 is a request for a response in the
interl eaved node. |n responses a value of 1 indicates the
response is in the interl eaved node.

0x4: Aut hentication NAK
In requests it is 0. 1In responses a value of 1 indicates that
the server failed to authenticate the request. A server
setting this bit SHOULD al so set the stratum of the nmessage to
0.
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Server Cooki e
A 64-bit field containing a nunber generated by the server which
enables the interleaved node. 1In requests it is 0, or a copy of
the server cookie fromthe | ast response.

Cient Cookie
A 64-bit field containing a random nunber generated by the client.
Responses contain a copy of the field fromthe correspondi ng
request, which allows the client to verify that the responses are
related to the requests.

Recei ve Ti nestanp
A field using the tinmestanp64 type. In requests it is always O.
In responses it is the time when the request was received by the
server. The timestanp corresponds to the end of the reception

Transmit Ti nestanp
A field using the tinmestanp64 type. In requests it is always O.
In responses it is the server’'s tine denoting the beginning of the
transm ssion of a response to the client. Wich response it
refers to depends on the sel ected node (basic or interleaved).
See Measurenent Modes (Section 8) for detail.

The header has 48 octets, which is the minimumlength of a valid
NTPv5 message. A nessage can contain optional extension fields (zero
or more). The maxinmumlength is not specified, but the I ength MJST
be divisible by 4 octets.

7. Extension Fields
The format of NTPv5 extension fields is shown in Figure 3.
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
I Type | Lengt h |
R et e s i o e s i i
Data (vari abl e)
:l-— i S i i S i s S S S S S S S i S e o o +
Figure 3: Format of NTPv5 extension fields
Each extension field has a header which contains a 16-bit type and
16-bit length. The length is in octets and it includes the header

The minimumlength is 4, i.e. an extension field does not have to
contain any data. |If the length is not divisible by 4, the extension
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field is padded with zeros to the smallest nmultiple of 4 octets in
order to align the next extension field in the message. The length
excl udes this nessage-|evel padding, but includes any potentia
paddi ng specified as a part of the specific extension field.

If a request contains an extension field, the server MJST include
this extension field in the response unless the specification of the
extension field states otherwi se, or the server does not support the
extension field. |If the server excludes one or nore extension fields
in the response, it MJST include a Paddi ng extension field that
conpensates for the excluded fields, making the request and response
symmetric in length. A client can interpret the absence of an
expected extension field in a response as an indication that the
server does not support the extension field.

Extension fields specified for NTPv4 can be included in NTPv5
messages as specified for NTPv4.

The rest of this section describes extension fields specified for
NTPv5. Cients are not required to use or support any of these
extension fields, but servers are required to support the follow ng
extension fields: Padding, Server Information, Reference |IDs Request,
Ref erence | Ds Response.

7.1. Draft ldentification Extension Field

Note to the editors: this section nust be renpved before fina
publi cati on.

This field, with type OxF5FF, is used to indicate which draft of the
specification an inplenentation is based upon. It MJST be included
in NTPv5 requests produced by an inplenentation based on a draft of
this specification, and MJUST NOT be included in NTPv5 requests
produced by an inpl enentati on based on the final version of this
specification. Server MJST use this field if and only if respondi ng
to a request containing this field and the server is a draft

i mpl ement ati on.

The contents of this field MJUST be the full name, including version
nunber, of the draft upon which the inplenentation is based, encoded
as an ASCI| string. |If the server string is longer than the client
string, the server MUST NOT respond in that version to prevent
traffic anplification

A server MJST NOT respond to requests with a draft identification it

does not recognize. |If it responds, it SHOULD respond according to
the sane draft specification as given by the client.
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Note: the content of this field MJUST NOT be null-term nated (the
extension field in the NTP nessage may need to be padded with up to 3
octets). Wen conparing the strings be conpared in their ful

length, i.e. a longer string containing a shorter string is not
sufficient.

7.2. Padding Extension Field
This field, with type [[TBD]] (draft: OxF501), can have any | ength.
The data field within this extension field SHOULD contain zeros and
it MJUST be ignored by the receiver

Servers can use this extension field to pad the response to match the
Il ength of the request if the response does not contain all requested

extension fields, or some have a variable length. |If the request
message i ncludes a paddi ng extension, the server can increase its
length if necessary. |f the request nessage does not include a

paddi ng extension, the server can add it to the response. dients
can include the padding extension in the request nmessage, allow ng
the extension to be used for internal purposes. For instance, an NTP
client receiving a response nmessage can use this extension field to
transfer the reception tine froma hardware nodule to a software
nodul e.

This field MIUST be supported on servers.
7.3. Message Authentication Code Extension Field

This field, with type [[TBD]] (draft: OxF502), authenticates the
NTPv5 nmessage with a symretric key known to the client and server

| mpl enent ati ons SHOULD use an AES- CMAC key to compute the Messace
Aut henti cati on Code (MAC), as recomended in RFC8573 [ RFC8573]. The
MAC MUST be conputed over the NTP header and all the extension fields
(i ncluding padding of fields whose length is not divisble by 4), if
present, located prior to the Message Authentication Code Extension
Field. The extension field MIST be the last extension field in the
message unl ess an extension field is specifically allowed to be

pl aced after a MAC or another authenticator field, such as the
Correction Extension Field (Section 7.6).

The format of the Message Authentication Code Extension Field is
shown in Figure 4.
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0 1 2 3
01234567890123456789012345678901
i T o T i e S S S i S e S
Type = [[TBD]] (draft OxF502) | Length |
R e i i e T S e s i i e T S S R o
Key 1D I
R s i e R i e oI S e S e S R i Tk T S S R S R i S

+

+-

I

+-

I

+-

MAC (vari abl e)

:I-— i S i i S i s S S S S S S S i S e o o +

Fi gure 4: Format of Messace Authentication Code Extension Field

The Key IDis a 32-bit nunber identifying the key that was used to
conpute the MAC stored in the MAC field. The MAC field MJST contain
the whol e generated MAC. The | ength depends on the key, e.g. the
recommended AES-CMAC with an AES-128 key generates 128-bit MACs.

If a server receives a client request that contains the Message

Aut henti cati on Code Extension Field and the MACis valid, the
response, if there is one, MJST include the Message Authentication
Code Extension Field using the sane key as was used in the request.
If the MACin the request is not valid, or the key is unknown, the
server MJST either drop the request, or respond with a nessage that
does not contain the Message Authentication Code Extension Field and
has the Authentication NAK flag set in the header.

A client configured to use a symetric key for a given server MJST
add the Message Authentication Code Extension Field to all requests
sent to the server. The client MJST accept for synchronization only
responses that contains a valid MAC using the expected key and the
MAC is at the expected location in the nessage (normally the |ast
extension field).

Each client/server pair SHOULD be configured with a different
symretric key to prevent other clients and servers from performn ng
on-path attacks on the client.

7.4. Reference | Ds Request and Response Extension Fields

Each NTPv5 server has a randomy generated 120-bit reference ID (it
will be split into 10 12-bit values). The extension fields described
in this section are used to exchange sets of reference IDs in order
to detect synchronization |loops, i.e. when a client is synchronizing
(directly or indirectly) to one of its own clients, or nore generally
detect presence of a specific tine source in the synchronization

chai n.
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As each client can be synchronized to an unlinited nunber of servers
(and there can be up to 15 strata of servers), the reference IDs are
exchanged as a Bloomfilter [Bloon] instead of a list to linmt the
anount of data that needs to be exchanged.

The Bloomfilter is an array of 4096 bits. Wen enpty, all bits are
zero. To add a reference IDto the filter, the 120-bit val ue of the
reference IDis split into 10 12-bit values and the bits of the array
at the 10 positions given by the 12-bit values are set to one.

A server mmintains a copy of the filter for each server it acquires
time from The filter provided by the server to clients is the union
of the filters (using the bitw se OR operation) of the server’s
sources selected for synchronization and the server’s own reference

I D.

If the server uses a previous version of NTP for sonme of its sources,
the reference IDs added to the filter are generated fromtheir IP
addresses as the first 120 bits of the MD5 [RFC1321] sum of the
address in network order. |If the server uses a reference clock, the
reference IDis the first 120 bits of the M5 sum of the 4-octet

zer o- padded ASCI| string fromthe NTP Reference Identifier Codes
registry maintained by 1 ANA, or a string beginning with the uppercase
letter X, which are reserved for private and experinental use.

A client checking whether the server’s set of reference |IDs contains
the client’s own reference ID checks whether the bits at the 10
positions corresponding to the 12-bit values fromthe reference ID
are all set to one.

When a client that also serves time to other clients as an NTPv5
server detects its reference IDin a server’s set of reference |Ds,
it SHOULD assunme it is in a synchronization |oop, and stop using that
server for synchronization. Wen the client’'s reference IDis no

| onger detected in the server’s filter, it SHOULD wait for a random
nunber of polling intervals (e.g. between 0 and 4) before selecting
the server again. The randomdelay helps with stabilization of the

selection in longer loops. |If arecurring loop is detected, it is
recomrended to increase the randomdelay in order to avoid |ivel ock
scenari os.
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Fal se positives are possible. The probability of a collision grows
with the nunber of reference IDs in the filter. Wth 26 reference
IDs it is about l1le-12. Wth 118 IDs it is about le-6. The client
MAY avoi d selecting a server which has too many bits set in the
filter (e.g. nore than half) to reduce the probability of the
collision for its own clients. A client which detected a
synchroni zati on | oop MAY change its own reference IDto limt the
duration of the potential collision.

Bloomfilters are free fromfal se negatives. However, there is a
transi ent period between the addition of a reference IDto a server’'s
Bloomfilter and the propagation of this information through a chain
of clients. During this period, the new reference 1D may not be
detected, potentially causing a tenporary synchronization |oop. For
instance, if two servers inquire each other about the |ist of
reference IDs roughly at the sane tine, neither will detect its
reference IDin the other’'s Bloomfilter, resulting in a tenporary

| oop.

General ly, when a server updates the Bloomfilter it distributes to
clients, tenporary synchronization | oops m ght occur before
converging to an acyclic distribution tree.

The filter can be exchanged as a single 512-octet array, or it can be
exchanged in smaller chunks over nultiple NTP nessages, making them
shorter, but delaying the detection of the synchronization | oop

The request extension field specifies the offset of the requested
chunk in the filter as a nunber of octets. The requested |ength of
the chunk is given by the length of data in the request extension
field. The response extension field MIST have the sane length as the
request extension field. |If the request contains an invalid offset
for the length, i.e. it is larger than 512 mnus length of data in
the extension field, the extension field MJST be ignored.

When a filter is sent to a client in nultiple chunks, the server

m ght update the Bloomfilter to a new value after some chunks have
been sent. This can cause the subsequent chunks to be inconsistent
with the previously sent ones. The partially updated Bloomfilter
m ght cause fal se negative or false positive detections. This
transient issue is resolved once the server conpl etes sending the
updat ed Bloom filter

The client SHOULD use requests of a constant length for the
association to avoid adding a variation to the nmeasured NTP del ay.

The format of the Reference I Ds Request is shown in Figure 5.
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0 1 2 3
01234567890123456789012345678901
i T o T i e S S S i S e S
Type = [[TBD]] (draft OxF503) | Length |
R e i i e T S e s i i e T S S R o
O fset | |
T T o I R e i T S R R +

+

+-

I

+- +-

I

+-

Paddi ng (vari abl e)

:l-— i S i i S i s S S S S S S S i S e o o +
Figure 5: Format of Reference |Ds Request Extension Field

The format of the Reference IDs Response is shown in Figure 6

0 1 2 3

01234567890123456789012345678901

i I T e e o ol ol T i e S S S el T S R S S

+
ype = [[TBD]] (draft OxF504) | Lengt h |
i T i T S e i S R g ol S I R S S

+— +
+ 4+

Bloom filter chunk (variable)
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Figure 6: Format of Reference |Ds Response Extension Field

These fields MJST be supported on servers which can be synchronized
to other NTP servers (i.e. they can be in a synchronization |oop).

7.5. Server Information Extension Field

This field provides clients with information about which NTP versions
are supported by the server, i.e. whether it can respond to requests
conformng to the specific version. It contains a 16-bit field with
flags indicating support for NTP versions in the range of 1 to 16,
where the least significant bit corresponds to the version 1. The
extension field has a fixed Iength of 8 octets. |In requests, al

data fields of the extension are O.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type = [[TBD]] (draft OxF505) | Length |
B T S i T s i i e e SEI S
| Supported NTP versions | Reserved |

e T S S S e T S S S S S S S S T o E
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Figure 7: Format of Server Information Extension Field
This field MIUST be supported on servers.
7.6. Correction Extension Field

Processi ng and queuei ng del ays in network switches and routers may be
a significant source of jitter and asymretry in network del ay, which
has a negative inpact on accuracy and stability of clocks
synchroni zed by NTP. A solution to this problemis defined in the
Precision Tinme Protocol (PTP) [|EEE1588], which is a different
protocol for synchronization of clocks in networks. |In PTP a special
type of switch or router, called a Transparent O ock (TC), updates a
correction field in PTP messages to account for the tine nmessages
spend in the TC. This is acconplished by timestanping the nmessage at
the ingress and egress ports, taking the difference to determine tine
in the TC and adding this to the Delay Correction. Cients can
account for the accumul ated Delay Correction to determ ne a nore
accurate clock offset and network del ay.

The NTPv5 Delay Correction has the sane format as the PTP
correctionField to make it easier for manufacturers of sw tches and
routers to inplenment NTP corrections. The fornmat of the Correction
Extension Field is shown in Figure 8.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
Type = [[TBD]] (draft OxF506) | Length |
B S i ks e S S i i i S S S S e e e e

Oigin Correction
B i T S S g i S s Tk S S N S
Oigin Path ID | Reserved

B S N aE .

Del ay Correction

-+ +— +— +—

B T i T o o o S e i i S S
Delay Path ID | Checksum Conpl enent
i T T e e i e o i i S O S e S S S it i S e NI S

e i Tl Sl S I S S

Figure 8 Format of Correction Extension Field
Field Type

The type which identifies the Correction extension field (val ue
TBD) .
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Lengt h
The length of the extension field, which is 28 octets.

Oigin Correction
A field which contains a copy of the accunul ated del ay correction
fromthe request packet in the NTP exchange.

Oigin Path ID
A field which contains a copy of the final path ID fromthe
request packet in the NTP exchange.

Reserved
16 bit reserved for future specification by the IETF. Transmt
with all zeros.

Del ay Correction
A signed fixed-point number of nanoseconds with 48 integer bhits
and 16 binary fractional bits, which represents the current
correction of the network delay that has accunul ated for this
packet on the path fromthe source to the destination. A value of
one in all bits, except the nost significant, of the field
indicates that the correction is too big to be represented. The
format of this field is identical to the PTP correctionFi el d.

Path 1D
A 16-bit identification nunber of the path where the del ay
correcti on was updat ed.

Checksum Conpl enent
A field which can be nodified in order to keep the UDP checksum of
the packet valid. This allows the UDP checksumto be transnitted
before the Correction Field is received and nodified. The sane
field is described in RFC 7821 [ RFC7821].

An NTP client with enabl ed support for network corrections SHOULD add
the Correction Extension Field to its requests, with all fields of
the extension field set to zero. It MJST be the last extension field
in the NTP nmessage.

A network device forwardi ng packets (e.g. a switch or router) with
enabl ed support for NTP corrections MJST nodify only packets which
meet all of the follow ng requirenments:

1. It is an IPv4 or |1Pv6 packet

2. The I P protocol nunber is 17 (UDP)

3. The UDP source port or destination port is 123 (NTP)
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4. The NTP version is 5
5. The NTP nessage contains the Correction Extension Field

The network devi ce SHOULD add the difference between the begi nni ng of
the NTP nessage retransm ssion and the end of the nessage reception
to the Delay Correction value in the Correction Extension Field.

Note that this time difference m ght be negative, e.g. in a cut-
through switch. |If the packet is transmtted at the sane speed as it
was received and the length of the packet does not change (e.g. due
to adding or renoving a VLAN tag), the beginning and end of the
interval may correspond to any point of the reception and

transm ssion as long as it is consistent for all forwarded packets of
the sane length. [If the transm ssion speed or |ength of the packet
is different, the beginning and end of the interval SHOULD correspond
to the end of the reception and begi nning of the transm ssion
respectively.

The receive tinestanp of the ingress port and transnit tinmestanp of
the egress port MJST be fromthe same clock, or two clocks that are
synchroni zed to each other. The clocks do not need to be
synchroni zed to an external reference if their frequency is accurate
enough for the accuracy of neasured NTP delay required by the
application. The correction field is updated before or during the
transm ssion of the nessage. It is a one-step end-to-end transparent
clock in the PTP term nol ogy.

The network devi ce SHOULD have a randomly generated 16-bit | D nunber
assigned to each of its ports. Wien it nodifies the Correction
Extension Field, it SHOULD update the Path ID field of the extension
field by adding to it the values of the incom ng and outgoing port
ID. The Path I D values can be used by clients to determne if the
NTP request and response have likely traversed the same network path.

If the network device nodified any fields of the Correction Extension
Field, it MIUST al so update the Checksum Conpl enment field in order to
keep the existing UDP checksumvalid, or update the UDP checksumin
the UDP header itself. The network device MJST NOT nodi fy any other
data in the UDP payl oad.

If an NTP server supports the Correction Extension Field and receives
a request which contains this extension field, it SHOULD i nclude the
extension field in the response. If it is included, it MJST be the

| ast extension field in the nessage. It MJST copy the Del ay
Correction and Path ID fromthe request to the Oigin Correction and
Oigin Path ID fields in the response respectively. |t SHOULD set
the Delay Correction and Path ID fields of the response to zero.
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The Correction Extension Field is required to be the | ast extension
field in the nessage to provide an indicator at a fixed offset from
the ending of the nmessage reception (which mght sinmplify hardware

i npl ementation of the correction) and to avoid being covered by the
Message Authenticati on Code Extension Field, or other authenticator

extension fields (e.g. Network Tinme Security). It is the exception
in the requirement specified for the Message Authentication Code
Extension Field. |If the corrections were covered by the

aut henticator fields, the network devices would need to have access
to the keys and have a significant additional conplexity in order to
update the authenticator fields when they nodify the Correction

Ext ensi on Fi el d.

As the Correction Extension Field is not protected, NTP clients MJST
validate the corrections before their application as specified in
Measur enent Mbdes (Section 8). Cients MJST ignore an unexpected
Correction Extension Field in the response, i.e. if it was not
included in the request.

7.7. Reference Timestanp Extension Field

This field contains the tinme of the |ast update of the clock. It has
a fixed length of 12 octets. In requests, that tinestanp is always
0.

(I's this really needed? It was nostly unused in NTPv4.)

0 1 2 3

01234567890123456789012345678901
e R e R i e e e o o S

ype = [[TBD]] (draft OxF507) | Lengt h |
i s i T e i S S I T sl ATt S S

+ 4+

+-
I

+-
| , |
| Ref erence Ti nestanp (64) |
I I
+- +

R i L e e S e e e R
Figure 9: Format of Reference Timestanp Extension Field
7.8. Monotonic Receive Tinmestanp Extension Field

When a clock is synchronized to a time source, there is a conprom se
between ti ne (phase) accuracy and frequency accuracy, because the
frequency of the clock has to be adjusted to correct tine errors that
accunul ate due to the frequency error (e.g. caused by changes in the
tenmperature of the crystal). Faster corrections of tinme can nmnimze
the tine error, but increase the frequency error, which transfers to
clients using that clock as a tine source and increases their
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frequency and time errors. This issue can be avoided by transferring
time and frequency separately using different clocks.

The Monot oni ¢ Receive Tinestanp Extension Field contains an extra
receive timestanp with a 32-bit epoch ID captured by a clock which
does not have corrected phase and can better transfer frequency than
the clock which captures the receive and transnmit timestanps in the
header. The extension field has a constant |length of 16 octets. In
requests, the counter and tinestanp are al ways O.

The epoch IDis a random nunber which is changed when frequency
transfer needs to be restarted, e.g. due to a step of the clock

0 1 2 3
01234567890123456789012345678901
e T S T O i i S R T i e i S
Type = [[TBD]] (draft OxF508) | Length |
R s i o e i ol S e S e T ik ik T S e T S T S

=+

+-

|

+-

| Epoch 1D |
Fo o Fe e Fe o e e e e e o e e e e e e e e e o e e e o e e e o e -+
|

|

|

+-

|
Monot oni ¢ Recei ve Ti nestanp (64) |
I
+

R i L e e S e e e R
Figure 10: Format of Monotonic Receive Tinestanp Extension Field

The client can determ ne the frequency-transfer offset fromthe tine-
transfer offset and difference between the two receive tinmestanps in
the response. It can use the frequency-transfer offset to better
control the frequency of its clock, avoiding the frequency error in
the server’s time-transfer clock

7.9. Secondary Receive Tinmestanp Extension Field

This extension field provides an additional receive tinestanp of the
client request in a selected timescale. It enables the client to get
the sane receive tinestanp in different tinescales in order to

calcul ate the current offset between the tinmescales.

In requests, the Tinescale field selects the requested tinescale.
The other data fields in the extension field MIST be set to O.

The Tinescal e, Era, and Secondary Receive Timestanmp fields in a

response have the sane neaning as the Tinmescale, Era, and Receive
Timestanp fields in the header respectively.
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If the server does not support the requested tinescale, it MJST
ignore the extension field in the request. |If the server supports
the tinmescal e, but does not have a reliable tinmestanmp (e.g. due to
being close to a | eap second), it SHOULD set the tinestanp field to
0.

The server MAY provide in this extension field tinestanps in

ti mescal es which it does not provide in the header, e.g. it can
provide UTC in addition to | eap-sneared UTC to enable its clients to
nmeasure the current smearing of fset.

A request MAY contain multiple instances of this extension field, but
each timescal e MJST be requested at nost once, not counting the
timescale in the header. The server SHOULD include in its response
timestanps in all requested timescales it supports.

0 1 2 3

01234567890123456789012345678901
i e e o i o S S S  ath S SN N NI SRR
ype = [[TBD]] (draft OxF509) | Lengt h |
i T i T S e i S R g ol S I R S S

+ -+

+-
I

+-

| Ti nescal e | Era | Reserved |
i i i T i I S i e s o o i i
I

I

I

+-

I
Secondary Receive Tinestanp (64) |
I
i T o T i e S S S i S e S
Figure 11: Format of Secondary Receive Tinestanp Extension Field
8. Measurement Mbddes
At the end of an NTP nessage exchange, the client has access to four
ti mestanps, which it can use to estimate the clock offset and the
networ k del ay, as described in Section 4. 1.
If the Correction Extension Field is used and the corrections are
known for both the request and response, a corrected offset and del ay
i s cal cul at ed:
* offset_¢c = offset + (Cd - Co) / 2
* delay_c = delay - (Cd + Co - Drx - Dtx) * (1 - FQO|
wher e

* Cois the Origin Correction fromthe response to the request
corresponding to tinestanps T1 and T2
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* Cdis the Delay Correction fromthe response corresponding to
ti mestanps T3 and T4

* FCis the maxi num expected frequency error of devices providing
the delay corrections (e.g. 100 ppm

* Drx isthetine it took to receive the frane containing the
response corresponding to T3 and T4

* Dtx is thetinme it took to transnmit the frame containing the
request corresponding to T1 and T2. |f unknown, it SHOULD be set
to Drx.

The corrected offset and del ay MUST NOT be accepted if any of
delay _c, Co and O is negative. The uncorrected delay MJST al ways be
used for calculation of the root del ay.

The client can nmake neasurenents in the basic node, or interl eaved

nmode i f supported on the server. |In the basic node, the transnit
timestanp in the server response corresponds to the nmessage which
contains the timestanp itself. |In the interleaved node it

corresponds to a previous response identified by the server cookie.
The interl eaved node enables the server to provide the client with a
nore accurate transmt tinmestanp which is available only after the
response was formed or sent.

An exanpl e of cookies and tinmestanps in an NTPv5 exchange using the
basic node is shown in Figure 12

Server t2 t3 t6 t7 t10 t11
----- e T T e e

/ \ / \ / \

Cient / \ / \ / \
S N N N N +- -
tl t4 t5 t8 t9 t12
+----4 +----4 +----4 +----4 +----4 +----4
sC | 0 | | sl | | 0 | | s2 | | 0 | | s3 |

CC | c1 | | cl1 | | c2 | | c2 | | €3 | | ¢3

Ra | 0 | | t2 ] | 0 | | t6 | | 0 | |t10 |
™ | 0 | | t3 ] | 0 | | t7 | | 0 | [t11 |
+---- 4+ +---- 4+ +---- 4+ +---- 4+ +---- 4+ +---- 4+

Figure 12: Cookies and timestanps in basic node

Fromthe three exchanges in this exanple, the client would use the
the follow ng sets of tinestanps:
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*(t1, t2, t3, t4)
* (t5, t6, t7, t8)
* (t9, t10, t11, t12)

The NTPv4 interleaved client-server node is described in RFC 9769

[ RFC9769]. The difference between NTPv5 and NTPv4 is that in NTPv5
the interl eaved node is enabled explicitly by a flag and the previous
transmit tinestanp on the server is identified by the server cookie

i nstead of the receive tinestanp, which avoids the requirenents for
receive tinestanps to be unique and not equal to transmt tinestanps.
Therefore, the NTPv5 interleaved node is easier to inplement. A
server inplenentation that supports both NTPv4 and NTPv5 does not
need to process interleaved requests and save tinestanps separately
for the different NTP versions. It can reuse the NTPv4 support in
NTPv5 by setting the server cookie to the (unique) receive tinestanp.

An exanpl e of an NTPv5 exchange using the interl eaved node is shown
in Figure 13. The nmessages in the basic and interl eaved node are
indicated with B and | respectively. The timestanps t3 and t171’
correspond to the same transm ssions as t3 and t11, but they may be

| ess accurate (e.g. due to being captured in software before the
transm ssion). The first exchange is in the basic node followed by a
second exchange in the interleaved node. For the third exchange, the
client request is in the interleaved node, but the server response is
in the basic nmode, because the server no |onger had the tinmestanp t7
(e.g. it was dropped to save tinmestanps for other clients using the

i nterl eaved node).

Server t2 t3 t6 t7 t10 t11
----- T S T T S
/ \ / \ / \
Cient / \ / \ / \
ce e e e o - S S S S +- -
t1 t4 t5 t8 t9 t12
Mode: B B I I I B
+----+ +----+ +----+ +----+ +----+ +----+
SC | 0 | | s1 | | s1 | | s2 | | s2 | | s3
CC | c1 | | cl1 | | c2 | | c2 | | €3 | | ¢3
Re | 0 | | t2 ] | 0 | | t6 | | 0 | |t10 |
™ | 0 | | t3"] | 0 | | t3 ] | 0 | [t11"]
F--- -+ F--- -+ F--- -+ F--- -+ F--- -+ F--- -+

Figure 13: Cookies and tinmestanps in interleaved node
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Fromthe three exchanges in this exanple, the client would use the
foll owi ng sets of timestanps:

*(t1, t2, t3, t4)
* (t1l, t2, t3, t4) or (t5, t6, t3, t4)
*(t9, t10, t11', t12)

9. dient Qperation

An NTPv5 client can use one or nmultiple servers. It has a separate
association with each server. |t makes periodic nmeasurenents of its
of fset and delay to the server. It can filter the measurenents and
compare neasurenments fromdifferent servers to select and conbi ne the
best servers for synchronization. It can adjust its clock in order
to mninmze its offset and keep the clock synchronized. These
algorithnms are not specified in this docunent. The client MAY use
the NTPv4 [ RFC5905] al gorithnms, or any nore or |ess advanced

al gorithms optimzed for the same or different conditions.

The client SHOULD respect the mininmumallowed polling interva
provided by the server in the poll field of the last valid response,
but only up to a reasonable nmaxi mumvalue to limt the inpact of

nm sconfi gurations, bugs, and potential denial-of-service attacks
where the client would accept a spoofed response. For exanple, the
client could limt the accepted m nimuminterval to 2715 (about 9
hours) if authentication is disabled, or 2718 (about 3 days) if

aut hentication is enabl ed.

The polling interval can be adjusted for the network conditions and
stability of the clock. Wen polling a public server on Internet,
the client SHOULD use a polling interval of at |east 276 (64)
seconds, increasing in normal conditions up to at |east 2710 (1024)
seconds to avoid excessive |oad on the server in case the

i npl ementation is used on a very |arge nunber of systens. On start,
the client MAY tenporarily ignore the server’s m nimum polling
interval and send a burst of up to 8 requests using an interval of
only 271 (2) seconds in order to make the initial correction of the
cl ock sooner.

The polling interval SHOULD contain a snmall random part (e.g. up to
2% of the target interval in a uniformdistribution) in order to
spread the load on the server if a |arge nunber of identical clients
are (re)started at the sane tine.
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Each successful neasurenment provides the client with an offset, delay
and di spersion. Wen conbined with the server’s root delay and
di spersion, it gives the client an estimate of the maxi mum error

On each poll, the client:
1. Generates a new random cooki e.

2. Formats a request with necessary extension fields and the fields
in the header all zero except:

* \Version is set to 5.
* Mbde is set to 3.

* Tinmescale is set to the tinescale in which the client wants to
oper at e.

* Flags are set according to the requested node. The
interl eaved node flag requests the server to save the transmt
timestanp of the response and provide the transmt tinestanp
of a previous response corresponding to the server cookie (if
not zero).

* Server cookie is set only in the interleaved node. It is set
to the server cookie fromthe last valid response, or zero if
no such response was received yet or the transmt tinmestanp of
that response would no | onger be useful to the client (e.g.
after m ssing too many responses).

* Cient cookie is set to the newy generated cookie.

3. Sends the request to the server to the UDP port 123 and captures
a transmt tinmestanp for the packet.

4. Wiits for a valid response fromthe server and captures a receive
timestanp. A valid response has version 5, node 4, client cookie
equal to the cookie fromthe request, and passes authentication
if enabled. The client MJST ignore all invalid responses and
accept at nost one valid response.

5. Checks whether the response is usable for synchronization of the
clock. Such a response has the Synchronized flag set, stratum
not equal to 0 and not larger than 15 (or a different nmaximum
value that the client is configured to accept), root delay and
di spersion both snaller than a specific value (e.g. 16 seconds),
and tinescale equal to the requested tinescale. |f the response
isinadifferent timescale, the client can switch to the
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provi ded tinmescale, convert the timestanps if the offset between
the tinmescales is known fromthe Secondary Receive Ti nestanp
Extension Field or other sources, or ignore the response.

6. Saves the server’'s receive and transmt tinestanps. |If the
client internally counts seconds using a type wider than 32 bits,
it SHOULD expand the tinestanps with the provi ded NTP era.

7. Calculates the offset, delay, and dispersion as specified in
Measur enent Mbdes (Section 8).

A client which operates as a server for other clients MJST include
the Reference | Ds Request Extension Field in its requests in order to
track reference IDs of its sources. |If the server’'s set of reference
IDs contains the client’s owm reference ID, it SHOULD not select the
server for synchronization to avoid a synchroni zation loop. |If the
client is requesting the reference IDs in multiple chunks, it SHOULD
NOT sel ect the server for synchronization until it received the whole
set.

A client which uses multiple servers MIST be able to handl e servers
providing tinmestanps in different tinescales. It can ignore servers
not using the nost common or preferred tinescale, or convert themto
a conmmon timescale if it knows the offsets between them

If the client synchronizes its clock to a | eap-snmeared tinescale, it
MUST NOT apply | eap seconds and it SHOULD provide the | eap-sneared
tinescale to its own clients if it is a server

The client SHOULD periodically (e.g. every two weeks) refresh IP
addresses of all servers specified by hostname to linmit the duration
when an | P address of a nmigrated or decomm ssioned server will stil
be receiving NTP traffic fromlong-running clients. The client
SHOULD i gnore the TTL value of the DNS record that provided the IP
address to avoid excessive DNS traffic for pools of NTP servers using
a short TTL for better |oad bal anci ng.

Server QOperation

A server receives requests on the UDP port 123. The server MJST
support neasurenments in the basic node. It MAY support the
i nterl eaved node

For the basic node the server does not need to keep any client-
specific state. For the interleaved node it needs to save transmt
ti mestanps and be able to identify them by a cookie.
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The server maintains its leap indicator, stratum root delay, and
root di spersion:

* Leap indicator MUST be 0, 1, 2, or 3 if, within the next 14 days,
no leap second will be applied, a |l eap second will be inserted, a
| eap second will be deleted, or the server has no information
about | eap seconds respectively.

* Stratum SHOULD be 1 if the server is synchronized to a | oca
reference clock, or be one larger than the stratum of the NTP
server it selected as best for synchronization. |t MJST be
greater than the minimum stratumof all servers selected for
synchroni zation, as they provided in their |ast accepted response,
or O0toindicate infinity.

* Root delay MUST be an estimate of the double of the maxi numerror
of the server’s clock due to asymetries in the network delay and
other delays (e.g. tinmestanping) on the path to the primary tine
source. For a server that is synchronized to other NTP servers,
one possibility is to set it to the |latest neasured delay to the
server it considers best plus the root delay provided in that
response.

* Root dispersion MIST be an estimate of the nmaxi mumerror of the
server’s clock fromother causes than those covered by root del ay,
e.g. instability of the clock and nmeasurements by which it is

synchroni zed. |If the server is synchronized to other NIP servers,
it MJUST include root dispersion fromone of the servers
responses.

The server has a randomy generated 120-bit reference ID. It MJST
track reference IDs of its servers in order to be able to respond
with a Reference | Ds Response Extension Field.

For each received request, the server
1. Captures a receive timnmestanp.

2. Checks the version in the request. |If it is not equal to 5, it
MUST either drop the request, or handle it according to the
specification corresponding to the protocol version

3. Drops the request if the format is not valid, nbde is not 3, or
authentication fails with the Message Authenticati on Code
Extensi on Field or another authenticator which does not have a
specified response for failed authentication. The server MJST
i gnore unknown extension fields.
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4. Server forns a response with requested extension fields and sets
the fields in the header as foll ows:

*

Leap Indicator, Stratum Root Delay, and Root Dispersion, are
set to the current server’'s val ues

Version is set to 5.

Poll is set to the mninumallowed polling interval of the
client (e.g. specified in the server configuration, using the
sanme value for all clients).

Precision is set to the expected precision of the receive and
transmt tinestanps included in the response (e.g. estimted
on the start of the server or specified in its configuration).

Timescale is set to the client’s requested tinescale if it is
supported by the server. |f not, the server SHOULD respond in
any tinescale it supports.

The flags are set as foll ows:

Synchroni zed is set if the server’'s clock is considered to be
synchroni zed, and the receive and transmt tinestanps
provided in the response are usable for synchronization of
the client.

Interl eaved Mbde is set if the interleaved nbde is
i npl ement ed, was requested, and a response in the
interl eaved node is possible (i.e. a transnit tinestanp is
associ ated with the server cookie).

Era is set to the NTP era of the receive tinmestanp.

Server Cookie is set when the interleaved node is requested
and it is supported by the server, even if the response cannot
be in the requested node due to the request having an unknown
or zero server cookie. The cookie identifies a nore accurate
transmt tinestanp of the response, which can be retrieved by
the client later with another request. The cookie MJST be
unique in a sufficiently long interval to prevent a client
fromaccepting a transmt tinmestanp that does not correspond
to the previous response it received. The cookie generation
is inplementation-specific. For exanple, it can be a counter
incremented on each received request, a randomy generated
val ue, a tinestanp, or an encrypted counter or tinestanp
maki ng the val ue unpredictabl e.
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* Cient Cookie is set to the dient Cookie fromthe request.

* Receive Tinmestanp is set to the server’s receive tinestanp of
the request.

* Transnit Tinestanp is set to a value which depends on the
measurenent nmode. In the basic node it is the server’s
current time when the nessage is formed. |In the interleaved
mode it is the transmt timestanp of the previous response
identified by the server cookie in the request, captured at
sonme point after the nessage was forned.

5. The length of the response MJST be equal to the Iength of the
request. The server adds the Paddi ng Extension Field or
increases its length if necessary to make the length of the
response equal to the length of the request.

6. Drops the response if it is longer than the request to prevent
traffic anplification

7. Sends the response.

8. Saves the transmt tinestanp and server cookie, if the
interl eaved node was requested and is supported by the server

Network Tine Security with NTPv5

The Network Tinme Security [RFC8915] mechani sm uses the NTS-KE
protocol to establish keys and negotiate the next protocol. NTPv5
can be indicated as the next protocol with identifier [[TBD]] (draft
use 0x8001). This can be used by clients and servers to negotiate
NTPv5 for an NTS session

No new NTS-KE records are specified for NTPv5. The records that were
specified for NTPv4 (i.e. NTPv4 New Cookie, NTPv4 Server Negotiation,
and NTPv4 Port Negotiation) are reused for NTPv5.

The NTS extension fields specified for NTPv4 are conpatible with
NTPv5. No new extension fields are specified.

(Note to editor: renove this paragraph before publishing.) dient

i mpl ementations of a draft of this specification MJUST provide the
identity of the draft inplemented as data in an NTS-KE record of type
0x4001, which does not have the critical bit set. The draft identity
MJST be encoded as ascii and MJST not contain any trailing O bytes.
Servers that inplenment a draft MJUST not accept NTPv5 as an option

unl ess they support the specific draft version identified.
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12. NTPv5 Negotiation in Previous NTP Versions

Servers that support multiple versions of NTP MIUST send a response in
the sane version as the request, to support backwards conpatibility.
Thi s does not preclude servers fromacting as a client in one version
of NTP and a server in another.

NTPv5 messages are not conpatible with NTPv4 and ot her previous
versions of NTP, even if they do not contain any extension fields.
Sone widely used server NTPv4 inplenentations are known to accept
requests indicating a higher version, interpreting themas NTPv4, and
copyi ng the version nunber fromthe request to its NTPv4 response.
Responses to NTPv5 requests have a zero client cookie, which causes
themto fail the NTPv5 validation and be ignored by the client.

The inpl enentations are al so known to not respond to requests with an
unknown extension field, which prevents an NTPv4 extension field to
be specified for NTPv5 negotiation. |Instead, the negotiation reuses
the reference tinmestanp field.

An NTP server which supports NTPv5 and al so NTPv4, NTPv3, NTPv2, or
NTPv1l, SHOULD check the reference tinestanp in received client-node
requests of the previous NTP versions. |f the reference tinestanp
contains the val ue 0x4E5450354E545035 (" NTP5NTP5" in ASCI1), it
SHOULD respond with the same reference tinmestanp to indicate it
supports NTPv5.

Note to the editor: Renove this paragraph before publication
I npl enentations of a draft of this specification SHOULD use
0x4E54503544524654 (" NTP5DRFT" in ASCI1) instead of
0x4E5450354E545035.

VWhen NTPv5 is not expected to be widely supported on servers yet, an
NTP client which supports both NTPv5 and a previous NTP version, is
not configured to use a specific NIP version, and does not use NTS or
ot her nechani smincl udi ng negotiation of the NTP version, SHOULD
start with the previous version and set the reference tinestanp to
0x4e5450354e545035. |If the server responds with the same reference
timestanp, the client SHOULD switch to NTPv5. [If no valid response
is received for a nunber of requests (e.g. 2), the client SHOULD
switch back to the orignal NTP version and stick with it for a |arger
nunber of requests (e.g. 256) before trying NTPv5 again.

The special value of the reference tinmestanp corresponds to
1941-08-24T01:13:25Z in NTP era 0 and 2077-09-29T07:41:41Z in NTP era
1. The negotiation will probably not be needed at that time anynore.
I f NTPv5 servers and NTPv4-or-older-only clients are still in use and
they send a request with the special value by chance, they will get
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If an NTPv5 client gets
the special value by chance from an NTPv4-or-ol der-only server, it
will switch to NTPv5 and back after missing a valid response.

IANA is requested to allocate the following entries in the NTP
Extensi on Field Types Registry [ RFC9748]:

[} gt —— e —————————————————— Ll p—p—_—
| Field Type | Meaning | Reference |
| [[TBDO]] | Paddi ng | [[this nmemp]] (Section 7.2) |
Fomm e oo - Tt o e e e e e e e ememao - +
| [[TBDO]] | Message | [[this memp]] (Section 7.3) |
Aut henti cati on Code | |

Fom ek Fom e e e e e oo s o m e e e e e iee i +
| [[TBDO]] | Reference |Ds | [[this memp]] (Section 7.4) |
| Request | |

Fomm e oo - Tt o e e e e e e e ememao - +
| [[TBDO]] | Reference |Ds | [[this memp]] (Section 7.4) |
| Response | |

Fom ek Fom e e e e e oo s o m e e e e e iee i +
| [[TBD]] | Server Information | [[this memp]] (Section 7.5) |
T S Fom e e e e i +
| [[TBDO]] | Correction | [[this memp]] (Section 7.6) |
R o e e e e e oo - o e e e e e e e e m o +
| [[TBD]] | Reference Tinmestanp | [[this memp]] (Section 7.7) |
Fom ek Fom e e e e e oo s o m e e e e e iee i +
| [[TBDO]] | Monotonic Receive | [[this memp]] (Section 7.8) |
| Timestanp |

Fomm e oo - Tt o e e e e e e e ememao - +
| [[TBDO]] | Secondary Receive | [[this memp]] (Section 7.9) |
| Tinmestanp | |

Fom ek Fom e e e e e oo s o m e e e e e iee i +

Table 1

I ANA is requested to allocate the following entry in the Network Tine
Security Next Protocols Registry [ RFC8915]:
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| [[TBD]], selected by | ANA Net wor k Ti me [[this |

| fromthe | ETF Revi ew range Pr ot ocol version meno] |

| 5 (NTPv5) (Section 11) |

o m e e e e e e oo o o e e o - +
Table 2

Security Considerations

The security considerations of tinme protocols in general are

di scussed in [RFC7384]. A successful attack on the time distribution
can result in one of three outcones: Denial of Service (DoS), reduced
accuracy, or obtaining incorrect tine. NIP can be conproni sed

t hrough various nethods, such as altering or delaying NTP nessages
during transit, injecting nmalicious NTP nessages or replaying valid
ones, or inpersonating an NTP server

The Message Authentication Code (MAC) Extension Field can be used to
provide integrity protection, thus mtigating in-transit NTP nessage
nmodi fi cation and nmalicious packet injection

Usi ng NTS with NTPv5 provi des enhanced security properties, including
server identity verification, inproved replay protection, and secure
key establishnent.

Downgr adi ng attacks that could | ead to an adversary disabling or
renovi ng encryption or authentication are not possible in NTPv5,
since the use of the security nechanism either MAC or NTS, is
determ ned by configuration, and not by negotiation

NTPv5 was designed to mininize the necessary on-the-wire data that is
included in the NTPv5 header in order to limt the amount of
information that is exposed to the network and m nim ze the potenti al
ef fect of network reconnai ssance. For exanple, the client’s

transm ssion timestanp is not included in the NTPv5 header.

Extension fields are used for conveying optional information

The protocol operates in a client-server node. O her nodes of
operation, which were supported in the previous version of the
prot ocol have known security vulnerabilities. The symetric and
broadcast nodes are vulnerable to replay attacks. The control and
private nmodes can be exploited for denial-of-service traffic
anplification attacks. These nbdes are not supported in NTPv5.
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The NTP response nessage has the sane | ength as the corresponding
request message. This synmmetric approach reduces the potential of
anplification attacks.

The protocol does not inherently mtigate delay attacks. An on-path
attacker can del ay NTP nessages and conprom se the accuracy. Delay
attacks can be mitigated by Iimting the maxi mum accept abl e del ay.

I n each request-response exchange the client conputes the delay and
can discard the response if the delay exceeds a maxi mum expect ed
value. A nore fine-grained mtigation approach is acquiring tine
frommultiple sources and selecting the sources that are nost likely
to be accurate. A detailed schene was defined in [ RFC5905] and can
be used in NTPv5. This scheme defines a selection algorithm which
identifies the nbst accurate and reliable tinme sources froma pool of
candi dates. These sources are then grouped by the clustering
algorithmto mninze the inpact of outliers. Finally, the conbining
al gorithm averages the tinme data fromthese clustered sources to
produce a final, stable tinme estinate. An enhancenent to the

sel ection al gorithmwas proposed in [RFC9523]. An alternative
approach to using multiple time sources is using multiple diverse
pat hs between the client and server [RFC8039], as it is assumed that
only a subset of the paths is conpronised by an on-path attacker

The corrections provided by network devices in the Correction
Extension Field are not authenticated. On-path attackers can nodify
the correction values. 1In order to mitigate such attacks, the client
val i dates the correction values as described in Section 8. Thus,
only corrections snaller than the neasured delay are accepted by
clients. The security inpact is conparable to the inpact of del aying
unnodi fi ed NTP nessages, as described above.
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