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Abst r act

Thi s docunent specifies a nmechanismto define a uni que Message key
for a YANG to Message Broker integration and a topic addressing
schene based on YANG Push subscription type and YANG Schema Node
Identifier. This enables YANG data consunption of a subset of
subscri bed YANG data, either per specific YANG data node, identifier
or telemetry nessage type, by indexing and organi zing in Message
Broker topics. It helps top index the information by using data
taxonony and organi zes data in partitions and shards of Message
Brokers and time series databases.
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1. Introduction
Nowadays network operators are using machi ne and human readabl e YANG

[ RFC7950] to nodel their configurations and nonitor YANG operational
data fromtheir networks according to [ Mar24].
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Most network anal ytic use cases require real-tine data and the
delivery of near real-tinme analytical and actionable insights. This
i nposes high scalability, resilience and | ow overhead in the data
processing pipeline. Accessing the right data for the right use case
with mnimal overhead and in the shortest period of tinme is therefore
cruci al

Net wor k operators organize their data in a Data Mesh [ Deh22]
according to [Bod24] where a Message Broker, such as Apache Kafka

[ Kaf 11] or Apache Pul sar [Pul 16], facilitates the exchange of
Messages anpbng data processi ng conponents in topics and subjects.
Typically, data is being stored in Message Broker topics for severa
hours or days to facilitate resilience in the data processing chain
and addressed in Subjects depending on Schenma, enabling a data
consuner to address and re-consune previously consuned data again if
previously |ost.

D nensi onal data is structured information in a data store. It uses
a nmodel of dinmension tables to organi ze business nmetrics and their
descriptive context. This nodel, devel oped by Ral ph Kinball [KinB6],
simplifies data anal ysis and reporting by creating denornmalized,
easy-to-understand structures for quick querying. It is optimzed
for online analytical processing (OLAP) and data warehouses by using
the data taxonony to scale in partitions and shards. YANG [ RFC7950]
as a data nodel ling | anguage based on hierarchical tree-based
structures facilitates the nodelling of dinmensional data. This is
best shown with YANG Tree Di agranms [ RFC8340].

An Architecture for YANG Push to Message Broker Integration
[1-D.ietf-nnmop-yang- nessage- broker-integration] specifies an
architecture for integrating YANG Push with Message Brokers for a
Data Mesh architecture. Section 4.5 of
[1-D.ietf-nnmop-yang-message-broker-integration] describes how the
notification messages at a YANG Push Receiver are being transforned
to the Message Broker while Section 3 of
[1-D.ietf-nnmop-nessage-broker-tel enetry-nessage] specifies to a
Message Scherma to contextualize telenetry data. However, neither of
these docunments addresses how these messages should be indexed in a
Message Broker, nor define how topics, partitioning and shardi ng nust
be used.
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Due to this mssing dinmensional indexing for Message Broker stored
YANG data, all YANG data is stored in one single Topic. This |eads
to a round robin distribution across nultiple Partitions where each
YANG Schena ID is defined as a subject within that topic. Therefore,
the entire Topic fromall Partitions needs to be consuned first
before data selection can be applied. This |eads to avoi dabl e data
processi ng overhead which in turn inpairs scalability and real -tine
capabilities, required for certain Network Anal ytics use cases.

YANG tel enetry data can be used for several network anal ytic use
cases. Inportantly, depending on the use case, only a subset of the
subscri bed YANG data mi ght be necessary (in time or space). For
exanple, for specific use cases, it is nore inportant to know the
current network state, as opposed to have the full series of the
state changes over time. |In other use cases, instead of consumni ng
data for all network nodes, only a specific network node or network
node conponent requires the YANG nonitoring and hence subscription

Thi s docunent defines how YANG Messages
[1-D.ietf-nnmop-nessage-broker-tel enetry-message] shoul d be i ndexed
and organi zed in Message Broker topics by |everaging the network node
host name, the YANG datastore nane and a YANG Item ldentifier for

i ndexi ng. Then, a YANG Push subscription type and YANG Schena nane
for a Message Broker topic nam ng schenme is defined to better
organi ze YANG dat a.

Net wor k node host name, YANG dat astore nanme and subtree and xpath
filters are part of "ietf-yang-push-tel enetry-nessage" structured
YANG data defined in Section 3 of
[1-D.ietf-nmop-message- broker-tel emetry-nessage]. YANG data nodes
are derived based on YANG Schena tree applied subtree and xpath
filters and the content of each telemetry nessage.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2.1. Term nol ogy

The following terns are used as defined in
[1-D.ietf-nnmop-term nol ogy]:

* Network Tel enetry
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Net wor k Anal ytics
Val ue
State

Change

The following terns are used as defined in
[1-D.ietf-nnmop-yang-message-broker-integration]:

*

Message Broker

YANG Message Broker Producer
YANG Message Broker Consuner
YANG Schena Regi stry

YANG Dat a Consuner

The following terns are used as defined in Apache Kafka [Kafl1l] and
Apache Pul sar [Pul 16] Message Broker:

*

G af,

Subj ect: Corresponds to a unique schema tree within a Schema
Registry and is used to identify Messages within a Topic.

YANG Schena ID: A unique ID referencing the schena tree for a
subject in schema registry. It is used by the YANG Message Broker
Producer To serialize and the YANG Message Broker Consuner to
deserialize the nessage.

Topi c: A communi cati on channel for publishing and subscri bing
messages with one or nore subjects and partitions.

Topi ¢ Conpaction: The act of conpressing nessages in a topic to
the latest state. As used with Apache Pul sar. Apache Kafka uses
the term Log Conpaction with identical meaning.

Partition: Messages in a topic are spread over hash buckets where
a hash bucket refers to a partition being stored within one
message broker node. Message ordering is guaranteed within a
partition.

Shard: The same as Partition but distributed anong multiple
message broker nodes. In this docunent, the termPartition is
bei ng used primarily but the described indexing concept equally
applies also to Shards.
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Message: A piece of structured data sent between data processing
components to facilitate communication in a distributed system

Message Key: Metadata associated with a nessage to facilitate
determni stic hash bucketing for instantiated YANG dat a.

The following terms are used as defined in The Log-Structured
Mer ge- Tree [ One96] scientific paper:

*

LSM Tree: Log-Structured Merge-Tree is a data structure with
performance characteristics that nakes it attractive for providing
i ndexed access to files with high insert volune. LSMtrees, like
ot her search trees, maintain key-val ue pairs.

The following terns are used as defined in Confluent Schema Registry
Docurent ati on [ ConDoc18]:

*

Schema: A formalized, documented structure that defines the shape
and content of the messages exchange.

Schema ID: A unique identifier of a schema associated to a Message
Br oker subj ect.

Schema Registry: A system where schenas are registered, conpared
and retrieved.

The following terns are used as defined in [ RFC8641]:

*

Peri odi ¢ Subscription
On- change Subscri ption
Sync-On-Start

Xpath Filter

Subtree Filter

The following terns are used as defined in
[1-D.ietf-netconf-notif-envel ope]:

*

*

Notification

Host nane

The following terns are used as defined in [ RFC8342]:

*

G af,

Dat ast ore
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3.

3.

The following terns are used as defined in [ RFC7950] :
* Schema Node ldentifier

* Data Node: Such as container, leaf, leaf-list, list, choice and
case el enents.

* Schema Tree
Sol uti on Desi gn

To identify which network node produced which YANG data instance into
whi ch Message Broker Topic, Partition and Subject, YANG Message Keys
and | ndexes (Section 3.1.1) are being introduced. These keys enable
a determnistic distribution of YANG nessages accross Topics and
Partitions enabling applications to consunme only the needed data from
specific topics and partitions.

In order to facilitate Message Broker Topic Conpaction, a YANG Push
subscription type based topic nam ng scheme (Section 3.2) is defined.
This segregates statistical (Value), State and State change YANG
metrics and facilitates a YANG Message Broker Consuner to use the
Topic wild card consunption nmethod to sel ect based on YANG Push
subscription type.

1. YANG Message Keys and | ndexes

For topics that carry YANG tel enetry nmessages as defined in
[1-D.ietf-nnmop-nessage-broker-tel enetry-nessage], a Message Key MJUST
be used. If no Message Key is defined then the Messages are
distributed in a round robin fashion across partitions. |f a Message
Key is defined, then the value of the Message Key is being used as

i nput for the Message Broker Producer hash function to distribute
across Partitions. Therefore, Message Keys facilitate Message
determnistic distribution.

The Message Key not only used for Message indexing at the Message
Producer but also at the Message Broker for topic conpaction.

For YANG the network node hostname, from which YANG datastore the
YANG netrics are published fromand the YANG data nodes are used to
generate the Message Key.

The foll owi ng sections descri be how Message Keys are used in both
Message producers and Message consuners.
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3.1.1. YANG Message Broker Producer

YANG dat a nodes are uniquely identifiable within the YANG Schema
tree. Section 6.5 of [RFC7950] defines with "absol ute-schena-nodei d"
how absol ute YANG Schena node identifiers are being crafted locally
uni que to the YANG nodul e and how YANG data nodes are associ at ed

Section 3.6 of [RFC8641] defines how YANG data nodes can be
subscribed with subtree and xpath selection filters. A YANG Push
publ i sher publishes with "subscription-started" state notifications
for each subscription which filter and filter type is being used to
the YANG Push receiver.

To generate the Message Key, the "absol ute-schema-nodei d* (see
Section 6.5 of [RFC7950]) must be extracted fromthe YANG Push
subtree or xpath subscription filter in use. |If the identifier
refers to a YANG | ist (see Section 7.8 of [RFC7950]) the |ist key
(Section 7.8.2 of [RFC7950]) is appended to the identifier, separated
by a sl ash.

For exanple, given the XPath filter shown in Figure 1, the "absol ute-
schema-nodei d" is "interfaces/interface". Because the interface |ist
has a key nanmed nane, the resulting keys for the Message Key are
"interfaces/interface/ nane" plus the YANG data node name of the I|ist
which is in this case the nanme of the interface.

ietf-interface:interfaces/interface[type="ianaift:ethernetCsmacd’ ]
Figure 1. YANG Push ietf-interface Xpath Filter Exanple

For exanple, if the followi ng subtree filter is being used, the
"absol ut e- schema- nodei d" is "hardware/ conponent/state". Therefore,
the keys used for the Message Key generation are

"har dwar e/ conponent / nane/ st ate" plus the YANG data node nane of the
list whichis in this case the nane of the conponent.

<get >
<filter type="subtree">
<hardware xm ns="urn:ietf:parans: xm : ns:yang:ietf-hardware">
<conponent >
<state/>
</ conponent >
</ har dwar e>
</filter>
</ get >

Figure 2: YANG Push ietf-hardware Subtree Filter Exanple
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When the Message is being produced to the Message Broker, the Network
node hostnane and YANG datastore nane is used fromthe structured
YANG data defined in "ietf-yang-push-tel emetry-nmessage” Section 3 of
[1-D.ietf-nnmop-nessage-broker-tel enetry-nmessage] where the YANG
"absol ut e-schenma-nodei d" with the optional list key is derived from
subtree and xpath filters, respectively fromtheir YANG Scherma tree.

3.1.2. YANG Message Broker Consurmer

The consuner hashes the Message® v Key, applies nodulo with the nunber
of partitions, and determi nes the partition fromwhich it should
consume nessages bearing that Messageff v Key.

At a YANG data store, such as a Tine Series database or stream
processor, the YANG data could than be ingested into tables according
to topic nanes and i ndexed per Message Key. |If Topic Conpaction is
enabl ed, only current state i s consuned.

3.1.3. Tine Series Database

Depending if the YANG Data Consumer knows the Message Key fromthe
YANG Message Broker Consuner or the YANG Schema fromthe YANG Schema
Regi stry the network telenetry nessages can be indexed in a Tine
seri es database. The Message Key could serve as the prinary key,
whil e keys fromthe YANG data taxonony can be reflected in the

i ndexi ng scheme using primary and secondary keys in a tine series
dat abase. I nplenentation exanples can be found under Section 5.

3.2. YANG Push Message Broker Topic Nam ng

YANG data can be subscribed "periodic", on-change" or "on-change"
with "sync-on-start". Periodic subscriptions are used for obtaining
statistical metrics. On-Change subscriptions are used for obtaining
St at e Changes and on-change with sync-on-start is used for obtaining
St at es.

Message Brokers topics are addressed with a uni que name. Usually
topics are naned hierarchically simlar to the DNS nanespace where
"." delimts hierarchies.

Thi s docunent defines "statistics", "states" and "state-changes" in
the topic nanme as the first part to denote the types of data.

Fol | owed by "yang" to denote YANG data. Followed by the Section 6.5
of YANG prefix [RFC7950] and Section 7.1.4 of absol ute-schema-nodeid
[ RFC7950] where all subsequent "/" are substituted by " _".
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3.

3.

4.

2.

2.

1.

For exanple, if the "ietf-interface:interfaces/interface" xpath
filter is being used, the Message Broker topic name woul d be as
following. |In the exanple the project name and environnent (prod,
dev, test etc.) is prefixed.

proj ect.environnent.statistics.yang.if.interfaces interface
Figure 3: YANG Push ietf-interface Topic Name Exanple
1. YANG Message Broker Producer

For Message®i v Broker topic creation, the "periodic", "on-change", and
"sync-on-start" update triggers contain data defined by the

@ fffiet f- subscri bed-notifications® YANG nodul e (Section 4.1 of

[ RFC8641]). Subscription state notifications MJIST be used to derive
the subscribed YANG data when it represents "statistics", "states",

or "state-changes". The YANG "absol ut e-schenma- nodei d* MJST be

derived fromsubtree and xpath filter data of subscription state
notifications, respectively fromtheir YANG Schema tree.

2.  YANG Message Broker Consurmer

The consuner can use a wildcard (*) in the topic name to subscribe to
mul tiple topics.

For exanple, if YANG states should be consumed and indexed in Tine
Seri es database or stream processor than bel ow Topi c Name coul d be
used, and the YANG data could be ingested into tables according to
topi c nanes and i ndexed per Message Key. |If Topic Conpaction is
enabl ed, only current state is consuned.

proj ect. environnent. st at es. yang. *
Figure 4: YANG Push Wl dcard Topi ¢ Name Exanpl e

Message Broker |nplenentations
Topic, Partitioning and Message Keys are generic concepts of Message
Brokers. There are two known Message Broker inplenentations
supporting all features described in this docunent.
Apache Kaf ka
Apache Kaf ka supports Message Keys, Partitioning and Log Compacti on.
Wth the followi ng exanple fromthe Apache Kafka admn client API

htt ps:// kaf ka. apache. or g/ 41/ j avadoc/ or g/ apache/ kaf ka/ cl i ent s/ adm n/
Admi n. htm a new conpacted Topi ¢ can be creat ed.
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Properties props = new Properties();
props. put (Adm nC i ent Confi g. BOOTSTRAP_SERVERS CONFI G "Il ocal host: 9092");

try (Admin admin = Adm n.create(props)) {
String topicName = "ny-topic";
int partitions = 12;
short replicationFactor = 3;
/1l Create a compacted topic
CreateTopi csResult result = adm n.createTopi cs(Col | ections. singl eton(
new NewTopi c(topi cNane, partitions, replicationFactor)
.configs(Collections.singletonMap(Topi cConfig. CLEANUP_POLI CY_CONFI G /
Topi cConfi g. CLEANUP_PCLI CY_COWPACT) )));

/1 Call values() to get the result for a specific topic
/1 Kaf kaFut ure<Voi d> future = result.values().get(topicNane);

/1 Call get() to block until the topic creation is conplete or has
/] failed if creation failed the Executi onExcepti on waps the
/1 underlying cause. future.get();

The nost inportant configuration itens from

htt ps:// kaf ka. apache. org/ 41/ confi guration/topic-configs/ are

"t opi cNane" defines the Topic nane, "partitions" the amount of
partitions, "replicationFactor" how nmany tinmes the partition is being
replicated.

Wth "conpact” in "cleanup.policy" the | og conpaction can be turned
on per topic. Wth "mn.cleanable.dirty.ratio" and

"del ete.retention.ns" how often and when Log Conpacti on should occur
per topic. Were with "retention.bytes" and with "retention.ns" the
topic specific compaction configurations can be Iimted how often the
topi cs are conpact ed.

The topi c names are constrained to 249 character |ength and the

foll owi ng characters: "a-z", "A-Z', "0-9", ".", " " and "-". Topics
can be created on the fly by producing into a new Topi ¢ when

"auto. create.topics. enabl e' has been configured prior. Topics should
be deleted at the end of the lifecycle through the "kafka-topics.sh"
command.

The Partition count for a given Topic can be increased but not
decreased. Consuner groups are automatically re-joined and
partitions are being rebal anced on Message Broker nodes when
Partition count changed.
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4.2. Apache Pul sar

Apache Pul sar supports Message Keys, Partitioning and Topic
Conpacti on.

Wth "brokerServi ceConpacti onThreshol d* when Topi ¢ Conpaction shoul d
occur is being configured.

The topic nanmes allow all characters except: "/". Topics can be
created on the fly by producing into a new Topi c when

"al | owAut oTopi cCreati on" has been configured prior. Topics should be
del eted at the end of the lifecycle through pul sar-adm n or pul sarctl
tool s.

The Partition count for a given Topic can be increased but not
decreased. Consuner groups are automatically re-joined and
partitions are being rebal anced on Message Broker nodes when
Partition count changed.

5. Time Series Database |Inplenentations

Tabl es, partition and keys are generic concepts of tine series

dat abases. Wth CdickHouse, this docunent provides exanples of how
YANG nessage keys can be obtained fromthe Message Broker and used
for indexing.

5.1. dickHouse
5.1.1. Data Mde

Unli ke other realtime anal ytics databases, O ickHouse does not
(necessarily) rely on partitioning data by tinmestanp. CickHouse
represents data in the MergeTree format, which is simlar to a LSM
tree:

A table consists of data parts sorted by primary key.

When data is inserted in a table, separate data parts are created and
each of data part is |exicographically sorted by primary key. For
exanple, if the primary key is ("MessageKey", "Date"), the data in
the part is sorted by "MessageKey", and within each "MessageKey", it
is ordered by "Date".

Data belonging to different partitions are separated into different
parts. In the background, CickHouse nerges data parts for nore
efficient storage. Parts belonging to different partitions are not
merged. The nerge nmechani sm does not guarantee that all rows with
the sane primary key will be in the sanme data part.
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Each data part is logically divided into granules. A granule is the
smal | est indivisible data set that CdickHouse reads when sel ecting
data. CickHouse does not split rows or values, so each granule

al ways contains an integer number of rows. The first row of a
granule is marked with the value of the primary key for the row. For
each data part, dickHouse creates an index file that stores the
marks. For each columm, whether it's in the primary key or not,

Cli ckHouse al so stores the same marks. These marks let you find data
directly in colum files.

Thus, it is possible to quickly run queries on one or many ranges of
the primary key.

5.1.2. Message Broker Integration

ClickHouse integrates with Message Brokers through Integration
Tabl e Engi nes.

Readi ng (sel ecting) data through Kaf ka Tabl e Engi ne foll ows Apache
Kaf ka semantics of advancing the offset, so subsequent reads wl|l
start at the offset the previous read left off.

It is the responsibility of the data nodel designer to transfer data
to a regul ar table:

* Use the engine to create a Kaf ka consumer and consider it a data
stream

Exanpl e:

CREATE TABLE queue (
ti mestanp Ul nt 64,
| evel String,
message String

)

ENG NE = Kaf ka

SETTI NGS kaf ka_broker list = 'local host:9092",
kaf ka_topic_list = "topic’,
kaf ka_group_nanme = ’'groupl’,

kaf ka_format = ' JSONEachRow ,
kaf ka_num consuners = 4,

* Create a table with the desired structure.

Exanpl e:
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CREATE TABLE nessages (
key String,
ti mestanp Ul nt 64,
| evel String,
message String

)
ENG NE = MergeTree
ORDER BY (key, tinmestanp);

* Create a materialized viewthat converts data fromthe engine and
puts it into a previously created table.

CREATE MATERI ALI ZED VI EW nv_nessages TO nessages AS
SELECT

_key AS key,

ti mest anp,

| evel,

message
FROM queue;

The Message Key and partition ID are avail able as virtual (read only)
columms _key and _partition.

5.1.3. Message Formats
Cl i ckHouse supports nunerous Message formats natively. The exanple
above uses the JSON Lines format but other (binary) formats, such as
Apache Avro or Protobuf, are supported as well.
5.1.4. Schema Registry
ClickHouse has built in Schema Registry support. For Apache Avro,
the Schema Regi stry and authentication are encoded in additiona
paraneters to the Apache Kafka consuner.
For formats such as Confluent JSON SR, use the
"kaf ka_schema_regi stry_ski p_bytes" paranmeter to skip reading the
Schema Registry preanble. The Schema can then be encoded explicitly.
6. | ANA Consi derations
Thi s docunent includes no request to | ANA

7. Security Considerations

Thi s docunent should not affect the security of the Internet.
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8.

9.

9.

Oper ational Considerations

The YANG Message Broker Producer of a YANG Push receiver should have
three config knobs facilitate the features described in this docunent
as optional:

* Topic Distribution: Select between "topic" and "subject"
distribution. Default is subject to remain backward conpatibility
to [1-D.ietf-nnmop-yang-message-broker-integration].

* Distribution Type: Sel ect between "none" and " YANG Push
subscription type".

*  YANG Message Key: Sel ect between "enable" and "di sabl e".

Subj ect distribution enables nessage ordering for a set of YANG
Message Keys on each partition. Were in topic distribution nessages
are randomy being distributed anbng partitions.

To accomodate for potential date |oss throughout the data processing
pi peline, periodic update of the current State for State netrics is
RECOMVENDED. This can be accomopdat ed with YANG Push as defined in

[ RFC8641] by conpl enmenting "on-change sync on start" subscriptions
with "periodic" subscriptions. Alternatively, in YANG Push Lite
defined in Section 7.6 of [I-D.wilton-netconf-yang-push-lite] this
simplified in one subscription.
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