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Abst r act

Thi s docunent describes the notivation and architecture of a native
YANG- Push notifications and YANG Schema integration into a Message
Br oker and YANG Schema Registry.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Operations and
Management Area Working G oup Wrking Goup mailing |ist
(nnop@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ nnop/.

Source for this draft and an issue tracker can be found at
https://github. com networ k-anal yti cs/draft-ietf-nnop-yang-nmessage-
br oker-integration/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 Novenber 2026.
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Aut hors’ Addresses . . . . . . . . . . . . . ... .o o2t
1. Introduction

Nowadays network operators are using YANG [ RFC7950] to nodel their
configurations and obtain YANG nodell ed data fromtheir networks. It
is well understood that plain text are initially intended for humans
and need effort to nake it nachi ne readabl e due to the | ack of
semantics. YANG nodel ed data is addressing nost of these needs.

Increasingly nore network operators organizing their data in a Data
Mesh [ Deh22] where a Message Broker such as Apache Kafka [ Kaf1l] or
Apache Pul sar [Pul 16] facilitates the exchange of nessages anong data
processi ng components |ike a stream processor to filter, enrich,
correlate or aggregate, or a tine series database to store data.

Even though YANG is intended to ease the handling of data, this

prom se has not yet been fulfilled for Network Telenetry [RFC9232].
From subscri bing on a YANG dat astore, publishing a YANG nodel ed
notifications message fromthe network and viewing the data in a tine
seri es database, nmanual |abor, such as obtaining the YANG schenma from
the network and creating a transformati on or ingestion specification
into a tine series database, is needed to nake a Message Broker and
its data processing conponents with YANG notifications interoparable.
Si nce YANG nodul es can change over time, for exanple when a router is
bei ng upgraded to a newer software release, this process needs to be
adj usted contionously, leading often to errors in the data chain if
dependenci es are not properly tracked and schenma changes adj usted

si mul t aneousl y.

1.1. Oigins of YANG Push

Wth [ RFC3535] the I AB set the requirenents for Network Managenent in
2003. Fromthese requirenents NETCONF [ RFC6241], NETCONF
Notifications [RFC5277] and RESTCONF [ RFC8040] have been defined to
configure through <edit-config> and retrieve operational data through
<get > and NETCONF notifications through <notification> froma YANG
datastore on a network node.

Wth YANG Push, as defined in [RFC8639], [RFC8640] and [ RFC8641],
peri odi cal and on-change subscriptions to the YANG datastore can be
dynanmically or statically configured. When notifications are
dynani cal | y configured, nmessages are published over the initially
est abli shed NETCONF session, while when it is statically configured
nmessages are published t hrough HTTPS- based
[I-D.ietf-netconf-https-notif] or UDP-based
[I-D.ietf-netconf-udp-notif] transport. Section 3.7 of [RFC8641]
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descri bes push-update nessages where the YANG subscribed data is
bei ng published, where Section 2.7 of [RFC8639] describes the
subscription state change notifications were changes in the
Subscription are bei ng descri bed.

1.2. Oigins of Apache Kafka

Apache Kafka [Kaf1ll] is a Message Broker that supports producing and
consum ng nmessages fromso called topics. Each topic has one or nore
partitions where nessages are replicated or |oad bal anced to scale
out. Wth the introduction of Confluent Schema Registry [Conl8] a
topic can contain one or nore subjects. A subject refers to a Schema
defining the structure of the nessage. The Scherma then is used to
val i dat e messages sent through topics and are identified by a Schema
ID. The Schema IDis issued when the Schema is registered to the
Confl uent Schema Registry. Once the Schena ID is obtained, it can be
prefixed to the nessage with a Confluent Schema Registry conpatible
serializer. Messages can then be validated against Schena at the
producer or at the consumer froma topic to ensure Schema integrity
of the message. The type of Schema evol ution schene can be defined
per subject, whether non backward conpatibility changes are all owed
or not.

1.3. Docunent Scope

Thi s docunent focuses on YANG Push [ RFC8641] as the messagi ng
prot ocol between network nodes and Network Tel emetry [ RFC9232] data

collection. It describes the nmain conponents and the ained
architecture for deploying such solution in a production network.
Then, it illustrates the integration of the YANG 1.1 [ RFC7950] as a

schema nodel i ng | anguage i nto the Apache Kaf ka Message Broker and
Confl uent Schema Registry [Conl8].

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2.1. Term nol ogy
Thi s docunent defines the follow ng terns:
* Message Broker: is an internediary software conponent that

transl ates nessages fromthe fornal nessagi ng protocol of the
sender to the fornmal nessaging protocol of the receiver routed in
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topics [Kaf11l]. Message brokers are elenments in Data Mesh where
sof tware applications communi cate by exchangi ng formal |l y-defined
nmessages.

YANG Message Broker Producer: Serializes YANG tel emetry nessages
frompreviously retrieved YANG notifications From YANG Push
Recei ver and registers YANG schemas at YANG Schema Registry for
the serialized tel enetry messages. See Section 4.6.

YANG Message Broker Consuner: De-Serializes YANG tel enetry
messages from Message Broker and retrieve YANG schenmas for the
serialized telemetry nmessages from YANG Schenma Registry. See
Section 4.7.

YANG Schema Regi stry: Stores YANG schemas and has an APl for
registering and retrieving YANG schemas for YANG Message Broker
Producers and Consuners. See Section 4.4.

YANG Schema I D: A unique ID referencing the scherma tree for a
subject in schema registry. It is used by the YANG Message Broker
Producer To serialize and the YANG Message Broker Consuner to
deserialize the nessage.

YANG Dat a Consuner: Transfornms and ingests previously obtained
YANG notfications from Message Broker into YANG Data Storage by
| everagi ng YANG schenas from YANG Schema Registry. See

Section 4. 8.

YANG Data Storage: Stores and i ndexes YANG data retrieved through
YANG notifications. See Section 4.9.

Stream Cat al og: provides a single point of access that allows
users to centrally search semantics for information across a
Message Broker.

Additionally it nakes use of the terns defined in [ RFC8639],
[ RFC7950], Apache Kafka [Kaf1l], Confluent Schema Registry
Docurnent ati on [ ConDoc18] and Data Mesh [ Deh22].

The following terns are used as defined in [ RFC8639]:

*

G af

Publ i sher
Recei ver
Subscri ption

Subscription ID

& El hassany Expi res 14 Novenber 2026 [ Page 5]



I nternet-Draft YANG- Push to Message Broker Integration May 2026

* Event streamfilter
* Notification nessage

The following terns are used as defined in Apache Kafka Message
Broker [Kaf11]:

*  Producer
*  Consuner
*  Topic

* Partition

The following terns are used as defined in Confluent Schema Registry
Docunent ati on [ ConDoc18]:

* Schemn

* Schema ID

* Schema Registry

*  Subj ect

The following terns are used as defined in Data Mesh [ Deh22]:

* Data Product: A logical unit that contains all conponents to
publish, process and store donmain data for anal ytical or data-

i ntensive use cases and is attributed to one single data owner.

* Service Level njective: |Is a target value or range of values for
a service level that is neasured by an service |level indicator.

* Service Level Indicator: Is a nmeasure of a service |evel provided
by a service provider to a custormer.

3. Mot i vati on

There are four mmin objectives for native YANG Push notifications and
YANG Schena integration into a Message Broker.

3.1. Automatic Onboarding

Automat e the Data Mesh onboardi ng of newy subscribed YANG netrics.
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3.2. Preserve Schema

The preservation of the YANG schema, that includes the YANG data
types as defined in [RFC6991] and the nested structure of the YANG
nmodul e, the data taxonony, throughout the data processing chain
ensures that nmetrics can be processed and visualized as they were
originally intended. Not only for users but also for autonmated

cl osed | oop operation actions.

3.3. Preserve Semantic | nformation

[ RFC7950] defines in Section 7.21.3 and 7.21.4 the description and
reference statenent. This information is intended for the user,
describing in a human-readabl e fashion the neaning of a definition
In Data Mesh, this information can be inported fromthe YANG Schema
Registry into a Stream Catal og where subjects within Message Broker
are identifiable and searchable. An exanple of a Stream Catalog is
Apache Atlas [Atl15]. It can also be applied for tinme series data
visualization in a simlar fashion

3.4. Standardi ze Data Processing Integration
Since the YANG Scherma is preserved for operational netrics in the

Message Broker, a standardization for integration between network
data collection and stream processors or tine series databases is

i mpli ed.
4. Elenents of the Architecture

The architecture consists of 10 elements. Figure 1 gives an overview
on the workfl ow.

| (12) Ingest Data
| According to Schema

T +
| YANG Dat a Consurmer |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| YANG Message Broker Consumer |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aa oo +

Serialized Message

N

| (9) Vvalidate

I

| Schema on Consuner
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| | Message |

| | Br oker |

| | R +

|| "

| | (8) Serialize

| ] | YANG Push Message

| | annot ated YANG

| | Schema I D on

| | Producer

|| I

| | (11) Issue R +

| ] Schenma (6) Post | YANG Message |

v o YANG | Broker Producer |
R I + Schema +----------ccccooo-- +
| YANG | <--------emae--- | Data Collection |
| Schema Registry I > | YANG Push Receiver |
R + (7) Issue R +

| YANG Schema ID | ” (3) Receive

| | | YANG Push

% (4) Discover | | Subscription
T + Schema | | Start Message
| Stream | Dependencies | | A
| Cat al og | and Obtain | | | (5) Publish
R T + Schemas | | | YANG- Push

| ] | Message
| | | wth
(1) Discover | | Subscri ber
Noti fi cation v o | ID

R + Capabilities +------------u-o-- +
| Manage YANG Push | --------------- > | Net wor k Node |
| Subscri ption [ > | YANG Push Publ i sher|
T + (2) Subscribe T +

Figure 1: End to End Workfl ow

The workfl ow di agram (Fi gure 1) describes the steps from establi shing
the YANG Push subscription to Data Storage ingestion.

4.1. YANG Push Subscription

Wth step nunber (1) in the workflow diagram the YANG Push
notification transport capabilities are being di scovered according to
[I-D.ietf-netconf-yp-transport-capabilities], notification
capabilities according to [I-D.ietf-netconf-notif-envel ope] and
notification subscription capabilities according to Section 3 of

[ RFC9196] .
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Wth step (2) a YANG Push subscription according to Section 2.4 and
2.5 of [RFC8639] is dynamically or statically configured.

Wth step (3) subscription start notifications are sent according to
Section 2.7 of [RFC8639] fromthe YANG Push Publisher to the Receiver
to informwhich event streamfilter has been applied to which
Subscription | D

VWhen t he YANG Push Subscription is managed dynam cally, the YANG data
is being received on the same NETCONF sessi on where the Subscription
is being maintained. Wth configured Subscription the YANG data is
sent to the YANG Push Receiver through a separate transport session

[1-D.ietf-netconf-yang-notifications-versioning] adds the capability
to subscribe to a specific YANG nodul e revi sion or backward

conpati ble YANG nodule in step (2) and adds the nodul e nane,

revision, revision-label and yang-library-content-id information into
the subscription state change notifications in step (3).

Figure 2 provides an exanmple how to create a YANG Push confi gured
Subscription with NETCONF in XM. [ WBC. REC- xmi - 20081126] wi th UDP-
based [I-D.ietf-netconf-udp-notif] transport

========== NOTE: '\’ l|ine wapping per RFC 8792) ===========

<rpc message-i d="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<edit-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<subscriptions xm ns="urn:ietf:paranms: xm : ns:yang:ietf\
-subscri bed-notifications">
<subscri ption>
<i d>6666</i d>
<dat astore xm ns="urn:ietf:parans: xm :ns:yang:ietf\
-yang- push”
xm ns:ds="urn:ietf:paranms: xm : ns:yang:ietf\
- dat ast or es" >ds: oper at i onal </ dat ast or e>
<dat astore-xpath-filter xm ns="urn:ietf: parans: xm : ns\
:yang:ietf-yang-push"
xmns:if="urn:ietf:params:xm :ns:yang:ietf-inter\
faces">/if:interfaces</datastore-xpath-filter>
<revision xmns="urn:ietf:parans: xm : ns:yang:ietf-yang\
- push-revi si on">2018- 02- 20</ r evi si on>
<transport xm ns:unt="urn:ietf:paranms: xm:ns:yang:ietf\
-udp-notif-transport"”>unt: udp-notif</transport>
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<encodi ng>encode- j son</ encodi ng>
<receivers>
<recei ver>
<nane>subscri ption-specific-receiver-def </ nane>
<recei ver-instance-ref xm ns="urn:ietf:paranms: xm\
:ns:yang:ietf-subscribed-notif-receivers">\
gl obal -udp-noti f-recei ver-def </receiver-instance-ref>
</receiver>
</receivers>
<periodic xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-push">
<peri 0d>6000</ peri od>
</ peri odi c>
</ subscri ption>
<recei ver-instances xm ns="urn:ietf:params: xm :ns:yang:ietf\
-subscri bed-notif-receivers">
<recei ver-instance>
<nane>gl obal - udp- noti f -recei ver - def </ nane>
<udp-notif-receiver xmns="urn:ietf:parans: xn : ns: yang\
cietf-udp-notif-transport">
<addr ess>203. 0. 113. 1</ addr ess>
<port>12345</port >
<enabl e- segnent at i on>f al se</ enabl e- segnent ati on>
<max- segnment - si ze/ >
</ udp-notif-receiver>
</ receiver-instance>
</receiver-instances>
</ subscri ptions>
</ config>
</edit-config>
</rpc>

Figure 2: NETCONF Exanpl e to establish configured Subscription

Figure 3 provides an exanple of a JSON encoded, [RFC7951],
subscription-started state change notification nessage over HITPS-
based [I-D.ietf-netconf-https-notif] or UDP-based
[I-D.ietf-netconf-udp-notif] transport with
[I-D.ietf-netconf-notif-envel ope] and
[1-D.ietf-netconf-yang-notifications-versioning] as extensions for
the same Subscription.
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{
"ietf-yp-notification:envel ope": {

"event-tinme": "2023-03-25T08:30:11. 227",

"host name": "exanple-router",

"sequence-nunber": 1,

"notification-contents": {

"ietf-subscribed-notification:subscription-started": {
"id": 6666,
"ietf-yang-push: datastore": "ietf-datastores:operational"”,
"i etf-yang-push: datastore-xpath-filter": "/if:interfaces",
"i etf-yang-push-revision:revision": "2014-05-08",
"i etf-yang-push-revision: nodul e-nane": "ietf-interfaces",
"ietf-yang-push-revision:revision-|label": "",
"i etf-yang-push-revision:yang-library-content-id": "1",
"ietf-distributed-notif:message-publisher-ids": [1,2],
"transport": "ietf-udp-notif-transport:udp-notif",
"encodi ng": "encode-json",
"ietf-yang-push:periodic": {
"i etf-yang-push: period": 100
}
}
}
}
}

Figure 3: JSON YANG Push Exanple for a subscription-started
notification message

4.2. YANG Push Publisher

Wth step nunber (4) in the workflow diagram a YANG Push push-update
or push-change-updat e nessage, dependi ng on wherever periodical or
on- change Subscription has been established, is sent fromthe YANG
Push Publisher to the receiver according to Section 3.7 of [RFC8639].

[1-D.ietf-netconf-notif-envel ope] defines the YANG Push notification
header in YANG with event-tinme, hostname and sequence-nunber to
enabl e a YANG data consumer to use the hostname to recogni ze which
networ k node the nessage was published fromand with sequence- nunber
nmessage reordering or |oss.

[I-D.ietf-netconf-distributed-notif] adds a nessage-publisher-id for
network nodes with distributed architecture where nultiple YANG Push
publ i shing processes are publishing nessages. The nessage-publi sher-
id enabl es a YANG data consuner to recogni ze from whi ch YANG Push
Publ i sher process the nessage was published from
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Section 3.5.1 of [I-D.ietf-netconf-notif-envel ope] adds observation
timestanp and point-in-time in the YANG Push push-update or push-
change-updat e nessage. The observation tinmestanp contains the
timestanp and point-in-tinme when the netrics where observed.

Figure 4 provides an exanple of a JSON encoded, [RFC7951], push-
update notificati on nessage over HTTPS- based
[I-D.ietf-netconf-https-notif] or UDP-based
[I-D.ietf-netconf-udp-notif] transport and
[I-D.ietf-netconf-notif-envel ope] wi th hostname, sequence-nunber,
observation tinestanp and point-in-tine as extensions.

========== NOTE: '\’ l|ine wapping per RFC 8792) ===========

"ietf-yp-notification:envel ope": {
"event-tinme": "2023-03-25T08: 30: 11. 222",
"host nanme": "exanple-router",
"sequence-nunber": 1,
"notification-contents": {

"i etf-yang-push: push-update": {

"id": 6666,

"ietf-yp-observation:tinmestanmp": \

"2023-03-25T08: 30: 11. 227",

"ietf-yp-observation:point-in-time": \

"current-accounting”,

"dat astore-contents": {
"ietf-interfaces:interfaces": |

{

nterface": {

"name": "eth0",

"type": "iana-if-type:ethernetCsmacd",
"oper-status": "up",

“mu": 1500

Figure 4: JSON YANG Push Exanple for a push-update notification
nmessage
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Figure 5 provides an exanple of a JSON encoded, [RFC7951], push-
change-update notificati on nessage over HITPS-based
[I-D.ietf-netconf-https-notif] or UDP-based
[I-D.ietf-netconf-udp-notif] transport and
[I-D.ietf-netconf-notif-envel ope] w th hostname, sequence-nunber,
observation tinestanp and point-in-tine as extensions.

========== NOTE: '\’ |ine wapping per RFC 8792) ===========

"ietf-yp-notification:envel ope":
"event-tinme": "2023-03-25T08: 30: 11. 227",
"host name": "exanpl e-router",
"sequence-nunber": 1,
"notification-contents": {

"i et f-yang- push: push- change-update": {
"id": 2222,
"ietf-yp-observation:tinmestamp": \
"2023-03- 25T08: 30: 11. 227",
"ietf-yp-observation:point-in-time": \
"st at e- changed”,

"dat astore-contents": {
"yang-patch": {
"patch-id": "patch 54",
"coment": "Changi ng encoding to JSON and i ncreasing \
the period to 10 m nutes",
"edit": |
{

"edit-id": "id_change_1",

"operation": "nerge",

"target": "/ietf-subscribed-notifications\:subs\

criptions/subscription[id=2222]",

"val ue": {
"ietf-subscribed-notifications:encoding": \
"ietf-subscribed-notifications:encode-json",
"ietf-yang-push:periodic": {

"period": 60000
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Figure 5: JSON YANG Push Exanple for a push-change-update
notification message

4.3. YANG Push Receiver

For all the YANG nodul es and revisions of each hostnane and
Subscription ID in the subscription state change notification
received in step nunber (3) in the workflow diagram all the YANG
modul e dependenci es need to be determ ned through the YANG Library

[ RFC8525] and the inport statements in the YANG nodul es. The
dependenci es include: inports, augnents, deviations and features
bei ng used for each YANG nodul e. Through NETCONF <get-schena> RPC
calls, [RFC6022], all YANG nodul es need to be retrieved as descri bed
in step (4) in the workfl ow di agram

YANG Li brary [ RFC8525] al ready supports the discovery of subnodul es,
devi ations and features but m sses augnents.
[1-D.ietf-netconf-yang-1library-augnentedby] extends the YANG Li brary
so that also the list of YANG nodul es whi ch have direct augmentations
are |isted.

A change in xpath or sub-tree filter or nodule nanme in the
subscription state change notifications indicates that the subscribed
pat h has changed. A change in revision indicates that the version of
the YANG nodul e of the subscribed path has changed, where revision-

| abel indicates wherever the revision was backward conpatible or not.
YANG Li bary content-id changes indicates that there were potenti al
semanti ¢ changes in the augnented or inported YANG nodul es of the
subscri bed xpath or sub-tree. |f no change to previous subscription
state is observed, step 4 can be omitted.

Figure 9 in Section 4.1 and YANG nodule in Section 5 of [RFC8641]
defines the payl oad of YANG push notifications where "datastore-
contents" or the "value" of a "push-change-update") is "anydata"
[1-D. net ana- nnop- yang- anydat a-val i dati on] extends Section 7.10 of

[ RFC7950] by describing how validate Schema integrity of the anydata
content.

4.4. YANG Schema Registry

The schema regi stry SHOULD support YANG as the format for defining
schenma and has the ability to store netadata al ong with the schena.
For each schenma registered into the schema registry, a YANG Schema | D
is returned. That YANG Schema |ID can be used when interacting with
the Message Broker to indicate the schema to use with the nessage.
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Confl uent Schema Registry is pluggable. Currently Supports AVRO
JSON Schema and Protobuf. The YANG support is being devel oped at

[ Yak24] as part of this architecture. Enable to register, obtain and
conpare [ YSR24] YANG Schemas. One YANG Scherma with all its
augnentations is being registered per YANG Push subscription ID al ong
wi th netadata describing which YANG features were enabled for the
regi stered YANG schema. For each YANG Schema a locally significant
YANG Schema ID is being issued as described in step (7) in the

wor kf | ow di agr am

curl -X PCOST -H "Content Type: application/vnd. schemaregistry.vl+json"
-d @etf-interfaces@018-02-20.json
http://1 ocal host: 8081/ subjects/ietf-interfaces/

"schemaType": "YANG',
"references": |

"name": "ietf-interfaces",
"subject": "ietf-interfaces",
"version": "2018-02-20",
}
1,
"met adata": {
"tags": {
"features": ["arbitrary-names", "if-mb"]
}
H
"schema": "... yang schema text"

}
Figure 6: Register ietf-interfaces.yang into YANG Schema Registry

curl http://1ocal host: 8081/ subjects/ subjects/ | jq
Figure 7: List all subjects YANG Schema Registry
curl http://Iocal host: 8081/ subjects/ietf-interfaces/versions
Figure 8: List versions of a given subject in YANG Schema Registry

curl http://1ocal host: 8081/ subjects/ietf-interfaces/versions/1
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{
"schemaType": "YANG',
"subject": "ietf-interfaces",
"version": 2018-02-20,
idUo1,
"references": |
{
"name": "ietf-yang-types",
"subject": "ietf-yang-types",
"version": "2013-07-15",
}
1,
"met adata": {
"tags": {
"features": ["arbitrary-names", "if-mb"]
}
H
"schema": " yang schema text"
}

Figure 9: Retrieve schema of a specific subject and version in
YANG Schena Regi stry

4.5. Stream Catal og

The YANG schemas in the YANG schema registry are made accessible to
the Stream Catal og where users have an overvi ew and search on
avai l abl e semantics in the Message Broker.

4.6. YANG Message Broker Producer

The previously issued YANG Schema IDis prefixed to the netadata
augnment ed YANG push push-update nessage previously described in
Section 4.3 before serialized to a Message Broker topic in step (8)
of the workflow di agram

Section 2 of [I-D.ietf-nnop-nessage-broker-tel emetry-nmessage] defines
the envel ope schema of the nmessage facilitating the YANG Push and
different types of provenance netadat a.

4.7. YANG Message Broker Consuner
The Schema ID is extracted fromthe nmetadata and used to retrieve the

YANG Schema, step (10) of the workflow diagram to validate the
Schema integrity of the nessage.

Graf & El hassany Expi res 14 Novenber 2026 [ Page 16]



I nternet-Draft YANG- Push to Message Broker Integration May 2026

In order to validate Schema integrity, the event streamfilter of the
Subscription IDin the subscription started notification

Section 4.3.1 of [RFC8641] or telemetry message Section 3 of
[1-D.ietf-nnmop-nessage-broker-tel enetry-nessage] is needed to apply
[1-D. net ana- nnop-yang- anydat a-val i dati on] on the YANG schema tree.

4.8. YANG Dat a Consumer

The data storage ingestion specifications used for YANG Push nessage
ingestion and indexing at step (12) are derived fromthe YANG Schenma
previously retrieved at Section 4.7.

By tracking the YANG Push notification sequence-nunber for a given
host name as defined in Section 3.4 of
[I-D.ietf-netconf-notif-envelope] |oss can be recogni zed accross the
YANG dat a processing chain. By taking the event-tine in the YANG
Push notification header and the time the YANG Push notification
messages was consunmed into account, the serialization delay between
YANG- Push publ i sher and YANG Data Consumer can be neasured.

The | oss rate and delay for a given hostnanme can be used as a Service
Level Indicator for the YANG Data Product in the Data Mesh [ Deh22].

4.9. YANG Data Storage

The YANG data is ingested in step (12)according to the previously
defined ingestion specification and i ndexed with the observation
timestanp as defined in Section 3.5.1 of
[I-D.ietf-netconf-notif-envelope]. A network operator is now able to
query the previously subscribed YANG dat a.

5. | ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
6. Inplenmentation Status

Note to the RFC-Editor: Please renmove this section and its
correspondi ng references before publishing.

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
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supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature.

It is up to the individual working groups to use this information as
they see fit".

6.1. YANG Schena Regi stry Extension

Ahrred El hassany devel oped a YANG Schena Extension in Confluent Schema
Regi stry.

The source code can be obtained here: [YSR24], the progress report
here: [YSRPR24], and was validated at the I ETF 117 and 123 hackat hon

6.2. YANG Push Receiver Parsing Library

Zhuoyao Lin devel oped as part of her internship a library to parse
YANG- Push subscription notifications, identify YANG nodul e
dependenci ses with YANG Li brary [ RFC8525] and obtain wi th NETCONF
<get-schema> rpc calls [RFC6022] all YANG modul es from YANG Push
publ i sher.

The source code can be obtained here: [LYP23] and was validated at
the I ETF 117 hackat hon.

6.3. YANG Li brary Augnented-by Addition

Zhuoyao Lin inplenented [I-D.ietf-netconf-yang-1ibrary-augnmentedby]
in order to discover augnented-by YANG nodul es in YANG Li brary
[ RFC8525] .

The source code can be obtained here: [YLA24] and was validated at
the I ETF 119 hackat hon.

7. Security Considerations

Inline with Section 4.1.3 of [RFC3552], the NETCONF SSH transport
sessi on between YANG Push Receiver and Publisher SHOULD be

aut henticated with publickey as defined in Section 7 of [RFC4252].

In order to discover the YANG Push Subscription capabilities, the
YANG nodul e dependeci es, the YANG nodul es and the Susbcription state,
read-only perm ssion should be assigned to this user through
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centralized Section 6 of Tacacs+ Authorization [RFC3552] or through
NACM [ RFC8341] locally. Tacacs+ authorization MJST be secured with
TLS 1.3 as described in [RFC3341]. Dependi ng on NACM perm ssi ons,
only authorized YANG nodes are di scoverabl e and subscri babl e by
NETCONF and RESTCONF clients.

Inline with Section 4.5.2 of [RFC3552], the YANG Push transport
sessi on SHOULD be secured with DTLS 1.3 [ RFC9147], TLS 1.3 [ RFC8446]
or SSH [ RFC4252] depending on transport protocol and Subscription
type. The HITPS and TCP transport sessions anbng YANG Message Broker
Producers, Consuners and YANG Schena Registry, MJST be secured with
TLS 1.3 [RFCB446]. Keys dependi ng on key length should be frequently
rot at ed.

8. (Operational Considerations

The Data Product should be nonitored for YANG schema integrity, YANG
notification end-to-end delay and | oss from YANG Push Subscription to
YANG Data Consumer. The YANG instance data can be validated at the
YANG- Push Recei ver or YANG Message Broker Consumer or both.
Notifications or nmessages not conmplying to YANG schenma SHOULD be

| ogged describing the YANG schema error with the instance data
together for troubl eshooting purposes to the data owner defined in
the Stream Catal og. YANG notification delay and | oss can be neasured
at the YANG Push Receiver and the YANG Message Broker Consuner by
taking the [I-D.ietf-netconf-notif-envel ope] defined event-tinme,

host name and sequence- nunber and the
[1-D.ietf-nnmop-nessage-broker-tel enetry-nessage] defined data-

col l ection-mani fest and collection-tinestanp into context. The
Service Level Objective SHOULD be defined by the Data Product owner
in the Stream Catal og and be notified and reported when vi ol at ed.

9. Acknow edgenent s

The authors would |ike to thank Yanni ck Buchs, Benoit d aise, Mhaned
Boucadai r, Dhruv Dhody, Q n W, Andy Bierman, Feng Chong, Hol ger

Kell er, Kristian Larsson, |gnacio Dom nguez Martinez-Casanueva, Paul
Ai tken and Reshad Rahman for their review and val uabl e coments.

Al ex Huang Feng, Jean Quil beuf and Zhuoyao Lin for review and
contributing code and providing exanples and inputs to the open
points. Heng Cui for providing security and operati onal

consi derati on gui dance.

10. Ref er ences

10.1. Normative References

Graf & El hassany Expi res 14 Novenber 2026 [ Page 19]



I nternet-Draft YANG- Push to Message Broker Integration May 2026

[1-D.ietf-netconf-notif-envel ope]
Feng, A. H., Francois, P., Gaf, T., and B. d ai se,
"Extensi bl e YANG Model for YANG Push Notifications", Wrk
in Progress, Internet-Draft, draft-ietf-netconf-notif-
envel ope-04, 6 February 2026,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
notif-envel ope- 04>.

[1-D.ietf-netconf-yang-I|ibrary-augnent edby]
Lin, Z, Caise, B., and |. D. Martinez-Casanueva,
"Augnent ed-by Addition to the YANG Library", Wrk in
Progress, Internet-Draft, draft-ietf-netconf-yang-Ilibrary-
augnent edby- 18, 20 March 2026,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
yang- | i br ary-augnent edby- 18>.

[1-D.ietf-netconf-yang-notifications-versioning]
Gaf, T., Caise, B., and A. H Feng, "Support of
Versioning in YANG Notifications Subscription", Wrk in
Progress, Internet-Draft, draft-ietf-netconf-yang-
notifications-versioning-11, 12 February 2026,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
yang-noti fications-versioning-11>.

[1-D.ietf-netconf-yp-transport-capabilities]
Wi, Q, Ma, Q, Feng, A H, and T. Gaf, "YANG
Notification Transport Capabilities”, Wrk in Progress,
Internet-Draft, draft-ietf-netconf-yp-transport-
capabilities-05, 16 June 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
yp-transport-capabilities-05>.

[1-D.ietf-nnmop-nessage-broker-tel enetry-mnmessage]
El hassany, A, Gaf, T., and P. Lucente, "Extensible YANG
Model for Network Tel enetry Messages", Wrk in Progress,
Internet-Draft, draft-ietf-nnop-nessage-broker-telenetry-
nmessage- 04, 18 January 2026,
<https://datatracker.ietf.org/doc/htm/draft-ietf-nnop-
message- broker-tel emetry- nessage- 04>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>.

Graf & El hassany Expi res 14 Novenber 2026 [ Page 20]



Internet-Draft

[ RFC3552]

[ RFC4252]

[ RFC6022]

[ RFC7950]

[ RFC8174]

[ RFC8341]

[ RFC8446]

[ RFC8639]

[ RFC8641]

[ RFC8792]

[ RFC9147]

YANG- Push to Message Broker Integration May 2026

Rescorla, E. and B. Korver, "Quidelines for Witing RFC
Text on Security Considerations", BCP 72, RFC 3552,

DA 10.17487/ RFC3552, July 2003,
<https://ww.rfc-editor.org/info/rfc3552>.

Yl onen, T. and C. Lonvick, Ed., "The Secure Shell (SSH)
Aut hentication Protocol"”, RFC 4252, DO 10.17487/ RFC4252,
January 2006, <https://www.rfc-editor.org/info/rfc4252>.

Scott, M and M Bjorklund, "YANG Modul e for NETCONF
Moni toring", RFC 6022, DO 10.17487/ RFC6022, Cctober 2010,
<https://www. rfc-editor.org/info/rfc6022>.

Bj orklund, M, Ed., "The YANG 1.1 Data Mdel i ng Language",
RFC 7950, DO 10. 17487/ RFC7950, August 2016,
<https://ww.rfc-editor.org/info/rfc7950>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Bi erman, A. and M Bjorklund, "Network Configuration
Access Control Model", STD 91, RFC 8341,

DO 10.17487/ RFC8341, March 2018,

<https://www. rfc-editor.org/info/rfc8341>.

Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://www. rfc-editor.org/info/rfc8446>.

Voit, E., Cemm A, CGonzalez Prieto, A, N |sen-Nygaard,
E., and A Tripathy, "Subscription to YANG Notifi cations",
RFC 8639, DO 10. 17487/ RFC8639, Septenber 2019,
<https://ww.rfc-editor.org/info/rfc8639>.

Cemm A and E. Voit, "Subscription to YANG Notifications
for Datastore Updates", RFC 8641, DO 10.17487/ RFC8641,
Sept enber 2019, <https://www. rfc-editor.org/info/rfc8641>.

Watsen, K., Auerswald, E., Farrel, A, and Q Wi,
"Handling Long Lines in Content of Internet-Drafts and
RFCs", RFC 8792, DO 10.17487/RFC8792, June 2020,
<https://ww. rfc-editor.org/info/rfc8792>.

Rescorla, E., Tschofenig, H, and N. Mdadugu, "The

Dat agr am Transport Layer Security (DTLS) Protocol Version
1.3", RFC 9147, DO 10.17487/ RFC9147, April 2022,
<https://ww. rfc-editor.org/info/rfc9147>.

Graf & El hassany Expi res 14 Novenber 2026 [ Page 21]



I nternet-Draft YANG- Push to Message Broker Integration May 2026

[ RFC9196] Lengyel, B., demm A, and B. daise, "YANG Mdul es
Descri bing Capabilities for Systems and Datastore Update
Notifications", RFC 9196, DO 10.17487/ RFC9196, February
2022, <https://ww.rfc-editor.org/info/rfc9196>.

[ RFC9887] Dahm T., Heasley, J., Medway Gash, D.C., and AL Qa,
"Ternmi nal Access Controller Access-Control System Plus
(TACACS+) over TLS 1.3", RFC 9887, DO 10.17487/ RFC9887,
Decenber 2025, <https://ww. rfc-editor.org/info/rfc9887>.

10.2. Informmtive References

[ At] 15] Hort onwor ks, "Apache Atl as", Apache Software Foundati on,
May 2015, <https://atl as. apache.org/>.

[ Con18] Yokota, R, "Confluent Schema Registry", Confluent
Conmuni ty and Apache Software Foundation, Decenber 2018,
<https://github. com confl uentinc/schema-registry/>.

[ ConDoc18] Yokota, R, "Confluent Schema Regi stry Docunentation”,
Confl uent Conmmunity and Apache Software Foundati on,
Decenber 2018,
<https://docs.confluent.iol/platforn current/schena-
registryl/ >,

[ Deh22] Dehghani, Z., "Data Mesh", O Reilly Media,
| SBN 9781492092391, March 2022,
<https://www. oreilly.conilibrary/view dat a-
mesh/ 9781492092384/ >.

[1-D.ietf-netconf-distributed-notif]
Zhou, T., Zheng, G, Voit, E, Gaf, T., and P. Francois,
"Subscription to Notifications in a Distributed
Architecture"”, Work in Progress, Internet-Draft, draft-
ietf-netconf-distributed-notif-19, 13 April 2026,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
di stributed-notif-19>.

[I-D.ietf-netconf-https-notif]
Jet hanandani, M and K. Watsen, "An HTTPS-based Transport
for YANG Notifications", Wrk in Progress, Internet-Draft,
draft-ietf-netconf-https-notif-15, 1 February 2024,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
https-notif-15>.

[1-D.ietf-netconf-udp-notif]

Feng, A. H., Francois, P., Zhou, T., Gaf, T., and P.
Lucente, "UDP-based Transport for Configured

Graf & El hassany Expi res 14 Novenber 2026 [ Page 22]



I nternet-Draft YANG- Push to Message Broker Integration May 2026

Subscriptions", Wrk in Progress, Internet-Draft, draft-

i etf-netconf-udp-notif-25, 28 January 2026,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
udp- noti f - 25>,

[1-D. net ana- nnop-yang- anydat a- val i dati on]
El hassany, A and T. Gaf, "Validating anydata in YANG
Li brary context"”, Work in Progress, Internet-Draft, draft-
net ana- nmop- yang- anydat a- val i dati on-01, 20 Cctober 2025,
<https://datatracker.ietf.org/doc/htnl/draft-netana-nnop-
yang- anydat a- val i dati on- 01>.

[ Kaf 11] Nar khede, N., "Apache Kafka", Apache Software Foundati on,
January 2011, <https://kafka. apache. org/ >.

[ LYP23] Lin, Z., "libyangpush", Apache Software Foundati on,
Sept enber 2023,
<https://github. com net work-anal ytics/|ibyangpush/>.

[ Net gauze_G t hub]
"Net gauze open source Network Tel enetry Data Col | ection”,
<https://github. coni Net Gauze/ Net Gauze/ >.

[ Pul 16] @Quo, S. and M Merli, "Apache Pulsar", Apache Software
Foundati on, January 2016, <https://pul sar.apache. org/>.

[ RFC3535] Schoenwael der, J., "Overview of the 2002 | AB Network
Managenment Wor kshop", RFC 3535, DO 10.17487/ RFC3535, May
2003, <https://ww.rfc-editor.org/info/rfc3535>.

[ RFC5277] Chisholm S. and H. Trevino, "NETCONF Event
Notifications", RFC 5277, DA 10.17487/ RFC5277, July 2008,
<https://www. rfc-editor.org/info/rfc5277>.

[ RFC6241] Enns, R, Ed., Bjorklund, M, Ed., Schoenwaelder, J., Ed.,
and A. Bierman, Ed., "Network Configuration Protocol
(NETCONF) ", RFC 6241, DO 10.17487/ RFC6241, June 2011,
<https://www.rfc-editor.org/info/rfc6241>.

[ RFC6991] Schoenwael der, J., Ed., "Commbn YANG Data Types",
RFC 6991, DO 10.17487/ RFC6991, July 2013,
<https://www. rfc-editor.org/info/rfc6991>.

[ RFC7942] Sheffer, Y. and A. Farrel, "Inproving Awareness of Running
Code: The Inplenentation Status Section", BCP 205,
RFC 7942, DA 10. 17487/ RFC7942, July 2016,
<https://www. rfc-editor.org/info/rfc7942>.

Graf & El hassany Expi res 14 Novenber 2026 [ Page 23]



I nternet-Draft YANG- Push to Message Broker Integration May 2026

[ RFC7951] Lhotka, L., "JSON Encodi ng of Data Mdydel ed with YANG',
RFC 7951, DA 10. 17487/ RFC7951, August 2016,
<https://www.rfc-editor.org/info/rfc7951>.

[ RFC8040] Bierman, A, Bjorklund, M, and K Watsen, "RESTCONF
Protocol ", RFC 8040, DO 10.17487/ RFC8040, January 2017,
<https://ww.rfc-editor.org/info/rfc8040>.

[ RFC8525] Bierman, A, Bjorklund, M, Schoenwael der, J., Watsen, K,
and R WIlton, "YANG Library", RFC 8525,
DO 10.17487/ RFC8525, March 2019,
<https://ww. rfc-editor.org/info/rfc8525>.

[ RFC8640] WVoit, E., Cemm A, Conzalez Prieto, A, N lsen-Nygaard,
E., and A Tripathy, "Dynam c Subscription to YANG Events
and Dat astores over NETCONF", RFC 8640,
DA 10. 17487/ RFC8640, Septenber 2019,
<https://ww.rfc-editor.org/info/rfc8640>.

[ RFC9232] Song, H., @n, F., Martinez-Julia, P., Cavaglia, L., and
A. Wang, "Network Tel emetry Framewor k", RFC 9232,
DO 10. 17487/ RFC9232, May 2022,
<https://www. rfc-editor.org/info/rfc9232>.

[ WVBC. REC- xml - 20081126]
Bray, T., Paoli, J., Sperberg-MQueen, M, Miler, E, and
F. Yergeau, "Extensible Markup Language (XM.) 1.0 (Fifth
Edition)", Wrld Wde Wb Consorti um Recormendati on REC
xm -20081126, Novenber 2008,
<https://ww. w3. or g/ TR/ 2008/ REC- xm - 20081126>.

[ Yak24] Feng, F., "Yangkit", Apache Software Foundation, February
2024, <https://github. com network-anal yti cs/yang- kaf ka-
i ntegration>.

[ YLA24] Lin, Z., "libyangpush", Apache Software Foundation, March
2024, <https://github. com Zephyre777/draft-1incla-netconf-
yang-|i brary-augnentati on/ >.

[ YSR24] El hassany, A and A Huang-Feng, "YANG Schema Registry
Ext ensi on", Apache Software Foundation, February 2024,
<https://github. conl net wor k- anal yti cs/ yang- kaf ka-

i ntegration>.

Graf & El hassany Expi res 14 Novenber 2026 [ Page 24]



I nternet-Draft YANG- Push to Message Broker Integration May 2026

[ YSRPR24] El hassany, A., "YANG Schenma Regi stry Extension Progress
Report", July 2025, <https://github.com network-anal ytics/
i etf-network-anal ytics-docunent -
st at us/ bl ob/ nai n/ 123/ Hackat hon/ i et f - 123- hackat hon-
val i dat e- yang- push- publ i sher. pdf >.

Appendi x A, Project MIestones
| ETF 115:
* COfficial Project Kickoff.

* [I-D.ietf-netconf-yang-notifications-versioning] extends schema
reference in subscription state change notification.

| ETF 116:

*  YANG nodul e with augnentations can be registered in Confl uent
Schema Registry with YANG extension [ Yak24].

* draft-tgraf-netconf-notif-sequencing extends NETCONF notification
header with sysNane, nessagePublisherld and sequencedraft-tgraf-
net conf-notif-sequenci ng Nunber.

* draft-tgraf-netconf-yang-push-observation-tinme extends YANG Push
push-update or push-change-update nmessage with observation-time or
st at e- changed- observati on-ti ne.

* draft-ahuang-netconf-notif-yang defines the NETCONF notification
header specified in [RFC5277] in YANG

| ETF 118:

* Al relevant YANG nodul es for a subscribed xpath can be deterni ned
through the YANG Li brary [RFC8525] and retrieved throug NETCONF
<get-schenma> rpc calls according to [ RFC6022]. Gap in YANG
library addressed in [I-D.ietf-netconf-yang-Ilibrary-augnmentedby].

| ETF 119:

* [1-D. netana-nnop-yang- anydat a-val i dati on] addresses that anydata
nodel ed nodes can be validated with YANG Li brary RFC 8525. 6W ND
VSR and Huawei VRP YANG Push publisher and open-source
[1-D.ietf-netconf-yang-1Iibrary-augnentedby] inplenentation
val i dat ed at hackat hon.

| ETF 120:
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*  BWND VSR, Huawei VRP and Cisco | OS XR YANG Push Publ i sher
(Section 4.2) inplenentations validated at hackat hon.

* draft-tgraf-netconf-yang-push-observation-tinme nerges both
ti mestanps for periodical and on-change YANG Push subscriptions
into one observation tinestanp and adding a point-in-tine
decal aration to describe when the observati on was observed.

| ETF 121:

* B6WND VSR, Huawei VRP and Cisco | OS XR YANG Push Publ i sher
(Section 4.2) inplenentations supporting,
[1-D.ietf-netconf-udp-notif],
[I-D.ietf-netconf-distributed-notif], draft-tgraf-netconf-yang-
push-observation-time and
[1-D.ietf-netconf-yang-notifications-versioning] validated at
hackat hon.

* [I1-D. netana- nmop-yang- anydat a-val i dation] with YANG schemn
regi stry and message broker YANG data producer and consumer
i mpl ement ati on val i dated at hackat hon

* Validated at hackat hon based on
[1-D.ietf-netconf-yang-notifications-versioning] that with
[1-D.ietf-netconf-yang-library-augnentedby] all datastore-subtree-
filter or datastore-xpath-filter referenced YANG nodul es and their
dependenci es can be fully identified.

| ETF 122,123 and 124:

*  BWND VSR, Huawei VRP and Cisco | OS XR YANG Push Publ i sher
(Section 4.2) inplenmentations supporting,
[1-D.ietf-netconf-udp-notif],
[I-D.ietf-netconf-distributed-notif],

I etf-netconf-yp-transport-capabilities],

I etf-netconf-notif-envel ope],

I etf-netconf-yang-notifications-versioning] and

I et f-netconf-yang-1ibrary-augnment edby] validated at

ackat hon.

-D
-D.
-D.
-D.

[
[
[
[
h
* Validate from Manage YANG Push Subscription to YANG Data Consuner
end to end all conponents of this architecture.
| ETF 125:
* B6WND VSR, Huawei VRP and Cisco | OS XR YANG Push Publ i sher

(Section 4.2) inplenmentations supporting,
[1-D.ietf-netconf-udp-notif],
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.ietf-netconf-distributed-notif],
.ietf-netconf-yp-transport-capabilities],
.ietf-netconf-notif-envel ope],

. i etf-netconf-yang-notifications-versioning] and

| -
| -
| -
| -
|-D.ietf-netconf-yang-1ibrary-augnent edby].

O0000

* Arrcus Arcos YANG Push Publisher (Section 4.2) inplenentation
supporting, [I-D.ietf-netconf-udp-notif],
[I-D.ietf-netconf-yp-transport-capabilities] and
[1-D.ietf-netconf-notif-envel ope].

*  Net Gauze Network Tel enetry data collection [Netgauze G thub]
supporting YANG Push Receiver (Section 4.3), YANG Message Broker
Producer (Section 4.6) and YANG Message Broker Consuner
(Section 4.7).

* (Ciena Blue Planet UAA supporting YANG Message Broker Consuner
(Section 4.7).

* Confluent YANG Schema Registry plugin [Yak24] supporting YANG
Schema Registry (Section 4.4).

* Validate from Manage YANG Push Subscription to YANG Data Consuner
end to end all conponents of this architecture.

Aut hors’ Addr esses

Thomas G af

Swi sscom

Bi nzring 17

CH 8045 Zurich

Swi t zerl and

Emai | : thonas. graf @w sscom com

Ahred El hassany

Swi sscom

Bi nzring 17

CH Zuerich 8045

Swit zerl and

Enmai | : ahned. el hassany@w sscom com

Graf & El hassany Expi res 14 Novenber 2026 [ Page 27]



