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Abst r act

Thi s docunent describes the notivation and architecture of a native
YANG- Push notifications and YANG Schema integration into a Message
Br oker and YANG Schema Registry.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Operations and
Management Area Working G oup Wrking Goup mailing |ist
(nnop@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ nnop/.

Source for this draft and an issue tracker can be found at
https://github. com networ k-anal yti cs/draft-ietf-nnop-yang-nmessage-
br oker-integration/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Septenber 2026.
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1.

1.

I nt roducti on

Nowadays network operators are using YANG [ RFC7950] to nodel their
configurations and obtain YANG nodell ed data fromtheir networks. It
is well understood that plain text are initially intended for humans
and need effort to nake it nachi ne readabl e due to the |ack of
semantics. YANG nodel ed data is addressing nost of these needs.

Increasingly nore network operators organizing their data in a Data
Mesh [ Deh22] where a Message Broker such as Apache Kafka [ Kaf1l] or
Apache Pul sar [Pul 16] facilitates the exchange of nessages anobng data
processi ng conmponents |ike a stream processor to filter, enrich,
correlate or aggregate, or a time series database to store data.

Even though YANG is intended to ease the handling of data, this

promi se has not yet been fulfilled for Network Tel enetry [ RFC9232].
From subscri bing on a YANG dat astore, publishing a YANG nodel ed
notifications message fromthe network and viewing the data in a tine
seri es database, manual |abor, such as obtaining the YANG schema from
the network and creating a transformati on or ingestion specification
into a tinme series database, is needed to make a Message Broker and
its data processing conponents with YANG notifications interoparable.
Si nce YANG nodul es can change over tine, for exanple when a router is
bei ng upgraded to a newer software rel ease, this process needs to be
adj usted contionously, leading often to errors in the data chain if
dependenci es are not properly tracked and schema changes adj usted

si mul t aneousl y.

1. Oigins of YANG Push

Wth [ RFC3535] the |1 AB set the requirenments for Network Management in
2003. Fromthese requirenents NETCONF [ RFC6241], NETCONF
Notifications [RFC5277] and RESTCONF [ RFC8040] have been defined to
configure through <edit-config> and retrieve operational data through
<get> and NETCONF notifications through <notification> froma YANG
dat astore on a network node.
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Wth YANG Push, as defined in [ RFC8639], [RFC8640] and [ RFC8641],
peri odi cal and on-change subscriptions to the YANG datastore can be
dynamically or statically configured. Wen notifications are
dynami cal | y configured, nessages are published over the initially
est abl i shed NETCONF session, while when it is statically configured
nmessages are published through HTTPS- based
[I-D.ietf-netconf-https-notif] or UDP-based
[I-D.ietf-netconf-udp-notif] transport. Section 3.7 of [RFC8641]
descri bes push-update nessages where the YANG subscribed data is
bei ng published, where Section 2.7 of [RFC8639] describes the
subscription state change notifications were changes in the
Subscription are bei ng descri bed.

1.2. Oigins of Apache Kafka

Apache Kafka [Kafl1ll] is a Message Broker that supports producing and
consum ng nessages fromso called topics. Each topic has one or nore
partitions where nessages are replicated or |oad bal anced to scale
out. Wth the introduction of Confluent Schema Registry [Conl8] a
topic can contain one or nore subjects. A subject refers to a Schema
defining the structure of the nessage. The Schema then is used to
val i dat e nmessages sent through topics and are identified by a Schema
ID. The Schena IDis issued when the Schena is registered to the
Confl uent Schema Registry. Once the Schema IDis obtained, it can be
prefixed to the message with a Confluent Schema Registry conpatible
serializer. Messages can then be validated agai nst Schema at the
producer or at the consumer froma topic to ensure Schema integrity
of the message. The type of Schemm evol ution schene can be defined
per subject, whether non backward conpatibility changes are all owed
or not.

1.3. Document Scope

Thi s docunent focuses on YANG Push [ RFC8641] as the nessagi ng

prot ocol between network nodes and Network Tel emetry [ RFC9232] data
collection. It describes the nain conponents and the ained
architecture for deploying such solution in a production network.
Then, it illustrates the integration of the YANG 1.1 [ RFC7950] as a
schema nodel i ng | anguage into the Apache Kafka Message Broker and
Confl uent Schema Registry [Conl8].

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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2.1. Termi nol ogy
Thi s docunent defines the follow ng terns:
Message Broker: is an internediary software conponent that translates
messages fromthe formal nessagi ng protocol of the sender to the
formal nessaging protocol of the receiver routed in topics [Kaf1l].
Message brokers are elenents in Data Mesh where software applications
communi cate by exchanging formal |l y-defined nessages.
Stream Cat al og: provides a single point of access that all ows users
to centrally search semantics for information across a Message
Br oker .
Additionally it nakes use of the terns defined in [ RFC8639],
[ RFC7950], Apache Kafka [Kaf1l], Confluent Schema Registry
Docurnent ati on [ ConDoc18] and Data Mesh [ Deh22].
The following terns are used as defined in [ RFC8639]:
*  Publisher
* Receiver
*  Subscription
* Subscription ID
* Event streamfilter

* Notification nessage

The following terns are used as defined in Apache Kafka Message
Br oker [Kaf11]:

*  Producer
*  Consuner
*  Topic

* Partition

The following terns are used as defined in Confluent Schema Registry
Docunent ati on [ ConDoc18]:

*  Schemn
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* Schema ID

* Schema Registry

*  Subj ect

The following terns are used as defined in Data Mesh [ Deh22]:

* Data Product: A logical unit that contains all conponents to
publish, process and store donmmin data for anal ytical or data-

i ntensi ve use cases.

* Service Level njective: |Is a target value or range of values for
a service level that is neasured by an service |evel indicator.

* Service Level Indicator: |Is a nmeasure of a service |evel provided
by a service provider to a custoner.

Thi

s docunent defines the follow ng terns:

* YANG Schema Registry: Stores YANG schemas and has an APl for
registering and retrieving YANG schemas for YANG Message Broker
Producers and Consuners. See Section 4.4.

*  YANG Message Broker Producer: Serializes YANG tel enetry nessages
frompreviously retrieved YANG notifications From YANG Push
Recei ver and registers YANG schemas at YANG Schema Registry for
the serialized tel enetry nessages. See Section 4. 6.

*  YANG Message Broker Consuner: De-Serializes YANG tel emetry
messages from Message Broker and retrieve YANG schenmas for the
serialized telemetry messages from YANG Schema Registry. See
Section 4.7.

* YANG Data Consuner: Transforns and ingests previously obtained
YANG notfications from Message Broker into YANG Data Storage by
| everagi ng YANG schemas from YANG Schenma Registry. See
Section 4. 8.

*  YANG Data Storage: Stores and i ndexes YANG data retrieved through
YANG notifications. See Section 4.9.

3. Motivation

There are four mmin objectives for native YANG Push notifications and
YANG Schenma integration into a Message Broker.
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3.1. Autonmatic Onboarding
Aut omat e the Data Mesh onboardi ng of newly subscribed YANG metrics.
3.2. Preserve Schena

The preservation of the YANG schenmm, that includes the YANG data
types as defined in [RFC6991] and the nested structure of the YANG
modul e, the data taxonony, throughout the data processing chain
ensures that nmetrics can be processed and visualized as they were
originally intended. Not only for users but also for autonated

cl osed | oop operation actions.

3. 3. Preserve Semantic | nfornmation

[ RFC7950] defines in Section 7.21.3 and 7.21.4 the description and
reference statenent. This information is intended for the user,
describing in a human-readabl e fashi on the meaning of a definition
In Data Mesh, this information can be inported fromthe YANG Schena
Registry into a Stream Catal og where subjects within Message Broker
are identifiable and searchable. An exanple of a Stream Catalog is
Apache Atlas [Atl15]. It can also be applied for tinme series data
visualization in a simlar fashion

3.4. Standardize Data Processing Integration
Since the YANG Scherma is preserved for operational netrics in the

Message Broker, a standardization for integration between network
data collection and stream processors or tine series databases is

i mpli ed.
4, El ements of the Architecture

The architecture consists of 10 elenents. Figure 1 gives an overvi ew
on the workfl ow.

| (12) Ingest Data
| According to Schema

s +

| YANG Dat a Consurmer |

T +

| YANG Message Broker Consurmer |

. +
N N
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(10) Get | | | (9) Validate
Schema | | | Serialized Message
| | Schema on Consumer
| | R +
| | Message |
| ] | Br oker |
| | e e e e e +
| n
| | (8) Serialize
| | YANG Push Message
| | annotated Schema ID
| ] | on Producer
| I
| I
| | (11) Issue T +
| Schema | YANG Message |
v | (6) Post | Br oker Producer |
R + Schema 4+-------------------- +
[ YANG | <eeememeieeae | Data Collection |
| Schema Registry [ > | YANG Push Receiver |
T + (7) Issue T +
| Schema | D | ™ (3) Receive
| | | YANG Push
% (4) Discover | | Subscription
R + Schema | | Start Message
| Stream | Dependencies | | n
| Cat al og | and Obtain | | | (5) Publish
R T + Schemas | | | YANG- Push
| | Message
| | | wth
(1) Discover | ] | Subscri ber
Notification v | | ID
T + Capabilities +-------------------- +
| Manage YANG Push | --------------- > | Net wor k Node |
| Subscri ption I > | YANG Push Publ i sher|
R T + (2) Subscribe R T +

Figure 1: End to End Workfl ow

The workfl ow di agram (Figure 1) describes the steps from establi shing
the YANG Push subscription to Data Storage ingestion.
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4.1. YANG Push Subscription

Wth step nunmber (1) in the workflow di agram the YANG Push
notification transport capabilities are being discovered according to
[I-D.ietf-netconf-yp-transport-capabilities], notification
capabilities according to [I-D.ietf-netconf-notif-envel ope] and
notification subscription capabilities according to Section 3 of

[ RFC9196] .

Wth step (2) a YANG Push subscription according to Section 2.4 and
2.5 of [RFC8639] is dynamically or statically configured.

Wth step (3) subscription start notifications are sent according to
Section 2.7 of [RFC8639] fromthe YANG Push Publisher to the Receiver
to informwhich event streamfilter has been applied to which
Subscription |D.

When t he YANG Push Subscription is managed dynam cally, the YANG data
is being received on the sane NETCONF session where the Subscription
is being maintained. Wth configured Subscription the YANG data is
sent to the YANG Push Receiver through a separate transport session

[1-D.ietf-netconf-yang-notifications-versioning] adds the capability
to subscribe to a specific YANG nodul e revision or backward
conpati bl e YANG nodule in step (2) and adds the nodul e name,

revision, revision-label and yang-library-content-id information into
the subscription state change notifications in step (3).

Figure 2 provides an exanple how to create a YANG Push confi gured
Subscription with NETCONF in XM. [ WBC. REC- xml - 20081126] wi t h UDP-
based [I-D.ietf-netconf-udp-notif] transport

========== NOTE: '\’ |ine Wrapp| ng per RFC 8792) —=—=—=—=——=—=—===

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xn : ns: netconf:base: 1. 0">
<edit-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<subscriptions xm ns="urn:ietf:parans: xm :ns:yang:ietf\
-subscri bed-notifications">
<subscri ption>
<i d>6666</i d>
<datastore xm ns="urn:ietf:parans: xm:ns:yang:ietf\
-yang- push"
xm ns:ds="urn:ietf:paranms: xm :ns:yang:ietf\
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- dat ast or es" >ds: oper ati onal </ dat ast ore>
<dat astore-xpath-filter xm ns="urn:ietf:parans: xm : ns\
:yang: i et f-yang- push”
xmns:if="urn:ietf:parans: xm:ns:yang:ietf-inter\
faces">/if:interfaces</datastore-xpath-filter>
<revision xmns="urn:ietf:parans: xm : ns:yang:ietf-yang\
- push-revi si on">2018- 02- 20</ r evi si on>
<transport xm ns:unt="urn:ietf:params: xm:ns:yang:ietf\
-udp-notif-transport">unt: udp-notif</transport>
<encodi ng>encode-j son</ encodi ng>
<recei vers>
<recei ver >
<name>subscri pti on-specific-receiver-def </ nane>
<recei ver-instance-ref xmns="urn:ietf:params: xn\
:ns:yang:ietf-subscribed-notif-receivers">\
gl obal -udp-noti f-recei ver-def</receiver-instance-ref>
</receiver>
</receivers>
<periodic xm ns="urn:ietf:params:xmn :ns:yang:ietf-yang-push">
<peri 0d>6000</ peri od>
</ peri odi c>
</ subscri ption>
<recei ver-instances xm ns="urn:ietf:paranms: xm :ns:yang:ietf\
-subscri bed-notif-receivers">
<recei ver-instance>
<name>gl obal - udp- noti f -recei ver - def </ name>
<udp-notif-receiver xmns="urn:ietf:parans: xn : ns: yang\
cietf-udp-notif-transport">
<addr ess>203. 0. 113. 1</ addr ess>
<port >12345</port>
<enabl e- segnent at i on>f al se</ enabl e- segnent ati on>
<max- segment - si ze/ >
</ udp-notif-receiver>
</receiver-instance>
</receiver-instances>
</ subscri ptions>
</ config>
</ edit-config>
</rpc>

Figure 2: NETCONF Exanpl e to establish configured Subscription
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Figure 3 provides an exanple of a JSON encoded, [RFC7951],
subscription-started state change notification nmessage over HITPS-
based [I-D.ietf-netconf-https-notif] or UDP-based
[I-D.ietf-netconf-udp-notif] transport with
[1-D.ietf-netconf-notif-envel ope] and
[1-D.ietf-netconf-yang-notifications-versioning] as extensions for
the same Subscription

{
"ietf-yp-notification:envel ope": {

"event-tinme": "2023-03-25T08: 30: 11. 222",

"host nanme": "exanple-router",

"sequence-nunber": 1,

"notification-contents": {

"ietf-subscribed-notification:subscription-started": {
"id": 6666,
"i etf-yang-push: datastore": "ietf-datastores:operational",
"ietf-yang-push: datastore-xpath-filter": "/if:interfaces",
"ietf-yang-push-revision:revision": "2014-05-08",
"i etf-yang-push-revision: nodul e-nane": "ietf-interfaces",
"ietf-yang-push-revision:revision-|label": "",
"i etf-yang-push-revision:yang-library-content-id": "1",
"ietf-distributed-notif:nmessage-publisher-ids": [1,2],
"transport": "ietf-udp-notif-transport:udp-notif",
"encodi ng": "encode-json",
"ietf-yang-push:periodic": {
"ietf-yang-push: period": 100
}
}
}
}
}

Figure 3: JSON YANG Push Exanple for a subscription-started
notification nessage

4.2. YANG Push Publisher

Wth step nunmber (4) in the workflow diagram a YANG Push push-update
or push-change-updat e nessage, dependi ng on wherever periodical or
on-change Subscription has been established, is sent fromthe YANG
Push Publisher to the receiver according to Section 3.7 of [RFC8639].

[I-D.ietf-netconf-notif-envel ope] defines the YANG Push notification
header in YANG with event-tinme, hostnanme and sequence-nunber to
enabl e a YANG data consuner to use the hostnane to recogni ze which
net wor k node the nessage was published fromand with sequence- nunber
nmessage reordering or |oss.
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[I-D.ietf-netconf-distributed-notif] adds a nessage-publisher-id for
network nodes with distributed architecture where multiple YANG Push
publ i shing processes are publishing nessages. The nessage-publisher-
i d enabl es a YANG data consuner to recogni ze from whi ch YANG Push
Publ i sher process the nessage was published from

Section 3.5.1 of [I-D.ietf-netconf-notif-envel ope] adds observation
timestanp and point-in-time in the YANG Push push-update or push-
change-updat e nessage. The observation tinmestanp contains the
timestanp and point-in-tinme when the netrics where observed.

Figure 4 provides an exanple of a JSON encoded, [RFC7951], push-
update notificati on nessage over HTTPS-based
[I-D.ietf-netconf-https-notif] or UDP-based
[I-D.ietf-netconf-udp-notif] transport and
[I-D.ietf-netconf-notif-envel ope] w th hostname, sequence-nunber,
observation tinestanp and point-in-tine as extensions.

========== NOTE: '\’ l|ine wapping per RFC 8792) ===========

"ietf-yp-notification:envel ope":
"event-tinme": "2023-03-25T08: 30: 11. 222",
"host name": "exanple-router",
"sequence-nunber": 1,
"notification-contents": {

"i etf-yang-push: push-update": {

"id": 6666,

"ietf-yp-observation:tinmestanmp": \

"2023-03- 25T08: 30: 11. 227",

"ietf-yp-observation:point-in-time": \

"current-accounting”,

"dat astore-contents": {
"ietf-interfaces:interfaces": |

{

nterface": {

"name": "eth0",

"type": "iana-if-type:ethernetCsmacd",
"oper-status": "up",

“mu": 1500
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Figure 4: JSON YANG Push Exanple for a push-update notification
nessage

Figure 5 provides an exanple of a JSON encoded, [RFC7951], push-
change-update notificati on nessage over HTTPS- based
[I-D.ietf-netconf-https-notif] or UDP-based
[I-D.ietf-netconf-udp-notif] transport and
[I-D.ietf-netconf-notif-envel ope] w th hostnanme, sequence-nunber,
observation tinestanp and point-in-tine as extensions.
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========== NOTE: '\’ l|ine wapping per RFC 8792) ===========

"ietf-yp-notification:envel ope":
"event-tinme": "2023-03-25T08: 30: 11. 222",
"host nanme": "exanple-router",
"sequence-nunber": 1,
"notification-contents": {

"i etf-yang- push: push- change-update": {
"id": 2222,
"ietf-yp-observation:tinmestanmp": \
"2023-03-25T08: 30: 11. 227",
"ietf-yp-observation:point-in-time": \
"st at e- changed"”,

"dat astore-contents": {
"yang-patch": {
"patch-id": "patch_ 54",
"coment": "Changi ng encoding to JSON and i ncreasing \
the period to 10 m nutes",
"edit": |

"edit-id": "id_change_ 1",

"operation": "nerge",

"target": "/ietf-subscribed-notifications\:subs\

criptions/subscription[id=2222]",

"val ue": {
"ietf-subscribed-notifications:encoding”: \
"ietf-subscribed-notifications:encode-json",
"ietf-yang-push:periodic": {

"period": 60000

Figure 5: JSON YANG Push Exanple for a push-change-update
notification nmessage
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4.3. YANG Push Receiver

For all the YANG nodul es and revisions of each hostname and
Subscription ID in the subscription state change notification
received in step nunber (3) in the workflow diagram all the YANG
nmodul e dependenci es need to be deternined through the YANG Library

[ RFC8525] and the inport statenments in the YANG nodul es. The
dependenci es include: inports, augnments, deviations and features
bei ng used for each YANG nodul e. Through NETCONF <get-schema> RPC
calls, [RFC6022], all YANG nodules need to be retrieved as descri bed
in step (4) in the workfl ow di agram

YANG Li brary [ RFC8525] al ready supports the di scovery of subnodul es,
devi ati ons and features but m sses augnents.
[1-D.ietf-netconf-yang-1library-augnentedby] extends the YANG Library
so that also the list of YANG nodul es which have direct augnentations
are |listed.

A change in xpath or sub-tree filter or nodule nane in the
subscription state change notifications indicates that the subscribed
pat h has changed. A change in revision indicates that the version of
the YANG nodul e of the subscribed path has changed, where revision-

| abel indicates wherever the revision was backward conpati bl e or not.
YANG Li bary content-id changes indicates that there were potenti al
semanti c changes in the augnented or inported YANG nodul es of the
subscri bed xpath or sub-tree. |f no change to previous subscription
state is observed, step 4 can be omitted.

Figure 9 in Section 4.1 and YANG nodule in Section 5 of [RFC8641]
defines the payl oad of YANG push notifications where "datastore-
contents" or the "value" of a "push-change-update") is "anydata"
[1-D. net ana- nnop-yang- anydat a-val i dati on] extends Section 7.10 of

[ RFC7950] by describing how validate Schema integrity of the anydata
content.

4.4. YANG Schema Registry

The schema regi stry SHOULD support YANG as the format for defining
schema and has the ability to store metadata along with the schema
For each schenma registered into the schema registry, a schema IDis
returned. That schena ID can be used when interacting with the
Message Broker to indicate the schema to use with the nessage.

Confl uent Schema Registry is pluggable. Currently Supports AVRO
JSON Schema and Protobuf. The YANG support is being devel oped at

[ Yak24] as part of this architecture. Enable to register, obtain and
conpare [ YSR24] YANG Schemas. One YANG Scherma with all its
augnmentations is being registered per YANG Push subscription ID al ong
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wi th nmetadata describing which YANG features were enabled for the
regi stered YANG schenma. For each YANG Schema a locally significant

Schema ID is being issued as described in step (7) in the workfl ow
di agr am

curl -X PCST -H "Content Type: application/vnd. schemaregistry.vl+json"
-d @etf-interfaces@018-02-20.json
http://1 ocal host: 8081/ subjects/ietf-interfaces/

"schemaType": "YANG',
"references": |

{
"name": "ietf-interfaces",
"subject": "ietf-interfaces",
"version": "2018-02-20",
}
1
"met adata": {
"tags": {
"features": ["arbitrary-names", "if-mb"]
}
H
"schema": "... yang schema text"

}

Figure 6: Register ietf-interfaces.yang into YANG Schema Registry
curl http://1ocal host: 8081/ subjects/ subjects/ | jq
Figure 7: List all subjects YANG Schema Registry
curl http://Iocal host: 8081/ subjects/ietf-interfaces/versions
Figure 8: List versions of a given subject in YANG Schema Registry

curl http://1ocal host: 8081/ subjects/ietf-interfaces/versions/1
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{
"schemaType": "YANG',
"subject": "ietf-interfaces",
"version": 2018-02-20,
idUo1,
"references": |
{
"name": "ietf-yang-types",
"subject": "ietf-yang-types",
"version": "2013-07-15",
}
1,
"met adata": {
"tags": {
"features": ["arbitrary-names", "if-mb"]
}
H
"schema": " yang schema text"
}

Figure 9: Retrieve schema of a specific subject and version in
YANG Schena Regi stry

4.5. Stream Catal og

The YANG schemas in the YANG schema registry are made accessible to
the Stream Catal og where users have an overvi ew and search on
avai l abl e semantics in the Message Broker.

4.6. YANG Message Broker Producer

The previously issued Schema IDis prefixed to the netadata augnented
YANG push push-updat e nessage previously described in Section 4.3
before serialized to a Message Broker topic in step (8) of the

wor kf | ow di agram

Section 2 of [I-D.ietf-nnop-nessage-broker-tel emetry-nmessage] defines
the envel ope schema of the nmessage facilitating the YANG Push and
different types of provenance netadat a.

4.7. YANG Message Broker Consuner
From t he Message Broker topic the nessage is being consumed and the
prefixed Schema IDis being used in step (10) of the workflow di agram

to retrieve the YANG Schena to validate the Schema integrity of the
nessage.
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In order to validate Schema integrity, the event streamfilter of the
Subscription IDin the subscription started notification

Section 4.3.1 of [RFC8641] or telemetry message Section 3 of
[1-D.ietf-nnmop-nessage-broker-tel enetry-nessage] is needed to apply
[1-D. net ana- nnop-yang- anydat a-val i dati on] on the YANG schema tree.

4.8. YANG Dat a Consumer

The data storage ingestion specifications are being derived with the
in Section 4.7 already retrieved Schema | D and YANG Push push-update
nmessages can be now i ngested and indexed into the data storage table
according to their schema in step (12).

By tracking the YANG Push notification sequence-nunber for a given
host name as defined in Section 3.4 of
[I-D.ietf-netconf-notif-envelope] |oss can be recogni zed accross the
YANG dat a processing chain. By taking the event-tine in the YANG
Push notification header and the time the YANG Push notification
messages was consumed into account, the serialization delay between
YANG- Push publi sher and YANG Data Consumer can be measur ed.

The loss rate and delay for a given hostnane can be used as a Service
Level Indicator for the YANG data product in the Data Mesh [ Deh22].

4.9. YANG Data Storage
The YANG data is ingested in step (12)according to the previously
defined ingestion specification and i ndexed with the observation
timestanp as defined in Section 3.5.1 of
[I-D.ietf-netconf-notif-envelope]. A network operator is now able to
query the previously subscribed YANG dat a.

5. Inplenentation Status

Note to the RFC-Editor: Please renpve this section and its
correspondi ng references before publishing.
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This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have namde the inplenented protocols nore nmature

It is up to the individual working groups to use this information as
they see fit".

5.1. YANG Schema Regi stry Extension

Ahrred El hassany devel oped a YANG Schena Extension in Confluent Schena
Regi stry.

The source code can be obtained here: [YSR24], the progress report
here: [YSRPR24], and was validated at the I ETF 117 and 123 hackat hon

5.2. YANG Push Receiver Parsing Library

Zhuoyao Lin devel oped as part of her internship a library to parse
YANG- Push subscription notifications, identify YANG nodul e
dependenci ses with YANG Li brary [ RFC8525] and obtain wi th NETCONF
<get-schema> rpc calls [RFC6022] all YANG nodul es from YANG Push
publ i sher.

The source code can be obtained here: [LYP23] and was validated at
the | ETF 117 hackat hon.

5.3. YANG Li brary Augnented-by Addition
Zhuoyao Lin inplenented [I-D.ietf-netconf-yang-1ibrary-augnmentedby]
in order to discover augnented-by YANG nodul es in YANG Li brary
[ RFC8525] .

The source code can be obtained here: [YLA24] and was validated at
the | ETF 119 hackat hon.
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6.

8.

8.

Security Considerations
TBD
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Project M| estones

* Oficial Project Kickoff.

* [1-D.ietf-netconf-yang-notifications-versioning] extends schema
reference in subscription state change notification

| ETF 116:

*  YANG nodul e with augnmentations can be registered i n Confluent
Schema Registry with YANG extension [ Yak24].

* draft-tgraf-netconf-notif-sequencing extends NETCONF notification
header with sysNanme, nessagePublisherld and sequencedraft-tgraf-
net conf-noti f - sequenci ng Nunber.

* draft-tgraf-netconf-yang-push-observation-tinme extends YANG Push
push-update or push-change-update nmessage with observation-tinme or
st at e- changed- observati on-ti ne.
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* draft-ahuang-netconf-notif-yang defines the NETCONF notification
header specified in [RFC5277] in YANG

| ETF 118:

* Al relevant YANG nodul es for a subscribed xpath can be deterni ned
through the YANG Li brary [RFC8525] and retrieved throug NETCONF
<get-schema> rpc calls according to [ RFC6022]. Gap in YANG
library addressed in [I-D.ietf-netconf-yang-I|ibrary-augnmentedby].

| ETF 119:

* [1-D. netana- nnop-yang- anydat a-val i dati on] addresses that anydata
nmodel ed nodes can be validated with YANG Li brary RFC 8525. 6W ND
VSR and Huawei VRP YANG Push publisher and open-source
[1-D.ietf-netconf-yang-Iibrary-augnentedby] inplenentation
val i dated at hackat hon

| ETF 120:

* B6WND VSR, Huawei VRP and Cisco | OS XR YANG Push Publi sher
(Section 4.2) inplenentations validated at hackat hon

* draft-tgraf-netconf-yang-push-observation-time nerges both
ti mestanps for periodical and on-change YANG Push subscriptions
into one observation tinestanp and adding a point-in-time
decal aration to descri be when the observati on was observed.

| ETF 121:

*  B6WND VSR, Huawei VRP and Cisco | OS XR YANG Push Publi sher
(Section 4.2) inplenmentations supporting,
[1-D.ietf-netconf-udp-notif],
[I-D.ietf-netconf-distributed-notif], draft-tgraf-netconf-yang-
push-observation-tine and
[1-D.ietf-netconf-yang-notifications-versioning] validated at
hackat hon.

* [1-D. netana-nnmop-yang- anydat a-val i dati on] with YANG schema
regi stry and nmessage broker YANG data producer and consumner
i npl ementation validated at hackat hon

* Validated at hackat hon based on
[1-D.ietf-netconf-yang-notifications-versioning] that with
[1-D.ietf-netconf-yang-library-augnentedby] all datastore-subtree-
filter or datastore-xpath-filter referenced YANG nodul es and their
dependenci es can be fully identified.
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| ETF 122,123 and 124:

* B6WND VSR, Huawei VRP and Cisco | OS5 XR YANG Push Publ i sher
(Section 4.2) inplenmentations supporting,
[1-D.ietf-netconf-udp-notif],
[I-D.ietf-netconf-distributed-notif],
[1-D.ietf-netconf-yp-transport-capabilities],
[1-D.ietf-netconf-notif-envel ope],
[1-D.ietf-netconf-yang-notifications-versioning] and
[1-D.ietf-netconf-yang-1library-augnentedby] validated at
hackat hon.

* Validate from Manage YANG Push Subscription to YANG Data Consuner
end to end all conponents of this architecture.

| ETF 125:

* B6WND VSR, Huawei VRP and Cisco | OS XR YANG Push Publ i sher
(Section 4.2) inplenentations supporting,

[1-D.ietf-netconf-udp-notif],
[I-D.ietf-netconf-distributed-notif],
[I-D.ietf-netconf-yp-transport-capabilities],
[I-D.ietf-netconf-notif-envel ope],
[1-D.ietf-netconf-yang-notifications-versioning] and
[1-D.ietf-netconf-yang-Iibrary-augnentedby].

* Arrcus Arcos YANG Push Publisher (Section 4.2) inplenentation
supporting, [I-D.ietf-netconf-udp-notif],
[I-D.ietf-netconf-yp-transport-capabilities] and
[I-D.ietf-netconf-notif-envel ope].

*  Net Gauze Network Telenetry data collection [Netgauze G thub]
supporting YANG Push Receiver (Section 4.3), YANG Message Broker
Producer (Section 4.6) and YANG Message Broker Consuner
(Section 4.7).

* Ciena Blue Planet UAA supporting YANG Message Broker Consuner
(Section 4.7).

* Confl uent YANG Schena Regi stry plugin [Yak24] supporting YANG
Schema Registry (Section 4.4).

* Validate from Manage YANG Push Subscription to YANG Data Consuner
end to end all conponents of this architecture.
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