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Abstract

Thi s docunent defines the concept of Service & Infrastructure Maps
(SIMAP) and identifies a set of SIMAP requirenents and use cases.
The SI MAP was previously known as Digital Mp.

The docunent intends to be used as a reference for the assessnent of
the various topol ogy nodul es to neet SIMAP requirenents.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Network Managenent
Operations Working Goup mailing list (nnmop@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ nnop/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wyg-nmop/draft-ietf-nnop-digital-map-concept.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Service & Infrastructure Maps (SIMAP) is a data nodel that provides a
view of the operator’s networks and services, including howit is
connected to other nodels/data (e.g., inventory, observability
sources, and operational know edge). It specifically provides an
approach to nodel multi-|layered topol ogy and an appropriate mechani sm
to navi gate anongst |layers and correlate between them This includes
| ayers from physical topology to service topology. This nodel is
applicable to nultiple domains (access, core, data center, etc.) and
technol ogies (Optical, IP, etc.).

The SI MAP nodel | i ng defines the core topological entities (network,

node, link, and termination point) at each layer, their role in the
net wor k topol ogy, core topol ogical properties, and topol ogica
rel ati onshi ps both inside each | ayer and between the layers. 1t also

defines how to access other external nodels froma topol ogy. Sl VAP
is a topol ogical nodel that is linked to other functional nodels and
connects themall: configuration, maintenance, assurance (KPIs,
status, health, and synptons), Traffic-Engineering (TE), different
behavi ors and actions, sinulation, emulation, nathematical
abstractions, Al algorithns, etc. These other nodels exist outside
of the SIMAP and are not defined during SIMAP nodelling

The SI MAP data consists of virtual instances of network and service
topol ogies at different |ayers. The SIMAP provides access to this
data via standard APlIs for both read and wite access, typically as a
nortbound interface froma controller, with query capabilities and
links to other YANG nodules (e.g., Service Assurance for Intent-based
Net wor ki ng (SAIN) [ RFC9417], Service Attachment Points (SAPs)

[ RFC9408], Inventory [I-D.ietf-ivy-network-inventory-yang], and
potentially |linking to non-YANG nodel s). The SIMAP al so provides
wite operations with the sane set of APls, not to change a topol ogy
| ayer on the fly as a northbound interface fromthe controller, but
for offline simulations, before applying the changes to the network
via the normal controller operations.

Both read and wite APIs are simlar, stemmng fromthe sane YANG

nmodel, to facilitate the conparison of the offline sinulated SI MAP
with the network one.
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2. Term nol ogy

Thi

s docunent makes use of the follow ng terns:

Topol ogy: Topol ogy refers to the network and service topology. A

Mul

net wor k topol ogy defines how physical or |ogical nodes, |inks and
term nation points are related and arranged. A Service topol ogy
defines how service conponents (e.g., VPN instances, customer
interfaces, and customer |inks) between custoner sites are
interrelated and arranged.

There are several types of topol ogies: point-to-point, bus, ring,
star, tree, nmesh, hybrid, and daisy chain.

Topol ogi es may be unidirectional or bidirectional (bus, sone
rings).

ti-layered topology: A nulti-Ilayered topol ogy nodels

rel ati onshi ps between different topol ogy | ayers, where each | ayer
represents a connectivity aspect of the network and services that
needs to be configured, controlled and nonitored. Each topol ogy
| ayer has a separate |ifecycle.

[ RFC8345] also refers to this nulti-layered topol ogy as topol ogy
hi erarchy (Stack). It also uses |layers when describing supporting
relati ons (represent |ayered network topol ogi es), underlay/
overlay, network nodes and | ayering information. [RFC8345] states
that the nodel can be used for representation of |ayered network

t opol ogi es.

[ RFC8345] is flexible and can support both the same network

topol ogy instance with multiple layers (e.g., Layer 2 and Layer 3)
or separate network topol ogy instances with supporting relations
bet ween them (e.g., separate Layer 2 and Layer 3). Therefore,

mul tiple topol ogy | ayers can be grouped into the sane network
topol ogy instance, if solution requires.

Topol ogy |l ayer: A topol ogy | ayer represents Topol ogy at a single

Havel ,

layer in the multi-layered topol ogy.

The topol ogy | ayer can al so represent what needs to be managed by
a specific user or application, for exanple the I GP |ayer can be
of interest to the operator troubl eshooting or optim zing the
routing, while the optical |layer nmay be of interest to the user
managi ng the optical network.

Sone topology layers may relate closely to OSlI |ayers, |ike Layer
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1 topol ogy for physical topology, Layer 2 for link topol ogy and
Layer 3 for IPv4 and |1 Pv6 topol ogies.

Sone topol ogy | ayers represent the control aspects of Layer 3,
like OSPF, 1S-1S, or BGP

The service |layer represents the Service view of the connectivity,
that can differ for different types of Services and for different
provi der s/ sol uti ons.

The top | ayer represents the application/flow view of Service
connectivity.

Service: A service represents network connectivity service provided
over a network that enabl es devices, systens, or networks to
conmmuni cat e and exchange data with each other. It provides the
underlying infrastructure and nechani sns necessary for
establ i shing, maintaining, and managi ng connecti ons between
di fferent endpoints. The exanple services are: L2VPN, L3VPN,
EVPN, VPLS, VPWS,

Resource: Defined in [I-D.ietf-nnmop-term nol ogy]
Termination Point: Defined in [RFC8345], as foll ows:

The networ k-t opol ogy nodul e defines a topol ogy graph and
components fromwhich it is conposed: nodes, edges, and

term nation points. Nodes (fromthe "ietf-network" nodul e)
represent graph vertices and links represent graph edges. Nodes
al so contain term nation points that anchor the I|inks.

A node has a list of termination points that are used to term nate
links. An exanple of a termination point mght be a physical or

| ogi cal port or, nore generally, an interface. Like a node, a
term nation point can in turn be supported by an underlying

termi nation point, contained in the supporting node of the
under| ay networKk.

The docunent defines the follow ng terns:

Service & Infrastructure Maps (SIMAP): SIMAP is a data nodel that
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3.

Havel ,

provides a view of the operator’s networks and services, including
how it is connected to other nodels/data (e.g., inventory,
observability sources, and operational know edge). It
specifically provides an approach to nodel nulti-I|ayered topol ogy
and an appropriate nechanismto navi gate anongst | ayers and

correl ate between them This includes |ayers from physica

topol ogy to service topology. This nodel is applicable to
mul ti pl e domai ns (access, core, data centers, etc.) and

technol ogies (Optical, 1P, etc.)

Therefore, SIMAP defines the core topological entities, their role
in the network, core topological properties, and rel ationships

both inside each | ayer and between the layers. It is a basic
topol ogi cal nodel with references/pointers to other nodels and
connects themall: configuration, maintenance, assurance (KPIs,

status, health, synptons, etc.), traffic engineering, different
behavi ors, simulation, enul ation, mathematical abstractions, Al
al gorithms, etc.

SI MAP nodel ling: SIMAP nodelling is the set of principles,

gui del i nes, and conventions to nodel the SIMAP using the |IETF
nodel | i ng approach [ RFC8345]. They cover the network types
(layers and subl ayers), entity types, entity roles (network, node,
term nation point, or link), entity properties, relationship types
between entities and relationships to other entities.

SI MAP data: SIMAP data consists of instances of network and Service

topologies at different layers. This includes instances of
net wor ks, nodes, |inks and term nation points, topologica

rel ati onshi ps between nodes, |inks and termination points inside a
network, relationships between instances belonging to different
networks, links to functional data for the instances, including
configuration, health, synptons.

The SIMAP data can be historical, real-tine, or future data for
"what-i f’ scenari os.

Sanpl e SI MAP Use Cases

The foll owi ng subsections provide a non-exhaustive |ist of SIMAP use
cases, with a focus on the related application requirenments and its
interactions with SIMAP, in order to extract the SI MAP-rel ated
requirenents (Section 4
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3.1. Common Enabl ers for S| MAP

This section identifies a set of enablers that are invoked when
provi ding the various business-oriented SI MAP use cases. These
enabl ers are grouped here to avoid duplication

3.1.1. Service -> Resource

The SI MAP APl s can be be invoked to retrieve all Services for

sel ected network types. An application that triggers such a request
will be able to retrieve the topology for selected Services via the
SI MAP APIs and, fromthe response, it will be able to navigate via
the supporting relationship top-down to the |lower |ayers. |n doing
so, the application will be able to determ ne what |ogical resources
are used by a Service. The supporting relations to the | owest |ayer
will help the application to determ ne what physical resources are
used by the Service.

3.1.2. Resource -> Service

An application can navigate fromthe physical, Layer 2, or Layer 3
topol ogy to the Services that rely upon specific resources. For
exanple, the application will be able to select the resources and by
navi gating the supporting rel ationship bottomup cone to the Service
and its nodes, termnation points and I|inks.

This APlIs can be invoked for Service inpact analysis, for exanple.
3.1.3. Traffic Engineering (TE)

Traffic Engineering (TE) [RFC9522] is a network optim zation

techni que designed to enhance network performance and resource
utilization by intelligently controlling the flow of data, for
exanpl e by enabling dynam c path selection based on constraints such
as bandwi dth availability, latency, and |link costs.

Its primary goals are to prevent network congestion, balance traffic
| oads, and ensure efficient use of bandw dth while neeting
performance requirenents.

The TE use case is a conbination of both the capacity planning and

the sinulation use case. Therefore, there are no specific SIMAP
requirenents.
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3.1.4. dosed Loop

A network closed | oop refers to an automated and intelligent system
where network operations are continuously nonitored, analyzed, and
optinmzed in real time through feedback nechanisns. This self-

adj usting cycle ensures that the network dynam cally adapts to
changes, resolves issues proactively, and maintains optinal
performance w t hout nmanual intervention.

Key Characteristics of a Network Cl osed Loop

* Real -Time Mnitoring: Collects data from network devices, traffic
flows, and applications to build a conprehensive view of network
heal th and performance.

* Automated Analysis: ldeally | everages Al and machine learning to
identify anonalies, predict potential failures, or detect security
threats.

* Proactive Action: Automatically triggers corrective neasures, such
as reconfiguring devices, isolating conprom sed endpoi nts, or
rerouting traffic.

* Continuous Optimization: Uses feedback from previous cycles to
refine network policies and inprove future responses.

The application will be able to retrieve a topol ogy |ayer and any

net wor k/ node/term nati on point/link instances fromthe controller via
the SIMAP APIs and fromthe response it will be able to nmap the
traffic analysis to the entities (typically links and router) for

aut omat ed anal ysis. The corrective nmeasures woul d be applied, either
directly to the network by nmanaging the SIMAP entities (network/node/
term nation point/link instances) or by first validating the
corrective neasure in an offline sinulation (see the sinulation and
traffic engineering use cases).

3.2. Inventory Queries
A network inventory refers to a conprehensive record or database that
tracks and docunents all the network conponents and devices within an
organi zation's I T infrastructure.
Key el ements typically found in a network inventory include:
* Hardware Details: Descriptions of physical devices such as
routers (including their internal conponents such as cards,

power supply units, pluggables), swtches, servers, network
cabl es, including nodel nunbers, serial nunbers, and
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manufacturer information. This information will facilitate
| ocating additional details of the hardware in the nmanufacturer
systens and the correlation with the purchase catal og of the

conpany.

* Software and Firmware: Versions of operating systens, network
managenment tools, and firmavare running on network devices.
Note that a network device can have conmponents with their own
software and firmnare.

* Licensing Information: For any |icensed software or devices, the
network inventory will track |icense nunbers, expiry dates, and
compl i ance.

A network inventory lifecycle refers to the stages a network device
or conponent goes through fromits introduction to the network unti
its renmoval or replacenent. |t enconpasses everything from

acqui sition and depl oynent to nai ntenance, upgrade, and eventually
deconmi ssi oni ng. Managi ng the network inventory lifecycle
efficiently is crucial for maintaining a secure, functional, and
cost-effective network.

A wel | - mai ntai ned network inventory hel ps organi zati ons with network
managemnent, troubl eshooting, asset tracking, security, and ensuring
conpliance with regulations. It also helps in scaling the network,

pl anni ng upgrades, and responding to issues quickly. In order to
facilitate the planning and troubl eshooting processes it is necessary
to be able to navigate fromnetwork inventory to network topol ogy and
Servi ces

The application will be able to retrieve physical topology fromthe
controller via the SIMAP APIs and fromthe response it will be able
to retrieve the physical inventory of individual devices and cabl es.

The application may request either one or nultiple topol ogy |ayers
via the SIMAP APIs and fromthe response it will be able to retrieve
both physical and |ogical inventory.

For access network providers the ability to have |linkage in the SIMAP
of the conplete network (active + passive) is essential as it

provi des many advantages for optim zed custoner Service, reduced Mean
Time To Repair (MITR), and | ower operational costs through truck rol
reduction. For exanple, operators may use customtags that are
readily avail able for a custoner-facing device, then query the
inventory based on that tag to correlate it with the inventory and
then map it to the network/service topology. The mappi ng and
correlation can then be used for triggering appropriate Service
checks.

Havel , et al. Expi res 8 January 2026 [ Page 9]



I nternet-Draft SI MAP Concept & Needs July 2025

3.3. Service Placenent Feasibility Checks

Servi ce placement feasibility checks refer to the process of

eval uati ng whether a specific Service can be depl oyed and operated
effectively in a given network. This includes accessing the various
factors to ensure that the service will function as intended (e.g.,
based on traffic performance requirenents) w thout causing network
di sruptions or inefficiencies and effecting other Services already
provi sioned on the network.

Sone of the factors that need assesing are network capabilities,
status, linmtations, resource usage and availability. The Service
could be sinulated during the feasibility checks to identify if there
are any potential issues. The load testing could be done to evaluate
performance under stress.

The Service Feasibility Check application will be able to retrieve
the topology at any layer fromthe controller via the SIMAP APls and
fromthe response it will be able to navigate to any ot her YANG
modul es outside of the core SIMAP topology to retrieve any other

i nformati on needed, such as resource usage, availability, status,
etc.

3.4. Intent/Service Assurance

Network intent and Service assurance work together to ensure that the
network aligns with business goals and that the Services provided
nmeet the agreed-upon Service Level Agreenents (SLAs).

The Service Assurance for Intent-Based Networking Architecture (SAIN)
[ RFC9417] approach enphasi zes a conprehensive view of conponents
involved in Service delivery, including network devices and
functions, to effectively nonitor and maintain Service health.

The key objectives of this architecture include:

* Holistic Service Mnitoring: By considering all elenents involved
in Service delivery, the architecture enabl es a thorough
assessnent of service health.

* Correlation of Service Degradation: It assists in |linking Service
performance i ssues to specific network conponents, facilitating
precise identification of faults.

* | mpact Assessnent: The architecture identifies which Services are

affected by the failure or degradation of particular network
conponents, aiding in prioritizing renediation efforts.

Havel , et al. Expi res 8 January 2026 [ Page 10]



I nternet-Draft SI MAP Concept & Needs July 2025

When a Service is degraded, the SAIN architecture w |l highlight
where to |l ook in the assurance Service graph, as opposed to goi ng hop
by hop to troubl eshoot the issue. Mdre precisely, the SAIN
architecture will associate a list of synptons originating from
specific SAIN subservices to each Service instance, corresponding to
components of the network. These conmponents are good candi dates for
expl ai ni ng the source of a Service degradation

The application will be able to retrieve a topology |ayer and any

net wor k/ node/term nati on point/link instances fromthe controller via
the SIMAP APIs and fromthe response it will be able to deternine the
heal th of each instance by navigating to the SAIN subservices and its
synpt ons.

3.5. Service E2E and Per-link KPIs

The application will be able to retrieve a topology at any | ayer from
a controller via the SIMAP APIs and fromthe response it will be able
to navigate to and retrieve any KPls for selected topol ogy entity.

3.6. Capacity Pl anning

Net wor k Capacity Planning refers to the process of anal yzing,

predi cting, and ensuring that the network has sufficient capacity
(e.g., [RFC5136]), resources, and infrastructure to nmeet current and
future demands. It involves evaluating the network’s ability to
handl e i ncreasing (including forecasted) amounts of data, traffic,
and users’ activity, while maintaining acceptable |evels of
performance, reliability, and security.

The capacity planning primary goal is to ensure that a network can
support busi ness operations, applications, and services w thout
interruptions, delays, or degradation in quality. This requires a
t horough understandi ng of the network’s current state, as well as
future requirenments and growt h projections.

Key aspects of network capacity planning include:

* Traffic analysis: Mnitoring and anal yzing network traffic
patterns to identify trends, peak usage periods, and areas of
congestion. For exanple, by generating a core traffic matrix with
| PFI X flow record [ RFC7011] or deducting an approximate traffic
matrix fromthe link utilization data.

* Resource utilization: Evaluating the link utilization throughout

the network for the current demand to identify bottlenecks and
potential QoS peformance issues.
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* Growth forecasting: Predicting future network growth based on
busi ness expansi on, new applications, or changes in users
behavi or.

* \What-if scenarios: Creating nodels to assess the network behavi or
under different scenarios, such as increased traffic, failure
conditions (link, router or Shared Ri sk Resource G oup), and new
application depl oynments (such as a new Content Delivery Network
source, a new peering point, a new data center...).

* Upgrade planning: ldentifying areas where upgrades or additions
are needed to ensure that the network can mininize the effect of
node/link failures, mtigate QS problens, or sinply to support
growi ng demands.

* Cost-benefit analysis: Evaluating the costs and benefits of
upgradi ng or addi ng new resources to deternine the nobst cost-
ef fective sol utions.

By inpl enenting a robust capacity planning process, organizations
can:

* Ensure better network reliability: Mnimze downtine and ensure
that the network is always avail abl e when needed.

* Improve performance: Optinize network resources to support
busi ness-critical applications and Services.

* (Optimze costs: Avoid unnecessary over-provisioning by nmaking
i nformed deci si ons based on data-driven insights.

* Support business growh: Scale the network to meet increasing
demands and support busi ness expansi on

The application will be able to retrieve a topology |ayer and any

net wor k/ node/termi nati on point/link instances fromthe controller via
the SIMAP APIs and fromthe response it will be able to nmap the
traffic analysis to the entities (typically links and router),

eval uate their current utilization, evaluate which elements to add to
the network based on the growmh forecasting, and finally performthe
"what-if’ failure analysis by simulating the renmoval of |ink(s) and/
or router(s) while evaluating the network perfornance.

3.7. Network Design
Net wor k desi gn invol ves defining both the |ogical structure, such as

access, aggregation, and core layers, and the physical |ayout,
i ncludi ng devices and |inks.
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It serves as a blueprint, detailing how these el ements interconnect
to deliver the intended network behavior and functionality. The
application will retrieve a candi date network topol ogy as the initial
desi gn, which can then undergo further analysis (e.g., perform
traffic flow simulations to identify bottlenecks and redundancy
checks to ensure resilience) before being transforned into actionable
intent and, eventually, deploynent actions.

Thr oughout the network’s lifecycle, the design rules enbedded wthin
a topol ogy can be continuously validated. For exanple, a link rule
m ght specify that a connection between core and aggregation | ayers
must have its source(s) and destination(s) located within the sane
data center. Another exanple is to declare that a specific link type
shoul d only exist between Core <-> Aggregation layer with certain
contraints on port optic speed, type (LR vs SR for instance), etc.

The application can (via SI MAP API):

* Wite the proposed network interconnect (topology + rules), this
is a new potential network interconnect. One network (in case of
smal | network) or interconnect of multiple networks (bigger
net wor ks) .

* Wite the intended network interconnect (topology + rules), this
is the intent of the network topol ogy that cannot be retrieved
fromthe real network (e.g. our L2 topology interconnect intent,
or L3 topology interconnect intent). One network (in case of
smal | network) or interconnect of multiple networks (bigger
net wor ks) .

* Retrieve the proposed network interconnect (topology + rules)
- Use case can be for purpose of traffic sinmulation, testing
behavi or under failures. Network simulation use case is
described in Section 3.8.

- Use case can be for purpose of conparing different proposed
network interconnects.

- Use case can be to build a sinulated environnment using this
design. Network sinulation use case is described in
Section 3.8.

* Retrieve the intended network interconnect (topology + rules)

* At any point in time, conpare the discovered topology with
i ntended one
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3.

3.

8.

8.

- Potentially validating discovered device configurations with
i nt ended ones assuning SI MAP has the external reference to
configuration fromtopol ogy.

Net wor k Simul ati on and Networ k Emrul ati on

Network sinulation is a process used to anal yse the behaviour of
networks via software. It allows network engi neers and researchers
to assess how t he network protocols work under different conditions,
such as different topologies, traffic | oads, network failures, or the
i ntroduction of new devices. Network enulation, on the other hand,
replicates the behavior of a real-world network, allowi ng for nore
realistic analysis compared to network sinulation. Wile network
simul ati on focuses on nodeling and approxi mati ng networ k behavi or,
networ k emul ation involves creating a real-time, functional network
envi ronment whose protocol s behave exactly |like a real network.
Ideal |y, network enul ation uses the sane software inages as the rea
network, but it could also be peforned (with | ess accuracy) using
generic software

1. Types of Network Sinulation

There are several types of network sinulations, each designed to
address specific needs and use cases. Below are the nain categories
of network simulation:

1. Discrete Event Sinulation (DES): This is the nobst comon type of
network simulation. |t nmodels a series of events that occur
at specific points in time. Each event triggers a change in
the state of a network conponent (e.g., a link is down, a card
fails, or a packet arrives).

2. Continuous Sinulation: 1In contrast to discrete event simulation,
continuous simulation nodels systens where vari abl es change
continuously over tinme. Network paraneters |ike bandwi dth,
congestion, and throughput can be treated as conti nuous
functions.

The main use case is to nodel certain aspects of network
performance that evol ve continuously, such as |ink speeds or
delay distributions in links that are inpacted by
environnmental conditions (such as mcrowave or satellite
I'inks).

3. Mnte Carlo Simulation: This type of simnulation uses statistica
met hods to nodel and anal yze networks under uncertain or
variable conditions. Monte Carlo simulations generate a | arge
nunber of random sanples to predict the perfornmance of a
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network across nultiple scenarios. It is used for
probabilistic analysis, risk assessnent, and perfornmance
eval uati on under uncertain conditions.

3.8.2. Goals of Network Sinulation

The sinul ations can be al so cl assified depending on the goal of the
si mul ati on.

3.8.2.1. Network Protocol Analysis

This type of simulation focuses on simulating specific networking
protocols (I1S-1S, OSPF, BGP, SR) to understand how they perform under
different conditions. It nodels the protocol operations and
interactions anong devices in the network. For exanple, sinulation
can be used to assess the inpact of changing a link netric.

Mor eover, specific features of the networking protocol can be tested.
For exanple, how fast-reroute perforns in a given network topol ogy.

3.8.2.2. Traffic Simulation

This simulation focuses on nodelling traffic fl ow across the network,
i ncludi ng packet generation, flow control, routing, and congestion
It ains to evaluate traffic's inpact on network performance.

The main use is to nodel the inpact of different types of traffic
(e.g., voice, video, mobile data, web browsing) and understand how

they affect the network’s bandw dth and congestion levels. It can be
used to identify bottl enecks and assist the capacity planning
process.

3.8.2.3. Simulation of Different Topol ogi es Under Normal and Failure
Scenari os

This type of simulation focuses on the structure and | ayout of the

network itself. It sinulates different network topol ogi es, such as
mesh, horse-shoe, bus, star, or tree topologies, and their inpact on
the network’s performance. It can be used, together with the traffic

simulation, to evaluate the nost efficient topology for a network
under normal conditions and considering factors like fault tol erance.
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3.9. Postnortem Repl ay

For the postnortemreplay use case, the application will use the
SIMAP APlI's for the purpose of analysis of network Service property
evol ution based on recorded changes. A collection of relevant

ti mest anped network events, such as routing updates, configuration
changes, link status nodifications, traffic nmetrics evolution, and
Servi ce characteristics, is being made accessible fromand/or within
a SIMAP to support investigation and automated processing. Using a
structured format, the stored data can be replayed i n sequence,

al | owi ng network operators to exam ne historical network behavi or,
di agnose issues, and assess the inmpact of such events on Service
assur ance.

The nmechani sm supports correlation with external data sources to
facilitate conprehensive post-nortem analysis. Beyond centralizing
and correl ating such various sources of information, the SIMAP can
provi de simul ation of the network behaviour to assist investigations.

In essence, this use case builds upon a collection of other SIMP use
cases, such as inventory queries, intent/service assurance, Service
KPl's, capacity planning, and sinulation, to provide a thorough
under st andi ng of a network event inpacting Service assurance.

Note that this use case may serve as a conponent of Service
Di sruption Detection fine tuning as described in
[1-D.ietf-nmop-network-anomal y-architecture].

3.10. Network Digital Twi n (NDT)

Per [I-D.irtf-nnrg-network-digital-twin-arch], Network Digital Twin
(NDT) is a digital representation that is used in the context of
Net wor ki ng and whose physical counterpart is a data network (e.g.,
provi der network or enterprise network). Also, as discussed in
Section 9.2 of [I-D.irtf-nnrg-network-digital-twi n-arch], network

el ement nodel s and topol ogy nodel s help generate a virtual tw n of
the network according to the network el ement configuration, operation
data, network topology relationship, link state and ot her network
informati on. The operation status can be nonitored and displ ayed and
the network configurati on change and optim zation strategy can be
pre-verified.

Section 9.4 of [I-D.irtf-nnrg-network-digital-twi n-arch] further
el aborates on the requirenents on various interfaces:
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* Network-facing interfaces are twin interfaces between the rea
network and its twin entity. They are responsible for the
i nformati on exchange between a real network and NDT. SI MAP APl s
can be invoked within such interfaces.

* Application-facing interfaces are between the NDT and
applications. They are responsible for the information exchange
between Network Digital Twin and network applications. SIMAP APIs
can be used for feasibility checks (Section 3.3) or enulation
(Section 3.8)).

Section 9.4 of [I-D.irtf-nnmrg-network-digital-tw n-arch] recomrends
that these interfaces are open and standardi zed so as to avoid either
hardware or software vendor |ock and achi eve interoperability.

4. S| VAP Requirenents

The SI MAP requirenents are split into three groups for different
target audi ences:

* (Operator requirenents: These requirenents are collected fromthe
operators. They are functional requirenents derived fromthe
operators’ use cases. Sone of the nore specific senantic
requi renents were identified as [ RFC8345] gaps during the
Hackat hons with operators and added as specific semantic
requi renments to the operator use cases.

* Design requirenents: These requirenents are derived fromthe
operators’ requirenments. Although there is sone duplication,
these are focused on sumari zing the operators’ requirenents
for the design of the data nodel and API. These are functiona
requirenents translated into | owlevel requirenents for the
nmodel designers. The rationale for adopting this approach is
to ensure that the data nodel is designed according to the
operators’ requirenents and that they could be used for both
desi gn and review of the candi date YANG nodul e(s).

* Architecture requirements: Architectural (non-functional)
requirenents are captured as well, as operators identified
performance needs, |arge scale support, and network di scovery.
These are not data nodel requirenents, but are requirenents
either to drive the APIs design itself (e.g., to better
optinize performance) or for the network controllers and
orchestrators that expose a SI MAP API. Al though, they may be
common sense requirenments not specific to SIMAP APlI, they are
listed here for conpl et eness.
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4.1. Operator Requirenents

The following are the operators’ requirenents for the SIMAP. Note
that sone of these requirenents are supported by default by
[ RFC8345] .

REQ BASI C- MODEL- SUPPORT:  Basic nmodel with network, node, |ink, and
term nation point entity types.

This means that users of SIMAP nmust be able to understand a

topol ogy nodel at any | ayer via these core concepts only, wthout
having to go to the details of the specific augnentations to
under stand the topol ogy.

REQ LAYERED- MODEL: Topol ogy | ayers from physical layer up to Service

| ayer.

SI MAP nmust provide views for all |ayers of network topol ogy, from
physi cal network (ideally optical), Layer 2, Layer 3 up to Service
and intent views. It nust provide flexibility to support both the

same network topology instance with multiple |layers (e.g., Layer 2
and Layer 3) or separate network topol ogy instances with
supporting relations between them (e.g., separate Layer 2 and
Layer 3). Muiltiple topology |ayers can be grouped into the sane
network topol ogy instance, if solution requires.

REQ VI EWPO NTS:  SI MAP shoul d provide different views to different
applications. For exanple, one application nmay need to see Layer
2 and Layer 3 layers in a single network topol ogy instance, while
anot her application may need to see them as separate network
t opol ogy i nst ances.

REQ PASSI VE- TOPO. S| MAP nust support capability to nodel topol ogy of
the conpl ete network, including active and passive parts.

For access network providers the ability to have linkage in the
SI MAP of the conplete network (active + passive) is essential as
it provides many advantages for optim zed custonmer Service,
reduced MITR, and | ower operational costs through truck rol
reducti on.

The passive topol ogy nmust be either inplenented in the SIMAP (what
cannot be di scovered can be added using the wite API) or
accessible fromthe SIMAP. Wether the passive topology is
included as part of the SIMAP or accessible fromthe SIMAP is left
to the sol utions.

REQ PROG- OPEN- MODEL:  Open and progranmabl e SI MAP.
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This includes "read" operations to retrieve the view of the
network, typically as application-facing interface of Software
Defi ned Networking (SDN) controllers or orchestrators.

It also includes "write" operations, not for the ability to
directly change the SI MAP data (e.g., changing the network or
Service parameters), but for offline sinulations, also known as
what -i f scenari os.

Running a "what-if" analysis requires the ability to take
shapshots and to switch easily between them

Note that there is a need to distinguish between a change on the
SIMAP for future simulation and a change that reflects the current
reality of the network.

REQ STD- APl - BASED: St andar d- based SI MAP and APls, for nulti-vendor
support.

SI MAP rust provide the standard YANG APl s that provide for read/
wite and queries. These APIs nust also provide the capability to
retrieve the links to external data/nodels.

REQ COMMON- APl ;. SI MAP and common APls, for nmulti domain

SIMAP and its APls nmust be commbn over different network domai ns
(campus, core, data center, etc.).

This means that clients of the SIMAP APls nust be able to
under st and the topol ogy nodel of |ayers of any donmain w thout
havi ng to understand the details of any technol ogi es and domai ns.

REQ GCRAPH TRAVERSAL: Topol ogy graph traversal

SI MAP nmust be optimzed for graph traversal for paths. This neans
that only providing |ink nodes and source and sink relationships
to ternination-points may not be sufficient, we may need to have
the direct rel ationship between the term nation points or nodes.

REQ TOPOLOGY- ABSTRACTI ON:  Navi gation across the abstraction |evels.

A network (even a single |ayer network) can be represented in
mul ti ple ways providing different abstraction views of the sane
network. In such a case, it would be beneficial being able to
navi gate anongst the different |evels of abstractions (e.g. to
under stand whi ch set of nodes in the native topology are actually
represented as a single node in an abstract topol ogy being built
on top of the native topology). This navigation is different and
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orthogonal to the multi-layer navigation where we need to report
whi ch Layer 2 path is supporting a given Layer 3 node or link
Nevertheless, it would not be the best practice to expose it via
different topology APIs and nodel. Please refer to the

Appendi x A 2 for sone background on the topol ogy abstraction

SI MAP nust provide a nmechanismto navigate across the abstraction
| evel s.

REQ LI VE: Live network topol ogy.

SI MAP nmust enable retrieval of nulti-layered topology of a live
net wor k.

Li ve network is the | atest known view of the network
REQ SNAPSHOT: Networ k snapshot topol ogy.

SI MAP rmust enable retrieval of multi-layered topology of different
snhapshot s

Snapshot is the view of the network at any given point in tine
REQ POTENTI AL: Potential new network topol ogy.

SI MAP rmust enabl e both retrieval and wite access to the potenti al
new net wor K.

A potential new network is the view at a given point with
nodi fications fromthe snapshot.

This view may contain either the full topology or just differences
fromthe snapshot.

REQ | NTENDED: | ntended networ k topol ogy.
S| MAP nmust enabl e both retrieval and wite access to the intended
net wor k topol ogy that cannot be discovered fromthe real network
(e.g., intended Layer 2 Topol ogy, intended Layer 3 Topol ogy, and
passi ve topol ogy that cannot be di scovered).

REQ SEMANTI C. Network topol ogy senantics

SI MAP rust provide semantics for | ayered network topol ogi es and
for linking external nodel s/data.

The followi ng requirenents are nore specific requirenents for
semanti cs:
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REQ LAYER- NAVI GATE:  SI MAP nust provi de capability to navigate inside
the topol ogy | ayer and between the topol ogy | ayers.

REQ EXTENSI BLE: SI MAP nust be extensible with netadata
REQ PLUGG.  SI MAP nust be pluggable. That is,

* Mist connect to other YANG nodul es for device configuration,
i nventory, configuration, assurance, etc. The SIMAP does not
contain the detailed device configuration, so a nechanismis
needed to be able to link it fromSI MAP. SI MAP should al so be
linked to a 'logical configuration inventory' . Severa
exanpl es of the type of logical information to be |inked from
SI MAP: inventory of |logical interfaces, inventory of ACLs, or
inventory of routing policies.

* @Gven that no all involved conponents can be avail abl e using
YANG there is a need to connect SIMAP YANG nodel with other
nmodel | i ng nmechani sns.

REQ BIDIR  SIMAP nust provide a mechanismto nodel bidirectiona
links. While data flows are unidirectional, the bidirectiona
links are also comon in networking. Exanples are Ethernet
cabl es, bidirectional SONET rings, socket connection to the
server, etc. There is also the requirenent for sinplified Service
| ayer topology, where a link is nodel ed as bidirectional in order
to be supported by unidirectional |inks at the |ower |ayer

REQ MULTI - PO NT:  SI MAP nust provide a nechanismto nodel nultipoint
links. A topol ogy nodel should be able to nodel any topol ogy type
in a sinple and explicit way, including point to nultipoint, bus,
ring, star, tree, mesh, hybrid and daisy chain. A topol ogy node
shoul d al so be able to nmodel any link cardinality in a sinmple and
explicit way, including point-to-point, point-to-mnultipoint,
mul ti point-to-multipoint or hybrid.

REQ MULTI - DOVAI N:  SI MAP nust provide a nechanismto nodel |inks
bet ween networks. This requirement is about covering connectivity
bet ween different networks, sub-networks, or domains.

REQ SUBNETWORK:  SI MAP nust provide a nechanismto nodel network
deconposition into sub-networks. The requirenent is about
nmodel 1i ng hi erarchical networks , Autonomous Systens (ASes) with
multiple areas, or a network with multiple domains (e.g., access,
core, data center).

The network can be partitioned by providing capability to have
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multiple child network instances as part of a single parent
network, with a relation between the parent network and child
net wor ks.

REQ SHARED: S| MAP nust provide a nechanismto share nodes, |inks,
and term nation points between different networks.

REQ SUPPORTI NG SI MAP nust provide a mechani smto nodel supporting
rel ati onshi ps between different types of topological entities
(e.g., atermnation point is supported by the node). This may be
required, e.g., if atermnation point is not supported by the
underlying a termination point, but by the node (e.g., a |oopback
does not have physical representation, so it is supported by
physi cal device).

REQ STATUS: Links and nodes that are down nust appear in the
topol ogy. The status of the nodes and |inks nust be either
i nplemented in the SIMAP or accessible fromthe SI MAP. \Wet her
the status is included as part of the SIMAP or accessible fromthe
SIMAP is left to the solutions.

REQ DATA- PLANE- FLON  Provi der data plane (Flow) needs to be
correlatabl e to underlay and custoner data plane to overl ay
t opol ogy

An SRv6 exanpl e:

In a SRv6 enabl ed network, sourcel Pv6Address appears in a | PFI X
data-tenpl ate/ data-record for a captured flow on a SRv6 enabl ed
provider interface twice. Once in relation to provider data pl ane
in the underlay, and once as relation to the custoner data plane
in the overl ay.

SI MAP nmust provide the semantic capability that each

sour cel Pv6Address can be napped to the overlay and underl ay
networ k topol ogy. Both topol ogi es m ght not be uniquely
addressed, the VPN context (in SRv6 these are the SID s, Section 3
of [RFCB986]) needs to be considered therefore as well.

| PFI X protocol, defined in [RFC7011], is the protocol for the
exchange of flow information froman Exporting Process to a

Col l ecting Process. Section 8 of [RFC7011] describes the
managenent of Tenplates and Option tenplates at the Exporting and
Col l ecting Processes, and states the foll ow ng:

| If an Information Elenent is required nore than once in a

| Tenplate, the different occurrences of this Infornmation El enent
| SHOULD follow the | ogical order of their treatnents by the
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Metering Process. For exanple, if a selected packet goes through
two hash functions, and if the two hash values are sent within a
single Tenplate, the first occurrence of the hash val ue shoul d
belong to the first hash function in the Metering Process. For
exanpl e, when exporting the two source | P addresses of an |Pv4-in-
| Pv4 packet, the first sourcel Pv4Address | nformation El enent
occurrence should be the I Pv4 address of the outer header, while
the second occurrence should be the address of the inner header.
Col I ecting Processes MJST properly handle Tenplates with nultiple
identical Information El enments.

REQ CONTROL- PLANE: Underl ay control plane routing state needs to be

4. 2.

correlatable to underlay L3 topology. Overlay control-plane
routing state needs to be correlate-able to overlay L3 network

t opol ogy.
A BWP/ BGP exanpl e:

The BMP peer distinguisher (Section 4.2 of [RFC7854]) needs to be
correlateable to the VRF of a node and the next-hop attribute of
the NLRI in the BMP route-nonitoring (Section 4.6 of [RFC7854])
encapsul at ed nessage to the underlay network topol ogy while the
path attribute of the NLRI in the BMP route-nonitoring
encapsul at ed nessage to the overlay topol ogy.

Desi gn Requi rement s

The following are the design requirenents for the SIMAP data nodel:

REQ TOPO- ONLY:  SI MAP shoul d contain only topol ogical information

Havel ,

SIMAP is not required to contain all nodels and data required for
all the managenent and use cases. However, it should be designed
to support adequate pointers to other functional data and nodels

to ease navigating in the overall system For exanpl e:

* ACLs and Route Policies are not required to be supported in the
SI MAP, they would be linked to the SIMAP.

* Dynam c paths may, depending on the solution, be either inside
or outside of the SIMAP. |f outside of SIMAP, dynam c paths
could be linked to the SINAP.

SI MAP shoul d ensure that it is possible to represent the paths/
routes and | eave the choice of what |evel of dynanmics to represent
to the specific solution/application. The nodel needs to be rich
enough to represent any |evel of dynamics. BUT from experience,
we suspect it can be the same nodel for all |evel of dynamcs
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REQ PROPERTI ES: SIMAP entities should nainly contain properties used
to identify topological entities at different |layers, identify
their roles, and topol ogical relationships between them

SIMAP entities should also provide information required to define
semantics for | ayered network topol ogi es, such as:

* link directionality,

* whether the links are nultipoint or not and, if so, are whether
these links are point-to-nultipoint or nultipoint-to-nmnultipoint,

* role of the termination points in the Iink (source, destination,
hub, spoke), and

* sone generic nmechanismto add net adat a.

REQ RELATI ONSHI PS:  SI MAP shoul d contain all topol ogica
rel ati onshi ps inside each | ayer or between the | ayers (underlay/
overl ay)

SI MAP shoul d contain links to other nodel s/data to enabl e generic
navi gation to other YANG nodels in generic way.

The SI MAP rel ati onshi ps shoul d al so provide information required
to define semantics for |ayered network topol ogi es, such as
provi di ng:

* underlay and overlay relations between different types of
topol ogi cal entities,

* additional information that helps with navigation inside a |ayer
and between the |ayers, for exanmple, easy identification of
resources at the physical layer in primary versus backup paths, if
the underl ay resources are used for |oad bal ancing or for backup,

* capability to nodel nodes, termination points, and |inks contained
in a network, but al so nodes and |inks shared between networKks,
and

* relationshi ps between networks, either for nodelling of underlay
and overlay or nodelling network that contains multiple networks.

REQ- CONDI TI ONAL:  Provide capability for conditional retrieval of
parts of SI MAP.

REQ TEMPO- H STO  Must support geo-spatial, tenporal, and historica
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data. The tenporal and historical can al so be supported externa
to the SI VAP

4.3. Architectural Requirenents

The following are the architectural requirements for the controller
that provides SI MAP API, they are the non-functional requirenments for
the SIMAP APIs or controllers:

REQ SCALES: The SIMAP APlIs nust be scalable, it nust support any
provi der network, independent of its size.

REQ PERFORMANCE: The SI MAP APlI's nmust be perfornmant, and have
acceptabl e response-tine. Although we are not to define the
response time here.

REQ USABI LI TY: The SIMAP APls nust be sinple and easy to integrate
with the client applications, whose devel opers nmay not be
net wor ki ng experts.

REQ DI SCOVERY: A network controller nmust performthe initial and on-
demand di scovery of a network in order to provide the |ayered
topol ogy via the SIMAP APIs to a client/application

REQ SYNCH: The controller nmust performthe sync with the network in
order to provide up to date | ayered topology via SIMAP APIs to the
client/application

REQ SECURI TY: The conventional NACM control access rul es [ RFC8341]
shoul d apply. This includes nodule control access rules, protoco

operation control access rules, data node control access rules,
and notification control access rules.

5. Positioning SIMAP

[ RFC8199] advocates for a consistent classification of YANG nodul es
and introduces two abstraction layers for YANG nodul es:

*  network el ement YANG nodul es
* network service YANG nodul es

The | RTF [ RFC7426] defines the SDN | ayers and architecture and
proposes the follow ng interfaces:

* sout hbound interfaces between the network devices and controll ers/
manager s
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* service interface between controllers/managers and applications

[ RFC8309] defines where service nodel might fit into the SDN
Architecture, although the service nodel does not require or preclude
the use of SDN. It shows the follow ng nodels at different |ayers of
abstraction:

* devi ce nodel, between network el enents and controllers
* network npodel, between controllers and network orchestrators

* service nodel, between network orchestrators and service
orchestrators

* custoner service nodel, between service orchestrators and custoner

[ RFC8453] describes the ACTN architecture in the context of the YANG
service nodels. It shows how ACTN i nterfaces relate to devi ce nodel
network nodel and custoner service nodel.

[ RFC8969] describes a framework for Service and network managenent
aut omati on that takes advantage of YANG nodel ling technol ogies. This
framework is drawn froma network operator perspective irrespective
of the origin of a data nodel. [RFC8969] introduces "network service
nmodel s" and describes the layering and representati on of nodels
within a network operator as foll ows:

* device nodel, between device and controller

* network nodel (operator oriented), between controller (that
i ncl udes network orchestration function) and service orchestrator

* service nodel (customer oriented), between service orchestrator
and custoner, this is network service nodel

The SI MAP YANG nodul e can be used at different |layers of abstraction
and SI MAP can provide topology at different interfaces. Al though the
SI MAP nodul e and APIs is primarily positioned as northbound nulti-

| ayered topol ogy nodel from (SDN) Controllers, it can also be
positioned as foll ows:

* |In the context of [RFC8199], SIMAP can provide multi-I|ayered
topol ogy YANG nodul e as part of both network el ement and network
servi ce YANG nodul es

* |In the context of [RFC7426], SIMAP can provide nmulti-Ilayered

topol ogy interface as part of both Southbound and Service
I nterfaces
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8.

8.

Havel ,

*

In the context of [RFC8309], SIMAP can provide nulti-Iayered
topol ogy nodel as part of device nodel, network nodel, service
nmodel and custoner service nodel

In the context of [RFC8453], SIMAP can provide nulti-I|ayered

t opol ogy nodel as part of SBlI (southbound interface to network),
MPl (interface between multi-domain service coordinator and
network controller) and CM (interface between custoner network
controller and multi-domain service controller)

In the context of [RFC8969], SIMAP can provide nulti-I|ayered
topol ogy nodel as part of device nodel, network nodel and network
servi ce nodel

Security Considerations

As this docunent covers the SIMAP concepts, requirenents, and use
cases, there is no specific security considerations other that those
di scussed in Section 4. 3.

Section 8 of [RFC8345] discusses security aspects that will be useful
when desi gning the SIMAP sol ution.

| ANA Consi der ati ons

Thi s docunment has no actions for | ANA.
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Appendi x A. Related | ETF Activities

Hav

Note: The nodels cited in this section are provided for
illustration puroses. It is out of scope to reconmend whi ch nodels
will be used as base to build the SIMAP.

Net wor k Topol ogy

Interestingly, we could not find any network topol ogy definition in

| ETF RFCs (not even in [RFC8345]) or Internet-Drafts. However, it is
mentioned in multiple docunments. As an exanple, in Overview and
Principles of Internet Traffic Engineering [RFC9522], which nentions:

To conduct perfornance studies and to support planning of existing
and future networks, a routing analysis may be perforned to
determine the paths the routing protocols will choose for various
traffic demands, and to ascertain the utilization of network
resources as traffic is routed through the network. Routing

anal ysis captures the selection of paths through the network, the
assignnent of traffic across nmultiple feasible routes, and the

mul tiplexing of IP traffic over traffic trunks (if such constructs
exi st) and over the underlying network infrastructure. A nodel of
networ k topology is necessary to performrouting analysis. A

net wor k topol ogy nodel may be extracted from

*  Network designs
* Information contained in router configuration files

* Routing databases such as the Iink state database of an
interior gateway protocol (IGP)

* Routing tables

* Automated tools that discover and coll ate network topol ogy

I
I
I
I
I
I
I
I
I
I
I
I
| * Network architecture docunents
I
I
I
I
I
I
I
I
I
I
I
| i nformati on.
I
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| Topology information may al so be derived fromservers that nonitor
| network state, and from servers that perform provisioning

| functions.

Anot her exanple is [ RFC8453] that defines native topol ogy, abstract

t opol ogy, bl ack topol ogy, and grey topology, but all in the context
of actual topology and physical topology that are not specifically
defi ned.

Topol ogy Abstraction

Pl ease refer to the followi ng docunments for some background on
t opol ogy abstractions:

* [ RFC7926] defines topol ogy abstraction

* Section 5 of [RFC8453] describes the topol ogy abstracti on nethods
and di scusses topol ogy abstraction factors, types, and their
context in the ACTN architecture.

* Section 3.13 of [RFC8795] defines abstract TE topol ogi es.

* Section 4.1 of [RFC8795] defines native TE topol ogi es.

* Section 4.4 of [RFC8795] describes howto deal with multiple
abstract TE topol ogi es provided by the sane provider.

* Section 1.3 of [I-D.ietf-teas-te-topo-and-tunnel -nodeling] gives
some background on topol ogy abstraction

Core SI MAP Conmponent s

The foll owi ng specifications are relevant to the core functions
provi ded by the SI NAP:

* | ETF network nodel and network topol ogy nodel [RFC8345]
* A YANG groupi ng for geographic |ocation [ RFC9179]
* | ETF nodul es that augnment [RFC8345] for different technol ogies:

- A YANG data nodel for Traffic Engineering (TE) Topol ogi es
[ RFC8795]

- A YANG data nodel for Layer 2 network topol ogi es [ RFC8944]

- A YANG data nodel for OSFP topol ogy
[1-D. ogondi o- opsawg- ospf -t opol ogy]
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- A YANG data nodel for 1S 1S topol ogy
[1-D. ogondi o- nnop-i si s-topol ogy]

A. 4. Additional SIMAP Conponents

The SI MAP may need to link to the follow ng nodels, sonme are already
augmenti ng [ RFC8345]:

* Service Attachment Point (SAP) [ RFC9408], augnents ’'ietf-network’
data nodel [RFC8345] by adding the SAP

*  SAIN [ RFC9417] [ RFC9418]

* Network Inventory Mddel [I-D.ietf-ivy-network-inventory-yang]
focuses on physical and virtual inventory. Logical inventory is
currently outside of the scope. It does not augnent [ RFC8345].

* [I1-D.ietf-ivy-network-inventory-topology] correlates the network
inventory with the general topology via RFC8345 augnentations that
reference inventory.

* KPls: delay, jitter, loss

* Attachnent Circuits (ACs) [I-D.ietf-opsawg-ntw attachnent-circuit]
and [I-D.ietf-opsawg-teas-attachnent-circuit]

* Configuration: The L2SM [ RFC8466], L3SM [RFC8299], L2NM [ RFC9291],
and L3NM [ RFC9182]

* I ncident Managenent for Network Services
[1-D.ietf-nnmop-network-incident-yang]
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