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Abst ract

Thi s docunent identifies a |ist of operators requirenments for network
managenment operations. These requirenments reflect advances in this
field since the publication of "I AB Network Managenent Workshop" (RFC
3535), which was instrunental for devel opi ng many key technol ogi es
that are widely depl oyed.
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Source for this draft and an issue tracker can be found at
https://github. com boucadai r/rfc3535-20years-1ater.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 15 Septenber 2026.
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1. Introduction

The |1 AB organi zed a workshop (June 4-June 6, 2002) to establish a

di al og between network operators and protocol devel opers, and to

gui de the IETF to focus on work regardi ng network managenent. The
out cone of that workshop was docunented in the "I AB Network
Managenment Wor kshop" [ RFC3535] which was instrunental for devel oping
NETCONF [ RFC6241] and YANG [ RFC6020] [ RFC7950], in particul ar

Since the publication of [ RFC3535] mmj or advances were achieved in
the network nmanagnent area, such as (but not limted to):

*  NETCONF [ RFC6241]

*  YANG [ RFC7950]

* RESTCONF [ RFC8040]

* SDN and Progranmabl e Networks [ RFC7149] [ RFC7426]

* Automation [ RFC8969]

* Virtualization [ RFC8568]

* Containerization [I-D.ietf-bmwg-containerized-infra]
* Intent-based [ RFC9315]

* Network APls (e.g., [CAVARA])
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*  Mdels for managenent of services, networks, and devices
[ RFC8199] [ RFC8309]

* Telemetry [ RFC9232]

* JSON Encodi ng of Data Mdel ed with YANG [ RFC7951]

* CoAP Managenent Interface (CORECONF) [I-D.ietf-core-com]
*  YANG to CBOR mappi ng [ RFC9254]

*  YANG Schenma ItemiDentifier (YANG SID) [I-D.ietf-core-sid]

See also "An Overview of the | ETF Network Managenent Standards”
[ RFC6632] .

More than 20 years |later after the publication of [RFC3535], new
requi renents on network managenent operations are energing fromthe
operators. This docunment captures these requirenents that reflect
the progress in this area.

For conpl et ness, the docunent al so provides an assessnent of the

[ RFC3535] recommendati ons (Appendix A) and to what extent that
roadmap was driving network nanagenent efforts within the IETF, in
particul ar (Appendix B). Readers may also refer to
[1-D.iab-nenmops-workshop-report].

observations and Operators Requirenents
1. On the Inportance of Data Mdels

An appeal i ng aspect about network automation techniques is that they
al most apply to any kind of network. Fromthat perspective, the
functional conponent of a network automation franmework that probably
matters the nost, and i ndependent of the underlying interfaces and
protocols, are the data nodels. Concretely, data nodels are
instrumental in the automation of networks, service delivery, and
infrastructures in general, especially that they can provide cl osed-
| oop control for adaptive and determ nistic service creation,
delivery, and mai ntenance.

Dat a nodel s can be used to derive required configuration information
for both network and service conmponents, and state information that
will be nonitored and tracked. Likew se, they can be used during the
servi ce/ network managenent |life cycle (e.g., service instantiation,
provi sioning, optimzation, nonitoring, diagnostic, and assurance).
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More than three decades of "Internet standardi zation"” have shown that
the specification of data nodels is not that straightforward. This
is because of at |east two major reasons:

* For nore than 30 years, |egacy network equi pnment manufacturers
have considered their technol ogy as a conpetitive advantage,
thereby | eading to proprietary, vendor-specific, data nodels and
the burden of vendor |ock-ins. For exanple, there are nore YANG
proprietary nodul es than standarized ones. At the tine of
witing, [YC lists 13661 unique proprietary YANG nodul es vs. 991
St andar ds nodul es

* Over the sane period, operators have al so devel oped their savoir-
faire as a key competitive advantage. Such savoir-faire had to
rely upon these proprietary data nodels (and their own ones).
Qperators were reluctant in the past to share their design and
managenment practices.

The situation has changed since network "softwarization" strategies

have been di scl osed by vendors and operators. From a busi ness

standpoi nt, network "softwarization” is seen as a mmjor
transformation effort by operators, because of the flexibility and
the "a la carte" approach that is pronoted by "X-as-a-service" (XaaS)
designs, "X' being network, platform Network Slice [ RFC9543], etc.

XaaS designs assune the availability of data nodels that are
dynamically instantiated (along with a set of relevant policies) as a
function of the "X' (and its design, for that nmatter). *XaaS services
cannot be designed, delivered, and operated w thout data nodels.*
Standard data nodels are thus key as they allow to:

* Ease mappi ng among many (network/service) |ayers

* FEase data correlation fromdistinct sources.

* Soften dependency on CLI specifics to vendors.

* Support both top-down and bottom up approaches for operating
servi ces

* Accurate control |oops for adaptive and determ nistic service
creation, delivery, and mai ntenance.

* Feed an intelligence that will drive appropriate actions to adjust
the current status to align with the intended status

OPS- REQ- STRENGTHEN- DM Networ k softwari zation can only happen with a
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strong, commtted standardization effort, conplenented by active
i nvol venent in open-source projects that facilitate access to
code.

Particularly, *wi thout data nodels, a Network APl is essentially
usel ess* (see al so Section 2.4).

2. Fragmented Ecosystem

The current YANG device nodel s ecosystemis *fragnented*: sone
standards data nodels are defined through the IETF, while simlar
ones are defined in other fora such as Openconfig [OC]. Unlike
service and network nodels, | ETF-defined device nodels are not widely
i mpl ement ed.

OPS- REQ- DM RATI ONALI ZE:  There is a need to rationalize this space
and avoi d redundant efforts.

3. The Network Becones Consunabl e

Net wor k connectivity can support tailored services in terns of
Service Level Cbejctives (SLGCs), for instance, by neans of Network
Slice Services [ RFC9543]. This approach of "consum ng the network"
flexibly and dynam cally is made possible by enabling nmeans of
exposi ng network capabilities to either internal or externa
applications. Then, network managenent is no longer limted to
coll ect network status information, but it should be extended to
permt the exposure of resources, capabilities, functionality, and
associated information (e.g., inventory-based data).

OPS- REQ EASE- EXPOSURE: Focus on protocol s and data nodel s to expose
net wor k/ servi ce capabilities, network-w de services, and rel ated
oper ati ons.

OPS- REQ- NW API - DI SCOVERY: Define a reference approach for service
exposure di scovery (APIs discovery).

4, Net wor k API fication

APls are getting nonentum as neans of interworking between parties,
also at the tine of providing network services. As an exanpl e,
[1-D.ietf-grow peering-api] defines an APl for dynamically
establ i shing BGP interconnecti on sessions between Autononbus Systens
of different adm nistrative domains. That sane objective is also
covered by the YANG data nodel defined in [RFC9834] as exenplified in
its Appendix A 10. Tools such as YANG QpenAPl transforns are key to
| everage existing data nodels and allow for better integration and
mappi ng to actual realization nodels.

Boucadair, et al. Expi res 15 Septenber 2026 [ Page 6]



Internet-Draft RFC 3535, 20 Years Later March 2026

OPS- REQ- DMPAPI : Readily avail able APl specifications should be
generalized from YANG nodul es for fast devel opnent, prototyping,
and val i dati on.

2.5. Lack of Profiling

Many NETCONF-rel ated features are (being) specified by the | ETF, but
these features are not w dely supported (e.g., YANG Push [RFC8639]).
Sone of these are not inplenented because of the unbal ance between
actual operational need vs. conplexity.

OPS- REQ GUI DE- AND- PROFI LE:  The target application/applicability of a
net wor k managenent approach shoul d be docunented (e.g., edit
profil e docunents that outline a set of recomrendati ons for core/
key features, along with appropriate justifications, will help
foster nore inplenentations that nmeet operators’ needs). This
al so covers security managenent aspects of network nanagenent.

Addi tionaly, consider independent conpliance suites to validate
functions/features/etc.

OPS- REQ- ARCH:  Need to promote nore architecture and framework
docunents to exenplify the intended use

Exanpl es of such profile docunents are the various RFCs that were
publ i shed by the Behavi or Engi neering for Hi ndrance Avoi dance
(behave) W5 [ BCP127]. Another approach is to consider a node
simlar to the "Roadmap for Transm ssion Control Protocol (TCP)
Speci fication Docunments" [RFC7414]. Such a docunment woul d serve
as a guide and reference for inplenenters and others seeking

i nformati on on ' NETCONF/ RESTCONF/ YANG -r el at ed RFCs.

OPS- REQ REASSESS:  Additionally, reassessing the value of some | ETF
proposal s conpared to conpeting or energing solutions (e.g., gRPC
vs. YANG Push) woul d be benefici al

2.6. Lack of Agile Process for (The Mi ntenance of) YANG Modul es

RFCs m ght not be suited for documenting YANG nodules (it takes much
too long, especiallly for updates). 1In the neantine, there is a need
for reference data nodels and "sufficiently stabl e data nodel s".

An hybrid approach night be investigated for docunenting | ETF-

endor sed YANG nodul es, such as considering an RFC to describe the
initial modul e sketch and objectives and an official |ETF repository
for maintaining internediate YANG versions.
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By drawing a parallel between YANG data nodels and the concept of
ontology used in the field of Semantic Wb, the topic of YANG nodul e
mai nt enance coul d greatly benefit from proven nethodol ogies in

know edge engi neering such as [LOT2019] and automati c docunentati on
tools like [Wdoco2017].

OPS- REQ QUI CK- BUT- VELL: Devel op a nore agile process for the
devel opment and mai nt enance of YANG nmodules in the | ETF. RFCs
m ght not be suited for docunenting YANG nodul es.

2.7. Integration Conplexity

One of the requirements listed in Section 3 of [RFC3535] is the ease
of use which, according to Section 3.2 of [RFC6244], is claimed to be
addressed by NETCONF and YANG  For configuration this holds true,
for network observability it is unfortunately not yet. This has been
confirmed with a set of network operators asking how long it takes
from subscribing YANG data to nmake it accessible to the operator

M nutes, Hours, Days, or Weks. None of them answered M nutes or
Hours. All of themresponded Days or Weks. Hinting manual post
processi ng of YANG dat a.

Col l ecting YANG netrics fromnetworks is already a struggle due to
|ate arrival of [RFC8639], [RFC8640], [RFC8641],
[I-D.ietf-netconf-https-notif], and [I-D.ietf-netconf-udp-notif] for
configured subscription transport protocols which defined YANG Push
in the industry. This caused network vendors to inpl enent
alternative solutions to collect real-tine streaming data in the
meanwhi | e, such as gNM whi ch was proposed in 2018 in

[1-D. openconfig-rtgwg-gnm -spec] to the | ETF but not followed up on
Unfortunately, these inplenentations differ between network Operating
Systens (OSes) due to the lack of standardization, specifically for
the met adata which woul d ensure machi ne readability.

When a set of network operators where asked to where operational YANG
data needs to be integrated to, the answer honogeneously was Apache
Kaf ka Message Broker and Tinme Series Databases. There is a need to
speci fy how YANG Push can be integrated into Apache Kafka and

ref erences needed YANG Push extensions and YANG schema registry

devel opment. The YANG Push extensions addressi ng needs to nmake YANG
Push nessages nachi ne readabl e and agai nst semantic validate able to
ensure a consi stent data processing.

Anot her challenge is that the subscribed YANG data referenced with
"datastore-subtree-filter’ or ’datastore-xpath-filter’ breaks
semantic integrity which needs to be addressed by either updating
Section 4 of [RFC8641] or proposing a new YANG nodul e bei ng used at
the YANG Push receiver.
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OPS- REQ | NTEGRATI ON: Consi der approaches to ease integration by-
design (e.g., protocols and data nodel s).

OPS- REQ- | TERATE: Need a velocity and approach to standardi zati on
that allows for business goals to be increnentally realized.

2.8. YANG-formatted Data Mani pul ation

The use of a flat tree hierarchy in YANG data nodels may i nduce sone
performance i ssues conpared to other graph nodels. This can be the
case, for exanple, during a path calculation on a network topol ogy.

Di fferent approaches using graph theory and conpatible with YANG are
currently avail able, but require further experinmentation to
generalize their adoption. For instance, OpenDaylight [ODL]

i npl ements an in-nenory connected graph version of YANG based data to
enabl e fast breadth-first search (BFS)

OPS- REQ Y2KG  Need for a reference specification to translate YANG
based data into the know edge graph (KG .

For exanple, [I-D. marcas-nnop-know edge-graph-yang] and

[1-D. tail hardat-nnop-inci dent-managenent -nori a] di scuss YANG 2- KG
proposal s to | everage automated reasoning and graph traversa

t echni ques.

OPS- REQ SCALE:  Consi der approaches for YANG data nodels to scale
2.9. Translation and Mappi ng Bet ween Servi ce/ Network and Devi ce Model s

Navi gating among multiple | evels of the hierarchy (service, network,
device) relies currently on proprietary solutions to graft and
transl ate between two | ayers. There is no programmatic approach to
ensure | ossl ess mappi ngs.

OPS- REQ LOSSLESS: Consi der progranmati c approaches to ensure
| ossl ess mappi ngs bet ween servi ce/ net wor k/ devi ce data npdel s.
Means to detect, characterize, and expose | oss may be consi dered.
Note that |ossless mapping is an enabler for support of
determnistic verification, auditing, and tracing back al ong
| ayer s/ nodel s.
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2.10. (In)Consistent Data Structures in Network Protocols for Data
Export

Net work Tel emretry, as described in [RFC9232], involve a set of
protocols. Due to the different requirenments, one Network Tel enetry
protocol doesn’t address all needs. This is mainly due to the nature
of the subscribed data. BGP Mnitoring Protocol (BWMP) [RFC7854] adds
monitoring and tracing capabilities natively to the BGP process to

m nimze the processing overhead. While |IPFIX [RFC7011] [ RFC7012] can
be applied according to [RFC5472] to gain visibility into the data
and forwardi ng pl anes, due to the anpbunt of data, sanpling as defined
in [RFC5476] and applied to IPFIX in [RFC5477] and aggregation as
defined in [ RFC7015] for IPFIX is needed to reduce the anount of
exposed data. Wiile YANG Push focuses on exposing already YANG
nmodel | ed data, which eases the correlati on anong network
configuration and operational data.

[ RFC9232] is an informational document and does not specify what
these Network Tel emetry protocols should have in commopn to ensure
consi stent data structures for data export. \While data types are
fairly good aligned, a |lack of netadata standardi zati on among the
Net work Tel emetry protocols is observed. |In particular describing
fromwhere the netrics has been exported fromand tinmestanping. In
Section 4.2 of [RFC7854] tinestanps are optional and sysName

[ RFC1213] is only carried in the BMP initiation nessage (Section 4.3
of [RFC7854]), while the nessage header of |PFIX defined in

Section 4.3 of [RFC7011] | acks the *sysNane’ definition

The lack of information fromwhere the data is being pushed fromis
only known to the Network Telenetry data collection due to the
transport session being established fromthe network node exporting
the informati on. When Network Tel emetry nmessages are being
transforned and forwarded, this information is being |ost.
Therefore, it is combn anong network operators to augnent 'sysNane
and other netadata at the data collection

The sane common principle applies to when observation tinestanping is
mssing in the Network Tel emetry nessage. Since the data collection
is the closest element to the network, a tine stanp is added to give
the network operator at |east the information when the Network

Tel enetry nessage was col |l ected. However, since Network Tel enetry
addresses real -tine streanm ng needs, this is often not accurate
enough for data correl ation

OPS- REQ REUSABI LI TY:  Consi der approach to ensure reuse/consi stent
data structure
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2.11. Proprietary YANG Modul es, CLI, and Limted Abstraction

Leveragi ng on pluggi ns, propietary YANG data nodels or even CLI is
still the rule in nmany operations, sonetinmes forced by the need of
operating | egacy infrastructures.

The conplexity of devel opi ng and mai ntai ni ng these nmeans of operation
is huge, as it is required to to cover many OSes and vendors al ong
the lifetime of the network device.

Net work nodels for the realization of services provide sone "level"
of abstraction and then allows for for nore autonation.

2.12. Distinct Networks, Distinct Managenent Requirenents

Fromthe time [RFC3535] was rel eased up to now, new kind of services
and applications have been devel oped and depl oyed over the tine, with
very diverse, and sonme tinmes contradicting, requirenents. Those
servi ces have been engineered on top of nulti-service networks for
the sake of efficiency and sinplicity, accomodati ng such a variety
of needs. As a result, services requiring nobility, data
replication, |arge capacity, adaptability, nmulti-path support,
determinism etc., coexist on the same shared network, needing from
it mechanisns for graceful operation

Li kewi se, such diversity of services also require different
managenent capabilities. For exanple, session continuity,
distribution trees, traffic engineering, congestion status
notification, reordering, or on-tinme delivery inpose very different
managenment needs to be satisfied.

This reality is different fromthe one existing at the time of

[ RFC3535], and as such, the new identified needs can require from
novel approaches to guarantee the aforenentioned co-existence of
services. Sone networks have specific network nmanagenent

requi renents such as the need for asynchronous operations or
constraints on data conpactness. An exanple of such networks is
Del ay- Tol erant Networking (DTN) [ RFC838] or Det Net [RFC8557].

OPS- REQ- NEW NEED:  Profiling nmain network nmanagenent technol ogi es
(e.g., recommend custom zed transport paraneters such as tineouts
and transport services) is recommended than defining network
managemnent technol ogies that are applicable to a single depl oynent
cont ext .
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13. Inmplications of External Dependency

Net wor ks are bei ng updated to abandon the silo approach fromthe past
towards an increasing convergence. Specifically, there are trends
towards a tighter interaction and integration of different
technol ogi es previously considered as totally separated from an
operational perspective. Exanples of that trends are the IP and
Optical integration (e.g., the introduction of colored interfaces on
routers), or the extension of determnistic-behavior features to
Layer 3 networks. This kind of convergence in nbst cases creates
dependenci es on the conventional network managenent features, which
require to incorporate or integrate functionality from ot her
technol ogi cal donai ns.

Such convergence is also reflected on the need of interacting and
interworking with distinct network parts participating in the end-to-
end service delivery. Mobile access, fixed access, data center,
enterprise, radio functional split (i.e., fronthaul and m dhaul),
neutral exchanges, intensive data networks (e.g., scientific acadenic
networ ks), content distribution, etc., represent network parts
constituent of end-to-end services that can inpose dependenci es of
the managenent of an internedi ate network

OPS- REQ- UNSI LO  The convergence observed in recent years al so
inmplies the need for an up-to-date refresh of nanagenent
capabilities and tools for conventional networks.

It highlights the necessity to handl e the heterogeneity of data,
configuration, and network nmanagenent/requirenents.

From a YANG perspective, this involves easily mapping and rel ating
the data nodel s used to nanage each specific segnent.

Resol vi ng such issue could draw on insights from parall el
technical fields such as know edge engi neering practices and
concepts associated with Linked Data in the Semantic Wb, areas
where it is common to manage probl ens of heterogeneity and data
reconciliation across various application domains.

14. Too Miuch Ti me Between Publication of New Networking Functionality
and the Associ ated YANG

For exanple, [RFC8667] (1S-1S extensions for SR) was published in
Decenmber 2019, while [I-D.ietf-isis-sr-yang] will be published ~5
years after. There are cases where nodul es are not published after
nore than a decade of WG adoption (e.g., [I-D.ietf-idr-bgp-nodel])

OPS- REQ- TI MELY-DM  Consi der having YANG as part of the protoco
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speci ficati on/ change where possible, or have the YANG docunent
progress in parallel. That nay sl ow down the protoco
speci fication, though.

2.15. Lack of Inplenentation of Proposed Sol utions

New sol utions proposed by Wz such as NETMOD and NETCONF very often
I ack an inplementation or only have a partial inplenentation. The
situation has inmproved with the | ast hackathons (e.g., for YANG
Push), but these solutions becane RFCs without a known

i mpl ement ati on:

*  YANG Push [ RFC8641]
* Schema- mount [ RFC8528]
*  NVDA [ RFC8342]
Schema- nount al | egedly has only one known inplenentati on because of
the conplexity of the solution. That means the | ETF nost |ikely
spent |lots of cycles for sonething which won't be depl oyed ever
Wi | e hackat hons have inproved the situation, the availablability of
i npl ementations is concerning. For open-source, 'sysrepo’'/’libyang
are decent choices.
OPS- REQ READI LY-1 MPLEM  The avail ablability of inplenmentations is
concerning. Consider catalyst approaches to trigger nore (open)
i npl ementations, especially during the devel opnent of protocols/
ext ensi ons.
2.16. Tooling & Skills
2.16.1. Integration with "native" |IT Tooling
OPS-REQ- | T- | NTEGRATION:  There is a need to ease the integration of
| ow| evel / network-oriented solution with native "IT tooling"
(e.g., "https://opentelenetry.iol").
2.16.2. | ETF Support for Better YANG Integration

OPS- REQ | ETF- TOOLS Ease exposure of libraries and host tools (e.g.
yangkit) to ease integration.
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2.16.3. Open-source Tools

VWil e there are open-source inplementations for NETCONF (e.qg.,
NETOPEER), the gRPC/ gNM suite seens to have nore support for tools
on the client side. For exanple, "ygot" generates structures from
YANG nodel s and these can easily be used by a client to configure a
device with gNM. NETCONF is not supported though (the XM. tags are
needed) .

OPS- REQ- CLI ENT- TOOLS: Focus on tooling is needed, especially on the
client side.

2.16.4. Skills

The 1 ETF is not the expert community in data engineering. The
experts are in the data industry. Wthout them integration in data
processing chains |ike Data Mesh is going to be a chall enge.

OPS- REQ BRIDGE: Create an eco-system where data and networki ng
engi neers can col | aborate.

2.17. New Service Approaches

The virtualization trend have nade posible to dynamically instantiate
Service Functions (SFs) in distributed conpute facilities in the form
of virtual machines or containers, as nicro-services. The
instantiation of the SFs is governed by cloud nanagenent systens, as
it is the connectivity anong the different instances or mcro-
services. That connectivity is typically realized by using overlay
mechani snms, without any further interaction with the network.

However, this appraoch seens to be insuficient for future services
demandi ng stringent requirenents in terns of SLOCs.

OPS- REQ- GLUE: The distinct approaches followed in both the conpute
and the network environnments makes necessary to define suitable
mechani sms for enabling an efficient interplay, while highly
automating the overall service delivery procedure.

2.18. Many Sol utions for the Same Problem but Lack of C ear Applicably
Gui dance

There are several solutions that were standardized for network
managenent purposes. For exanpl e, managenent of ACLs by neans to BGP
Fl owSpec [ RFC8955] [ RFC8956] or by neans of NETCONF/ YANG [ RFC8519] .
There is no cross referencing between the two standards or delimts
its applicability scope vs the other approach

Li kewi se, BGP Fl owSpec did not reuse the IPFI X Information El ements.
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OPS- REQ GUI DANCE: The target application/applicability of a network
managenent approach should be integrated in the specification
itself.

3. Updated Operators’ Requirenents
3.1. Sunmary

OPS- REQ STRENGTHEN- DM Networ k softwari zation can only happen with a
strong, committed standardi zation effort, conplenented by active
i nvol venent in open-source projects that facilitate access to
code.

OPS- REQ- DM RATI ONALI ZE:  Rationalize this space and avoi d redundant
efforts (in alnost all layers (IP, optic, etc.)). Unlike service
and network nodel s, Standard-based device nodels are not wi dely
i mpl enment ed.

OPS- REQ EASE- EXPOSURE: Focus on protocol s and data nodel s to expose
net wor k/ servi ce capabilities, network-w de services, and rel ated
oper ati ons.

OPS- REQ- NW API - DI SCOVERY: Define a reference approach/process for
servi ce exposure discovery (APIs discovery).

OPS- REQ- DMPAPI : Readily avail able APl specifications should be
generalized from YANG nodul es for fast devel opment, prototyping,
and validation.

OPS- REQ GUI DE- AND- PROFI LE:  The target application/applicability of a
net wor k managenment approach shoul d be docunmented (e.g., edit
profil e docunents that outline a set of recomrendati ons for core/
key features, along with appropriate justifications, will help
foster nore inplenentations that neet operators’ needs). This
al so covers security managenent aspects of network nanagenent.
Addi tionaly, consider independent conpliance suites to validate
functions/features/etc.

OPS- REQ- ARCH:  Need to prompte nmore arch and franmework docunents to
exenplify the intended use.

OPS- REQ REASSESS: Reassess the val ue of sone | ETF proposal s,
i ncludi ng conpared to conpeting or energing solutions (e.qg.,
gNM ) .

OPS- REQ- QUI CK- BUT-VELL: Develop a nore agile process for the

devel opment and mai nt enance of YANG nodules in the |ETF. RFCs
m ght not be suited for docunenting YANG nodul es.
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OPS- REQ | NTEGRATI ON: Consi der approaches to ease integration by-
design (e.g., protocols and data nodels). The integration covers
bot h horizontal and vertical realns. For exanple, there is a lack
of enabl enent of this integration across standard bodi es that
operators are |left to solve

OPS- REQ | TERATE: Need a velocity and approach to standardi zati on
that allows for business goals to be increnentally realized.

OPS- REQ Y2KG  Need for reference specifications to translate YANG
based data into the know edge graph. Sanple use cases to
illustrate the intended use should be considered as well.

OPS- REQ SCALE:  Consi der approaches for YANG nodels to scal e,
i ncludi ng protocol considerations (transactions, touches, etc.).
Specifically, address Telenmetry scal ability enhancenents.

OPS- REQ LOSSLESS:  Consi der progranmmati ¢ approaches to ensure
| ossl ess mappi ngs bet ween servi ce/ net wor k/ devi ce data nodel s.
Means to detect, characterize, and expose | oss may be consi dered.
Note that |ossless mapping is a enabler for support of
determnistic verification, auditing, and tracing back al ong
| ayer s/ nodel s.

OPS- REQ REUSABI LI TY:  Consi der approaches to ensure reuse/consi stent

data structure across various NM segments. This will ease
correlating data | earned fromdifferent neans (IPFI X, BMP, SYSLOG,
etc.).

OPS- REQ NEW NEED:  Profiling main network nanagement technol ogi es
(e.g., recommend custom zed transport paraneters such as tineouts
and transport services) is recommended than defining network
managenent technol ogies that are applicable to a single depl oynent
cont ext .

OPS-REQ UNSI LO  Necessity to handl e the heterogeneity of data,
configuration, and network managenment/requirenments. Resol ving
such issue could draw on insights fromparallel technical fields
such as know edge engi neering practices and concepts associ at ed
with Linked Data in the Semantic Wb, areas where it is comon to
manage probl ens of heterogeneity and data reconciliation across
various application domains.

OPS- REQ- TI MELY-DM  Consi der having YANG as part of the protoco
speci fi cati on/ change where possible, or have the YANG docunent
progress in parallel

OPS- REQ READI LY-1 MPLEM  The availability of inplenentation is
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concerning. Consider catalyst approaches to trigger nore (open)
i mpl ement ati ons, especially during the devel opnent of protocols/
ext ensi ons.

OPS-REQ- | T- | NTEGRATION: There is a need to ease the integration of
| ow| evel / network-oriented solution with native "IT tooling"
(e.g., https://opentelenetry.iol).

OPS- REQ- | ETF- TOOLS: Ease exposure of libraries and host tools (e.g.
yangkit) to ease integration.

OPS- REQ- CLI ENT- TOOLS: Focus on tooling is needed, especially on the
client side. There is a need for tools that are easy to use.
Li kewi se, there is need for support for multiple friendly, stable,
and feature-rich libraries for programm ng | anguages.

OPS- REQ- BRI DGE: Create an eco-system where data and networki ng
engi neers can col | aborate.

OPS-REQ- GLUE: Distinct approaches followed in both the conmpute and
the network environnents make necessary to define suitable
mechani sns for enabling an efficient interplay, while highly
automating the overall service delivery procedure.

OPS- REQ- GUI DANCE: The target application/applicability of a network
managenent approach should be integrated in the specification
itself.

3.2. Categorization

Table 1 provides a classification of the requirenents listed in
Section 3.1.1t specifically tag whether a requirenent:

* Belongs to data nodeling (DM

* Requires protocol work (Protocol)

* Impacts deployability of standardi zed approaches (Depl oyability)
* Has inplications on integration effort by operators (Integration)
* Requires sone adaptations to an SDO process (SDO Process)

* Allows better coordination (Collaboration & Cooperation)

* |s relevant to skills transformations (Skills)
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| Ops Requirenment Label | Overall Level |
[} e ———————————————— e pp—p—r
| OPS- REQ- STRENGTHEN- DM | St rong |
O S I +
| OPS- REQ DM RATI ONALI ZE | Strong |
T I IRy +
| OPS- REQ EASE- EXPCSURE | St rong |
o e e e e e T +
| OPS-REQ NWAPI-DI SCOVERY | N ce to have |
O S I +
| OPS- REQ DMRAPI | Strong |
Fem e meemeeeeeeeccieeaaaaea I IRy +
| OPS-REQ GUI DE- AND-PROFILE | N ce to have |
o e e e e e T +
| OPS- REQ ARCH | Strong |
e S I +
| OPS- REQ- REASSESS | Strong |
Fom e meemeeeeeeecieeaaaaea I IRy +
| OPS- REQ QUI CK- BUT- VIEELL | St rong |
o e e e e e T +
| OPS- REQ- | NTEGRATI ON | St rong |
O S I +
| OPS- REQ | TERATE | Strong |
Fom e meemeeeeeeeccieeaaaaea. I IRy +
| OPS-REQ Y2KG | N ce to have |
o e e e e e T +
| OPS- REQ SCALE | Strong |
O S I +
| OPS- REQ LOSSLESS | Nice to have |
Fom e meemeeeeeeecieeaaaaea I IRy +
| OPS- REQ REUSABI LI TY | St rong |
o e e e e e T +
| OPS-REQ NEWNEED | Nice to have |
O S I +
| OPS- REQ- UNSI LO | Strong |
Fem e meemeeeeeeeccieeaaaaea I IRy +
| OPS- REQ Tl MELY- DM | St rong |
o e e e e e T +
| OPS- REQ- READI LY- | MPLEM | St rong |
O S I +
| OPS-REQ- | T- I NTEGRATION |  Nice to have |
T I IRy +
| OPS-REQ | ETF-TOOLS | Nice to have |
o e e e e e T +
| OPS- REQ- CLI ENT- TOOLS | St rong |
O S I +
| OPS- REQ BRI DGE | Strong |
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3. 4.

e S RIS +
| OPS-REQ GLUE | N ce to have |
o e e e e e T +
| OPS-REQ GUIDANCE | N ce to have |
O S I +

Table 2: Operators Requirements Levels

Consol i dat ed Requirenents

Thi s section provides a consolidated view of main requirenents that
takes into account inputs fromactors beyond operators:

*

Put nore focus on service and network data nodel s (OPS- REQ
STRENGTHEN- DM whil e ensuring that the realization of these
abstractions can be easily correlated with underlying
functionalities (OPS-REQ | NTEGRATI ON)

Progress much faster (OPS-REQ QUI CK-BUT-WELL, OPS-REQ Tl MELY-DM

I mpl enent m nimal functionality, not bells and whistles (OPS-REQ
| TERATE)

Have running code while a specification is under devel oprment (OPS-
REQ READI LY- | MPLEM OPS- REQ TOOLS)

Have vendors and operators on board at the time of devel oping the
sol ution

Provi de i ndependent conpliance suites to validate features (OPS-
REQ GUI DE- AND- PROFI LE)

Need for neans to correlate data | earned fromdifferent neans
( OPS- REQ REUSABI LI TY)

I nvesti gate approaches to ease adoption and integration into an
operator’ s environments (OPS-REQ EASE- EXPOSURE, OPS- REQ DMRAPI,
OPS- REQ- | NTEGRATI ON)

Net wor k- centric approaches have lints, need to better integrate
and learn fromtechni ques in other domains (OPS-REQ BRI DGE) .

Security Considerations

Thi s docunent does not define any protocol or architecture.
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5. |1 ANA Consi derations

Thi s docunment has no | ANA acti ons.
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Appendi x A.  Assessnent of RFC 3535 Operator Requirenents

A.1. Detailed Analysis

Section 3 of [RFC3535] includes the foll owi ng recommendati ons:
3535- OPS- REQ EASE- USE:

| Ease of use is a key requirenent for any network nmanagenent
| technol ogy fromthe operators point of view

*Status Update*: This is still a valid requirement. It is even
exacerbated with the anobunt of techni ques and extensions that were
speci fied since then.

3535- OPS- REQ- CONFI G- OPS- SEPARATE:

It is necessary to make a clear distinction between configuration
data, data that describes operational state and statistics. Some
devices make it very hard to determ ne which parameters were
adm nistratively configured and which were obtained via other
mechani snms such as routing protocols.

*Status Update*: This requirement was taken into account when
designing | ETF solutions. Specifically, datastores are a
fundanmental concept in NETCONF/ YANG (e.g., [RFC8342]).

3535- OPS- REQ- CONFI G- OPS- FETCH- SEPARATE:

| It is required to be able to fetch separately configuration data,

| operational state data, and statistics fromdevices, and to be

| abl e to conmpare these between devi ces.

*Status Update*: This is supported by NETCONF and RESTCONF.
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3535- OPS- REQ- NETWORK- NOT- DEVI CE:

| It is necessary to enable operators to concentrate on the
| configuration of the network as a whol e rather than individual
| devi ces.

*Status Update*: Protocols such as NETCONF supports neans to handl e
transactions at the level of a network. For example, a controller
can establish parallel sessions with a set of devices and make use
of confirmed conmmit.

Al so, [RFCB969] describes how YANG RESTONF/ YANG can be used to
manage a network and map it to involves underlying functions/
nodes. Several service and network data nodels are required for
this aim

The | ETF defined in the past nodels to nmanage few servci es such as
VPN at both service and network levels (e.g., the Layer 2 Service
Model (L2SM [ RFC8466], the Layer 3 Service Mdel (L3SM

[ RFC8299], the Layer 2 Network Mdel (L2NM [ RFC9291], and the
Layer 3 Network Mddel (L3NM [RFC9182]).

A simlar effort is currently ongoing for handling attachenent
circuits at both service and network |ayers (e.g.,
[1-D.ietf-opsawg-teas-attachnent-circuit],
[1-D.ietf-opsawg-ntw attachment-circuit]).
More effort is still needed in this area.

3535- OPS- REQ- NETWWORK- W DE- TRANSACTI ONS:

| Support for configuration transactions across a nunber of devices
| woul d significantly simplify network configurati on managenent.

*Status Update*: This feature is supported by NETCONF.
3535- OPS- REQ CONFI G DI FF:
G ven configuration A and configuration B, it should be possible
to generate the operations necessary to get fromA to B wth

m ni mal state changes and effects on network and systens. It is
important to mnimze the inpact caused by configuration changes.

*Status Update*: This feature is supported by NETCONF.

3535- OPS- REQ- CONFI G- DUMP- RESTCRE:
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| A mechanismto dunp and restore configurations is a primtive
| operation needed by operators. Standards for pulling and pushing
| configurations fromto devices are desirable.

*Status Update*: This feature is supported by NETCONF.
3535- OPS- REQ CONFI G- CONSI STENCY- CHECK

| It must be easy to do consistency checks of configurations over
| time and between the ends of a link in order to determ ne the
| changes between two configurations and whet her those

| configurations are consistent.

*Status Update*: A mechanismis specified in [ RFC9144].
3535- OPS- REQ- CONFI G NETWWORK- W DE- SCHEMA:

| Net work wi de configurations are typically stored in centra

| mast er dat abases and transformed into fornmats that can be pushed
| to devices, either by generating sequences of CLI commands or

| compl ete configuration files that are pushed to devices. There
| is no coomon dat abase schema for network configuration, although
| the nodel s used by various operators are probably very simlar.

| It is desirable to extract, docunent, and standardi ze the conmmon
| parts of these network w de configuration database schenas.

*Status Update*: Covered by current inplenentations
3535- OPS- REQ TXT- PROCESSI NG TOOLS:

| It is highly desirable that text processing tools such as diff,

| and version managenent tools such as RCS or CVS, can be used to
| process configurations, which inplies that devices should not

| arbitrarily reorder data such as access control |ists.

*Status Update*: This is deployment-specific.
3535- OPS- REQ ACCESS- CONTROL- OPS- CENTRI C:

| The granul arity of access control needed on managenent interfaces
| needs to match operati onal needs. Typical requirenents are a

| rol e-based access control nodel and the principle of |east

| privilege, where a user can be given only the mnimum access

| necessary to performa required task

*Stat us Update*: Rol e-based Access Control (RBAC) is supported by

existing inplenentation. Also, the | ETF defined [ RFC8341] for
this purpose.
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3535- OPS- REQ- ACCESS- CONTRCOL- CHECKS:

| It must be possible to do consistency checks of access control
| |ists across devi ces.

*Status Update*: This is inplenmentation-specific.

3535- OPS- REQ CONFI G- SEPARATE- DI STRI B- ACTI V:

| It is inportant to distinguish between the distribution of

| configurations and the activation of a certain configuration.
| Devi ces should be able to hold nultiple configurations.
*Status Update*: This is supported by existing NETCONF met hods.
3535- OPS- REQ ACCESS- CONTRCOL- BOTH- DATA- TASK:

SNWVP access control is data-oriented, while CLI access control is
usual Iy command (task) oriented. Depending on the nanagenent
function, sonetinmes data-oriented or task-oriented access control
makes nore sense. As such, it is a requirenment to support both
dat a-oriented and task-oriented access control.

*Status Update*: This is supported by [RFC8341].

Sunmmar y
[ e s sl e s U
| RFC3535 Ops Requi renent Label | St at us |
| 3535- OPS- REQ EASE- USE| Still Applicable |
o m e e e e e e e e e e e e e e e e e e e e e e e e e o Tt +

| 3535- OPS- REQ CONFI G- OPS- SEPARATE| A sol ution was |
| | standari zed |

| 3535- OPS- REQ- CONFI G- OPS- FETCH SEPARATE]| A sol uti on was |
| | standari zed |

| 3535- OPS- REQ- NETWORK- NOT- DEVI CE| Prot ocol (OK), DM |
I | (Still Applicable) |

| 3535- OPS- REQ- NETWORK- W DE- TRANSACTI ONS| A sol uti on was |
| | standari zed |

| 3535- OPS- REQ CONFI G- DI FF| A sol ution was |
| | standari zed |

| 3535- OPS- REQ- CONFI G- DUMP- RESTORE| A sol uti on was |
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| | standari zed |

T a5 OPS. RO CONF G OONS] STENGY- GG | ol event at] o speei 11 61
T 535 0PS. REG. OONFI & NETWORK. W DE. SOEMN &1 111 roml el e )
T 3535, OPS. REO. TXI- PROCESS! NG TOALS) Dol oyment - specifie 1
T 3595, PG, RO ACCESS. CONTROL. GPS. GENTR G 1 ol event at] on- speei 11 ¢
T 3535, OPS. RO ACCESS. GONTROL. GHECKS] | ol ement at | om- spect 116l
. e +

Tabl e 3
Appendi x B. Assessnent of RFC 3535 Reconmendati ons
B.1. Detailed Analysis
Section 6 of [RFC3535] includes the foll owi ng recommendati ons:
3535- RECO- STOP- MANDATE- M B:

The wor kshop reconmended that the | ETF stop forcing working groups

I

| to provide witable MB nodules. It should be the decision of

| t he wor ki ng group whether they want to provide witable objects
| or not.

*Status Update*: | n 2014, the | ESG published a statenent Witable
M B Modul e, which states that:

SNVP M B nodul es creating and nodi fying configuration state
shoul d only be produced by working groups in cases of clear
utility and consensus to use SNVP wite operations for
configuration, and in consultation with the OPS ADs/ M B
doct ors.

3535- RECO- M B- | NVESTI GATE
| The wor kshop reconmended that a group be fornmed to investigate why

| current M B nodul es do not contain all the objects needed by
| operators to nonitor their networks.
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*Status Update*: No such a group was formed in the | ETF.

3535- RECO- SNVP- WAMONI TORI NG

The wor kshop reconmended that a group be formed to investigate why
the current SNWP protocol does not satisfy all the nonitoring
requi renents of operators.

*Status Update*: No such a group was formed in the | ETF.

3535- RECO- FOCUS- | ETF- CONFI G- MECHANI SIVS:

The wor kshop reconmended, with strong consensus from both protoco
devel opers and operators, that the | ETF focus resources on the
st andardi zati on of configuration managenent mechani sns.

*Status Update*: The | ETF specified NETCONF [ RFC6241], RESTCONF

[ RFC8040], CORECONF [I-D.ietf-core-coni], and YANG

YANG i s a transport-independent data nodeling | anguage. |t can be
used i ndependently of NETCONF/ RESTCONF. For exanple, YANG can be
used to define abstract data structures [RFC8791] that can be
mani pul ated by other protocols (e.g., [RFC9132]).

3535- RECO- FOCUS- XM_:

The wor kshop reconmended, with strong consensus fromthe operators
and rough consensus fromthe protocol devel opers, that the
| ETF/ | RTF shoul d spend resources on the devel opnent and
standardi zati on of XM.-based devi ce configuration and nanagenent
technol ogi es (such as conmon XM. configurati on schemas, exchange
protocol s and so on).

*Status Update*: This recomrendation was followed in base

specifications. This recomendati on was also mrrored in other
docunents such as [ RFC5706] .

However, the | ETF integrated support for other encoding such as
JSON.

3535- RECO- NO- HTTP:

The wor kshop reconmended, with strong consensus fromthe operators
and rough consensus fromthe protocol devel opers, that the
| ETF/ | RTF shoul d not spend resources on devel opi ng HTM.- based or
HTTP- based met hods for configurati on managenent.

*Status Update*: The | ETF deviated fromthis reconmendation, e.g.,
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RESTCONF [ RFC8040] or CoAP Managenent |nterface (CORECONF)
[I-D.ietf-core-com].

3535- RECO- MAI NTAI N- SM - SPPI :

| The wor kshop recommended, with rough consensus fromthe operators
| and strong consensus fromthe protocol developers, that the | ETF
| shoul d continue to spend resources on the evolution of the

| SM/SPPI data definition | anguages as being done in the SM ng

| wor ki ng group.

*Status Update*: SMng WG was concl uded i n 2003-04- 04.
3535- RECO- | ETF2FI X- M B:

| The wor kshop reconmended, with split consensus fromthe operators
| and rough consensus fromthe protocol devel opers, that the | ETF
| shoul d spend resources on fixing the MB devel opnent and
| st andar di zati on processs.

*Status Update*: The | ETF dedicated some resources to fix sone SNW
shortcom ngs with a focus on security (e.g., Transport Layer
Security (TLS) Transport Mdel for the SNWP [ RFC6353] or
[ RFC9456], HWVAC- SHA-2 Aut hentication Protocols in User-Based
Security Mddel (USM for SNWPv3 [ RFC7860]).

Section 6 of [RFC3535] also includes the follow ng but w thout
taggi ng them as recommendati ons:

3535-M SC-NO- G M

| The workshop had split consensus fromthe operators and rough
| consensus fromthe protocol devel opers, that the I ETF shoul d not
| focus resources on Cl M extensions.

*Status Update*: The | ETF didn't dedicate any resources on CIM
ext ensi ons.

3535- M SC- ABANDON- PI B:

| The wor kshop had rough consensus fromthe protocol devel opers

| that the I ETF shoul d not spend resources on COPS-PR devel opnent.
| So far, the operators have only very limted experience with

| COPS-PR. I n general, however, they felt that further devel opnent
| of COPS-PR might be a waste of resources as they assune that

| COPS- PR does not really address their requirenents.

*Status Update*: The | ETF has reclassified COPS Usage for Policy
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Provi si oning [ RFC3084] to Historic status.
3535- M SC- ABANDON- COPS- PR:

| The wor kshop had rough consensus fromthe protocol devel opers

| that the I ETF shoul d not spend resources on SPPI PIB definitions.
| The operators had rough consensus that they do not care about

| SPPI PI Bs.

*Status Update*: The | ETF has reclassified Structure of Policy
Provisioning Information [ RFC3159], as well as three Policy
I nformation Bases ([ RFC3317], [RFC3318], and [RFC3571]) to
Hi storic status.

B.2. Summary

| RFC3535 | Status |
| Reconmendation Label | |
| 3535- RECO- STOP- | Done, IESG Statenment on Witable MB |
| MANDATE-M B | Modul e (2014) |

| 3535-RECO-M B- | No such a group was forned |
| | NVESTI GATE | |

| 3535- RECO- SNVP- | No such a group was formned |
| WHAMONI TORI NG | |

| 3535- RECO- FOCUS- | ETF- | NETCONF/ RESTCONF/ CORECONF/ YANG COM /|
| CONFI G MECHANI SM5 | etc. |

| 3535- RECO-NO-HTTP | The | ETF deviated fromthis |
| | recommendation, e.g., RESTCONF or |
| | CoAP Managenent Interface (CORECONF) |

| 3535- RECO- MAI NTAIN- | SM ng WG was concl uded in 2003-04-04 |
| SM - SPPI | |

| 3535- RECO- | ETF2FI X- | The | ETF dedi cated resources to fix |
| M B | sone SNWP shortcom ngs with a focus |
| | on security |

| 3535-M SC-NO-CIM | The I ETF didn't dedicate any |
| | resources on Cl M extensions |
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| 3535-M SC- ABANDON- | The | ETF has reclassified COPS-PR to |
| COPS-PR | Historic status |
| 3535-M SC- ABANDON- PIB | The | ETF has reclassified SPPlI, as |
| | well as three PIBs to Historic |
| | status |
Table 4
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