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Abstract

Thi s docunent explains the notivation for defining semantic netadata
annotations to help testing, validating and conparing Qutlier and
Synpt om det ecti on systens. These semantic annotations can be
supported by supervi sed and sem - supervi sed machi ne | earni ng

al gorithms and enabl e data exchange anong network operators, vendors
and academ a, nmking anomalies apprehensible for humans. The
proposed semantics uniforns the network anomaly data exchange between
operators and vendors to inprove their Service Disruption Detection
Syst ens.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Operations and
Managenment Area Working G oup Wirking Group mailing |ist
(nnmop@etf.org), which is archived at

https:// mail archive.ietf.org/arch/browse/ nnop/.

Source for this draft and an issue tracker can be found at
https://github. com net wor k-anal yti cs/ draft-netana- nnop- net wor k-
anomal y- semanti cs/ .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 May 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i nclude Revised BSD License text as
Provi sions and are

provi ded without warranty as described in the Revised BSD License.
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1.

2

2

I nt roducti on

[1-D.ietf-nnmop-network-anonal y-architecture] provides an overall

i ntroduction into how anonmaly detection is applied to the I P network
domai n and whi ch operational data are needed. |t approaches the
probl em space by automating what a network engi neer woul d normally do
when verifying a network connectivity service, nonitoring the
different network planes to understand wherever one network plane

af fects anot her negatively.

As a Service Disruption Detection Systens nmay need to be fine tuned
to effectively maintain good anonaly detection rates, the system need
to generate analytical data that is reviewed by a network engineer.
This process is defined in [I-D.ietf-nnmop-network-anonal y-1ifecycle],
where the human engi neer can be kept out of the nonitoring process
but needs to be involved in the alarmverification process.

Thi s docunment describes what information is needed to understand the
anal ytical results produced by the Service D sruption Detection
System The docunent proposes a set of semantically structured terns
that can be used by a Service Disruption Detection System for
conparing the results systematically, setting the baselines for
supervi sed machine | earning algorithns that require |abel ed

operati onal data.

Thi s docunent proposes two YANG Service Mdels, a service topol ogy
model in Section 4.3 to describe the topol ogy context and a YANG
synptom nodel in Section 4.2 to describe the synptons defined In
Section 3. Section 4.4 exanpl es above Service Mdels in an Apache
AVRO dat a nodel based on 'ietf-relevant-state.yang’ data nodel
defined in [I-D.ietf-nnop-network-anonal y-1ifecycle].
Conventions and Definitions
1. Term nol ogy
Thi s docunment nakes use of the terns defined in
[1-D.ietf-nmop-network-anomal y-architecture],
[1-D.ietf-nnmop-term nol ogy] and [ RFC8969].

The following terns are used as defined in
[1-D.ietf-nnmop-network-anonal y-architecture]:

* Qutlier Detection
*  Contextual Qutlier

* Service Disruption Detection
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*

Service Disruption Detection System

The following terns are used as defined in
[1-D.ietf-nnmop-network-anonal y-1ifecycle]

*

Concern Score

The following terns are used as defined in
[1-D.ietf-nnmop-term nol ogy]:

*

System
State
Pr obl em

Synpt om

Al arm

The following terns are used as defined in [ RFC8969]

*

Servi ce Mdel

oserved Synpt ons

oserved network Synptons are specified and categorized according to
the foll owi ng schene:

Action: The action that a network node perfornmed for a packet in the

Forwardi ng Pl ane, a path or adjacency in the Control Plane, or the
representation of resource state in the Managenent Pl ane or
statistical changes recorded by the resources and reported in the
Managenent Pl ane. For Forwardi ng Pl ane we distingui sh between

*m ssing*, where the packet drop occurred outside the neasured
net wor k node, *drop*, where the packet drop was perforned by the
measur ed network node, and *del ay*, which defines the on-path
del ay neasured on the network node. For Control Plane we

di stingui sh between *reachability*, which refers to a change in
the routing or forwarding informati on base (R B/ FIB) and

*adj acency* which refers to a change in a peering or |ink-Ilayer
resolution. For Managenent Plane we refer to *state* or
*statistical* change on the interface.

Reason: For each action, the reason describe why this action was

G af,

performed. For drops in Forwardi ng Pl ane we distinguish between
*Unr eachabl e*, because network | ayer reachability information was
m ssing, *Adm nistered*, because an adm nistrator configured a

et al. Expires 25 May 2026 [ Page 4]



I nternet-Draft Net wor k Anomal y Semantics Noverber 2025

rul e preventing the forwardi ng of this packet, and *Corrupt*,
where the network node was unable to determ ne the forwarding path
due to a packet, software or hardware error. For on-path delay we
di stingui sh between *M ni nunt, *Average* and *Maxi nunt delay for a
given flow For Control Plane, we distinguish wherever a the
reachability action was due to path *updates* or *w thdraws* or
the adjacency was *established* or *teared down*. For Manhagenent
Pl ane, we di stinguish between interfaces states that are shown as
*up* and *down*, and statistical counters that refer to *errors*,
packet *di scards* or *unknown protocol* counters.

Trigger: For each reason, the trigger describe why a network node
has chosen that action.

Table 1 consolidates the Iist of conmon synptons related to the
forwardi ng plane, defining the triplets action, reason and trigger.
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E oo oo ey s s
| Action | Reason | Trigger |
[} ety —————————— Ll —_—(————(———(—————r
| Drop | Unreachable | next-hop |
S I . e +
| Drop | Unreachable | link-1layer |
Fommmma - . T +
| Drop | Unreachable | Time To Life expired |
Fomm oo o e e - o e e e e e e e e oo o - +
| Drop | Unreachable | Fragmentation needed |
| | | and Don't Fragnment set |
S . T +
| Drop | Adm nistered | Access-List |
Fomm e - o - S o e e e e e a oo +
| Drop | Administered | Unicast Reverse Path |
| | | Forwarding |
S I . e +
| Drop | Adm nistered | Discard Route |
Fommmma - . T +
| Drop | Administered | Policed |
Fomm oo o e e - o e e e e e e e e oo o - +
| Drop | Adm nistered | Shaped |
S I . e +
| Drop | Corrupt | Bad Packet |
Fommmma - . T +
| Drop | Corrupt | Bad Egress Interface |
Fomm oo o e e - o e e e e e e e e oo o - +
| Delay | Mn | - |
S D . e +
| Delay | Mean | - |
Fommmma - . T +
| Delay | Max | - |
Fomm oo o e e - o e e e e e e e e oo o - +

Table 1. Description of synptons and their
actions, reason and trigger for Forwarding
Pl ane.

Table 2 consolidates the Iist of conmon synptons related to control
pl ane, describing their actions, reasons and triggers.

| Action | Reason | Trigger |
| Reachability | Update | I'nported |
R S o e m e e e e e e e e e e +
| Reachability | Update | Received |
. . YY" +
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| Reachability | Wthdraw | Received |
S o m e e e oo - o e e e e e e e e e e e e e e e e e o +
| Reachability | Wthdraw | Peer Down |
R S o e m e e e e e e e e e e +
| Reachability | Wthdraw | Suppressed |
. . Y +
| Reachability | Wthdraw | Stale |
S o m e e e oo - o e e e e e e e e e e e e e e e e e o +
| Reachability | Wthdraw | Route Policy Filtered |
R S o e m e e e e e e e e e e +
| Reachability | Wthdraw | Maxi mum Nurmber of Prefixes Reached |
. . YY" +
| Adj acency | Established | Peer |
S o m e e e oo - o e e e e e e e e e e e e e e e e e o +
| Adj acency | Established | Link-Layer |
R S o e m e e e e e e e e e e +
| Adj acency | Locally | Peer |
| | Teared Down | |
. I T T +
| Adj acency | Renotely | Peer |
| | Teared Down | |
R S o e m e e e e e e e e e e +
| Adj acency | Locally | Link-Layer |
| | Teared Down | |
. I T T +
| Adj acency | Renotely | Link-Layer |
| | Teared Down | |
R S o e m e e e e e e e e e e +
| Adj acency | Locally | Administrative |
| | Teared Down | |
. I T T +
| Adj acency | Renotely | Administrative |
| | Teared Down | |
R S o e m e e e e e e e e e e +
| Adj acency | Locally | Maxi mum Nurmber of Prefixes Reached |
| | Teared Down | |
. I T T +
| Adj acency | Renotely | Maxi mum Nurmber of Prefixes Reached |
| | Teared Down | |
R S o e m e e e e e e e e e e +
| Adj acency | Locally | Transport Connection Fail ed |
| | Teared Down | |
. I T T +
| Adj acency | Renotely | Transport Connection Fail ed |
| | Teared Down | |
R S o e m e e e e e e e e e e +

Tabl e 2: Description of synptons and their actions, reasons and
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4.

4.

triggers related to Control Pl ane.

Table 3 consolidates the Iist of conmmn synptons related to
managenent plane, defining the triplets action, reason and trigger.

| Action | Reason | Trigger |
| Interface State | Up | Link-Layer |
o e e e e e oo oo o e e e e oo oo R +
| Interface State | Down | Link-Layer |
g o e e oo Fom e e o - +
| Interface Statistics | Errors | - |
o e e e e e e oo Fom e e e oo Fomm e oo - +
| Interface Statistics | Discards | - |
o e e e e e oo oo o e e e e oo oo R +
| Interface Statistics | Unknown Protocol | - |
g o e e oo Fom e e o - +

Tabl e 3: Description of synptons and their actions,
reasons and triggers for Managenent Pl ane.

Semanti ¢ Met adat a

Qperational Metadata adds additional context to collected nmetrics.
For instance, in a network, the software version of the network node
defines the version of the software rel ease that generated Managenent
Plane netrics [I-D.ietf-opsawg-col |l ected-data-manifest]. Senantic
Met adata, on the other hand, defines the neaning or ontol ogy of the
annotated data. In this section a YANG nodel is defined in order to
provide a structure for the netadata related to anonalies occurred in
a network. The nmodule is intended to describe the netadata used for
"annotating” the operational data collected fromthe network nodes,
which include tine series data, logs, as well as other forns of data
that is "tine-bounded". The aspects discussed in this docunent are
grouped under the concept of "anomaly" which represents a collection
of synptoms. The anomaly overall has a set of paraneters that
describe the overall behavior of the network in a given tine-w ndow
including all the observed synptons and outliers.

1. Overview of the Mdels for the Synptom Semanti c Met adat a
This section defines two YANG nodel s, one defining a placehol der for

the action reason trigger defined in this document, and one defining
service topology information related to the anomaly.

4.2. YANG Modul e i etf-network-anonal y-synptomchl’
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4.2.1. YANG Tr ee

Figure 1 contains the YANG tree di agram [ RFC8340] of the 'ietf-
net wor k- anonal y-synptom cbl’ nodule. It augnments the ’ietf-relevant-
state’ nodule defined in [I-D.ietf-nnmop-network-anomaly-Iifecycle].

For each Synmptom the follow ng paraneters can be assigned: an
Action, a Reason and a Trigger describing the Synptom a Concern
Score indicating howcritical the Synptomis; and the associ ated
net wor k pl ane.

Wiere t he season enuneration decl ares wherever a workday or a holiday
hase been taken into consideration for Contextual CQutliers. The
tenpl at e descri bes whi ch approach and paraneters have been used in
the Service Disruption Detection as described in Section 3.2 of
[1-D.ietf-nnmop-network-anonmal y-architecture]

nmodul e: i etf-network-anomal y-synpt om cb

augment /rsn:rel evant-state/rsn: anonal y/rsn: synpt om

+--rw action? string

+--rw reason? string

+--rw trigger? string

+--rw networ k- pl ane? enuner ation

+--rw tenpl ate? string

+--rw season? enuner ati on
augnment /rsn:rel evant-state-notification/rsn:anomal y/rsn: synptom

+-- action? string

+-- reason? string

+-- trigger? string

+-- network-pl ane? enumrer ation

+-- tenpl ate? string

+-- season? enuner ati on

Figure 1: YANG tree diagramfor 'ietf-network-anonaly-synptom
cbl’ nodul e.

The nodul e augnents the anonaly of the 'relevant-state’ container and
the "relevant-state-notification” of 'ietf-relevant-state’ nodul e
defined in [I-D.ietf-nnop-network-anomal y-lifecycle]. The 'relevant-
state’ container is used for nodifying the Synptomdata in the
Postnmortem system while the 'rel evant-state-notification’ is used
for messaging fromthe Al arm Aggregation to the Postnortem and the

Al arm and Probl em Managenent system
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4.2.2. YANG Mbddul e

The YANG nodul e has a grouping defining Action, Reason and Trigger
and how synptom attributes to the network pl anes.

<CODE BEG NS> file "ietf-network-anonal y-synptom cbl @025-11-15. yang"
nmodul e i etf-network-anomal y-synpt om cbl {
yang-version 1.1;
namespace
"urn:ietf:parans: xn:ns:yang:ietf-network-anonmal y-synptoncbl";
prefix snctbl synpt om

inmport ietf-relevant-state {
prefix rsn;
ref erence
"RFC XXX: Relevant State and Rel evant State Notification";
}

organi zati on
"I ETF NMOP ( Net wor k Management Operations) Wrking G oup”;
cont act
"WG Web: <http:/tools.ietf.org/wy/ netconf/>
WG List: <mailto:nnmop@etf.org>

Edi t or: Thomas G af

<mai | t o: t hormas. gr af @w sscom conp

Wanting Du

<mai | t o: wanti ng. du@w sscom cone

Al ex Huang Feng

<mai | t o: al ex. huang- f eng@ nsa-1yon. fr>

Vi ncenzo Ri ccobene

<mai | t 0: vi ncenzo. ri ccobene@uawei - part ners. com";

description
"This nodul e defines the semantic grouping to be used by a

Service Disruption Detection Systens. The defined objects is
used to augnent the anonaly container. Describing the
synptons action and reason.

Copyright (c) 2025 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).
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Al'l revisions of |IETF and | ANA published nodul es can be found
at the YANG Paraneters registry
(https://ww i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision 2025-11-15 {
description
"Initial version";
ref erence
"RFC XXX: Semantic Metadata Annotation for Network Anomaly
Det ecti on";

}

groupi ng cbl -synmpt om {
description
"Semantic nmetadata assocaited to a synptomfor a detected
connectivity service anomaly.";
| eaf action {
type string;
description
"Operation perforned by a network node when forwarding a
packet.";

| eaf reason {
type string;
description
"Reason associated to the action perforned by the network
node. ";
}
| eaf trigger {
type string;
description
"Describes what triggered the network node to this action.”;

| eaf network-plane {
type enuneration {
enum f orwar di ng {
description
"Synpt om associ ated to the Forwarding Plane.";

enum control {
description
" Synpt om associ ated to the Control Plane.";

enum nmanagenent {
description

G af, et al. Expires 25 May 2026 [ Page 11]
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"Synpt om associ ated to the Managenent Plane.";

}

description
"Associ ated network plane.";
}

| eaf tenplate {
type string;
mandat ory fal se;
description
"A group of configuration paraneters contributing to the synptom
detection conputation”;
reference
"Section 3.2 in draft-ietf-nmop-network-anomal y-architecture."”;

| eaf season {
type enuneration {
enum wor kday {
description
"Contextual outlier associated to workday.";

enum hol i day {
description
"Contextual outlier associated to holiday.";
}
}

description
"Associ at ed season. ";
}

}

augrment "/rsn:rel evant-state/rsn: anomal y"
+ "/rsn:synptom {
description
"Provi de extension for the synptom description,
specifically for connectivity services to the
rel evant state container";
uses cbhl - synpt om

}

augnent "/rsn:rel evant-state-notification/rsn:anomaly"
+ "/rsn:synptom' {
description
"Provide extension for the synptom description,
specifically for connectivity services to the
rel evant state notification";
uses chl - synpt om

}

G af, et al. Expires 25 May 2026 [ Page 12]



I nternet-Draft Net wor k Anomal y Semantics Noverber 2025

}

<CODE ENDS>
4.3. YANG Mbdul e i etf-network-anonal y-servi ce-topol ogy’
4.3.1. YANG Tree

The YANG npdul e has a service and a vpn-ternination groupi ng defining
a 'vpn-id, a 'vpn-nane’ ’'site-ids’ and a 'change-id wth ’'start’

and "end time’ for 'service' and 'hostnane’, 'VRF ID, 'VRF Nane’,
" BGP route-distinguisher’, 'BGP peer ip address’, 'BGP path next-
hop’, 'node interface-id and 'node interface-nanme’ for ’'node-
term nation’ list and 'hostnane’, 'BGP route-distinguisher’, 'BGP
pat h next-hop’ and ' BGP peer ip address’ for 'network-term nation
l'ist.

Wthin the NMOP working group we discuss with the SI MAP aut hors which
exi sting YANG nodes instead could be used to facilitate a service and
net wor k topol ogy context view

modul e: i etf-network-anomal y-servi ce-topol ogy

augnment /rsn:rel evant-state/rsn: service

+--:(12vpn)
| +--rwl2vpn-service* [vpn-id]
| +--rw vpn-id string
| +--rwouri? inet:uri
| +--rw vpn- nane? string
| +--rw site-ids* string
| +--rw change-i d? yang: uui d
| +--rw change-start-time? yang:date-and-tine
| +--rw change-end-ti me? yang: dat e-and-ti ne
+--:(13vpn)
+--rw | 3vpn-servi ce* [vpn-id]
+--rw vpn-id string
+--rwouri? inet:uri
+--rw vpn- nane? string
+--rw site-ids* string
+--rw change-i d? yang: uui d
+--rw change-start-time? yang: dat e-and-ti ne
+--rw change-end-ti nme? yang: date-and-ti ne
augnment /rsn:rel evant-state-notification/rsn:service
+--:(12vpn)
| +-- 12vpn-service* [vpn-id]
| +-- vpn-id string
| +-- uri? i net:uri
| +-- vpn-nane? string
| +-- site-ids* string
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| +-- change-id? yang: uui d
| +-- change-start-time? yang: dat e-and-ti ne
| +-- change-end-tine? yang: dat e-and-ti ne
+--:(13vpn)
+-- | 3vpn-service* [vpn-id]
+-- vpn-id string
+-- uri? i net:uri
+-- vpn-nane? string
+-- site-ids* string
+-- change-i d? yang: uui d
+-- change-start-tinme? yang: date-and-ti ne
+-- change-end-tine? yang: date-and-ti ne

augment /rsn:rel evant-state/rsn: anomal y:
+--rw vpn- node-term nati ons* [hostnanme vrf-nane]

+--rw host nane i net: host

+--rw vrf-id? ui nt 32

+--rw vrf-nane string

+--rw rout e-di stingui sher? string
+--rwinterface-id* ui nt 32

+--rw i nterface-nanme* string

+--rw peer-ip* i net:ip-address
+--rw next - hop* i net:ip-address

augnment /rsn:rel evant-state-notification/rsn:anonal y:
+-- vpn-node-termn nati ons* [host name vrf-nane]

+-- host nane i net: host

+-- vrf-id? ui nt 32

+-- vrf-nane string

+-- route-distinguisher? string

+-- interface-id* ui nt 32

+-- interface-nane* string

+-- peer-ip* i net:ip-address
+- - next - hop* i net:ip-address

4.3.2. YANG Modul e

The 'ietf-network-anonal y-service-topol ogy’ nodul e defines reusabl e
groupi ngs for augnenting the 'relevant-state’ nodel. It defines

pl acehol ders for defining VPN information that is associated to the
rel evant state.

<CODE BEG NS>
file "ietf-network-anomal y-service-topol ogy@025-11-15. yang"
modul e i et f-network-anonal y-servi ce-topol ogy {
yang-version 1.1;
namespace
"urn:ietf:parans: xn :ns:yang:ietf-network-anomal y-service-topol ogy";
prefix sntopol ogy;
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inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types",
}

inmport ietf-relevant-state {
prefix rsn;
reference
"RFC XXX: An Experinent: Network Anomaly Lifecycle";
}

organi zati on

"I ETF NMOP ( Net wor k Managenent Operations) Wrking G oup";
cont act

"WG Web: <http:/tools.ietf.org/wg/ netconf/>

WG List: <mailto:nmop@etf.org>

Edi t or: Thomas G af
<mai | t 0: t honmas. gr af @w sscom con®
Wanting Du
<mai | t o: wanti ng. du@w sscom cone
Al ex Huang Feng
<mai | t 0: al ex. huang-feng@ nsa-1yon.fr>
Vi ncenzo Ri ccobene
<mai | t 0: vi ncenzo. ri ccobene@uawei - part ners. comp";
description
"This nodul e defines the synptom container to be used by a network
anomaly detection system The defined objects can be used to
augnent operational network coll ected observability data and
anal ytical problemdata equally. Describing the relevant-state
of observed synptons.

Copyright (c) 2025 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

Al'l revisions of IETF and | ANA published nodul es can be found
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at the YANG Paraneters registry
(https://ww. i ana. or g/ assi gnnent s/ yang- par anet ers) .

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision 2025-11-15 {
description
"Initial version";
ref erence
"RFC XXX: Semantic Metadata Annotation for Network Anomaly Detection”;
}

groupi ng | 2vpn-service {
description
"Connectivity service of type VPN. This grouping is
used to augnment the rel evant-state container.";
list |2vpn-service {
key "vpn-id";
description
"List of VPN connectivity services of interest.”;
| eaf vpn-id {
type string;
mandat ory true;
description
"Unique I D of the VPN connectivity service.";

| eaf uri {
type inet:uri;
description
"URI to viusalize the VPN connectivity service inventory.";
}
| eaf vpn-nane {
type string;
description
"Narme of the VPN connectivity service.";

leaf-list site-ids {
type string;
description
"List of unique site IDs of the VPN connectivity service.";
}
| eaf change-id {
type yang: uui d;
description
"Unique identifier of VPN connectivity service mai ntenance
wi ndow within the rel evant-state w ndow. ";
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| eaf change-start-tine {
type yang: date-and-ti ne;
description
"Start date and tine of the VPN connectivity service
mai nt enance wi ndow wi thin the rel evant-state w ndow. ";
}
| eaf change-end-time {
type yang: date-and-ti ne;
description
"End date and tinme of the VPN connectivity service
mai nt enance wi ndow wi thin the rel evant-state w ndow. ";
}
}
}

groupi ng | 3vpn-service {
description
"Connectivity service of type VPN. This grouping is
used to augrment the relevant-state container.";
list |3vpn-service {
key "vpn-id";
description
"List of VPN connectivity services of interest.";
| eaf vpn-id {
type string;
mandat ory true;
description
"Unique I D of the VPN connectivity service.";

leaf uri {
type inet:uri;
description
"URI to viusalize the VPN connectivity service inventory.";
}
| eaf vpn-nane {
type string;
description
"Name of the VPN connectivity service.";

leaf-list site-ids {
type string;
description
"List of unique site IDs of the VPN connectivity service.";

| eaf change-id {
type yang: uui d;
description
"Uni que identifier of VPN connectivity service maintenance
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G af,

wi ndow within the rel evant-state w ndow. ";
}
| eaf change-start-tine {
type yang: date-and-ti ne;
description
"Start date and tine of the VPN connectivity service
mai nt enance wi ndow within the rel evant-state w ndow. ";

| eaf change-end-time {
type yang: date-and-ti ne;
description
"End date and tinme of the VPN connectivity service
mai nt enance wi ndow within the rel evant-state w ndow. ";

}
}
}

groupi ng vpn-node-term nation {
description
"Node and Network Term nation for the VPN Service instance.
This grouping is used to augment the rel evant-state container.";
list vpn-node-term nations {
key "hostnane vrf-nane";
description
"Li st of Node Termi nations of interest.";
| eaf host nanme {
type inet: host;
description
"The hostname of the network node. This val ue
is usually configured on the node by the
adm nistrator to uniquely identify the node
in the network.";

}
leaf vrf-id {
type uint32;
description
"The VRF id obtained through | PFI X | E234
i ngressVRFI D or | E235 egressVRFID. ";

| eaf vrf-nanme {

type string;

description

"The VRF name obtained through | PFI X | E236
VRFnhanme or BMP peer _up VRF Tabl e Name TLV.";

}
| eaf route-distinguisher {

type string;

description
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"The BGP route-distingui sher obtained through
I PFI X 1 EQ0 npl sVpnRout eDi sti ngui sher or BMP
route-nonitoring or peer_up nessage type.";

leaf-list interface-id {
type uint32;
description
"The interface identifier obtained through
I PFI X 1 E10 i ngressinterface, |E14
egressinterface or
ietf-interfaces:interfaces/interface/if-index.";

leaf-1ist interface-name {
type string;
description
"The interface nane obtained through
| PFI X 1 E82 interfaceNanme or
ietf-interfaces:interfaces/interface/nane.";

leaf-1ist peer-ip {
type inet:ip-address;
description
"The BGP peering | P address | earned through
BMP route-nonitoring, peer_up or peer_down
nmessage type.";

| eaf-1ist next-hop {
type inet:ip-address;
description

"The BGP next-hop | P address | earned through
BMP route-nonitoring nmessage type.";
}
}
}

augnment "/rsn:rel evant-state/rsn:service" {
description
"Provide extension for the service description,
specifically for connectivity services to the
rel evant state container.";
case | 2vpn {
description
"Layer 2 VPN connectivity service.";
uses | 2vpn-servi ce;

case | 3vpn {

description
"Layer 3 VPN connectivity service.";
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uses | 3vpn-service;

}
}

augnent "/rsn:relevant-state-notification/rsn:service" {
description
"Provi de extension for the service description,
specifically for connectivity services to the
rel evant state notification.";
case | 2vpn {
description
"Layer 2 VPN connectivity service.";
uses | 2vpn-servi ce;

case | 3vpn {
description
"Layer 3 VPN connectivity service.";
uses | 3vpn-service;
}
}

augnent "/rsn:rel evant-state/rsn:anonmal y" {
description
"Provi de extension for the service description,
specifically for connectivity services to the
rel evant state container.";
uses vpn-node-term nation;

}

augnment "/rsn:relevant-state-notification/rsn:anomaly" {
description
"Provide extension for the service description,
specifically for connectivity services to the
rel evant state notification.";
uses vpn-node-term nation;

}
}
<CODE ENDS>
4. 4. Apache AVRO Schema
Dependi ng on i npl enentati on, a network operator night chose defined
YANG npdel s as data npdel s or uses the YANG nodels as information
data nodels and transformthemto another schema format such as

[ Apache_AVRCO to use as data nodel for
[1-D.ietf-nnmop-yang-nmessage-broker-integration] integration
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Shows the entire notification schema of "ietf-rel evant-state.yang
from[1-D.ietf-nnop-network-anomal y-1ifecycle], 'ietf-network-
anomal y- servi ce-topol ogy. yang’ from Section 4.3 and 'ietf-network-
anomal y- synpt om cbl . yang’ from Section 4.2 as an Apache AVRO schenma.

The Apache AVRO schema i s deconposed based on YANG groupi ngs as
fol | owi ng:

* RelevantStateNotification.avsc is based on 'rel evant-state-
grouping’ defined in "ietf-relevant-state.yang’ with
"ietf.relevant.state. Publisher’, "ietf.relevant.state. Anonaly’,
"ietf.rel evant. state. VpnNodeTerni nati on’ and
"ietf.relevant. state. VpnServi ce’ AVRO schena inports.

* Publisher.avsc is based on ’publisher’ container defined in 'ietf-
rel evant - st at e. yang’

* Anonal y.avsc is based on 'anonal y-grouping’ defined in 'ietf-
rel evant-state.yang’ with 'ietf.relevant.state. Annotator’ and
"ietf.rel evant. state. Synptom AVRO schema inports.

* Annotator.avsc is based on 'anotator-grouping’ defined in 'ietf-
rel evant - st at e. yang’

*  Synptom avsc i s based on ’'cbl-synmptomi defined in 'ietf-network-
anomal y- synpt om cbl . yang’

* L2VpnServi ce. avsc, L2VpnServi ceContai ner. avsc, L3VpnService. avsc
and L3VpnServi ceContainer.avsc is based on 'vpn-service defined
in 'ietf-network-anonaly-service-topol ogy.yang’

* VpnTerm nation.avsc is based on 'vpn-term nation’ defined in
"ietf-network-anonal y-service-topol ogy. yang’

<CODE BEG NS> file "Rel evant StateNotificati on@025-11-15. avsc"

{
"type": "record",
"name": "Rel evant StateNotification",
"namespace": "ietf.relevant.state",
"fields": [
{
"name": "id",
"type": { _
"type": "string",
"l ogi cal Type": ™"uuid"
H
"doc": "Unique ID of the relevant state. It is unique in the scope of the Labe
Store."

b
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{ n n n on
name": "uri
"type": ["null", "string"],
"default": null,
"doc": "URI to visualize the analytical netrics of the relevant-state."
b
{
"name": "description",
"type": ["null", "string"],
"default": null,
"doc": "Textual description of the fault."
b
{ _
"name": "startTinme",
"type": {
"type": "long",
"l ogi cal Type": "tinmestanp-mllis"
b
"doc": "Date and time indicating the beginning of the problem™
b
{
"name": "endTi ne",
"type": ["null", {"type": "long", "logical Type": "tinmestanp-mllis"}],
"default": null,
"doc": "Date and time indicating the end of the problem™"
b
{
"name": "strategy",
"type": ["null", "string"],
"default": null,
"doc": "Name of the strategy that detected the relevant state."
b
{
"name": "confidenceScore",

"type": ["null", "int"],

"default": null,

"doc": "Score between 0 and 100 indicating how confident were the detectors inr
elation to the overall relevant state."

b,
{
"nanme": "concernScore",
"type": "int",
"doc": "Score between 0 and 100 indicating the degree of concern in relation to
the overall relevant state."
b,
{
"nane": "anonmal y",
"type": {
"type": "array",
"itens": "ietf.relevant. state. Anomal y"
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},
"doc": "List of anonamlies that are part of the relevant state."
b
{ .
"name": "service",
"type":
"null",
"ietf.relevant. state.L2VpnServi ceCont ai ner",
"ietf.relevant. state.L3VpnServi ceCont ai ner”
1,
"default": null,
"doc": "List of services of interest. The type of the service can be extended in
the future."
b
{
"nanme": "publisher",
"type": "ietf.relevant.state.Publisher",
"doc": "Name of the system which published the relevant-state notification."
}
]
}
<CODE ENDS>
<CODE BEG NS> file "Anonmal y@025-11-15. avsc”
{
"type": "record",
"nanme": "Anomal y",
"nanmespace": "ietf.relevant.state",
"fields": [
{
"name": "id",
"type": {

"type": "string",
"| ogi cal Type": "uuid"
}

"doc": "Unique identifier of the anomaly."
b
{ n n n H H n
nanme": "revision
"type": "int",
"doc": "Revision of the anonaly netadata object."”
H
{ n n n on
name": "uri
"type": ["null", "string"],
"default": null,
"doc": "URI to visualize the analytical netrics of the anonaly."
H
{
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"name": "stage",
"type": |
"type": "enunt,
"name": "Stage",
"synmbol s": |
"det ection",
"val i dation",
"refi nement"”

]
H
"doc": "Stage of the anonaly."
H
{
"name": "description",
"type": ["null", "string"],
"default": null,
"doc": "Textual description of the anomaly."
H
{ _
"name": "startTi me",
"type": {"type": "long", "logical Type": "tinmestanp-mllis"},
"doc": "Date and tine indicating the beginning of the anomaly."
H
{
"name": "endTi ne",
"type": ["null", {"type": "long", "logical Type": "timestanp-mllis"}],
"default": null,
"doc": "Date and tine indicating the end of the anomaly."
H
{
"name": "confidenceScore",
"type": ["null", "int"],
"default”: null,
"doc": "Score between 0 and 100 indicating how confident was the detector while
considering the given anonaly as part of the relevant event."
H
{
"name": "pattern",
"type": [
"nul 1",

"type": "enuni,
"name": "Pattern",
"synmbol s": |
"drop"”,
"spi ke",
"mean_shift",
"seasonality shift",
"trend",
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"ot her"

]

ator (e.g. spike, drop, nean_shift, etc.)."

1
"default": null,
"doc": "Pattern describes the type of pattern that was detected by the
This field is optional."
H
{
"name": "annotator",
"type": "ietf.relevant.state. Annotator",
"doc": "Annotator represents the entity that produced the annotation."
H
{
"name": "synptont,
"type": ["null", "ietf.relevant.state.Synptoni],
"default": null,
"doc": "It specifies the synptomfor the anomaly."
H
{
"nane": "vpnNodeTerm nati ons",
"type": {
"type": "array",
"itenms": "ietf.relevant. state. VpnNodeTerm nation”
},
"“doc": "List of Node Term nations of interest."”
}
}
<CODE ENDS>

G af,
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<CODE BEG NS> file "Publisher @025-11-15. avsc"
{
"type": "record",
"name": "Publisher",
"nanespace": "ietf.relevant.state",
"fields": [
{
"name": "id",
"type: {
"type": "string",
"| ogi cal Type": "uuid"
b

"doc": "Unique ID of the system which published the relevant-state notification.

"name": "nanme",
"type": "string",
"doc": "Name of the system which published the relevant-state notification."

"nanme": "version",

"type":
"null",

"type": "string"

]

efault": null,
"doc": "Version of the system which published the relevant-state notification.."
}
]

}
<CODE ENDS>

<CODE BEG NS> file "Annotator @025-11-15. avsc"
{
"type": "record",
"nane": "Annotator",
"nanmespace": "ietf.relevant.state",
"fields": [
{ .
" narT-B" : " I dll ,
"type": [
"null",
{ .
"type": "string",
"l ogi cal Type": "uuid"
}
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1,
"default": null,
"doc": "Unique ID of the annotator (either user or algorithm."
H
{
"name": "nanme",
"type": "string",
"doc": "Name of the annotator (either user or algorithm."
b
{
"nanme": "annot at or Type",
"type":
"nul I,
{
"type": "enunt,
"name": "Annot at or Type",
"synmbol s": ["human", "al gorithni],
"doc": "An annotator can be either a human user or a programmatic entity, su
ch as an algorithm™
}
I,
"default": null,
"doc": "AnnotatorType specifies the type of the annotator."
H
{ n n n H n
nanme": "version",
"type": [
"nul 1",
"type": "string"
1,
"default”: null,
"doc": "Version of the annotator."
}
]
}
<CODE ENDS>
<CODE BEG NS> file "Synptom@025-11-15. avsc"
{
"type": "record",
"name": " Synptont,
"namespace": "ietf.relevant.state",
"fields": [
{
"name": "id",
"type": {

"type": "string",
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"l ogi cal Type": "uuid"

},
"doc": "Unique identifier of the synptomtype."
H
{
"nanme": "concernScore",
"type": "int",
"doc": "Score between O and 100 indicating the degree of concern in relation to
the specific synptom"”
H
{ .
"nane":. "action",
"type": ["null", "string"],
"default": null,
"doc": "Action associated with the synptom™
H
{
"name": "reason",
"type": ["null", "string"],
"default": null,
"doc": "Reason associated with the synptom™
H
{ .
"name": "trigger",
"type": ["null", "string"],
"default": null,
"doc": "Trigger associated with the synptom"”
H
{
"nanme": "networkPl ane",
“type": [
"nul I,
{
"type": "enunt,
"name": " Networ kPl ane",
"synmbol s": ["managenent", "control", "forwarding"],
"doc": "Network Plane affected by the synptom™
}
I,
"default": null,
"doc": "Network Plane affected by the synptom™
H
{
"name": "tenplate",
"type": ["null", "string"],
"default": null,
"doc": "Nane of the tenplate that detected the synptom"”
H
{
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"nanme": "season",
lltypell: [
" nU| I " ,

"type": "enuni,
"nanme": "Season",
"synmbol s": ["workday", "holiday"]

}
I,
"default": null,
"doc": "Associated season. [Note: O her seasons nay be added in the future,
as weekend.]"
}
]
}
<CODE ENDS>

<CODE BEG NS> file "L2VpnServi ceCont ai ner.avsc@025-11- 15. avsc”
{
"type": "record",
"name": "L2VpnServi ceCont ai ner",
"nanmespace": "ietf.relevant.state",
"fields": [
{
"name": "l 2VpnService",
"type": {
"type": "array",
"itens": "ietf.relevant.state.L2VpnService"

}

}

oc": "Container for Layer 2 VPN service list."

oc": "List of the Layer 2 VPN connectivity services."

]

}
<CODE ENDS>

<CODE BEG NS> file "L2VpnServi ce. avsc@025-11-15. avsc"
{
"type": "record",
"nanme": "L3VpnService",
"nanespace": "ietf.relevant.state",
"fields": [
{
"name": "vpnld",
"type": "string",
"doc": "Unique ID of the VPN connectivity service."

name": "uri",
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"type": ["null", "string"],
"default": null,

"doc": "URI to visualize the VPN service inventory."
H
{
"name": "vpnNanme",
"type": ["null", "string"],
"default": null,
"doc": "Name of the VPN connectivity service."
H
{
"name": "sitelds",
"type": ["null", {"type": "array", "items": "string"}],
"default": null,
"doc": "List of unique site IDs of the VPN connectivity service."
H
{
"name": "changel d",
"type": ["null", {"type": "string", "logical Type": "uuid"}],
"default": null,
"doc": "Unique identifier of VPN connectivity service maintenance w ndow wthin
the rel evant-state w ndow. "
H
{
"name": "changeStartTi ne",
"type": ["null", {"type": "long", "logical Type": "timestanp-mllis"}],
"default": null,
"doc": "Start date and tine of the VPN connectivity service window within the re
| evant - state w ndow. "
H
{
"name": "changeEndTi me",
"type": ["null", {"type": "long", "logical Type": "timestanp-mllis"}],
"default": null,
"doc": "End date and tinme of the VPN connectivity service window within the rele
vant - state w ndow. "
}
]
}
<CODE ENDS>
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<CODE BEG NS> file "L3VpnServi ceContai ner.avsc@025-11-15. avsc”
{

"type": "record",
"nanme": "L3VpnServi ceContai ner",
"nanespace": "ietf.relevant.state",
"fields": [
{
"name": "l 3VpnService",
"type": {
"type": "array",
"itens": "ietf.relevant.state.L3VpnService"
},
"doc": "List of the Layer 3 VPN connectivity services."
}
I,
"doc": "Container for Layer 3 VPN service list."
}
<CODE ENDS>
<CODE BEG NS> file "L3VpnService. avsc@025-11-15. avsc"
{
"type": "record",
"nanme": "L3VpnService",
"namespace": "ietf.relevant.state",
"fields": [
{
"name": "vpnld",
"type": "string",
"doc": "Unique ID of the VPN connectivity service."
H
{ n n n on
name": "uri",

"type": ["null", "string"],
"default": null,

"doc": "URI to visualize the VPN service inventory."
b
{
"name": "vpnNanme",
"type": ["null", "string"],
"default": null,
"doc": "Nanme of the VPN connectivity service."
b
{
"nanme": "sitelds",
"type": ["null", {"type": "array", "items": "string"}],
"default": null,
"doc": "List of unique site IDs of the VPN connectivity service."
3
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{
"name": "changel d",
"type": ["null", {"type": "string", "logical Type": "uuid"}],
"default": null,
"doc": "Unique identifier of VPN connectivity service maintenance wi ndow w thin
the rel evant-state w ndow. "
b
{
"name": "changeStartTi ne",
"type": ["null", {"type": "long", "logical Type": "tinmestanp-mllis"}],
"default": null,
"doc": "Start date and tine of the VPN connectivity service window within the re
| evant - st ate wi ndow. "
b
{
"nanme": "changeEndTi nme",
"type": ["null", {"type": "long", "logical Type": "tinmestanp-mllis"}],
"default": null,
"doc": "End date and time of the VPN connectivity service window within the rele
vant - st at e wi ndow. "
}
]
}
<CODE ENDS>
<CODE BEG NS> file "VpnNodeTerm nati on@025-11-15. avsc"
{
"type": "record",
"nane": "VpnNodeTerm nation",
"nanmespace": "ietf.relevant.state",
"fields": [
{
"name": "hostname",

"type": ["null", "string"],
"default": null,

"doc": "The hostnane of the network node."
b,
{
"name": "routeD stinguisher”,
"type": ["null", "string"],
"default": null,
"doc": "The BGP route-distinguisher obtained through | PFI X or BWP."
b,
{
"name": "peerlp",
"type": {"type": "array", "itens": "string"},
"doc": "The BGP peering |IP address."
b,
{

"name": "next Hop",
"type": {"type": "array", "itens": "string"},
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"doc": "The BGP next-hop |IP address."

b,

{
"nanme": "vrfld",
"type": ["null", "long"],
"default": null,
"doc": "The VRF identifier."

b,

{
"nanme": "vrf Nane",
"type": ["null", "string"],
"default": null,
"doc": "The VRF nanme."

b,

{
"nanme": "interfaceld",
"type": {"type": "array", "itens": "long"},
"doc": "The interface identifier."

b,

{
"nanme": "interfaceNane",
"type": {"type": "array", "itens": "string"},
"doc": "The interface nane."

}

]
}
<CODE ENDS>

5. | ANA Consi derati ons

Thi s docunent registers the follow ng two namespace URIs in the | ETF
XM. Regi stry [ RFC3688]:

URI: urn:ietf:parans: xn:ns:yang:ietf-network-anonmal y-synptomcb
Regi strant Contact: The | ESG

XM.: NA; the requested URI is an XML nanespace

URI: urn:ietf:parans: xm:ns:yang:ietf-network-anonal y-servi ce-

t opol ogy

Regi strant Contact: The | ESG

XM.: NA; the requested URI is an XM. nanespace
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6

Thi s docunment registers the following two YANG nodul es in the YANG
Modul e Names registry [ RFC3688]:

Nane: ietf-network-anonal y-synptomchb

Nanmespace: urn:ietf:parans: xm :ns:yang:ietf-network-anomal y-
synpt om cbl

Prefix: sncbl synptom

Ref erence: RFC XXXX

Nane: ietf-network-anomal y-service-topol ogy

Nanmespace: urn:ietf:parans: xm:ns:yang:ietf-network-anomal y-
servi ce-topol ogy

Prefix: smtopol ogy
Ref erence: RFC XXXX
Security Considerations

This section is nodeled after the tenplate described in Section 3.7
of [I-D.ietf-netnod-rfc8407his].

The "ietf-network-anomal y-synptomcbl” and "ietf-network-anonal y-
servi ce-topol ogy" YANG nodul es defines two data nodels that are
designed to be accessed via YANG based managenent protocols, such as
NETCONF [ RFC6141] and RESTCONF [ RFC8040]. These protocols have to
use a secure transport layer (e.g., SSH [RFC4252], TLS [ RFC8446], and
QUI C [ RFC9000]) and have to use nutual authentication

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
writable/creatable/deletable (i.e., "config true", which is the
default). Al witable data nodes are likely to be reasonably
sensitive or vulnerable in some network environments. Wite
operations (e.g., edit-config) and del ete operations to these data
nodes wi thout proper protection or authentication can have a negative
effect on network operations. The follow ng subtrees and data nodes
have particular sensitivities/vulnerabilities:
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"There are no particularly sensitive witable data nodes."

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. Specifically, the follow ng
subtrees and data nodes have particular sensitivities/

vul nerabilities:

"There are no particularly sensitive readabl e data nodes."
7. Inplenmentation status
This section provides pointers to existing open source
i mpl ementations of this draft. Note to the RFC-editor: Please renpve
this before publishing.
7.1. Antagoni st

A tool called Antagonist has been inplenmented and refined during the
| ETF 119 and 120 hackathons, in order to validate the application of
the YANG nodel s defined in this draft. Antagoni st provides visua
support for two inportant use cases in the scope of this docunent:

* the generation of a ground truth in relation to Synptons and
Problenms in tinmeseries data

* the visual validation of results produced by autonmated network
anomal y detection tools.

The open source code can be found here: [Antagonist]

7.2. Cosnobs Bright Lights
A real -time streanmi ng based Service Disruption Detection System has
been depl oyed in Swi sscom production as a proof of concept in June
2024 nonitoring approxi mate >13' 000 L3 VPN s concurrently. The
Apache AVRO schena described in Section 4.4 is being inplenented in
April 2025 in the devel opment environment and considered to be
depl oyed in June 2025 in production
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